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Copyright

The contents of this publication may not be reproduced in any part or as a whole, stored, transcribed in
an information retrieval system, translated into any language, or transmitted in any form or by any
means, mechanical, magnetic, electronic, optical, photocopying, manual, or otherwise, without the prior

written permission.

Trademarks

All products, company, brand names are trademarks or registered trademarks of their respective
companies. They are used for identification purpose only. Specifications are subject to be changed

without prior notice.

FCC Interference Statement

The RS-3000 has been tested and found to comply with the limits for a Class B digital device pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against radio
interference in a commercial environment. This equipment can generate, use and radiate radio
frequency energy and, if not installed and used in accordance with the instructions in this manual, may
cause harmful interference to radio communications. Operation of this equipment in a residential area is
likely to cause interference, in which case the user, at his own expense, will be required to take

whatever measures are necessary to correct the interference.

CE Declaration of Conformity

This equipment complies with the requirements relating to electromagnetic compatibility,
EN 55022/A1/A2, EN 61000-3-2, EN 61000-3-3/A1, EN 55024/A1/A2, Class B.

The specification is subject to change without notice.
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Chapter 1 Introduction

Congratulations on your purchase of this outstanding RS-3000 Office UTM Gateway. This product is
specifically designed for the office that has the higher security request. It provides an advanced security
protection to internal clients or servers from threats, such as virus, spam and hacker attack. It can also
manage user’s access right for IM and P2P, to save precious bandwidth from being exhausting. With
all-in-one security device, user can fully utilize the budget to construct the security environment and

does not need to purchase the further device.

Instructions for installing and configuring this product can be found in this manual. Before you install and

use this product, please read this manual carefully for fully exploiting the functions of this product.

1.1 Functions and Features

Mail Security

® Anti-Virus for Inbound E-mail filter
Integrated with Clam AV virus engine can filter the attached virus of incoming mail.

® Regularly or manually updated virus pattern
The virus pattern can be auto updated regularly (every 10 minutes), or manually updated. And
the license is free.

® Anti-Spam for Inbound E-mail filter
Built-in with Bayesian, fingerprint, verifying sender account, and checking sender IP in RBL
system work to filter spam mail automatically.

® Mail Training system

Update system with the error judged type of mail, to improve the accurate rate of Anti-Spam.

Network Security

® |IDP (Intrusion Detection Prevention)
The IDP system provides the function to detect and stop the hacker software’s attack from
Internet. It filters the malicious packets based on the embedded signature database; user can
select to update the database by regularly or manually.

® Anti-Virus for HTTP, FTP, P2P, IM, NetBIOS
RS-3000 Anti-Virus not only can filter mail, it also supports to scan HTTP, FTP, P2P, IM and
NetBIOS packets.

® Detect and block the anomaly flow IP
Anomaly flow packets usually spread out to the network as abnormal type, and administrator

can configure the function to drop them.



® |PSec and PPTP VPN
VPN (Virtual Private Network) uses to secure the data transferring with encrypted and private
channel, IPSec provides high level of data encrypted, and PPTP provides easily configuration.

® VPN Trunk
VPN trunk function allows user to create two VPN tunnels simultaneously, and offers VPN
fail-over feature.

® [IM/P2P Blocking
Currently IM and P2P can be managed separately the access right. IM types include MSN,
Yahoo Messenger, ICQ, QQ, Google Talk, Gadu-Gadu and Skype, and P2P types include
eDonkey, Bit Torrent, WinMX, Foxy, KuGoo, AppleJuice, AudioGalaxy, DirectConnect, iMesh,
MUTE, Thunder5, VNN Client, PPLive, Ultra-Surf, PPStream, GoGoBox, Tor, UUSee,
QQLive/QQGame, QQDownload, Ares, Hamachi, TeamViewer, and GLWorld.

® Content Blocking
Four types of Internet services can be managed the access right: URL, Scripts (Popup,
ActiveX, Java, Cookie), Download and Upload.

® User Authentication
User must pass the authenticated for the Internet accessed right. The account database can
be the local database, RADIUS and POP3 server.

® QoS
Divided the bandwidth per service or IP address, to guarantee a certain bandwidth for the
specific service server to be accessed.

® Personal QoS

Just a simple setting to unify the bandwidth of all internal clients.

Advanced functions

® Multiple WANs Load Balance
Supports Round-Robin, By Traffic/Session/Packet Load Balance types to fit the different kinds
of request and environment

® [oad Balance by Source IP / Destination IP
WAN path will be defined based on the first access packets from Source IP or Destination IP.
The function can avoid the disconnection due to the specific server only accepts a single IP
per each client, such as banking system, and Internet on-line Game Server.

® Multiple Subnet
Multiple LAN subnets are allowable to be configured simultaneously, but only the subnet of
LAN port supports the DHCP server function.

® DMZ Transparent

The function uses to simulate WAN port real IP to DMZ device.



1.2 Front Panel

== RS-3000 Offica LITM Gataway

P

Figure 1-1 Front Panel

LED Color Status Description
POWER Green On Power on the device
Green On Device is ready to use
Status . . -
Blinking Device is at the booting process
Green Blinking Packets is sending/receiving
WAN 1/2
Orange On Cable speed is 100 Mbps
LAN Green Blinking Packets is sending/receiving
Orange On Cable speed is 100 Mbps
DMZ Green Blinking Packets is sending/receiving
Orange On Cable speed is 100 Mbps
Port Description
WAN 1/2 Use this port to connect to a router, DSL modem, or Cable modem
LAN Use this port to connect to the LAN network of the office
DMZ Connection to the Internet (FTP, SNMP, HTTP, DNS)
9-pin serial port connector for checking setting and restore to the
Console Port i
factory setting

1.3 Packing List

RS-3000 Office UTM Gateway

Installation CD-ROM

Quick Installation Guide

CAT-5 UTP Fast Ethernet cable

CAT-5 UTP Fast Ethernet cross-over cable
RS-232 cable

Power code

Accessories



Chapter 2 Network Settings and Software Installation

To use this product correctly, you have to properly configure the network settings of your computers and
install the attached setup program into your MS Windows platform (Windows 95/98/NT/2000/XP).

2.1 Make Correct Network Settings of Your Computer

The default IP address of this product is 192.168.1.1, and the default subnet mask is 255.255.255.0.
These addresses can be changed on your need, but the default values are used in this manual. If the

TCP/IP environment of your computer has not yet been configured, you can refer to the example:

1. Configure IP as 192.168.1.2, subnet mask as 255.255.255.0 and gateway as 192.168.1.1, or

more easier,

2. Configure your computers to load TCP/IP setting automatically, that is, via DHCP server of this

product.

After installing the TCP/IP communication protocol, you can use the ping command to check if your
computer has successfully connected to this product. The following example shows the ping procedure

for Windows platforms. First, execute the ping command
ping 192.168.1.1

If the following messages appeatr:
Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time=2ms TTL=64

A communication link between your computer and this product has been successfully established.

Otherwise, if you get the following messages,
Pinging 192.168.1.254 with 32 bytes of data:
Request timed out.

There must be something wrong in your installation procedure. You have to check the following items in

sequence:
1. Is the Ethernet cable correctly connected between this product and your computer?

Tip: The LAN LED of this product and the link LED of network card on your computer must be
lighted.

2. Isthe TCP/IP environment of your computers properly configured?

Tip: If the IP address of this product is 192.168.1.1, the IP address of your computer must be
192.168.1.X and default gateway must be 192.168.1.1.



2.2 Example for configure RS-3000 Web Ul

STEP 1:

1. Connect the Admin’s PC and the LAN port of the Security Gateway.

2. Open an Internet web browser and type the default IP address of the Security Gateway as
192.168.1.1 in the address bar.

3. A pop-up screen will appear and prompt for a username and password. Enter the default login
username (admin) and password (airlive) of Administrator.

‘3 about: blank - Microsoft Internet Explorer

Fle Edit

W Favortes  Tools  Help -5

eBack %] \) Ia @ fb pSearch ‘{j\?Favmntes @ E’—g' :Q\F‘ “ LJ @ ﬁ

Aderess (@] 192.166.1.1 v| B ik

Connect to 192,168.1.1

Ifra \&

Al

Office UTM Gateway Administration Tools

User name: | € admin v |
Password: | sassene |

[CIremember my password

@ Done L] & Internet

Figure 2-1 Login page

STEP 2:
After entering the username and password, the Security Gateway WEB Ul screen will display. Select
the Interface tab on the left menu and a sub-function list will be displayed.

¢ Click on WAN from the sub-function list, enter proper the network setup information
¢ Click Modify to modify WAN1/2 settings (i.e. WANL1 Interface)

WANL1 interface IP Address 60.250.158.66
NetMask 255.255.255.0
Default Gateway 60.250.158.254
DNS Serverl 168.95.1.1



Service : | IChWP W Alive Indicatar Site IP 168.95.1.1 Agsist
IE. LAK assist

Wait geconds hetween the sending of each alive packet. ( Range: 0 - 99, 0 do not check )

) PPPOE (ADSL User)

O Drynamic P Address (Cable Modem User)
) Static Ip adcress

O PPTP (Europesn User Only)

P Address B0.250.158 66
Metmask 255.2552585.0
MAC Address 00:4F:68:00:1F.02
Default Gateway 60.250.158 254
DME Server 1 1689511

DS Server 2

Max. Downstream Bandwidth 51200 Kbps (Range: 1 -3531200)

Max. Upstream Bandwidth 51200 Kbps (Range: 1 -51200)
Enable System Managemert Fing HTTP

Figure 2-2 WAN interface setting page

STEP 3:

Click on the Policy tab from the main function menu, and then click on Outgoing from the sub-function

list.

STEP 4:

Click on New Entry button.

STEP 5:

When the New Entry option appears, enter the following configuration:
Source Address — select Inside_Any

Destination Address — select Outside_Any

Service - select ANY

Action - select Permit ALL

Click on OK to apply the changes.



Qutgning

Inzide_Any y;

& Outgoing

# Incormirng

& WAN To DMZ

# LAM To DMZ

# DMZ To WAN
® DMZ To LAM

Figure 2-3 Policy setting page

STEP 6:

The configuration is successful when the screen below is displayed. Make sure that all the computers
that are connected to the LAN port have their Default Gateway IP Address set to the Security Gateway's
LAN IP Address (i.e. 192.168.1.1). At this point, all the computers on the LAN network should gain

access to the Internet immediately.

Action Cption Configure

% (ouny)(emove) (Pause)
{ New Entry |

Figure 2-4 Complete Policy setting page




Chapter 3 Administration

“System” is the managing of settings such as the privileges of packets that pass through the RS-3000
and monitoring controls. The System Administrators can manage, monitor, and configure RS-3000
settings. But all configurations are “read-only” for all users other than the System Administrator; those

users are not able to change any setting of the RS-3000.

3.1 Admin

Administrator Name;
[ | The username of Administrators and Sub Administrator for the RS-3000. The admin user name

cannot be removed; and the sub-admin user can be removed or modified.

@ The default Account: admin; Password: airlive

Privilege:

B The privileges of Administrators (Admin or Sub Admin). The username of the main Administrator is
Administrator with reading / writing privilege. Administrator also can change the system setting,
log system status, and to increase or delete sub-administrator. Sub-Admin may be created by the
Admin by clicking New Sub Admin. Sub Admin have only read and monitor privilege and

cannot change any system setting value.
Configure:

B Click Modify to change the “Sub-Administrator’'s” password or click Remove to delete a “Sub

Administrator.”
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Adding a new Sub Administrator
STEP 1 . In the Admin WebUI, click the New Sub Admin button to create a new Sub Administrator.
STEP 2 . In the Add New Sub Administrator WebUI (Figure 3-1) and enter the following setting:

B Sub Admin Name: sub_admin

B Password: 12345
B Confirm Password: 12345

STEP 3 . Click OK to add the user or click Cancel to cancel it.

Sub Admin name sub_admin

Coanfirm

Figure 3-1 Add New Sub Admin

Modify the Administrator’s Password

STEP 1. In the Admin WebUI, locate the Administrator name you want to edit, and click on Modify in

the Configure field.

STEP 2 . The Modify Administrator Password WebUI will appear. Enter the following information:
B Password: admin
B  New Password: 52364
B Confirm Password: 52364 (Figure 3-2)

STEP 3 . Click OK to confirm password change.

Figure 3-2 Modify Admin Password
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3.2 Permitted IP

Add Permitted IPs

STEP 1 . Add the following setting in Permitted IPs of Administration: (Figure 3-3)
Name: Enter master

IP Address: Enter 163.173.56.11

Netmask: Enter 255.255.255.255

Service: Select Ping and HTTP

Click OK

Complete add new permitted IPs (Figure 3-4)

ey Permitted IPs

255255255 255
M ping EHrTR

Figure 3-3 Setting Permitted IPs WebUI

Canfigure
% % (Modiy](Remove]

Figure 3-4 Complete Add New Permitted Ips

@ To make Permitted IPs be effective, it must cancel the Ping and WebUI selection in the WebUI of
RS-3000 that Administrator enter. (LAN, WAN, or DMZ Interface)

Before canceling the WebUI selection of Interface, must set up the Permitted IPs first, otherwise, it

would cause the situation of cannot enter WebUI by appointed Interface.

12



3.3 Logout

STEP 1 . Click Logout in System to protect the system while Administrator is away. (Figure 3-5)

Microsoft Internet Explorer, E|

.\‘_?{/ Are you sure you wank to logout 7

[ 84 ] [ Cancel

Figure 3-5 Confirm Logout WebUI

STEP 2 . Click OK and the logout message will appear in WebUI. (Figure 3-6)

Office UTM Gateway Web Server Information

Your current connection has expired, you have now been logged out.
If you want to login, please restart your browser.

Figure 3-6 Logout WebUI Message

13



3.4 Software Update

STEP 1 . Select Software Update in System, and follow the steps below:
[ | To obtain the version number from Version Number and obtain the latest version from
Internet. And save the latest version in the hardware of the PC, which manage the
RS-3000
Click Browse and choose the latest software version file.

Click OK and the system will update automatically. (Figure 3-7)

Software Update

“Yerzion Mumber wd 1200

Software Updste | |[ Browse... |

[ e Owvislink_RS-3000_041200.0mg 3

Figure 3-7 Software Update

@ It takes 3 minutes to update software. The system will reboot after update. During the updating

time, please don't turn off the PC or leave the WebUI. It may cause some unexpected mistakes. (Strong

suggests updating the software from LAN to avoid unexpected mistakes.)
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Chapter 4 Configure

The Configure is according to the basic setting of the RS-3000. In this chapter the definition is Setting,
Date/Time, Multiple Subnet, Route Table, DHCP, Dynamic DNS, Hosts Table, SNMP and Language

settings.

4.1 Setting

AirLive RS-3000 Configuration:
B The Administrator can import or export the system settings. Click OK to import the file into the
RS-3000 or click Cancel to cancel importing. You also can revive to default value here.

B Select Reset Factory Setting will reset RS-3000 as factory default setting.

Email Settings:

B Select Enable E-mail Alert Notification under E-mail Settings. This function will enable the
RS-3000 to send e-mail alerts to the System Administrator when the network is being attacked by
hackers or when emergency conditions occur. (It can be set from Anomaly Flow IP Setting to
detect Hacker Attacks)

Web Management (WAN Interface):
B The System Manager can change the port number used by HTTP port anytime. (Remote WebUI

management)

@ After HTTP port has changed, if the administrator wants to enter WebUI from WAN, will have to
change the port number of browser. (For example: http://61.62.108.172:8080)

MTU Setting:
B [t provides the Administrator to modify the networking package length anytime. Its default value is
1500 Bytes.

Link Speed / Duplex Mode:
B By this function can set the transmission speed and mode of WAN Port when connecting other

device.

Dynamic Routing (RIPv2):
B Select to enable the function of AirLive RS-3000 LAN, WAN1, WAN2 or DMZ Port to send/receive
RIPv2 packets, and communication between Internal Router or External Router, to update

Dynamic Routing.

15



SIP protocol pass-through:
B Select to enable the function of RS-3000 of passing SIP protocol. It is also possible that the SIP
protocol can pass through RS-3000 without enabling this function depends on the SIP device’'s

type you have.
Administration Packet Logging:
B After enable this function; the RS-3000 will record packet which source IP or destination address

is RS-3000. And record in Traffic Log for System Manager to inquire about.

System Reboot:

B Once this function is enabled, the Office UTM Gateway will be rebooted.

16



System Settings- Exporting

STEP 1 . In System Setting WebUI, click on i Download i button next to Export System Settings to

Client.

STEP 2 . When the File Download pop-up window appears, choose the destination place where to

save the exported file and click on Save. The setting value of RS-3000 will copy to the

appointed site instantly. (Figure 4-1)

n = Configure = Setting

Cfice UTh File Download
Export Systed

Cornigure.
|-= Setting
|- DateiTime
== Multiple Subnet
|- Route Tahle

Do you want to save this file?

S Mame: OU_Gateway conf
E

Type: Unknown File Type, 2.00 MB
60.250,158.66

Impport Systel

Frarn:

Ers, ex Office Evva
| o Dynamic DNS i hita ; %
|- Host Table
L= ShMP o - :
“while files from the Intemet can be useful, some filez can potentially
L Language harm your computer. I you da not tust the source, do not save this Frs, ex sender@mydomain.com )
file. What's the risk?

Fr=, ex: mail mydomain.com )

E-mail Address 1 [ Max. B0 characters, ex: user! @mydomain.com )
E-mail Address 2 l:l ( Max. BO characters, ex: user2@mydomain.com )

Wil Test | manTest |

nterface)
HTTF Port Range: 1 - 65535 )

T Setting

MU 1500 Byles ( Range 40 - 1500 )

Figure 4-1 Select the Destination Place to Save the Exported File
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System Settings- Importing

STEP 1.

STEP 2.

In System Setting WebUI, click on the Browse button next to Import System Settings from
Client. When the Choose File pop-up window appears, select the file to which contains the
saved RS-3000 Settings, then click OK. (Figure 4-2)

Click OK to import the file into the RS-3000 (Figure 4-3)

‘= Configure

- = Seting
|- DateiTime

= hiultiple Subnet
L= Route Tahle
|- DHCP

|- = Dynamic DNS
|- Host Table
= SMMP
L= Language

Choose file

Laak in | |3 Canfig

- e ® e E-

\OLI_GatEWay.[DnF(

tdy Fecent
Documents

Deskiop

HTTF Port

iy Netwark File name: |UU_Galeway _:I Open !
MTL Setting Flaces
Files of bupe: &0 Files (%) =] Cancel

Microso

Figure 4-2 Enter the File Name and Destination of the Imported File

ft Internet Explorer

0

Click. "OK" to confirm system update.
Please wait 3 minutes while software is updated, during this time do nok power the unit of F or leave this page.

[ Ok ] [ Cancel

Figure 4-3 Upload the Setting File WebUI

18



Restoring Factory Default Settings

STEP 1 . Select Reset Factory Settings in RS-3000 Configuration WebUI

STEP 2 . Click OK at the bottom-right of the page to restore the factory settings. (Figure 4-4)

Office UTH G nfiguration
Export System Setting to Clert | Downlead |

L Satiing Impiort System Setting from Client | H Browse.. ]
| = Dateime [ e OU_Gatesweay.cont )
= Multiple Suhnet [“lReset System to Factory Setting
- Routa Table Systerm MName Setting
|-= DHCP
. Device Name l:l( Max. 40 characters, ex: Office UTM Gateway )
[== Dynarmic DNES
|-= Host Tahle E-mail Setting
|-= SMMP Enable E-mail Alert Notification
= Languans Sencler Address (Required by soms 15P5) [ ax. 60 characters, ex: sencer@myciomain.cam )

SMTP Server l:l( Max. 80 characters, ex: mail. mydomain.com 1
E-mail Address 1 l:l( Max. 60 characters, e user! @mydomsain.com )
E-mail Address 2 l:l( Max. 60 characters, ex: user2@mydomain.com 1

Mail Tesst | Mail Test |

M Interface)

HTTF Paort Range: 1 - B5535 )

MTL Setting

MTU 1500 Bytes ( Range: 40 - 1500

Figure 4-4 Reset Factory Settings
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Enabling E-mail Alert Notification

STEP 1 . Select Enable E-mail Alert Notification under E-Mail Settings.

STEP 2 . Device Name: Enter the Device Name or use the default value.

STEP 3 . Sender Address: Enter the Sender Address. (Required by some ISPs.)

STEP 4 . SMTP Server IP: Enter SMTP server’s IP address

STEP 5 . E-Mail Address 1: Enter the e-mail address of the first user to be notified.

STEP 6 . E-Mail Address 2: Enter the e-mail address of the second user to be notified. (Optional)

STEP 7 . Click OK on the bottom-right of the screen to enable E-mail Alert Notification. (Figure 4-5)

Enable E-mail Alert hotification

Sender Address (Required by some I5Ps) jacky@mydomain.col [ Max. B0 characters, ex sender@@mydomain com )

|- Setting - =
» DataiTime SMTP Server ( Max. 80 characters, ex: mail mydomain.com )
| # Wultiple Subnet E-mail Address 1 mis@mycomain com | ( Max, B0 characters, ex: user] @mydomain.com 1
|-= Route Tahble E-mail Address 2 garyEEMmydomain Con ¢ Max. B0 characters, ex: user2@mydomain com
peg i Test f Manest |
|- = Dynamic DNS
# Host Table ieh Management (AR Interface)
L= ShMP FELIE RO Range: 1 - B5535 )
L= Language . WTU Setting

MTU 1500 Bytes ( Range: 40- 1500 )
Link Speed ) Duplex Mode Setting

wa

sz

Dynamic Routing (RIPyZ)

Erale [l Lan [lwiamn  [wisnz [ oz

Routing information updste timer Seconds [ Range: 5 - 99999
Routing information timeout 180 Seconds  Range: 5 - 999959

Figure 4-5 Enable E-mail Alert Notification

@ Click on Mail Test to test if E-mail Address 1 and E-mail Address 2 can receive the Alert

Notification correctly.

20



Reboot RS-3000

STEP 1 . Reboot RS-3000 : Click Reboot button next to Reboot RS-3000 Appliance.

STEP 2 . A confirmation pop-up page will appear.

STEP 3 . Follow the confirmation pop-up page; click OK to restart RS-3000. (Figure 4-6)

1 = Configure = Setting

- = Seting

- DateTime

= hiultiple Subnet
[-# Route Tahle
|- DHCP

= Dynarmic DMS
|- Host Table
= SMMP

L= Language

ek Management (AR Interface)

HTTP Part Range: 1 - 85535

MTL Setting

Link Speed f Duplex g 7
MR R Microsoft Internet Explorer rﬁ|

\ ? ) Are you sure bo Reboot #

VAN
WAANZ

Dynamic Routing (RIPY2)
Enable 1 Lan [l wearn

Routing information updste timer 30 Seconds [ Range: 5 - 99999 )
Routing information timeout 1&0 Seconds ([ Range: 5 - 99999 )

SIP protocol pass-through

D Enable SIP protocol pass-through

[Administration Packet Logging

D Enable Administration Packet Logging

Systern Reboot

Reboat the Office UITM Gateway Device | Reboot |

Figure 4-6 Reboot RS-3000
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4.2 Date/Time

Synchronize system clock:
B Synchronizing the RS-3000 with the System Clock. The administrator can configure the
RS-3000’s date and time by either syncing to an Internet Network Time Server (NTP) or by

syncing to your computer’s clock.
STEP 1 . Select Enable synchronize with an Internet time Server (Figure 4-7)
STEP 2 . Click the down arrow to select the offset time from GMT.
STEP 3. If necessary, select Enable daylight saving time setting
STEP 4 . Enter the Server IP / Name with which you want to synchronize.

STEP 5 . Set the interval time to synchronize with outside servers.

System time : Wed Dec 17 16:556:04 2003

Synchronize system clock

Synchronize system clock with an Internet time server
Set offzet hours from GMT
|:| Enable daylight saving time setting
From ! To !

Server P/ Mame |220.130.158.52 Assist

Update gystem clock every minutes { Range: 1 - 99999, 0: system clock updates at boot up )

Synchronize system clock with this client I Sﬂlt ’

Figure 4-7 System Time Setting

@ Click on the Sync button and then the RS-3000’s date and time will be synchronized to the

Administrator’'s PC

@ The value of Set Offset From GMT and Server IP / Name can be looking for from Assist.
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4.3 Multiple Subnet

Connect to the Internet through Multiple Subnet NAT or Routing Mode by the IP address that set by the

LAN user’s network card.

Alias IP of Interface / Netmask:
B The Multiple Subnet range

WAN Interface IP:
B The IP address that Multiple Subnet corresponds to WAN.

Forwarding Mode:

B To display the mode that Multiple Subnet use. (NAT mode or Routing Mode)

Preparation

RS-3000 WANL1 (60.250.158.66) connect to the ISP Router (60.250.158.254) and the subnet that

provided by ISP is 162.172.50.0/24
To connect to Internet, WAN2 IP (211.22.22.22) connects with ATUR.
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Adding Multiple Subnet
Add the following settings in Multiple Subnet of System function:

B Click on New Entry

B Alias IP of LAN Interface : Enter 162.172.50.1
B Netmask : Enter 255.255.255.0
]

WANL1: Choose Routing in Forwarding Mode, and press Assist to select Interface

IP 60.250.158.66.

WAN2 : Enter Interface IP 211.22.22.22, and choose NAT in Forwarding Mode
Click OK

Complete Adding Multiple Subnet (Figure 4-8)

Modify Multiple Subnet IP

S oz
Alias IP of Interface 182.172.501
R ==

WAN Interface IP Forwarding Mode

WAN1 60.250.158.65 ® NaT O Routing

Figure 4-8 Add Multiple Subnet WebUI

@ WAN1 and WANZ2 Interface can use Assist to enter the data.

@Aﬂer setting, there will be two subnets in LAN: 192.168.1.0/24 (default LAN subnet) and
162.172.50.0/24. So if LAN IP is:

192.168.1.x: it must use NAT Mode to access to the Internet. (In Policy it only can setup to access to

Internet by WANZ2. If by WAN1 Routing mode, then it cannot access to Internet by its virtual IP)

162.172.50.x: it uses Routing mode through WANL1 (The Internet Server can see your IP 162.172.50.x

directly). And uses NAT mode through WAN2 (The Internet Server can see your IP as WAN2 IP)



NAT Mode:

B |t allows Internal Network to set multiple subnet address and connect with the Internet through
different WAN IP Addresses. For example : The lease line of a company applies several real IP
Addresses 168.85.88.0/24, and the company is divided into Service, Sales, Procurement, and
Accounting department, the company can distinguish each department by different subnet for the
purpose of managing conveniently. The settings are as the following :

1. R&D department subnet : 192.168.1.1/24 (LAN) <-> 168.85.88.253 (WAN)

2. Service department subnet : 192.168.2.1/24 (LAN) €<-> 168.85.88.252 (WAN)

3. Sales department subnet : 192.168.3.1/24 (LAN) <-> 168.85.88.251 (WAN)

4. Procurement department subnet : 192.168.4.1/24 (LAN) <-> 168.85.88.250 (WAN)
5. Accounting department subnet : 192.168.5.1/24 (LAN) <> 168.85.88.249 (WAN)

The first department (R&D department) had set while setting interface IP; the other four ones have to be
added in Multiple Subnet. After completing the settings, each department uses the different WAN IP
Address to connect to the Internet. The settings of each department are as following:

Service Sales Procurement Accounting
IP Address 192.168.2.2~254 [192.168.3.2~254 |192.168.4.2~254 |192.168.5.2~254
Subnet Netmask |255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0
Gateway 192.168.2.1 192.168.3.1 192.168.4.1 192.168.5.1

Routing Mode:

B |t is the same as NAT mode approximately but does not have to correspond to the real WAN IP
address, which let internal PC to access to Internet by its own IP. (External user also can use the
IP to connect with the Internet)
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4.4 Route Table

STEP 1 . Enter the following settings in Route Table in System function:
B [Destination IP] : Enter 192.168.10.1

B [Netmask] : Enter 255.255.255.0 -
B [Gateway] : Enter 192.168.1.252
B [Interface] : Select LAN

W Click OK (Figure 4-9)

atic Route

Destination IP 152.168.10.1
E s

=8

Figure 4-9 Add New Static Routel

STEP 2 . Enter the following settings in Route Table in System function:
B [Destination IP] : Enter 192.168.20.1

[ Netmask] : Enter 255.255.255.0
[ Gateway] : Enter 192.168.1.252
[ Interface] : Select LAN

Click OK (Figure 4-10)

Add Mew Static Route

Destination IP 192.168.20.1
e s

o

Figure 4-10 Add New Static Route2

STEP 3 . Enter the following setting in Route Table in System function:
B [Destination IP] : Enter 10.10.10.0

[ Netmask] : Enter 255.255.255.0
[ Gateway] : Enter 192.168.1.252
[ Interface] : Select LAN

Click OK (Figure 4-11)
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Destination IP 10.10.10.0
Netmask 255.255.255.0

=5

Figure 4-11 Add New Static Route3

STEP 4 . Adding successful. At this time the computer of 192.168.10.1/24, 192.168.20.1/24 and
192.168.1.1/24 can connect with each other and connect to Internet by NAT.
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4.5 DHCP

Subnet: The domain name of LAN

NetMask: The LAN Netmask

Gateway: The default Gateway IP address of LAN
Broadcast IP: The Broadcast IP of LAN

STEP 1 . Select DHCP in System and enter the following settings:
Domain Name : Enter the Domain Name
DNS Server 1: Enter the distributed IP address of DNS Serverl.
DNS Server 2: Enter the distributed IP address of DNS Server2.
WINS Server 1: Enter the distributed IP address of WINS Serverl.
WINS Server 2: Enter the distributed IP address of WINS Server2.
LAN Interface:

4 Client IP Address Range 1:

Enter the starting and the ending IP address dynamically assigning to DHCP clients.
The default value is 192.168.1.2 to 192.168.1.254 (it must be in the same subnet)

¢ Client IP Address Range 2:
Enter the starting and the ending IP address dynamically assigning to DHCP clients.
But it must be within the same subnet as Client IP Address Range 1 and the range

cannot be repeated.
B DMZ Interface: the same as LAN Interface. (DMZ works only if to enable DMZ Interface)

B |eased Time: Enter the leased time for Dynamic IP. The default time is 24 hours.
B Click OK and DHCP setting is completed. (Figure 4-12)
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Dynamic IP Address

Subnet 152.188.1.0 Netmask 255.255.255.0
Gateway 192.168.1.1 Broadcast 192.168.1.255

() Disable DHCP Support

) Enable DHCP Relay Support
DHCP Relay Interface : VAN
DHCP Server IP

{¥) Enable DHCP Server Support

Domain Name | { Max. 40 characters, ex: dhcp.domain_name )

[] Automaticalty Get DNS

DNS Server 1 192.168.1.1
DNE Server 2 0.0.0.0
WINS Server 1

WINS Server 2

LAN Interface :

Client IP Range 1 192.168.1.2 To 192.168.1.254

Leaze Time hours ( Range: 0 - 39953 )

LRl

Figure 4-12 DHCP WebUI

@ When selecting Automatically Get DNS, the DNS Server will be locked as LAN Interface IP.
(Using Occasion: When the system Administrator starts Authentication, the users’ first DNS Server must

be the same as LAN Interface IP in order to enter Authentication WebUI)
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4.6 Dynamic DNS

STEP 1 . Select Dynamic DNS in System function (Figure 4-13). Click New Entry button

Service providers : Select service providers.

Automatically fill in the WAN 1/2 IP : Check to automatically fill in the WAN 1/2 IP. -
User Name : Enter the registered user name.

Password : Enter the password.

Domain name : Enter Your host domain name

Click OK to add Dynamic DNS. (Figure 4-14)

Figure 4-13 DDNS WebUI

Domain Mame Configure

- S () e

Figure 4-14 Complete DDNS Setting

Chart % £ i} -

Meaning Update Incorrect username| Connecting to | Unknown error

successfully or password server

@ If System Administrator had not registered a DDNS account, click on Sign up then can enter the

I zlte of the provider
If you do not select Automatically fill in the WAN IP and then you can enter a specific IP in
WAN IP. DDNS corresponds to that specific IP address.
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4.7 Host Table

Host Name:
It can be set by System Manager, to allow internal user accessing the information provided by the host
of the domain.

Virtual IP Address:
The virtual IP address is corresponding to the Host. It must be LAN or DMZ IP address.

STEP 1. Select Host Table in Settings function and click on New Entry

®  Host Name: The domain name of the server
B Virtual IP Address: The virtual IP address is corresponding to the Host.
B Click OK to add Host Table. (Figure 4-15)

Add Mew Host Table Entry

irtual IP Address 192.168.100.12

Figure 4-15 Add New Host Table

@ To use Host Table, the user PC's first DNS Server must be the same as the LAN Port or DMZ
Port IP of RS-3000. That is, the default gateway.
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4.8 SNMP

STEP 1. Select SNMP in Settings function, click Enable SNMP Agent and type in the following

information:

B Device Name: The default setting is “Office UTM Gateway”, and user can change it.

B Device Location: The default setting is “Taipei, Taiwan”, and user can change it.

B Community: The default setting is “public”, and user can change it.

B Contact Person: The default setting is “root@public”, and user can change it.

B Description: The default setting is “Office UTM gateway Appliance”, and user can
change it.

B Click OK.

B The SNMP Agent setting is done. So administrator can install SNMP management

software on PC and monitor RS-3000 via SNMP Agent. (Figure 4-16)

SMMP Agent Setting

Enable SHMP Agent

Device Name

Device Location

Community

Contact Person

Description

Dffice UTM Gateway | (Max. 255 characters)
\Taipei, Taiwan. | (Max. 255 characters)
||Jub|il: | (Max. 255 characters)
|r|:rut@public | (Max. 255 characters)

|bfﬁm‘- UTM Gateway Appliﬂnof| (Max. 255 characters)

[ Enable SNMPv3

Security Level loAuthMoPr

Uzer Name

| | {Max. 30 characters)

Auth Protocol HMAC_MDS_856

Auth Password |

| (& - 15 characters)

SMMP Trap Setting

[[] Enable SNMP Trap Alert Motification

SHNMP Trap Receiver Address
SNMP Trap Port

SHMP Trap Test

| | (Max. 79 characters)

I:I { Range: 1 -65535)

Figure 4-16 SNMP Agent setting
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STEP 2. Select SNMP in Settings function, click Enable SNMP Trap Alert Notification and type in
the following information:

SNMP Trap Receiver Address: Input SNMP Trap Receiver site of IP address
SNMP Trap Port: Input the port number.

Click OK.

SNMP Trap setting is done. So administrator can receive alert message from PC
installed with SNMP management software, via RS-3000 SNMP Trap function.
(System will transfer the alert messages to specific IP address, when RS-3000 is

attacked by hacker, or connect/disconnect status of line. (Figure 4-17)

SMNMP Trap Setting

Enable SNMP Trap Alert Notification

SNKP Trap Receiver Address |192.1BB.1 2 | (Max. 79 characters)
SHMP Trap Port ( Range: 1 - 65535 )
SMKP Trap Test TrapTest

Figure 4-17 SNMP Trap setting

4.9 Language

Select the Language version (English Version/ Traditional Chinese Version or Simplified Chinese
Version) and click OK. (Figure 4-18)

Language Setting
@ English Version
D Traditional Chineze Wersion

) Simplified Chinese Version

Figure 4-18 Language Setting WebUI
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Chapter 5 Interface

In this section, the Administrator can set up the IP addresses for the office network.

The Administrator may configure the IP addresses of the LAN network, the WAN 1/2 network, and the
DMZ network.

The Netmask and gateway IP addresses are also configured in this section.

Define the required fields of Interface
LAN: Using the LAN Interface, the Administrator can set up the LAN network of RS-3000.

Ping: Select this function to allow the LAN users to ping the Interface IP Address.

HTTP: Select to enable the user to enter the WebUI of RS-3000 from Interface IP.

WAN: The System Administrator can set up the WAN network of RS-3000.

Balance Mode:

Auto: The RS-3000 will adjust the WAN 1/2 utility rate automatically according to the
downstream/upstream of WAN. (For users who are using various download bandwidth)
Round-Robin: The RS-3000 distributes the WAN 1/2 download bandwidth 1:1, in other words, it
selects the agent by order. (For users who are using same download bandwidths)

By Traffic: The RS-3000 distributes the WAN 1/2 download bandwidth by accumulative traffic.
By Session: The RS-3000 distributes the WAN 1/2 download bandwidth by saturated
connections.

By Packet: The RS-3000 distributes the WAN 1/2 download bandwidth by accumulated packets
and saturated connection.

By Source IP: The RS-3000 distributes the WAN 1/2 connection by source IP address, once the
connection is built up, all the packets from the same source IP will pass through the same WAN
interface.

By Destination IP: The RS-3000 will allocate the WAN connection corresponding to the
destination IP, once the connection is built up, all the packets to the same destination IP will pass
through the same WAN interface. The connection will be re-assigned with WAN interface when the

connections are stopped.
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Connect Mode:
B Display the current connection mode:
¢ PPPOE (ADSL user)
Dynamic IP Address (Cable Modem User)
Static IP Address
PPTP (European User Only)

* o o0

Saturated Connections:
[ | Set the number for saturation whenever session numbers reach it, the RS-3000 switches to the

next agent on the list.

Priority:
B Set priority of WAN for Internet Access.

Connection Test:
B The function works to identify WAN port’s connection status. The testing ways are as following:
€ ICMP : User can define the IP address and RS-3000 will ping the address to verify WAN
port’s connection status.
€ DNS : Another way to verify the connection status by checking the DNS server and Domain

Name configured by user.

Upstream/Downstream Bandwidth:

B The System Administrator can set up the correct Bandwidth of WAN network Interface here.

Auto Disconnect:
B The PPPoE connection will automatically disconnect after a length of idle time (no activities). Enter

“0” means the PPPoE connection will not disconnect at all.

DMZ:
B The Administrator uses the DMZ Interface to set up the DMZ network.
B The DMZ includes:
4 NAT Mode : In this mode, the DMZ is an independent virtual subnet. This virtual subnet can
be set by the Administrator but cannot be the same as LAN Interface.

€ Transparent Mode: In this mode, the DMZ and WAN Interface are in the same subnet.
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5.1 LAN

Modify LAN Interface Settings

STEP 1. Select LAN in Interface and enter the following setting:
B Enter the new IP Address and Netmask
m  Select Ping and HTTP
B Click OK (Figure 5-1)

LAM Interface

P Address 192.168.1.1 |
Netmask |255.255.255.0 |
MAC Address |00:4£:68:00:1£.03 |
Enable System Management Ping HTTP

Figure 5-1 Setting LAN Interface WebUI

@ The default LAN IP Address is 192.168.1.1. After the Administrator setting the new LAN IP

Address on the computer , he/she have to restart the System to make the new IP address effective.

(when the computer obtain IP by DHCP)

@ Do not cancel WebUI selection before not setting Permitted IPs yet. It will cause the

Administrator cannot be allowed to enter the RS-3000 WebUI from LAN.
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5.2 WAN
Setting WAN Interface Address

STEP 1 . Select WAN in Interface and click Modify in WANL1 Interface.

@ The setting of WAN2 Interface is almost the same as WANL. The difference is that WAN2 has a

selection of Disable. The System Administrator can close WAN2 Interface by this selection. (Figure 5-2)

WAN2 Interface

. Dizable i . .
Service : - rver IP Address : | | Assist
Domain name : | | Assist (Max. 55 characters)

Wait EI =zeconds between the 2ending of each alive packet. { Range: 0 - 99, 0: do not check )

) PPPOE (ADSL User}

G‘ Dynamic IP Address (Cable Modem User)
® static P Address

(:}' PPTP (European User Only)

P Address | |

Netmask | |

MAC Address D0:4FBB00:1F:01 |

Default Gateway | |

Max. Downstream Bandwidth I:I Kbps ( Range: 1-51200)

Max. Upstream Bandwidth I:I Kbps ( Range: 1-51200)

Enable Systern Management ] Ping [ wrTe

Figure 5-2 Disable WAN2 Interface
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STEP 2 . Setting the Connection Service (ICMP or DNS way) :
B ICMP : Enter an Alive Indicator Site IP (can select from Assist) (Figure 5-3)
B DNS : Enter two different DNS Server IP Address and Domain Name (can select from
Assist) (Figure 5-4)
B Setting time of seconds between sending alive packet.

WANT Interface

Service - | ICMP % Alive Indicator Site IP : 168.95.1.1 | Assist
Wait seconds between the sending of each alive packet. { Range: 0 - 99, 0: do not check )

) PPPOE (ADSL User)

D Dynamic IP Addrezs (Cable Modem User)
& Static IP Address

(::3' PPTP (European User Only)

Figure 5-3 ICMP Connection

WAMNT Interface

Service : DNS Server IP Address - 168.95.1.1 | mssiat
Domain name : |www.gungle.cum | Assist (Max. 55 characters)
Wait zeconds between the =ending of each alive packet. { Range: 0 - 99, 0: do not check )

' PPPOE (ADSL User)

D Dynamic IP Address (Cable Modem User)
& Static IP Address

O PPTP (European User Only)

Figure 5-4 DNS Service

@ Connection test is used for RS-3000 to detect if the WAN can connect or not. So the Alive
Indicator Site IP, DNS Server IP Address, or Domain Name must be able to use permanently. Or it

will cause judgmental mistakes of the device.



STEP 3 . Select the Connecting way:
B PPPoE (ADSL User) (Figure 5-5):

1. Select PPPoE

2. Enter User Name as an account

3. Enter Password as the password

4. Select Dynamic or Fixed in IP Address provided by ISP.
If you select Fixed, please enter IP Address, Netmask, and Default Gateway.

5. Enter Max. Downstream Bandwidth and Max. Upstream Bandwidth. (According to
the flow that user apply)

6. Select Ping and HTTP

7. Click OK (Figure 5-6)

& PPPoE (ADSL User)

'D Dynamic IP Address (Cable Modem User)
O static IP Address

C‘ PPTP (European Uzer Onby)

Current Status Connected | Connect |
P Address 61.229.44.225 | Disconnect |
User Name 86128161@hinetnet | (Max. 60 characters)
Pazzword |““““ | (Max. 60 characters)
IP Address obtained from ISP via: *) Dynamic

O Fixed

P aces I
- I

Max. Downzstream Bandwidth Kbp=s ( Rangs: 1 - 51200)

Max. Upstream Bandwidth 1024 Kbps ( Range: 1 - 51200 )

Auto Disconnect if idle quminutes { Range: 1 - 995959, 0: means always connected )

Enable Systern Management Ping HTTP

Figure 5-5 PPPoE Connection

Balance Hode:

v
SRS E e .‘&aturat?d
Connections
% % e |

Figure 5-6 Complete PPPOE Connection Setting

@ You can set up Auto Disconnect if idle, in order to disconnect the PPPOE when the idle time is

up, and save the network expense.

39



B Dynamic IP Address (Cable Modem User) (Figure 5-7):

1. Select Dynamic IP Address (Cable Modem User)

2. Click Renew in the right side of IP Address and then can obtain IP automatically.

3. If the MAC Address is required for ISP then click on Clone MAC Address to obtain
MAC IP automatically.
Hostname: Enter the hostname provided by ISP.
Domain Name: Enter the domain name provided by ISP.

6. User Name and Password are the IP distribution method according to Authentication
way of DHCP + protocol

7. Enter Max. Downstream Bandwidth and Max. Upstream Bandwidth (According to
the flow applied by user)
Select Ping and HTTP

9. Click OK (Figure 5-8)

WANT Interface

Service - | ICMP % Alive Indicator Site IP : 1168.95.1.1 | Assist
Wait zeconds between the =ending of each alive packet. ( Range: 0 - 99, 0: do not check )

) PPPOE (ADSL User)

@ Dynamic IP Address (Cable Modem User)
O static IP Address

O prrP (European User Onby)

P Address 0.0.0.0 | Renew | | Release |
MAC Address (00:4F6B00:1F02 | I Clone MAC Address |
Hostname | | (Max. 50 characters)

Domain Name | | (Max. 80 characters)

Uzer Name (Required by DHCP+ prutl:rcul}| | (Max. 127 characters)

Password (Required by DHCP+ protocol) | | (Max. 127 characters)

Max. Downstream Bandwidth Kbps ( Range: 1-51200)

Max. Upstream Bandwidth 1024 Kbps (Range: 1- 51200 )

Enable System Management Ping HTTP

Figure 5-7 Dynamic IP Address Connection

Balance Mo

m Connect Mode IP Addr

b

Figure 5-8 Complete Dynamic IP Connection Setting
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B Static IP Address (Figure 5-9)
1. Select Static IP Address
2. Enter IP Address, Netmask, and Default Gateway that provided by ISP
3. Enter DNS Serverl and DNS Server2

@ In WAN2, the connecting of Static IP Address does not need to set DNS Server

4. Enter Max. Downstream Bandwidth and Max. Upstream Bandwidth (According to

the flow applied by user)
Select Ping and HTTP
6. Click OK (Figure 5-10)

WARNA Interface
Service © | ICMP | Alive Indicator Site IP : 168.95.1.1 Assist
Wait seconds between the sending of each alive packet. ( Range: 0 - 99, 0: do not check )

(O PPROE (ADSL User)

O Dynamic IP Address (Cable Modem User)
@ static IP Address

O PPTP (European User Onhy)

P Address |60.250.158 66 |
Netmask |255.255.255.0 |
MAC Address (00:4FEB:00:1F:02 |
Defautt Gateway |60.250.158.254 |
DNS Server 1 168.95.1.1 |
DNS Server 2 168.95.192.1 |

Max. Downs=tream Bandwidth Kbpe ( Range: 1-51200)
Max. Upstream Bandwidth 1024 Kbps ( Range: 1- 51200 )

Enable System Management Ping HTTP

Figure 5-9 Static IP Address Connection

Balence Hode :

WAN No. Connect Mode IP Address

— % l:l
o m@ | — [ma

Figure 5-10 Complete Static IP Address Connection Setting

@ When selecting Ping and WebUI on WAN network Interface, users will be able to ping the

RS-3000 and enter the WebUI WAN network. It may influence network security. The suggestion is to
Cancel Ping and WebUI after all the settings have finished. And if the System Administrator needs to

enter Ul from WAN, he/she can use Permitted IPs to enter.
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B PPTP (European User Only) (Figure 5-11):
Select PPTP (European User Only)

2. Enter User Name as an account.
3. Enter Password as the password.
4. If the MAC Address is required for ISP then click on Clone MAC Address to obtain

MAC IP automatically.

5. Select Obtain an IP address automatically or Use the following IP address
provided by ISP.
Hostname: Enter the hostname provided by ISP.
Domain Name: Enter the domain name provided by ISP.
If user selects Use the following IP address, please enter IP Address, Netmask, and
Default Gateway.

9. Enter PPTP server IP address as the PPTP Gateway provided by ISP.

10. Enter Max. Downstream Bandwidth and Max. Upstream Bandwidth (According to
the flow applied by user)

11. Select BEZEQ-ISRAEL (Israel User Only)

12. Select Ping and HTTP

13. Click OK (Figure 5-12)

“/iﬁ You can choose Service-On-Demand for WAN Interface to connect automatically when

disconnect; or to set up Auto Disconnect if idle (not recommend)
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WAN1 Interface

Service ;| ICMP % Alive Indicator Site IP : 168.95.1.1 Aszsist
Wait seconds between the sending of each alive packet. { Range: 0 - 99, 0: do not check )

) PPPoE [ADSL User)

O Dynamic IP Address (Cable Modem User)
O static IP Address

@ PPTP (European User Onhy)

Current Status Disconnected i Connect g

IP Address 0.0.0.0 Disconnect

User Mame |jack_v |

Password leesemeen |

IP Address obtained from ISP via: (&) Obtain an IP address automatically
MAC Address ‘n04F63:.00:1F02 | f Clone MAC Address |
Hostname | |
Domain Name | |

() Use the following IP address

P acres I
- I
R — ]

PPTP Gateway 138.175.252.14

Connect ID | |

Max. Downstream Bandwidth Kbps ( Range: 1-51200)
Max. Upstream Bandwidth 1024 Kbps ( Range: 1 - 51200 )

[] BEZEQ-ISRAEL
Service-On-Demand
Auto Dizconnect if idle furlClminutes { Range: 1 - 99999, 0: means always connected )

Enable System Management Ping HTTP

Figure 5-11 PPTP Connection

Connect Mode

Figure 5-12 Complete PPTP Connection Setting
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5.3 DMZ

Setting DMZ Interface Address (NAT Mode)
STEP 1 . Click DMZ Interface

STEP 2 . Select NAT Mode in DMZ Interface
B Select NAT in DMZ Interface

B Enter IP Address and Netmask
STEP 3 . Select Ping and HTTP
STEP 4 . Click OK (Figure 5-13)

R | T ~ I

IP Address 172.19.20.17 |
Netmask |255.255.0.0 |
MAC Address |00:41.68:00:11:.04 |
Enable System Management Ping HTTP

Figure 5-13 Setting DMZ Interface Address (NAT Mode) WebUI

Setting DMZ Interface Address (Transparent Mode)
STEP 1 . Select DMZ Interface
STEP 2 . Select Transparent Mode in DMZ Interface

B Select DMZ_Transparent in DMZ Interface
STEP 3 . Select Ping and HTTP
STEP 4 . Click OK (Figure 5-14)

onzimeroce CIMDNSZGIE |

IP Address |0.0.0.0 |

Netmask |0.0.0.0 |

MAC Address |00:41:65:00:17.04 |

Enable System Management Ping HTTP

Figure 5-14 Setting DMZ Interface Address (Transparent Mode) WebUI

@ In WAN, the connecting way must be Static IP Address and can choose Transparent Mode in
DMZ.
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Chapter 6 Address

The RS-3000 allows the Administrator to set Interface addresses of the LAN network, LAN network

group, WAN network, WAN network group, DMZ and DMZ group.

An IP address in the Address Table can be an address of a computer or a sub network. The
Administrator can assign an easily recognized name to an IP address. Based on the network it belongs
to, an IP address can be an LAN IP address, WAN IP address or DMZ IP address. If the Administrator
needs to create a control policy for packets of different IP addresses, he can first add a new group in the
LAN Group or the WAN Group and assign those IP addresses into the newly created group. Using

group addresses can greatly simplify the process of building control policies.

@ With easily recognized names of IP addresses and names of address groups shown in the
address table, the Administrator can use these names as the source address or destination address of
control policies. The address table should be setup before creating control policies, so that the
Administrator can pick the names of correct IP addresses from the address table when setting up

control policies.
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Define the required fields of Address

Name:

B The System Administrator set up a name as IP Address that is easily recognized.

IP Address:
[ | It can be a PC’s IP Address or several IP Address of Subnet. Different network area can be:
Internal IP Address, External IP Address, and DMZ IP Address.

Netmask:

B When correspond to a specific IP, it should be set as: 255.255.255.255.

B When correspond to several IP of a specific Domain. Take 192.168.100.1 (C Class subnet) as an
example, it should be set as: 255.255.255.0.

MAC Address:
B Correspond a specific PC's MAC Address to its IP; it can prevent users changing IP and accessing

to the net service through policy without authorizing.
Get Static IP address from DHCP Server:

B When enable this function and then the IP obtain from DHCP Server automatically under LAN or
DMZ will be distributed to the IP that correspond to the MAC Address.

46



6.1 LAN

Under DHCP situation, assign the specific IP to static users and restrict them to access FTP net service

only through policy

STEP 1 . Select LAN in Address and enter the following settings:
B Click New Entry button (Figure 6-1)
Name: Enter Jacky
B |P Address: Enter 192.168.3.2
B Netmask: Enter 255.255.255.255
B MAC Address : Enter the user's MAC Address (00:18:F3:F5:D3:54)
B Select Get static IP address from DHCP Server
B Click OK (Figure 6-2)

IP Address 19215332

Netmask 25:525525525:5

MAC Address  (fuyg

Get static IP address from DHCP Server.

Figure 6-1 Setting LAN Address Book WebUI

Figure 6-2 Complete the Setting of LAN
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STEP 2 . Adding the following setting in Outgoing Policy: (Figure 6-3)

Add Mew Policy

Action, WAN Port

Traffic Log

Content Blocking

IM f P2P Blocking

MAX. Concurrent Sessions Per IP

Figure 6-3 Add a Policy of Restricting the Specific IP to Access to Internet

STEP 3 . Complete assigning the specific IP to static users in Outgoing Policy and restrict them to

access FTP net service only through policy: (Figure 6-4)

Source Destination Senvice | Action Configure
L g (i) (homove) GRause) 1

Figure 6-4 Complete the Policy of Restricting the Specific IP to Access to Internet

@ When the System Administrator setting the Address Book, he/she can choose the way of

clicking on I Glone MAC Address | to make the RS-3000 to fill out the user's MAC Address automatically.

@ In LAN of Address function, the RS-3000 will default an Inside Any address represents the
whole LAN network automatically. Others like WAN, DMZ also have the Outside Any and DMZ Any

default address setting to represent the whole subnet.

@ The setting mode of WAN and DMZ of Address are the same as LAN; the only difference is
WAN cannot set up MAC Address.
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6.2 LAN Group

Setup a policy that only allows partial users to connect with specific IP (External Specific IP)

STEP 1 . Setting several LAN network Address. (Figure 6-5)

I b e

Figure 6-5 Setting Several LAN Network Address

STEP 2. Enter the following settings in LAN Group of Address:
B Click New Entry (Figure 6-6)

B Enter the Name of the group
B Select the users in the Available Address column and click Add
B Click OK (Figure 6-7)

-- Available address ---=

Remove

Add

£ 0K | Cancel §

Figure 6-6 Add New LAN Address Group
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TestTeam

Figure 6-7 Complete Adding LAN Address Group
@ The setting mode of WAN Group and DMZ Group of Address are the same as LAN Group.

STEP 3 . Enter the following settings in WAN of Address function:
B Click New Entry (Figure 6-8)
B Enter the following data (Name, IP Address, Netmask)
B Click OK (Figure 6-9)

Figure 6-8 Add New WAN Address

IP FMetmask

| New Entry |

Figure 6-9 Complete the Setting of WAN Address
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STEP 4 . To exercise STEP1~3 in Policy (Figure 6-10, 6-11)

AN To DMZ
# DMZ To WAN

# Outgoing

# Incoming

=AM To DMZ

= DMZ To LAN
T

§ oK jicancel )

Figure 6-10 To Exercise Address Setting in Policy

Source

Destination

5 ||r|TI|1IJr|-|

{ New Entry |

Figure 6-11 Complete the Policy Setting

@ The Address function really take effect only if use with Policy.
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Chapter 7 Service

TCP and UDP protocols support varieties of services, and each service consists of a TCP Port or UDP
port number, such as TELNET (23), SMTP (21), SMTP (25), POP3 (110), etc. The RS-3000 includes
two services:

Pre-defined Service and Custom Service

The common-use services like TCP and UDP are defined in the Pre-defined Service and cannot be
modified or removed. In the custom menu, users can define other TCP port and UDP port numbers
that are not in the pre-defined menu according to their needs. When defining custom services, the client

port ranges from 1024 to 65535 and the server port ranges from 0 to 65535

In this chapter, network services are defined and new network services can be added. There are three
sub menus under Service which are: Pre-defined, Custom, and Group. The Administrator can simply
follow the instructions below to define the protocols and port numbers for network communication
applications. Users then can connect to servers and other computers through these available network

services.

b
C
How to use Service?

The Administrator can add new service group names in the Group option under Service menu, and
assign desired services into that new group. Using service group the Administrator can simplify the
processes of setting up control policies. For example, there are 10 different computers that want to
access 5 different services on a server, such as HTTP, FTP, SMTP, POP3, and TELNET. Without the
help of service groups, the Administrator needs to set up 50 (10x5) control policies, but by applying all 5
services to a single group name in the Service field, it takes only one control policy to achieve the same

effect as the 50 control policies.
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7.1 Pre-defined

Define the required fields of Service

Pre-defined WebUI's Chart and lllustration:

Chart lllustration

L0l | Any Service

TCP Service, For example : AFPoverTCP, AOL, BGP, FTP, FINGER,
HTTP, HTTPS, IMAP, SMTP, POP3, GOPHER, InterLocator, IRC, L2TP,

TGP
LDAP, NetMeeting, NNTP, PPTP, Real-Media, RLOGIN, SSH, TCP-ANY,
TELNET, VDO-Live, WAIS, WINFRAME, X-WINDOWS, MSN, ...etc.

m UDP Service, For example : IKE, DNS, NFS, NTP, PC-Anywhere, RIP,
SNMP, SYSLOG, TALK, TFTP, UDP-ANY, UUCP....etc.

([3.1) | ICMP Service, Foe example : PING, TRACEROUTE...etc.

Define the required fields of Service

New Service Name:

B The System Manager can name the custom service.

Protocol:

B The protocol type to be used in connection for device, such as TCP and UDP mode
Client Port:
B The port number of network card of clients. (The range is 0 ~ 65535, suggest to use the default

range)

Server Port:

B The port number of custom service
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7.2 Custom

Allow external user to communicate with internal user by VolP through policy. (VolP Port: TCP 1720,
TCP 15328-15333, UDP 15328-15333)

STEP 1. Set LAN and LAN Group in Address function as follows: (Figure 7-1, 7-2)

P J Netmask

[risitie Ay 00T 000

a4

Figure 7-1 Setting LAN Address Book WebUI

WalP_Graup WolP_ 01, YolP 02, YolP_03

| New Entry

Figure 7-2 Setting LAN Group Address Book WebUI

STEP 2 . Enter the following setting in Custom of Service function:

Click New Entry (Figure 7-3)

Service Name: Enter the preset name VoIP

Protocol#1 select TCP, need not to change the Client Port, and set the Server Port
as: 1720:1720

Protocol#2 select TCP, need not to change the Client Port, and set the Server Port
as: 15328:15333

Protocol#3 select UDP, need not to change the Client Port, and set the Server Port
as: 15328:15333

Click OK (Figure 7-4)
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15328 15328
85535 15328 15328

® cr @ Lo
@ 1cr @ LDP

@ TP @ LD O Giker _

Figure 7-3 Add User Define Service

Figure 7-4 Complete the Setting of User Define Service of VoIP

@ Under general circumstances, the range of port number of client is 0-65535. Change the client

range in Custom of is not suggested.

@ If the port numbers that enter in the two spaces are different port number, then enable the port
number under the range between the two different port numbers (for example: 15328:15333). And if the
port number that enters in the two spaces are the same port number, then enable the port number as
one (for example: 1720:1720).
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STEP 3 . Compare Service to Virtual Server. (Figure 7-5)

virtual Server Real IP 616223653

Figure 7-5 Compare Service to Virtual Server

STEP 4 . Compare Virtual Server to Incoming Policy. (Figure 7-6)

Configure m
% (Mouity ) (Bemove) (Pause]

{ New Entry §

Figure 7-6 Complete the Policy for External VoIP to Connect with Internal VoIP

STEP 5 . In Outgoing Policy, complete the setting of internal users using VoIP to connect with
external network VolP: (Figure 7-7)

Configure

Figure 7-7 Complete the Policy for Internal VoIP to Connect with External VolP

@ Service must cooperate with Policy and Virtual Server that the function can take effect.
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7.3 Group

Setting service group and restrict the specific users only can access to service resource that provided
by this group through policy (Group: HTTP, POP3, SMTP, DNS)

STEP 1 . Enter the following setting in Group of Service:
B Click New Entry (Figure 7-8)
® Name: Enter Main_Service
B Select HTTP, POP3, SMTP, DNS in Available Service and click Add
B Click OK (Figure 7-9)

i - et
Main_serwce _

= --- dailable service ---= A = - Selected service =

AN =
AFPoverTCP | ;
]

4 Remove

Add

InterLocator
IRC

Figure 7-8 Add Service Group

Group name Service Configure

hain_Service DMS HTTRPOPE...

Figure 7-9 Complete the setting of Adding Service Group

@ If you want to remove the service you choose from Selected Service, choose the service you
want to delete and click Remove.
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STEP 2 . In LAN Group of Address function, set up an Address Group that can include the service of

access to Internet. (Figure 7-10)

Figure 7-10 Setting Address Book Group

STEP 3 . Compare Service Group to Outgoing Policy. (Figure 7-11)

Source Service Configure m
S P s e R ested (oworel bbmand [+ |

{ New Entry )

Figure 7-11 Setting Policy
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Chapter 8 Schedule

In this chapter, the RS-3000 provides the Administrator to configure a schedule for policy to take effect
and allow the policies to be used at those designated times. And then the Administrator can set the start
time and stop time or VPN connection in Policy or VPN. By using the Schedule function, the

Administrator can save a lot of management time and make the network system most effective.

b
&
How to use the Schedule?

The system Administrator can use schedule to set up the device to carry out the connection of Policy or

VPN during several different time division automatically.
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To configure the valid time periods for LAN users to access to Internet in a day

STEP 1 . Enter the following in Schedule:
m  Click New Entry (Figure 8-1)
B Enter Schedule Name
B Set up the working time of Schedule for each day
m  Click OK (Figure 8-2)

Schedule Mame

Period
Day

Start Time Stop Time

Figure 8-1 Setting Schedule WebUI

Coniigure

Figure 8-2 Complete the Setting of Schedule
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STEP 2 . Compare Schedule with Outgoing Policy (Figure 8-3)

v M

(worangTme v [
| mene M
e e M
Sttistcs
M P2 Blocking
MAX. Bandwidth Per Source P |Downstream (RN Kbps Upstream (RN Kbes
WA, Concurr sE2gions Per P

MaX. Concurrent Seszions

Figure 8-3 Complete the Setting of Comparing Schedule with Policy

@ The Schedule must compare with Policy.



Chapter 9 QoS

By configuring the QoS, you can control the OutBound and InBound Upstream/Downstream Bandwidth.
The administrator can configure the bandwidth according to the WAN bandwidth.

Downstream Bandwidth : To configure the Guaranteed Bandwidth and Maximum Bandwidth.
Upstream Bandwidth : To configure the Guaranteed Bandwidth and Maximum Bandwidth.
QoS Priority : To configure the priority of distributing Upstream/Downstream and unused bandwidth.

The RS-3000 configures the bandwidth by different QoS, and selects the suitable QoS through Policy to
control and efficiently distribute bandwidth. The RS-3000 also makes it convenient for the administrator
to make the Bandwidth to reach the best utility. (Figure 9-1, 9-2)

512.0 K

384.0 K T~

256.0 K T

(Bits per Second)

128.0 K T~

9:48 9:58 10:08 10:18 10:28 10:38 10:48
(Minute)

Figure 9-1 the Flow Before Using QoS

512.0 K

Maximum

: N Bandwidth
334'0 K N PN e

256.0 K T

i | Guarateed
1 Bandwidth

(Bits per Second)

128.0 K T~

9:48 9:58 10:08 10:18 10:28 10:38 10:48
(Minute)

Figure 9-2 the Flow After Using QoS (Max. Bandwidth: 400Kbps, Guaranteed Bandwidth: 200Kbps)
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Define the required fields of QoS

WAN:
®m  Display WAN1 and WAN2

Downstream Bandwidth:
B To configure the Guaranteed Bandwidth and Maximum Bandwidth according to the bandwidth
range you applied from ISP

Upstream Bandwidth:
B To configure the Guaranteed Bandwidth and Maximum Bandwidth according to the bandwidth
range you applied from ISP

Priority:

B To configure the priority of distributing Upstream/Downstream and unused bandwidth.

Guaranteed Bandwidth:
B The basic bandwidth of QoS. The connection that uses the IPSec Autokey of VPN or Policy will

preserve the basic bandwidth.

Maximum Bandwidth:
B The maximum bandwidth of QoS. The connection that uses the IPSec Autokey of VPN or Policy,

which bandwidth will not exceed the amount you set.
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Setting a policy that can restrict the user’s downstream and upstream bandwidth

STEP 1 . Enter the following settings in QoS:
B Click New Entry (Figure9-3)

Name: The name of the QoS you want to configure.
Enter the bandwidth in WAN1, WAN2

Select QoS Priority

B Click OK (Figure9-4)

§ oK) | cancel |

Figure9-3 QoS WebUI Setting

idth i Configure

Ifichclle:

Figure9-4 Complete the QoS Setting
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STEP 2 . Use the QoS that set by STEP1 in Outgoing Policy. (Figure9-5, 9-6)

\nslda Any

* Qutgoina

= [ncoming
= WAN To DMZ
o LN To DHiZ e
bl __-
TL Mone
= DMZTo LAM =

PERMIT ALL

[ OK_( Gancel |

Figure9-5 Setting the QoS in Policy

Source

Im=ide_Ary

{ New Entry

Figure9-6 Complete Policy Setting

@When the administrator are setting QoS, the bandwidth range that can be set is the value that

system administrator set in the WAN of Interface. So when the System Administrator sets the
downstream and upstream bandwidth in WAN of Interface, he/she must set up precisely.
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Chapter 10 Authentication

By configuring the Authentication, you can control the user’s connection authority. The user has to pass
the authentication to access to Internet.

The RS-3000 configures the authentication of LAN’s user by setting account and password to identify

the privilege.

Define the required fields of Authentication

Authentication Management

Provide the Administrator the port number and valid time to setup RS-3000 authentication. (Have

to setup the Authentication first)

*

*

Authentication Port: The port number to allow internal users to connect to the
authentication page. The port number is allowed to be changed.

Re-Login if Idle: The function works to force internal user to login again when the idle time is
exceeded after passing the authentication. The default value is 30 minutes.

Re-Login after user login successfully: The function works to permit user to re-login within
a period of time. The default value is 0, means unlimited.

URL to redirect when authentication succeed: The function works to redirect the
homepage to the specific website, after the user had passes Authentication. The default
value is blank.

Messages to display when user login: It will display the login message in the
authentication WebUI. (Support HTML) The default value is blank (display no message in
authentication WebUI)
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®  Add the following setting in this function: (Figure10-1)

Wihentication = Auth Setting

Authentication Management

Authentication Port [ Range: 1 - 63535 )

Re-Login if Idle Minutes ( Range: 1 - 10001
Fe-Login after user login successiully IC' Houwrs ( Range: 0 - 24, 0: means unlimited )

D Disallow Re-Login if the auth user has login

URL to redirect when authentication succeed
» Auth Setting

Messages to display when user login
= Auth User
Fou must pass the suthentication first before Lo access
& Auth Group
the Internet
= RADILS

® FOF3

i oK i cancel]

Figurel0-1 Authentication Setting WebUI

® When the user connect to external network by Authentication, the following page will be

displayed: (Figurel0-2)

2 huthentication - Microsoft Internet Explorer

File  Edit View Favorites Tools  Help

'\-Qaari-’ \) B @ {h pSearch *Favnrltes @ L’j_)-l' : |—'u| |_J ﬁ

Address [&] hitpjblog.roodo.comjcats

v| Go  Links

You must pass the authentication first before to access the Internet

a Done

‘ Internet

Figurel0-2 Authentication Login WebUI
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® It will connect to the appointed website after passing Authentication: (Figure10-3)

| http://192.168.1.1:82 - LOGOUT Authentication-User - Microso.. [_|

Please click on this button to logout [ LozoUT suthentication-User
or enter this url hitp:/192 168 .1.1:82ogout html
to logout of your currently authenticated session.

# Compan =
pany @ Done ® Internet 2 :
— Yista™ Driver Download
# Products :
i Support —_—
Air Live' =y
Press ) Multi-Function Print Server A - '. - .
@ Share Printing, Scanning, Fowered by m.'u!',’.ﬁ
5,k!"c,|l£'? . and Card Reader!
Event
' Turbo G ADSL.?X‘?-\I- Router
® 125Mbps
Contact ADSL Sre2em Router
e All’ Liwe'
L ADSLZ/2+ Router
® Wired ADSL2/2+/2+M Router
Air Live'
Pocket AP Now Available
® AirLive's ar Packet
New Turbo- oo A Pl B
mode Driver! avallable agaln!

&1 9935~2007 CwisLink Corporation, All Rights Reserved

Figurel0-3 Connecting to the Appointed Website After Authentication

@ If user asks for authentication positively, he/she can enter the LAN IP with the Authentication port
number. And then the Authentication WebUI will be displayed.

Authentication-User Name:

B The user account for Authentication you want to set.

Password:

B The password when setting up Authentication.

Confirm Password:

B Enter the password that correspond to Password
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Configure specific users to connect with external network only when they pass the
authentication of policy. (Adopt the built-in Auth User and Auth Group, RADIUS, or
POP3 Function)

STEP 1 . Setup several Auth User in Authentication. (Figire10-4)

s Auth Setting
= Auth Ulser
= Auth Group
= RADILIS

= POP3

Figurel0-4 Setting Several Auth Users WebUI

@ To use Authentication, the DNS Server of the user’s network card must be the same as the LAN
Interface Address of RS-3000.
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STEP 2 . Add Auth User Group Setting in Authentication function and enter the following settings:
®m  Click New Entry

Name: Enter Product_dept

Select the Auth User you want and Add to Selected Auth User
Click OK

B Complete the setting of Auth User Group (Figure10-5)

4
_ AR

|[ < --- Avaisble Authentication User - I < --- Selected Authertication User ---=

» Auth Group

= Auth Setting (Radius User)

(POP3 User) e 1
= Auth User Remove
= RADILIS Adl_:l

¥

I
b oK ) Feancel |

Figurel0-5 Setting Auth Group WebUI

STEP 3 . User also can select to authenticate user with RADIUS server. Just need to enter the Server
IP, Port number, password, and enable the function.
B Enable RADIUS Server Authentication
Enter RADIUS Server IP

B Enter RADIUS Server Port
B Enter password in Shared Secret
B Complete the setting of RADIUS Server (Figurel10-6)

RADILIS Senrer

Enable RADILS Server Authertication

RADIS Server P 202741621 | (M. B0 characters)
RADIUS Server Port 12 | ( Range: 1025 - 55535 )
Shared Secret ||:uvislink | [Macx. 80 characters)

Enable 502.1x RADIUS Server Authertication

| oK | cancel |

Figurel0-6 Setting RADIUS WebUI

STEP 4 . The third method of Authentication is to check the account with POP3 Server.
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Enable POP3 Server Authentication

Enter POP3 Server IP

Enter POP3 Server Port

Complete the setting of POP3 Server (Figurel0-7)

Enable POP3 Server Authentication

POPS Server [P or Domain Mame 1 |2DS.35.EI4.58 | (Max. 80 characters)
POPS Server Port 110 | ¢ Range: 110 or 1025 - B5535 )
I oK |fcancel]

Figurel0-7 Setting POP3 WebUI

STEP 5 . Add a policy in Outgoing Policy and input the Address and Authentication of STEP 2

(Figurel10-8, 10-9)

» Outgoing
® Incaming
= iAN To DMZ
= LAN To DMZ

m DT Ta WA =
= DMWZ To LAN 5
.

oK 1} cancel |

Figurel0-8 Auth-User Policy Setting

Configure

Figurel0-9 Complete the Policy Setting of Auth-User
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STEP 6 . When user is going to access to Internet through browser, the authentication Ul will appear in
Browser. After entering the correct user name and password, click OK to access to Internet.
(Figurel0-10)

User Login

LIger Authentication

Figurel0-10 Access to Internet through Authentication WebUI

STEP 7.If the user does not need to access to Internet anymore and is going to logout, he/she can click
LOGOUT Auth-User to logout the system. Or enter the Logout Authentication WebUI (http://
LAN Interface: Authentication port number/ logout.html) to logout (Figure10-11)

7} http:#/192.168.1.1:82 - LOGOUT Authentication-User - Microso. .. rl &I

Please click on this button to logout [ LOGOUT Authertication-User |
or enter this url hitp:/#192 1681 .1:82ogout html
to logout of wour currently authenticated session.

@ Done £ Internet

Figurel0-11 Logout Auth-User WebUI
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Chapter 11 Content Blocking
Content Filtering includes "URL  , " Script ; , " Download , , " Upload | .

[URL Blocking]): The administrator can set up to “Allow” or “Restrict” entering the specific website

by complete domain name, key words, and meta-character (~and x).
[ Script Blocking): To restrict the access authority of Popup, ActiveX, Java, or Cookie.

[Download Blocking]: To restrict the authority of download specific sub-name file, audio, and

some common video by http protocol directly.

[Upload Blocking]: To restrict the authority of upload specific sub-name file, or restrict all types of

the files.
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Define the required fields of Content Blocking

URL String:

B The domain name that restricts to enter or only allow entering.

Popup Blocking:
B Prevent the pop-up WebUI appearing

ActiveX Blocking:

B Prevent ActiveX packets

Java Blocking:

B Prevent Java packets

Cookie Blocking:

B Prevent Cookies packets

Audio and Video Types:

B Prevent users to transfer sounds and video file by http

Extension Blocking:

B Prevent users to deliver specific sub-name file by http

All Type:

B Prevent users to send the Audio, Video types, and sub-name file...etc. by http protocol.
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11.1 URL

Restrict the Internal Users only can access to some specific Website

¥ URL Blocking:
Symbol: ~ means open up; * means meta-character

Restrict to block specific website: Type the " complete domain name ; or "key word | of the

website you want to restrict in URL String. For example: www.kcg.gov.tw or gov.

Restrict to access specific website:

1. Type the symbol “~" in front of the " complete domain name jor" key word jthat represents

to access the specific website only. For example: ~www.kcg.gov.tw or ~gov.

2. After setting up the website you want to access, user needs to input an order to forbid all

in the last URL String; just type in * in URL String.

@Warning! The order to forbid all must be placed at the last. If you want to open a new website, you
must delete the order of forbidding all and then input the new domain name. At last, re-type in the “forbid

all” order again.

STEP 1 . Enter the following in URL of Content Filtering function:
m  Click New Entry

URL String: Enter ~yahoo, and click OK

Click New Entry

URL String: Enter ~google, and click OK

Click New Entry

URL String: Enter *, and click OK

Complete setting a URL Blocking policy (Figure1l-1)

LRL String Configure

{ New Entry |

Figurell-1 Content Filtering Table
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STEP 2 . Add a Outgoing Policy and use in Content Blocking function: (Figurell-2)

» Outgoing
= Incorming
= AN To DMZ
= LAN To DMZ
w5 DMZ To WAN

(oK cancel |
Figurell-2 URL Blocking Policy Setting

STEP 3 . Complete the policy of permitting the internal users only can access to some specific website

in Outgoing Policy function: (Figurel1-3)

Source Configure

Critzice_Any

Figurell-3 Complete Policy Settings

@Aﬁerwards the users only can browse the website that includes “yahoo” and “google” in domain

name by the above policy.
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11.2 Script

Restrict the Internal Users to access to Script file of Website

STEP 1 . Select the following data in Script of Content Blocking function:
B Select Popup Blocking

Select ActiveX Blocking

Select Java Blocking

Select Cookie Blocking

Click OK

Complete the setting of Script Blocking (Figure11-4)

Script Blocking
Popup Blocking Activex Blocking
Java Blacking Cookie Blocking

f oK )i cancel |

S Cantent Blacking.
» LURL
» Script
= Download

Figurell-4 Script Blocking WebUI

77



STEP 2 . Add a new Outgoing Policy and use in Content Blocking function: (Figure11-5)

» Outgoing
= Incoming
= AN To DMEZ
= LAN To DMZ
o DMWZ Ta YiAN

oK1} cancel |
Figurell-5 New Policy of Script Blocking Setting

STEP 3 . Complete the policy of restricting the internal users to access to Script file of Website in

Outgoing Policy: (Figurell-6)

Source Destingtion - on Qption Configure

{ New Entry |

Figurell-6 Complete Script Blocking Policy Setting

@The users may not use the specific function (like JAVA, cookie...etc.) to browse the website

through this policy. It can forbid the user browsing stock exchange website...etc.

78



11.3 Download

Restrict the Internal Users to download video, audio and some specific sub-name file from http or ftp

protocol directly

STEP 1 . Enter the following settings in Download of Content Blocking function:

B Select All Types Blocking
B Click OK
B Complete the setting of Download Blocking. (Figurell-7)

Cantent Blocking = Download

Download Blocking

A Types Blocking
| Audio and Video Types Blocking

Extension Blocking

exe C Zip I Jrar

s [] kin [ rpm

| doc B ot

ot [ tgz gz

bt (| . hta

# Seript | ser w7 s
= Diownload L pif L omsi || com
= Upload reg Lomp3 mpegy

lacking | mpg

Figurell-7 Download Blocking WebUI

STEP 2 . Add a new Outgoing Policy and use in Content Blocking function: (Figure11-8)

» Outgoing
= Incoming
= AN To DMEZ
= LAN To DMZ
o DMWZ Ta YiAN
= DMZ To LAN

Figure11-8 Add New Download Blocking Policy Setting
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STEP 3 . Complete the Outgoing Policy of restricting the internal users to download video, audio, and

some specific sub-name file by http protocol directly: (Figure11-9)

Source Service Action Configure

Inisicle_Any

Figurell-9 Complete Download Blocking Policy Setting
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11.4 Upload

Restrict the Internal Users to upload some specific sub-name file from http or ftp protocol directly

STEP 1 . Enter the following settings in Upload of Content Blocking function:

B Select All Types Blocking
B Click OK

B Complete the setting of Upload Blocking. (Figure11-10)

® Seript
= Download
= Lipload

Figurell1-10 Upload Blocking WebUI

STEP 2 . Add a new Outgoing Policy and use in Content Blocking function: (Figure11-11)

» Outgoing
= Incoming
= AN To DMEZ
= LAN To DMZ
o DMWZ Ta YiAN
= DMZ To LAN

Figurell-11 Add New Upload Blocking Policy Setting
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STEP 3 . Complete the Outgoing Policy of restricting the internal users to upload some specific

sub-name file by http protocol directly: (Figure11-12)

Configure fowe

Figurell-12 Complete Upload Blocking Policy Setting
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Chapter 12 Application Blocking

RS-3000 Application Blocking offers the system to block the connection of applications, such as IM,
P2P, Video/Audio Application, Webmail, Game Application, Tunnel Application, and Remote

Control Application.

[Application Signature Definition]): System will automatically check new signature per every

one hour, or user can also click “Update NOW” button to check new signature. (Figure 12-1)

Application Signature Definitions
Last updated on : 08/02/25 09:57:24 (Update =ignature definitions every one hour)
Current verzion : 3.1.8 (Signature definitions updated at 09/02/25 09:51.06 )

Update signature defintions immediately (Use TCP port: 80 and UDP port: 53) | Update NOW |

Figure 12-1 Application Signature Definition WebUI

[Instant Message Login]): Restrict the authority to login MSN, Yahoo Messenger, ICQ/AIM,
QQ/TM2008, Skype, Google Talk, Gadu-Gadu, Rediff, WebIM, and AllSoft. (Figure 12-2)

Figure 12-2 Instant Message Login WebUI

[ Instant Message File Transfer]: Restrict the authority to transfer file from MSN, Yahoo
Messenger, ICQ/AIM, QQ, Skype, Google Talk, and Gadu-Gadu. (Figure 12-3)

Figure 12-3 Instant Message File Transfer WebUI

@ Due to the hardware limitation, it is not possible to block all kinds of application in the world, so

we just choose to block some popular application. If you require RS-3000 to block a specific application

please contact with AirLive Support Team. We will evaluate the application and try to improve it.



[ Peer-to-Peer Application) : Restrict the authority to send files connection by using eDonkey, Bit
Torrent, WinMX, Foxy, KuGoo, AppleJuice, AudioGalaxy, DirectConnect, iMesh, MUTE, Thunder5,

GoGoBox, QQDownload, Ares, Shareaza, BearShare, Morpheus, Limewire, and KaZaa. (Figure 12-4)

Figure 12-4 Peer-to-Peer Application WebUI

[Video / Audio Application]: Restrict the authority to watch video or listen audio from Internet by
using PPLive, PPStream, UUSee, QQLive, ezPeer, and qvodplayer. (Figure 12-5)

Figure 12-5 Video / Audio Application WebUI

[Webmail): Restrict the authority to access web mail service, such as Gmail, Hotmail, Yahoo, Hinet,
PChome, URL, Yam, Seednet, 163/126/Yeah, Tom, Sina, Sohu, and QQ/Foxmail. (Figure 12-6)

Figure 12-6 Webmail WebUI

[ Game Application] : Restrict the authority to access Internet Game such as GLWorld and
QQGame. (Figure 12-7)

Figure 12-7 Game Application WebUI
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[Tunnel Application] : Restrict the authority to access Internet via tunnel application such as VNN
Client, Ultra-Surf, Tor, and Hamachi. (Figure 12-8)

Figure 12-8 Tunnel Application WebUI

[Remote Control Application] : Restrict the authority to access remote control application such
as TeamViewer, VNC, and RemoteDestop. (Figure 12-9)

Figure 12-9 Tunnel Application WebUI

Configuration Example
GroupA users are not allowed to use MSN, Yahoo, and Skype.

GroupB users are allowed to use MSN, but they can not transfer file by MSN.

GroupC users are not allowed to use MSN, Yahoo, Skype, eDnokey, Bit Torrent.

STEP 1 . Policy Object - Address - LAN: Enter the name and IP address of LAN users.

STEP 2 . Policy Object - Address - LAN Group: Allocate the users to the dedicated group, and
create GroupA, GroupB, GroupC. (Figure 12-10)

P
- y——

Figure 12-10 Create Groups
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STEP 3 . Policy Object > Application Blocking - Setting: Create first Application Blocking rule for
GroupA to block MSN, Yahoo and Skype. (Figure 12-11)

Add Application Blocking

GroupA_APP

[ ]
[ ]

Figure 12-11 Create first Application Groups

STEP 4 . Policy Object > Application Blocking - Setting: Create Second Application Blocking rule
for GroupB. So the user in GroupB can access MSN, but can not send files using MSN. (Figure
12-12)

Add Application Blocking

GroupB_APP

Figure 12-12 Create Second Application Groups

STEP 5 . Policy Object > Application Blocking - Setting: Create Second Application Blocking rule
for GroupC to block MSN, Yahoo, Skype, eDonkey, and Bit Torrent. (Figure 12-13)

Add Application Blocking

GroupC_APP

Figure 12-13 Create Second Application Groups
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STEP 6 . Policy - Outgoing: Create three Outgoing Policy rules and assign the group with its

Application Blocking setting (Figure 12-14)

-
9 ® (el g:
S I i

Figure 12-14 Create Policy rules with groups and enable Application Blocking

@ P2P Transfer will occupy large bandwidth so that it may influence other users. And P2P Transfer

can change the service port free so it is invalid to restrict P2P Transfer by Service. Therefore, the

system manager must use Application Blocking to restrict users to use P2P Transfer efficiently.
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Chapter 13 Virtual Server

The real IP address provided from ISP is always not enough for all the users when the system manager
applies the network connection from ISP. Generally speaking, in order to allocate enough IP addresses
for all computers, an enterprise assigns each computer a private IP address, and converts it into a real
IP address through RS-3000’s NAT (Network Address Translation) function. If a server that provides
service to WAN network is located in LAN networks, external users cannot directly connect to the server

by using the server’s private IP address.

The RS-3000's Virtual Server function can solve this problem. A Virtual Server has set the real IP
address of the RS-3000’s WAN network interface to be the Virtual Server IP. Through the Virtual Server
function, the RS-3000 translates the Virtual Server’s IP address into the private IP address in the LAN

network.

Virtual Server owns another feature know as one-to-many mapping. This is when one real server IP
address on the WAN interface can be mapped into four LAN network servers provide the same service
private IP addresses. This option is useful for Load Balancing, which causes the Virtual Server to
distribute data packets to each private IP addresses (which are the real servers) by session. Therefore,
it can reduce the loading of a single server and lower the crash risk. And can improve the work

efficiency.
In this chapter, we will have detailed introduction and instruction of Mapped IP and Server 1/2/3/4:

Mapped IP: Because the Intranet is transferring the private IP by NAT Mode (Network Address
Translation). And if the server is in LAN, its IP Address is belonging to Private IP Address. Then the
external users cannot connect to its private IP Address directly. The user must connect to the RS-3000’s
WAN subnet’s Real IP and then map Real IP to Private IP of LAN by the RS-3000. It is a one-to-one
mapping. That is, to map all the service of one WAN Real IP Address to one LAN Private IP Address.

Server 1/2/3/4: 1ts function resembles Mapped IP’s. But the Virtual Server maps one to many. That is, to

map a Real IP Address to 1~4 LAN Private IP Address and provide the service item in Service.
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Define the required fields of Virtual Server

WAN IP :
B WAN IP Address (Real IP Address)

Map to Virtual IP :
B Map the WAN Real IP Address into the LAN Private IP Address

Virtual Server Real IP :
B The WAN IP address which mapped by the Virtual Server.

Service name (Port Number) :

B The service name that provided by the Virtual Server.

External Service Port :

®  The WAN Service Port that provided by the virtual server. If the service you choose only have one
port and then you can change the port number here. (If change the port number to 8080 and then
when the external users going to browse the Website; he/she must change the port number first to

enter the Website.)

Server Virtual IP :
B The virtual IP which mapped by the Virtual Server.
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13.1 Mapped IP

Make a single server that provides several services such as FTP, Web, and Malil, to provide service by

policy

STEP 1 . Setting a server that provide several services in LAN, and set up the network card’s IP as

192.168.1.100. DNS is External DNS Server.

STEP 2 . Enter the following setting in LAN of Address function: (Figure13-1)

0K |l cancel |

Figurel3-1 Mapped IP Settings of Server in Address

STEP 3 . Enter the following data in Mapped IP of Virtual Server function:
B Click New Entry
WAN IP: Enter 61.11.11.12 (click Assist for assistance)
Map to Virtual IP; Enter 192.168.1.100
B Click OK
B Complete the setting of adding new mapped IP (Figurel3-2)

B1.11.11.12 VAT

1921681100

oK i Cancel |

Figurel3-2 Mapped IP Setting WebUI
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STEP 4 . Group the services (DNS, FTP, HTTP, POP3, SMTP...) that provided and used by server in

Service function. And add a new service group for server to send mails at the same time.
(Figurel3-3)

Froup narme Service Configure

Figurel3-3 Service Setting

STEP 5 . Add a policy that includes settings of STEP3, 4 in Incoming Policy. (Figure13-4)

Source Destination Service Configure m

Mapped IP(E1.11.91.12)

Figurel3-4 Complete the Incoming Policy

STEP 6 . Add a policy that includes STEP2, 4 in Outgoing Policy. It makes the server to send e-mail

to external mail server by mail service. (Figure13-5)

Source Destination Action CQption Configure hdcve

Figurel3-5 Complete the Outgoing Policy

STEP 7 . Complete the setting of providing several services by mapped IP.

@ Strong suggests not to choose ANY when setting Mapped IP and choosing service. Otherwise

the Mapped IP will be exposed to Internet easily and may be attacked by Hacker.
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13.2 Virtual Server 1/2/3/4

Make several servers that provide a single service, to provide service through policy by
Virtual Server (Take Web service for example)

STEP 1 . Setting several servers that provide Web service in LAN network, which IP Address is
192.168.1.101, 192.168.1.102, 192.168.1.103, and 192.168.1.104

STEP 2 . Enter the following data in Server 1 of Virtual Server function:
B Click the button next to Virtual Server Real IP (“click here to configure”) in Serverl
B Virtual Server Real IP: Enter 211.22.22.23 (click Assist for assistance)
B Click OK (Figurel13-6)

Add Mew Vitual Server P

211222223 Flwianz v | mssit

{ oKk | {Cancel |

Figurel3-6 Virtual Server Real IP Setting
Click New Entry
Service: Select HTTP (80)
External Service Port: Change to 8080
Load Balance Serverl: Enter 192.168.1.101
Load Balance Server2: Enter 192.168.1.102
Load Balance Server3: Enter 192.168.1.103
Load Balance Server4: Enter 192.168.1.104

Click OK and complete the setting of Virtual Server (Figurel3-7)
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figuration

L f al I
. Cores
e Coras
oo

{0k} cancel |

Figurel3-7 Virtual Server Configuration WebUI

STEP 3. Add a new policy in Incoming Policy, which includes the virtual server, set by STEP2.
(Figurel3-8)

Source Destination :— e Coanfigure

Yirual Server 102711 .2

Figurel3-8 Complete Virtual Server Policy Setting

@In this example, the external users must change its port number to 8080 before entering the
Website that set by the Web server.

STEP 4 . Complete the setting of providing a single service by virtual server.
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The external user use VoIP to connect with VolP of LAN (VolP Port: TCP 1720, TCP 15328-15333,
UDP 15328-15333)

STEP 1 . Set up VoIP in LAN network, and its IP is 192.168.1.100

STEP 2 . Enter the following setting in LAN of Address function: (Figure13-9)

IF I Metmask MAC Address Configure

it iy 00000000

192 166.1 1010/255 255 255 258

Wl

 New Entry |

Figurel3-9 Setting LAN Address WebUI

STEP 3 . Add new VoIP service group in Custom of Service function. (Figure13-10)

Senice name

Protacol Client Por Server Port Canfigure

VolP_Servics 172720

Figure13-10 Add Custom Service

STEP 4 . Enter the following setting in Serverl of Virtual Server function:
B Click the button next to Virtual Server Real IP (“click here to configure”) in Serverl
B Virtual Server Real IP: Enter 61.11.11.12 (click Assist for assistance) (Use WAN)
B Click OK (Figure13-11)

61111112

{ oKk | { cancel |

Figurel3-11 Virtual Server Real IP Setting WebUI

Click New Entry

Service: Select (Custom Service) VolP_Service
External Service Port: From-Service (Custom)
Load Balance Serverl: Enter 192.168.1.100

Click OK

Complete the setting of Virtual Server (Figure13-12)
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guration

B1 11102

Figurel3-12 Virtual Server Configuration WebUI

@When the custom service only has one port number, then the external network port of Virtual
Server is changeable; On the contrary, if the custom service has more than one port network number,

then the external network port of Virtual Server cannot be changed.

STEP5.Add a new Incoming Policy, which includes the virtual server that set by STEP4:
(Figurel3-13)

Configure

Figurel3-13 Complete the Policy includes Virtual Server Setting

STEP 6 . Enter the following setting of the internal users using VoIP to connect with external network
VolIP in Outgoing Policy: (Figure13-14)

Action Configure Tl e
% (o) (Remove)(Pause]
{ New Entry |

Figurel3-14 Complete the Policy Setting of VolP Connection

STEP 7 . Complete the setting of the external/internal user using specific service to communicate with
each other by Virtual Server.
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Make several servers that provide several same services, to provide service through policy by

Virtual Server. (Take POP3, SMTP, and DNS Group for example)

STEP 1 . Setting several servers that provide several services in LAN network. Its network card’s IP is
192.168.1.101, 192.168.1.102, 192.168.1.103, 192.168.1.104 and the DNS setting is

External DNS server.

STEP 2 . Enter the following in LAN and LAN Group of Address function: (Figure13-15, 13-16)

Figurel3-15 Mapped IP Setting of Virtual Server in Address

Marme

m Sarver. 0, Sarver_02, Sarver_03.,

{ New by

Figurel3-16 Group Setting of Virtual Server in Address
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STEP 3 . Group the service of server in Custom of Service. Add a Service Group for server to send

e-mail at the same time. (Figurel3-17)

Group name g Configure

Wl _Service

{ New Entry |

Figurel3-17 Add New Service Group

STEP 4 . Enter the following data in Serverl of Virtual Server:
B Click the button next to Virtual Server Real IP (“click here to configure”) in Serverl
B Virtual Server Real IP: Enter 211.22.22.23 (click Assist for assistance)
B Click OK (Figurel3-18)

Add Mewe Mirtual Server [P

wirtual Server Real IP 211222223 W2 |ﬁ

oK | { cancel |

Figurel3-18Virtual Server Real IP Setting

Click New Entry

Service: Select (Group Service) Mail_Service
External Service Port: From-Service (Group)
Enter the server IP in Load Balance Server
Click OK

Complete the setting of Virtual Server (Figure13-19)

1921681101
1921681 102

t.

[0k | cancel |

Figurel3-19 Virtual Server Configuration WebUI
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STEP 5. Add a new Incoming Policy, which includes the virtual server that set by STEP 4:
(Figurel13-20)

aurce { : ;] Configure M ove

Figurel3-20 Complete Incoming Policy Setting

STEP 6 . Add a new policy that includes the settings of STEP2, 3 in Outgoing Policy. It makes server

can send e-mail to external mail server by mail service. (Figure13-21)

Action Optian Configure towe

Figurel3-21 Complete Outgoing Policy Setting

STEP 7 . Complete the setting of providing several services by Virtual Server.
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Chapter 14 VPN

The RS-3000 adopts VPN to set up safe and private network service. And combine the remote
Authentication system in order to integrate the remote network and PC of the enterprise. Also provide
the enterprise and remote users a safe encryption way to have best efficiency and encryption when

delivering data. Therefore, it can save lots of problem for manager.

[IPSec Autokey]: The system manager can create a VPN connection using Autokey IKE. Autokey
IKE (Internet Key Exchange) provides a standard method to negotiate keys between two security

gateways. Also set up IPSec Lifetime and Preshared Key of the RS-3000.

[PPTP Server]: The System Manager can set up VPN-PPTP Server functions in this chapter.

[PPTP Client) : The System Manager can set up VPN-PPTP Client functions in this chapter

b
&
How to use VPN?

To set up a Virtual Private Network (VPN), you need to configure an Access Policy include IPSec

Autokey, PPTP Server, or PPTP Client settings of Tunnel to make a VPN connection.
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14.1 IPSec Autokey

Define the required fields of VPN:

Preshare Key:
B The IKE VPN must be defined with a Preshared Key. The Key may be up to 128 bytes long.

ISAKMP (Internet Security Association Key Management Protocol):
B An extensible protocol-encoding scheme that complies to the Internet Key Exchange (IKE)

framework for establishment of Security Associations (SASs).

Main Mode:
B This is another first phase of the Oakley protocol in establishing a security association, but instead

of using three packets like in aggressive mode, it uses six packets.

Aggressive mode:
B This is the first phase of the Oakley protocol in establishing a security association using three data

packets.

AH (Authentication Header):

B One of the IPSec standards that allows for data integrity of data packets.

ESP (Encapsulating Security Payload):

B One of the IPSec standards that provides for the confidentiality of data packets.

DES (Data Encryption Standard):
B The Data Encryption Standard developed by IBM in 1977 is a 64-bit block encryption block cipher
using a 56-bit key.

Triple-DES (3DES):

B The DES function performed three times with either two or three cryptographic keys.

AES (Advanced Encryption Standard):
B An encryption algorithm yet to be decided that will be used to replace the aging DES encryption

algorithm and that the NIST hopes will last for the next 20 to 30 years.

NULL Algorithm:
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B |tis afast and convenient connecting mode to make sure its privacy and authentication without
encryption. NULL Algorithm doesn’t provide any other safety services but a way to substitute ESP

Encryption.

SHA-1 (Secure Hash Algorithm-1):
B A message-digest hash algorithm that takes a message less than 264 bits and produces a 160-bit

digest.

MD5:
B MD5 is a common message digests algorithm that produces a 128-bit message digest from an

arbitrary length input, developed by Ron Rivest.

GRE/IPSec:

B The device Select GRE/IPSec (Generic Routing Encapsulation) packet seal technology.
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Define the required fields of IPSec Function

®  To display the VPN connection status via icon -

Chart - &, [

—n E——

Meaning Not be applied Disconnect Connecting

Name:
B The VPN name to identify the IPSec Autokey definition. The name must be the only one and

cannot be repeated.

Gateway IP:
®  The WAN interface IP address of the remote Gateway.

IPSec Algorithm:
B To display the Algorithm way.

Configure:

m  Click Modify to change the argument of IPSec; click Remove to remote the setting. (Figurel14-1)

n Marme m IFSec Algarithim Caonfigure

{ New Entry |

Figurel4-1 IPSec Autokey WebUI
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14.2 PPTP Server

Define the required fields of PPTP Server Function

PPTP Server:
| To select Enable or Disable

Client IP Range:

B Setting the IP addresses range for PPTP Client connection

®  To display the VPN connection status via icon -

Chart - 8, A

Meaning Not be applied Disconnect Connecting

User Name:

B Displays the PPTP Client user’'s name when connecting to PPTP Server.

Client IP:
B Displays the PPTP Client’s IP address when connecting to PPTP Server.

Uptime:

m  Displays the connection time between PPTP Server and Client.

Configure:
B Click Modify to modify the PPTP Server Settings or click Remove to remove the setting
(Figurel4-2)

PPTP Zerver ([ Dizakle 1

Cliert P Range : 192.113.19.1-254 Madily )
- Liser Mame Client IP Configure

[ New Entry |

Figurel4-2 PPTP Server WebUI
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14.3 PPTP Client

Define the required fields of PPTP Client Function

®  To display the VPN connection status via icon

Chart -- =]

Meaning Not be applied Disconnect Connecting

User Name:

B Ddisplays the PPTP Client user’'s name when connecting to PPTP Server.

Server IP or Domain Name:

B Displays the PPTP Server IP addresses or Domain Name when connecting to PPTP Server.

Encryption:
B Displays PPTP Client and PPTP Server transmission, whether opens the encryption

authentication mechanism.

Uptime:

B Displays the connection time between PPTP Server and Client.

Configure:
B Click Modify to change the argument of PPTP Client; click Remove to remote the setting.

(Figurel4-3)

PPTP Cliernt :

- User Mame Server P or Domain Name Encryption Lptime zanfigure

| New Entry |

Figurel4-3 PPTP Client WebUI
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14.4 Trunk

Define the required fields of Tunnel Function

®  To display the VPN connection status via icon -

Chart -- 2

Meaning Not be applied Disconnect | Connecting

Name:
®  The VPN name to identify the VPN tunnel definition. The name must be the only one and cannot

be repeated.

Source Subnet:
B Displays the Source Subnet.

Destination Subnet:

B Displays the Destination Subnet.

Tunnel:
B Displays the Virtual Private Network’s (IPSec Autokey, PPTP Server, PPTP Client) settings of

Tunnel function.

Configure:
B Click Modify to change the argument of VPN Tunnel; click Remove to remote the

setting.(Figurel4-4)
{ New Entry |

Figurel4-4 VPN Tunnel Web Ul
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Setting IPSec VPN connection between two RS-3000

Preparation

Company A WAN IP: 61.11.11.11, LAN IP: 192.168.10.X
Company B WAN IP: 211.22.22.22, LAN IP: 192.168.20.X

This example takes two RS-3000s as work platform. Suppose Company A 192.168.10.100 create a
VPN connection with Company B 192.168.20.100 for downloading the sharing file.

The Default Gateway of Company A is the LAN IP of the RS-3000 192.168.10.1. Follow the steps

below:

STEP 1 . Enter the default IP of Gateway of Company A's RS-3000 with 192.168.10.1, and select
IPSec Autokey in VPN. Click New Entry. (Figurel4-5)

- Marme IPSec Algorithm Configure

{ New Entry |

Figurel4-5 IPSec Autokey WebUI

STEP 2 . In the list of IPSec Autokey, fill in Name with VPN_A. (Figure14-6)

AR InterTace

Figurel4-6 IPSec Autokey Name Setting

STEP 3 . Select Remote Gateway-Fixed IP or Domain Name In To Destination list and enter the IP
Address.(Figurel4-7)

211222222

Figurel4-7 IPSec To Destination Setting

STEP 4.Select Preshare in Authentication Method and enter the Preshared Key (Figure14-8)
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Preshare ;@
123456789

Authentication Method

Figurel4-8 IPSec Authentication Method Setting

STEP 5 . Select ISAKMP Algorithm in Encapsulation list. Choose the Algorithm when setup
connection. Please select ENC Algorithm (3DES/DES/AES), AUTH Algorithm (MD5/SHA1),
and Group (GROUP1, 2, 5). Both sides have to choose the same group. Here we select
3DES for ENC Algorithm, MD5 for AUTH Algorithm, and GROUP1 for Group. (Figure14-9)

Figurel4-9 IPSec Encapsulation Setting

STEP 6 . You can choose Data Encryption + Authentication or Authentication Only to communicate in
IPSec Algorithm list:
ENC Algorithm: 3DES/DES/AES/NULL
AUTH Algorithm: MD5/SHA1
Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm to make sure the

encapsulation way for data transmission (Figure14-10)

on o+ Authentication

AUTH Algorithm

@ Authentication Crily

Figurel4-10 IPSec Algorithm Setting

STEP 7 . Select GROUP1 in Perfect Forward Secrecy, enter 3600 seconds in ISAKMP Lifetime,
enter 28800 seconds in IPSec Lifetime, and selecting Main mode in Mode. (Figurel14-11)

Optional ltem

P Litetime

Litetime

Figurel4-11 IPSec Perfect Forward Secrecy Setting

STEP 8.Complete the IPSec Autokey setting. (Figure14-12)
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- (53 v P IFSec Algorithm Configure

SDES DS

{ New Entry )

Figurel4-12 Complete Company A IPSec Autokey Setting

STEP 9 . Enter the following setting in Trunk of VPN function: (Figure14-13)
B Enter a specific Tunnel Name.
From Source: Select LAN
From Source Subnet / Mask: Enter 192.168.10.0 / 255.255.255.0.
To Destination: Select To Destination Subnet / Mask.
To Destination Subnet / Mask: Enter 192.168.20.0 / 255.255.255.0.
IPSec / PPTP Setting: Select VPN_A.
Enter 192.168.20.1 (the Default Gateway of Company B) as the Keep alive IP
Select Show remote Network Neighborhood and Click OK. (Figure14-14)

Mew Entry Trunk

R —

From Source QAN W DNZ

From Source Subnet / Mask 192.168.10.0 ' 255.255.255.0

To Destination

O To Destination Subnel / Mazk

® Hemote Clent

Tunnel

‘“ Remove
Add v

Keep alive I

Show remote Network Neighborhood

oK 1 [ cancel |

Figurel4-13 New Entry Tunnel Setting

- Source Subnet Destination Subnet Configure

PSec VPN 1592 168.10.0 192163200 VPN_A
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Figurel4-14 Complete New Entry Tunnel Setting

STEP 10 . Enter the following setting in Outgoing Policy:(Figure14-15)
B Trunk: Select IPSec_VPN_Tunnel.
B Click OK.(Figurel4-16)

ﬂun-memt.-l | (Max. 32 characters)

Schedule
Authenlication User

Trunk

5

Action. WAN Porl ]

Trafiic Lot M| Enable

Statistics J Enable
M| Enatie
| Enable

Content Blocking
I/ P2P Blocking

EE||||igiii

)
I i =
I [
]
=]
=

MAX. Bandwidth Per Source [P [,n,‘l.lnstrb-a_m qutn_—.-_am

M&X. Concurrent Sessions Per P

Ok | Cancel )

Figurel4-15 Setting the VPN Tunnel Outgoing Policy

Destination Configure

e NN B R e 7 '

Figurel4-16 Complete the VPN Tunnel Outgoing Policy Setting
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STEP 11 . Enter the following setting in Incoming Policy: (Figure14-17)

B Trunk: Select IPSec_VPN_Tunnel.
B Click OK.(Figurel14-18)

Comment : | | (Max. 32 characters)

_

MAZX. Bandwidth Per Source [P
MAX. Concurrent Sessions Per IP

MAX, Concurrent Sessions

=

[ OK || Cancel |

Figurel4-17 Setting the VPN Tunnel Incoming Policy

Source

Action

Configure

{ Wew Entry |

Figurel4-18 Complete the VPN Tunnel Incoming Policy Setting
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The Default Gateway of Company B is the LAN IP of the RS-3000 192.168.20.1. Follow
the steps below:

STEP 1. Enter the default IP of Gateway of Company B’s RS-3000, 192.168.20.1 and select IPSec
Autokey in VPN. Click New Entry. (Figure14-19)

n Rlarme IPSec Algorithm Canfigure

{ Now Entry |

Figurel4-19 IPSec Autokey Web Ul

STEP 2. Inthe list of IPSec Autokey, fill in Name with VPN_B. (Figure14-20)

AR Irterface

Figurel4-20 IPSec Autokey Name Setting

STEP 3. Select Remote Gateway-Fixed IP or Domain Name In To Destination list and enter the IP
Address.(Figurel4-21)

To Destination

B1.11.11.11 M

Figurel4-21 IPSec To Destination Setting

STEP 4. Select Preshare in Authentication Method and enter the Preshared Key (max: 100 bits)
(Figure14-22)

suthertication Method
Preshated Key 123456759 (Ma,

Figurel4-22 IPSec Authentication Method Setting

STEP 5. Select ISAKMP Algorithm in Encapsulation list. Choose the Algorithm when setup
connection. Please select ENC Algorithm (3DES/DES/AES), AUTH Algorithm (MD5/SHA1),
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Figurel4-23 IPSec Encapsulation Setting

STEP 6. You can choose Data Encryption + Authentication or Authentication Only to communicate in
IPSec Algorithm list:
ENC Algorithm: 3DES/DES/AES/NULL
AUTH Algorithm: MD5/SHA1
Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm to make sure the

encapsulation way for data transmission. (Figurel14-24)

@ sithertication Only
Figurel4-24 IPSec Algorithm Setting
STEP 7. After selecting GROUP1 in Perfect Forward Secrecy, enter 3600 seconds in ISAKMP

Lifetime, enter 28800 seconds in IPSec Lifetime, and selecting Main mode in Mode.
(Figure14-25)

P Lifetime

Litetime

Figurel4-25 IPSec Perfect Forward Secrecy Setting
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STEP 8. Complete the IPSec Autokey setting. (Figurel14-26)

BT iPSas Aigorifhm Cotilirs
T s =TI T  (Mouity) (Remove)

{ New Entry |

Figurel4-26 Complete Company B IPSec Autokey Setting

STEP 9. Enter the following setting in Trunk of VPN function: (Figure14-27)
B Enter a specific Tunnel Name.
From Source: Select LAN
From Source Subnet / Mask: Enter 192.168.20.0 / 255.255.255.0.
To Destination: Select To Destination Subnet / Mask.
To Destination Subnet / Mask: Enter 192.168.10.0 / 255.255.255.0.
IPSec / PPTP Setting: Select VPN_B.
Enter 192.168.10.1 (the Default Gateway of Company A) as the Keep alive IP
Select Show remote Network Neighborhood.
Click OK. (Figurel14-28)

MNew Entry Trunk

From Source

From Source Subnet / Mask
o Drestination

Q) To Destination Subnet | Mask 192.168.10.0 |}]255.255.255.0 |

® Remote Client

«— Selected Tunnel —»

‘* Remove

Add

Show remote Network Neighborhood

0K | | Cancel

Figurel4-27 New Entry Tunnel Setting
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Tunnel Configure

IPSec VPN 182 168200 192.165:10.0 WPN_B

Figurel4-28 Complete New Entry Tunnel Setting

STEP 10. Enter the following setting in Outgoing Policy: (Figure14-29)

B Trunk: Select IPSec_VPN_Tunnel.
B Click OK.(Figure14-30)

Comment ; I | (Max. 32 characters)
Add New Policy

Destinafion Address

Service

Schedule

Authentication User

:
| None =
| None =]

I f P2P Blocking

QoS

Max. Bandwidth Per Source IP
AKX, Concurrent Sessions Per IP

MAX, Concurrent Sessions

Figurel4-29 Setting the VPN Tunnel Outgoing Policy

Source Ciestination Sanice Artion _ Caonfigure

Imzicle Sy Cutside Lny

Figurel4-30 Complete the VPN Tunnel Outgoing Policy Setting
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STEP 11. Enter the following setting in Incoming Policy: (Figure14-31)

B Trunk: Select IPSec_VPN_Tunnel.
B Click OK.(Figurel4-32)

Source Address

T —
ST =
R

Traffic Log J Enable

B croe
—
MAX. Bandwidth Per Source IP Downstream | Kbps Upstream _ Kbpe

MAX. Concurrent Ses=ions Per IP

MAX, Concurrent:Sezszionz

J £nabic

I 0K ] cancel |

Figurel4-31 Setting the VPN Tunnel Incoming Policy

Source ation Service Action Configure

Figurel4-32 Complete the VPN Tunnel Incoming Policy Setting

STEP 12. Complete IPSec VPN Connection.
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Setting PPTP VPN connection between two RS-3000s

Preparation

Company A WAN IP: 61.11.11.11
LAN IP: 192.168.10.X

Company B WAN IP: 211.22.22.22
LAN IP: 192.168.20.X

This example takes two RS-3000s as flattop. Suppose Company B 192.168.20.100 is going to have
VPN connection with Company A 192.168.10.100 and download the resource.
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The Default Gateway of Company A is the LAN IP of the RS-3000 192.168.10.1. Follow
the steps below:

STEP 1. Enter PPTP Server of VPN function in the RS-3000 of Company A. Select Modify and enable
PPTP Server:
B Client IP Range: Keep the setting with original, ex. 192.44.75.1-254.
B Enter DNS Server or WINS Server IP if necessary.
B |dle Time: Enter 0. (Figure14-33)

192113191 =

[ ok i cancel |

Figurel4-33 Enable PPTP VPN Server Settings

@ Client IP Range: the setting can not be the same as LAN IP subnet, or the PPTP function will not

be workable.

@ Idle Time: the setting time that the VPN Connection will auto-disconnect under unused situation.

(Unit: minute)
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STEP 2. Add the following settings in PPTP Server of VPN function in the RS-3000 of Company A:
B Select New Entry. (Figurel4-34)

User Name: Enter PPTP_Connection.

B Password: Enter 123456789.
B Client IP assigned by: Select IP Range.
B Click OK. (Figure14-35)

PPTP_Connection

B tianual Disconnect

IOk ] cancel |

Figure 14-34 PPTP VPN Server Setting

PPTP Server [ Enable, Encryplion: G 3

Client IP Range - 192113191 -254

{ New Entry |

Figure 14-35 Complete PPTP VPN Server Setting
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STEP 3. Enter the following setting in Trunk of VPN function: (Figure14-36)

Enter a specific Tunnel Name.

From Source: Select LAN

From Source Subnet / Mask: Enter 192.168.10.0 / 255.255.255.0.
To Destination: Select To Destination Subnet / Mask.

To Destination Subnet / Mask: Enter 192.168.20.0 / 255.255.255.0.
IPSec / PPTP Setting: Select PPTP_Server_PPTP_Connection.
Select Show remote Network Neighborhood.

Click OK. (Figure14-37)

Entry Trunk

From Soufce Subnet / Mask 182 162.10.0 | g
To Deztination

O To Destination Subnet / Mask 192.168.20.0 ;l
® Remote Clent

" Remove

Add

Show remote N OT G DO IO
vl te Network Neighberhood

{0k 7§ cancel |

Figurel4-36 New Entry Tunnel Setting

Source Subnet Destination Subnet Configure

PPTE_WVEN 182.166.10.0 192165200

Figurel4-37 Complete New Entry Tunnel Setting
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STEP 4. Enter the following setting in Outgoing Policy: (Figure14-38)

B Trunk: Select PPTP_VPN_Tunnel.
B Click OK.(Figure14-39)

Comment : | | (Max. 32 characters)
Add MNew Policy

Source Address

Traffic Log !I Erable

Destination Address
BrVICE -

Content Blocking B Enable
MAX. Bandwidth Per Source [P Downstream _ Kbps Upstream _ Kbps

MAX: Concurrent Sessons

I oK} cancel |

Figurel4-38 Setting the VPN Tunnel Outgoing Policy

Soutce restination Semvice _ Configure

Inzlde_Any

Figurel4-39 Complete the VPN Tunnel Outgoing Policy Setting
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STEP 5. Enter the following setting in Incoming Policy: (Figure14-40)

B Trunk: Select PPTP_VPN_Tunnel.
B Click OK.(Figurel14-41)

Cum'm.nt:l | (Max. 32 characters)

ydd Mew Policy

Service

_
MAZ. Bandwidth Per Source [P Downetream g] Kbps Upstream Kbps

£ OK i cancel |

Figurel4-40 Setting the VPN Tunnel Incoming Policy

Source Destination Service Action Configure

Oiatside Ay Inzice_Any(Routing)

Figurel4-41 Complete the VPN Tunnel Incoming Policy Setting
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The Default Gateway of Company B is the LAN IP of the RS-3000 192.168.20.1. Follow
the steps below:

STEP 1. Add the following settings in PPTP Client of VPN function in the RS-3000 of Company B:

Click New Entry Button. (Figure14-42)

User Name: Enter PPTP_Connection.
Password: Enter123456789.

Server IP or Domain Name: Enter 61.11.11.11.
Select Encryption.

Click OK. (Figure14-43)

{PETP Client

Lizar Mame °

Qi 1 @aN 2

PPTF Clierit :

FRTP_Connection

Figure 14-43 Complete PPTP VPN Client Setting
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STEP 2. Enter the following setting in Tunnel of VPN function: (Figure14-44)

Enter a specific Tunnel Name.

From Source: Select LAN

From Source Subnet / Mask: Enter 192.168.20.0 / 255.255.255.0.
To Destination: Select To Destination Subnet / Mask.

To Destination Subnet / Mask: Enter 192.168.10.0 / 255.255.255.0.
IPSec / PPTP Setting: Select PPTP_Client_PPTP_Connection.
Select Show remote Network Neighborhood.

Click OK. (Figurel14-45)

MNew Entry Trunk

® Remote Client

:_1 1‘ 11 1|

“ Remove

Add

ﬂJ'Shuw remote Metwork Meighborhood

(oK | cancel |

Figurel4-44 New Entry Tunnel Setting

Mame Source Subnet Destination Subnet IFSec/PETP Configure

PPTP_VPN_Tur, 192168 2000 192168100

{ New Entry |

Figurel4-45 Complete New Entry Tunnel Setting
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STEP 3. Enter the following setting in Outgoing Policy: (Figure14-46)

B Trunk: Select PPTP_VPN_Tunnel.
B Click OK.(Figurel4-47)

Comment ; I | (Max. 32 characters)

Add Mew FPolicy
E R [ owswe_any o] I

Authentication User

Action, WAN Port PERMIT ALL F i
Traffic Log M| Enabie

[ ] :
||
Content Blocking
1729 Blocking [ or Il

A, Concurrent Seszions Per P

Figurel4-46 Setting the VPN Tunnel Outgoing Policy

Source Dastination Semvice Conflgure

Inzlde_Any Oitside Any

Figurel4-47 Complete the VPN Tunnel Outgoing Policy Setting
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STEP 4. Enter the following setting in Incoming Policy: (Figure14-48)
B Trunk: Select PPTP_VPN_Tunnel.
B Click OK.(Figurel14-49)

E-unmﬂ:l | (Max. 32 characters)

o

MAX. Concurrent Sessions

I oK 1} cancel |

Figurel4-48 Setting the VPN Tunnel Incoming Policy

Figurel4-49 Complete the VPN Tunnel Incoming Policy Setting

STEP 5. Complete PPTP VPN Connection.
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Chapter 15 Policy

Every packet has to be detected if it corresponds with Policy or not when it passes the RS-3000. When
the conditions correspond with certain policy, it will pass the RS-3000 by the setting of Policy without
being detected by other policy. But if the packet cannot correspond with any Policy, the packet will be

intercepted.

The parameter of the policy includes Source Address, Destination Address, Service, Schedule,
Authentication User, Tunnel, Action-WAN Port, Traffic Log, Statistics, Content Blocking, IM/P2P
Blocking, QoS, MAX. Bandwidth Per Source IP, MAX. Concurrent Sessions Per IP and MAX.
Concurrent Sessions. Control policies decide whether packets from different network objects, network

services, and applications are able to pass through the RS-3000.

A
1@
How to use Policy?

The device uses policies to filter packets. The policy settings are: source address, destination address,
services, permission, packet log, packet statistics, and flow control. Based on its source addresses, a

packet can be categorized into:

(1) Outgoing: The source IP is in LAN network; the destination is in WAN network. The system
manager can set all the policy rules of Outgoing packets in this function

(2) Incoming: The source IP is in WAN network; the destination is in LAN network. (For example:
Mapped IP, Virtual Server) The system manager can set all the policy rules of Incoming
packets in this function

(3) WAN to DMZ: The source IP is in WAN network; the destination is in DMZ network. (For
example: Mapped IP, Virtual Server) The system manager can set all the policy rules of WAN
to DMZ packets in this function

(4) LAN to DMZ: The source IP is in LAN network; the destination is in DMZ network. The system
manager can set all the policy rules of LAN to DMZ packets in this function

(5) DMZ to LAN: The source IP is in DMZ network; the destination is in LAN network. The system
manager can set all the policy rules of DMZ to LAN packets in this function

(6) DMZ to WAN: The source IP is in DMZ network; the destination is in WAN network. The

system manager can set all the policy rules of DMZ to WAN packets in this function

@AII the packets that go through RS-3000 must pass the policy permission. Therefore, the LAN,

WAN, and DMZ network have to set the applicable policy when establish network connection.
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Define the required fields of Policy

Source and Destination:
B Source IP and Destination IP is according to the RS-3000’s point of view. The active side is the

source; passive side is destination.

Service:
B [tis the service item that controlled by Policy. The user can choose default value or the custom

services that the system manager set in Service function.

Action, WAN Port:
B Control actions to permit or reject packets that delivered between LAN network and WAN network

when pass through RS-3000 (See the chart and illustration below)

‘ Chart ‘ Name ‘ lllustration
- Permit all WAN network Allow the packets that correspond with policy to be
L
ol Interface transferred by WAN1/2 Port
Allow the packets that correspond with policy to be
1] Permit WAN1 g g POLEY
transferred by WAN1 Port
) Allow the packets that correspond with policy to be
) Permit WAN2
) transferred by WAN2 Port
G DENY Reject the packets that correspond with policy to be
transferred by WAN Port
I . Allow the VPN packets that correspond with policy to
VBN Permit VPN

be transferred
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Option:

B To display if every function of Policy is enabled or not. If the function is enabled and then the chart

of the function will appear (See the chart and illustration below)

Chart ‘ Name ‘ Illustration

@ Schedule Enable the policy to automatically execute the function
in a certain time

) Authentication User Enable Authentication User

o Traffic Log Enable traffic log

i Statistics Enable traffic statistics

7 IDP Enable IDP

{g}l Content Blocking Enable Content Blocking

@ IM / P2P Blocking Enable IM / P2P Blocking

2 QoS Enable QoS

Schedule:

B Setting the policy to automatically execute the function in a certain time

Authentication User:

B The user have to pass the authentication to connect by Policy

Trunk:

B Select the specific VPN setting to allow the packets passing through.

Traffic Log:
B Record all the packets that go through policy.

Statistics:
B Chart of the traffic that go through policy

IDP:

B Select to enable IDP feature in Policy

Content Blocking:
B To restrict the packets that passes through the policy

IM / P2P Blocking:
B To restrict the packets passing via IM or P2P
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QoS:
B Setting the Guarantee Bandwidth and Maximum Bandwidth of the Policy (the bandwidth is shared

by the users who correspond to the Policy)

MAX. Bandwidth Per Source IP:
B Set the maximum bandwidth that permitted by policy. And if the IP bandwidth exceed the setting

value, the surplus connection cannot be set successfully.

MAX. Concurrent Sessions Per IP:
B Set the concurrent sessions that permitted by policy. And if the IP sessions exceed the setting

value, the surplus connection cannot be set successfully.

MAX. Concurrent Sessions:
B Set the concurrent sessions that permitted by policy. And if the whole Policy sessions exceed the

setting value, the surplus connection cannot be set successfully.
Move:

B Every packet that passes the RS-3000 is detected from the front policy to the last one. So it can

modify the priority of the policy from the selection.
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Set up the policy that can monitor the internal users. (Take Logging, Statistics, and
Alarm Threshold for example)

STEP 1 . Enter the following setting in Outgoing Policy:
B Click New Entry

W Select Traffic Log
B Select Statistics
m  Click OK (Figurel5-1)

Comment - | | (Max. 32 characters)
[ I"If. ‘alicy

T —
_
e

Action; WAN Port TALL =]

Traffic Log _I Enable

Efatistics

Content Blocking
I} § P2P Blocking

MAX, Concurrent Sessions

| 0K | Cancel |

Figurel5-1 Setting the different Policies

STEP 2 . Complete the setting of Logging, Statistics, and Alarm Threshold in Outgoing Policy:
(Figurel5-2)

Source Jestination Service Option Configure Move

Inside_Any

Figurel5-2 Complete Policy Setting

STEP 3 . Obtain the information in Traffic of Log function if you want to monitor all the packets of the
RS-3000. (Figurel5-3)
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Mar 27 16:35:40 @ N

{100 == 445

445 ==1110

1100 == 445

1100

1100 == 445

Figurel5-3 Traffic Log Monitor WebUI
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STEP 4 . To display the traffic record that through Policy to access to Internet in Policy Statistics of
Statistics function. (Figurel15-4)

Bits/Sec Total _ , Senvice | ANY
Inside_Any to Outside Any i
- - Action : PERMIT
(Minute) (_Hour | (_Day_) (Week) (Month) [Year )
Real-time: Down 0.0 KBits/sec Up 0.0 KBits/sec
Downstream
14.2 K
Maw 121K
- 1.6 K T
=
=
o
(5]
L]
ol
b TAK T
o
(]
i)
&
3.5 K 1
OOK.--.;-.--:--.-I.--.;-.--:|--H-..'g:c.3935<
164z 15:52 16:02 16:12 16:22 16:32 16:42
(Minute)
W Traffic stream W Maximum stream W Average stream
Upstream
17.0 K
Mz 114 . 6K
o 128 K 1T
=
=
o
o
[
v
& 8.5 K 1
o
(5]
2
@
4.5 K 1
0.0 K== e e 10, 312K
15:42 15:52 16:02 16:12 16:22 16:32 16:42
(Minute)
W Traffic stream W Maximum stream W Average stream

Figurel5-4 Statistics WebUI
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Forbid the users to access to specific network. (Take specific WAN IP, Content Blocking
and IM/P2P Blocking for example)

STEP 1 . Enter the following setting in URL Blocking, Script Blocking, and Download Blocking in
Content Blocking function, and IM/P2P Blocking Function: (Figurel5-5, 15-6, 15-7, 15-8)

Canfigure

Figurel5-5 URL Blocking Setting

Script Blocking
Popup Blocking Activex Blocking
Java Blocking Cookie Blocking

0K || cancel |

Figurel5-6 Script Blocking Setting

Criovenload Blocking

A&l Types Blocking
[ Audio and Yideo Types Blocking

Extenszion Blocking

| exe - | rar
[ | iso [ hin ] fpm
| doc [ e [ et
L pdt | toz [ 4
| bt I | || hta
| =er [ wb? [l epE
L pif Ll msi | | com
' | reg | mp3 | mpeg
L mpg

{0k 1§ { cancel |

Figurel5-7 Download Blocking Setting
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P _Blocking

[ (R
@ wuTE
B PrLie

Figurel5-8 IM / P2P Blocking Setting

@URL Blocking can restrict the Internal Users only can access to some specific Website.

Script Blocking can restrict the Internal Users to access to Script file of Website. (Java, Cookies..

0]

tc.)

@Download Blocking can restrict the Internal Users to access to video, audio, and some specific

sub-name file by http protocol directly.

@ IM/P2P Blocking can restrict the Internal Users to send message, files, audio, and video by

instant messaging (Ex: MSN, Yahoo Messenger, QQ, ICQ and Skype), and to access to the file on
Internet by P2P (eDonkey, BT).
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STEP 2 . Enter as following in WAN and WAN Group of Address function: (Figure15-9, 15-10)

Marme P I Hetmask Configure

Marme

Figurel5-10 WAN Address Group

@The Administrator can group the custom address in Address. It is more convenient when setting

policy rule.
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STEP 3 . Enter the following setting in Outgoing Policy:
B Click New Entry
Destination Address: Select WAN_Group that set by STEP 2. (Blocking by IP)
Action, WAN Port: Select Deny
Select to enable Content Blocking
Select to enable IM/P2P Blocking
Click OK (Figure15-11)

Comment : I | (Max. 32 characters)
Add Mew Folicy

source Address
-
=
-

WM&k, Bandwidth Per Source P [Downstream _ Kbps Upstream _ Kbps: -
e [

| 0K || Cancel |

Figurel5-11 Setting Blocking Policy
STEP 4 . Complete the setting of forbidding the users to access to specific network. (Figurel5-12)

Diestination £ =] m Option Configure fowe
| e crow | @ [owsy)(Remove)(Pawse] 1 v

{ New Entry |

Figurel5-12 Complete Policy Setting

Source

@Deny in Policy can block the packets that correspond to the policy rule. The System Administrator

can put the policy rule in the front to prevent the user connecting with specific IP.
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Only allow the users who pass Authentication to access to Internet in particular time

STEP 1 . Enter the following in Schedule function: (Figure15-13)

Cuntaie

Wiarkirig_Time

{ New Entry |

Figurel5-13 Add New Schedule

STEP 2 . Enter the following in Auth User and Auth User Group in Authentication function:
(Figure15-14)

Member Radius Configure

EL retary

Figurel5-14 Setting Auth User Group

@The Administrator can use group function the Authentication and Service. It is more convenient

when setting policy.
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STEP 3. Enter the following setting in Outgoing Policy:
B Click New Entry

B Authentication User: Select laboratory
B Schedule: Select Working_Time
B Click OK (Figure15-15)

Comment : | | (Mane. 32 characters)
Add Mew Policy

Insice_Any @
Outsice_Any

=

M

Working_Time
labaratary ﬁ

Tunnel Mone

PERMIT ALL %

B Enatle
B Enabls
B Enshle

. £33
m“‘ ﬁ‘ m

oK | cancel |

Figurel5-15 Setting a Policy of Authentication and Schedule

STEP 4 . Complete the policy rule of only allows the users who pass authentication to access to

Internet in particular time. (Figure15-16)

Service m Qptinn Configure Mose
% ¢ e (mooiy)Bemove) (Pase] 1 v

{ New Entry |

Figurel5-16 Complete Policy Setting
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The external user controls the internal PC through remote control software (Take
pcAnywhere for example)

STEP 1 . Set up a Internal PC controlled by external user, and Internal PC’s IP Address is 192.168.1.2
STEP 2 . Enter the following setting in Virtual Serverl of Virtual Server function: (Figurel15-17)

Wirtual Server Realip | 61111142

YAN Fort Senervitual IP Configure

{ New Entry |

Figurel5-17 Setting Virtual Server

STEP 3 . Enter the following in Incoming Policy:
B Click New Entry
B Destination Address: Select Virtual Serverl (61.11.11.12)
B Service: Select PC-Anywhere (5631-5632)
B Click OK (Figure15-18)

Comment : | | [Max. 32 characters)

Outsicle_Any %
Virtual Server 1061 .11.11.12) lﬁ

PC-Arywwhere(S631 -5632) @

Sotedule
e

Figurel5-18 Setting the External User Control the Internal PC Policy

STEP 4 . Complete the policy for the external user to control the internal PC through remote control
software. (Figurel5-19)
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Option

Figurel5-19 Complete Policy Setting
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Set a FTP Server under DMZ NAT Mode and restrict the download bandwidth and the
MAX. Concurrent Sessions.

STEP 1 . Set a FTP Server under DMZ, which IP is 192.168.3.2 (The DMZ Interface Address is
192.168.3.1/24)

STEP 2 . Enter the following setting in Virtual Serverl of Virtual Server function: (Figure15-20)

Wirual Server Real P | 61111112

virtual [P Configure

Figurel5-20 Setting up Virtual Server Corresponds to FTP Server

@When using the function of Incoming or WAN to DMZ in Policy, strong suggests that cannot

select ANY in Service. It may be attacked by Hacker easily.

STEP 3 . Enter the following in QoS: (Figure15-21)

M Bandividth = ange: 5000 - 25600 ) 1 Bariduvicth =
& Bandivicth = BN tarige: 1 - 25500 )  Bandwidth =  (Range: 1 - 25600
I Bandwvyicth = Khpsi range: 1 - 25600 I Bandiwicth = m s Range: 1 - 25600 )

Figurel5-21 QoS Setting
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STEP 4 . Enter the following in WAN to DMZ Policy:
B Click New Entry
Destination Address: Select Virtual Serverl (61.11.11.12)

B Service: Select FTP (21)
B QoS: Select FTP_QoS
B MAX. Concurrent Sessions: Enter 100
B Click OK (Figure15-22)
Comment : | | [Max. 32 characters)

FERMIT  +

H Erabie
Siati 5 B Erabls

M e

{0k i cancel |

Figurel5-22 Add New Policy

STEP 5 . Complete the policy of restricting the external users to access to internal network server
(which may occupy the resource of network) (Figure15-23)

Configure fove

Figurel5-23 Complete the Policy Setting
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Set a Mail Server to allow the internal and external users to receive and send e-mail
under DMZ Transparent Mode

STEP 1 . Set a Mail Server in DMZ and set its network card’s IP Address as 61.11.11.12. The DNS

setting is external DNS Server.

STEP 2 . Add the following setting in DMZ of Address function: (Figure15-24)

IF I Metmask MAC Address Configure
DMZ_ry 0.0.0.0/0.0.0.0 -

iail_Sarver B1.11 .11 1282

Figurel5-24 Specify Mail Server’s IP

STEP 3 . Add the following setting in Group of Service function: (Figure15-25)

Group name Service Configure

Figurel5-25 Setting up a Service Group that has POP3, SMTP, and DNS
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STEP 4 . Enter the following setting in WAN to DMZ Policy:
B Click New Entry
B Destination Address: Select Mail_Server
B Service: Select E-mail
B Click OK (Figurel5-26)

Comtment : | | Mz, 32 characters)

Figurel5-26 Setting a Policy to access Mail Service by WAN to DMZ

STEP 5 . Complete the policy to access mail service by WAN to DMZ. (Figure15-27)

Source Destination 5 Configure Move

Dut=ice Any Mall_Zarver

{ New Entry |

Figurel5-27 Complete the Policy to access Mail Service by WAN to DMZ
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STEP 6 . Add the following setting in LAN to DMZ Policy:
B Click New Entry
B Destination Address: Select Mail_Server
B Service: Select E-mail
B Click OK (Figure15-28)

Camment | | [Max. 32 characters)

[0k | cancel )

Figurel5-28 Setting a Policy to access Mail Service by LAN to DMZ

STEP 7 . Complete the policy to access mail service by LAN to DMZ (Figure15-29)

Action Caonfigure It

% (Meoy)Gemove)(Pase) [ v
{ New Entry |

Figurel5-29 Complete the Policy to access Mail Service by LAN to DMZ
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STEP 8 . Add the following setting in DMZ to WAN Policy:
B Click New Entry
B Source Address: Select Mail_Server
B Service: Select E-mail
B Click OK (Figure15-30)

Comment ; | | {Man. 32 characters)

Emil

Mone

M Enskl=

M Erable
M Erabi=

Figurel5-30 Setting the Policy of Mail Service by DMZ to WAN

STEP 9 . Complete the policy access to mail service by DMZ to WAN. (Figure15-31)

Configure

Figurel5-31 Complete the Policy access to Mail Service by DMZ to WAN
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Chapter 16 Mail Security

According to the Mail Security Configure function, it means the dealing standard towards mail of
RS-3000. In this chapter, it is defined as Setting and Mail Relay.

@ After scanning the mails that sent to Internal Mail Server by Anti-Spam and Anti-Virus functions

of RS-3000, then to setup the relevant setting in Mail Relay function.

Define the required fields of Setting:

Scanned Mail Setting:

B |t can setup to deal with the size of mail in order to judge if to scan the mail or not.

Unscanned Mail Setting:
B According to the unscanned mail, it can add an unscanned message in the mail subject.
€ For example, add the following setting in this function:
1. The scanned mail size is less than 200Kbytes
2. Add the message to the subject line --Unscanned--
3. Click OK (Figure16-1)

Scanned Mail Setting

The =canned spam mail size is less than |125 KBytes ( Range: 10 - 512 )
The scanned virus mail size is less than |123 KBytes ( Range: 10-512 )

Unscanned Mail Sefting

¥ add the message to the subject line I—UﬂSGﬂ""Eﬂ— | (Max. 255 characters)

i oK 11 Cancel |

Figurel6-1 Scanned Mail Setting
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When receive unscanned mail, it will add the tag in front of the e-mail subject. (Figure16-2)

W Inbox - Outlook Express SRS

| Fle Edt Vew Tools Message Heln |ﬁ

J.@_mn«-m‘ﬁ%@ B &
New Mall Reply,  Reglyall  Foowerd SendfRecy | Addresses  Find
Foldsrs % |[*Ta[ 7 [From o ——— [ Received I
%531 Outlook Express =M Heckathorne [ =] d— [} Viagrmet 9i16/2004 7:29 A
= 6 Local Folders -
B2 Inbox
E5 uthox
2 Sent Iterns
(7 Deleted Ttems (76)

5 Drafts

Print. Delete

There are rio cantacts ko display, Click
an Contacts ko create a new contact,

L message(s), 0 umvead [ Workng online |

Figurel6-2 The Unscanned Mail Subject WebUI
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To setup RS-3000 as Gateway (Mail Server is in DMZ, Transparent Mode)

Preparation
WAN Port IP: 61.11.11.11
Mail Server IP: 61.11.11.12

Map the DNS Domain Name that apply from ISP (broadband.com.tw) to DNS Server IP (setup MX

record is Mail Server IP)

When external sender to send mail to the recipient account in broadband.com.tw, add the following Malil

Relay setting:

STEP 1 . Add the following setting in Mail Relay function of Configure:

B Select Domain Name of Internal Mail Server

B Domain Name of Mail Server: Enter the Domain Name

B |P Address of Mail Server: Enter the IP address that Mail Server's domain name
mapped to

B Mail Relay setting is complete. The mails from external and its destination mail
server have to be in the domain name setting, that can be received by RS-3000 and
be sent to the appointed mail server after filtering. (Figure16-3)

% Domain Name of Internal Mail Server
" Allowed External IP of Mail Relay

Add Domain Name

|brnadband.cnm.tw { Max. 200 characters, ex: mail. my_domain.com )

[e111.11.12 (ex:61217.2230 )

{0k || cancel |

Figurel6-3 Mail Relay Setting WebUI
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To setup RS-3000 between the original Gateway and Mail Server (Mail Server is in DMZ,
Transparent Mode)

Preparation

The Original Gateway’s LAN Subnet: 172.16.1.0/16
WAN Port IP: 61.11.11.11

RS-3000's WAN Port IP: 172.16.1.12

Mail Server IP: 172.16.1.13

Map the DNS Domain Name (broadband.com.tw) to DNS Server IP (setup MX record is Mail Server IP)
When LAN (172.16.1.0/16) user use the sender account of broadband.com.tw mail server to send malil

to the recipient account in external mail server, have to add the following mail relay setting

STEP 1 . Add the first setting in Mail Relay function of Configure:
B Select Domain Name of Internal Mail Server
B Domain Name of Mail Server: Enter the Domain Name
B |P Address of Mail Server: Enter the IP address that Mail Server's domain name
mapped to (Figurel6-4)

' Domain Name of Internal Mail Server
" Allowed External IP of Mail Relay

Add Domain Mame
i N o f heall S Ibruaﬂband.cum.tw gmﬁmmwm_mm]
[7218.1.13 (ex:61217.22.30 )

Figurel6-4 The First Mail Relay Setting WebUI

STEP 2 . Add the second setting in Mail Relay function of Configure:

Select Allowed External IP of Mail Relay
IP Address: Enter the IP Address of external sender
Enter the Netmask

Complete Mail Relay setting (Figure16-5)

" Domain Mame of Internal Mail Server
¥ Allowed External IP of Mail Relay

Add IP Address
Addres: fs1.11.11.11 ((ex: 202.24.193.138 )
|255.255.255.255 {ex; 255.255.255.248 )

I oK 1 cancel |

Figurel6-5 The Second Mail Relay Setting WebUI
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The Headquarters setup RS-3000 as Gateway (Mail Server is in DMZ, Transparent Mode)
to make the Branch Company’'s employees can send mails via Headquarters’ Mail
Server

Preparation
WAN Port IP of RS-3000: 61.11.11.11

Mail Server IP: 61.11.11.12
WAN Port IP of the Branch Company’s Firewall: 211.22.22.22

Map the DNS Domain Name (broadband.com.tw) to DNS Server IP (setup MX record is Mail Server IP)
When the branch company’s users send mail to the external mail server’s recipient account by mail
server’s sender account of broadband.com.tw, add the following Mail Relay setting:
STEP 1 . Add the first setting in Mail Relay function of Configure:

B Select Domain Name of Internal Mail Server

B Domain Name of Mail Server: Enter the Domain Name

B |P Address of Mail Server: Enter the IP address that Mail Server's domain name

mapped to (Figurel16-6)

' Domain Name of Internal Mail Server
" Allowed External IP of Mail Relay

Add Domain Mame
Domain Name of Wail Se |broadband.com.tw { Max. 200 characters, ex: mail my_domain.com )
[61.11.11.12 =Em5{;¢'ﬁﬁﬂg_;

I 0K 1| cancel |

Figurel6-6 The First Mail Relay Setting WebUI

STEP 2 . Add the second setting in Mail Relay function of Configure:

Select Allowed External IP of Mail Relay
IP Address: Enter the IP Address of external sender

Enter the Netmask

Complete Mail Relay setting (Figure16-7)

" Domain Name of Internal Mail Server
' Allowed External IP of Mail Relay

Add IP Address
Sdress |2112222.22 (ex: 20224193138 )
|255.255.255.255 (ex: 255255255 248 )

I oKk i cancel |

Figurel6-7 The Second Mail Relay Setting WebUI
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Chapter 17 Anti-Spam

RS-3000 can filter the e-mails that are going to send to the mail server of enterprise. In order to make
sure the e-mail account that communicates with outside won't receive a mass advertisement or Spam
mail, meanwhile, it can reduce the burden of mail server. Also can prevent the users to pick up the
message he/she needs from a mass of useless mails; or delete the needed mail mistakenly while
deleting mails. It will raise the work efficiency of the employees and will not lose the important

information of enterprise.

In this chapter, we will have the detailed illustration about Anti-Spam:

17.1 Setting

Define the required fields of Setting:

Spam Setting:

B |t can choose the inspection way of the mails, where the mail server is placed in Internal (LAN or
DMZ) or External (WAN)

B |t can inspect all of the mails that are sent to the enterprise. Also can add score tag or message to
the subject line of Spam mail while it exceeds the standard. After filtering if the mails still don’t
reach the standard, it will only add score tag to the subject of the spam mail.

B |t also can check sender address in blacklist of anti-spam website to determine if it is spam mail or

not
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Action of Spam Mail:

B The mail that considered as spam mail can be coped with Delete mail, Deliver to the recipient,
Forward to another mail account
€ After setup the relevant settings in Mail Relay function of Configure, add the following

settings in this function:

The Mail Server is placed in Internal (LAN or DMZ)

The threshold score: Enter 5

Add the message to the subject line: Enter ---spam---

Select Add score tag to the subject line

Select Deliver to the recipient

Click OK (Figurel7-1)

o g~ 0w NP

Spam Setting
¥ Enable Ant-Spam
The Mail Server is placed in ¥ Internal (LAN or DMZ)
I External (WaN)
The threghold score of spam mail is IE
Add the =pam string to the subject line |—3I13m— | (Max. 256 characters)

¥ check =pam fingerprint (Use TCP port : 2703 and UDP port : 53 to connect database server) Test

¥ Enable Bayesian fitering (Bayesian filtering does not work until database has at least 200 spams and 200 hams)
¥ Enable spam signature push update (Use TCP port : 1153 and UDP port : 1153 to update signature) Test

C Werify sender account is valid

" check sender IP address in RBL (Use UDP port : 53 to connect DNS server) Test

" Add score tag to the subject line

Action of Spam Mail

Internal Mail Server:
[Tl Delete the =spam mail
¥ Deliver to the recipient

™ Forwardto: (Max. 128 characters, ex: user@mydomain.com )

External Mail Server:

[T Deliver to the recipient (Always enable)

{ oKk |fcancel |

Figurel7-1 Anti-Spam Setting WebUI
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When receive Spam mail, it will add score tag and message in front of the subject of the
E-mail. (Figurel7-2)

W Inbox - Outlook Express 18l x]

| Fle Edt Vew Tools Message Heln |
B, & @ @ | @ X | 9 B &=

| pew Mall Reply.  Replvall  Foovard Pl Delete | SendfRecy | Addresses  Find

Folders % |[*Ta[ 7 [From e —— [ oceived I

55 Gutinok Express M Heckathorne -—spam— [score: 53|} Viagmet 9/18/2004 7:29 AM

16553 Loral Folders "
B2 Inbox
E5 uthox

2 Sent Iterns
(7 Deleted Ttems (76)

5 Drafts

There are rio cantacts ko display, Click
an Contacts ko create a new contact,

1 message(s), B unr=sd = working Online |

Figurel7-2 the subject of the mail that considered as spam mail WebUI
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€  When receive Ham mail, it will only add score tag in front of the e-mail’s subject (Figure17-3)

K Inbox - Dutlook Express I _1@i x|
JF\Ie Edit Wiew Tooks Message Help

e @ »!‘5

Mew Mail Reply Replyll Forward Pririt Defete

Send/Recy Addresses Find

= Inbox

Foldsrs x| [*T8 1% [From [T [ Received |
55 Outlnok Express (Zgiberto leemaster { [score 2] “Ylet's share the Uips For weeight I~o ss n._owadays 10j1z/2004 £:50 A1
=16 Local Falders S
B Inbox
1 & outhax
4 HamMai

£ SpamMail (42)
£ Sent Items
-(7 Deleted Items (135)
$E1 spamMail (1) {132)

B Drafts

2 virus
Contacts ¥ x
[ Raysarth

[P sender@mydomain,cam

1 message(s), 0 unread

|38 wworking Online |\ Error

Figurel7-3 the subject of the mail that considered as Spam mail WebUI
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17.2 Rule

Define the required fields of Rule

Rule Name:

B The name of the custom spam mail determination rule

Comment:

H  To explain the meaning of the custom rule

Combination:

B Add: It must be fit in with all of the custom rule mails that would be considered as spam mail or
ham mail.

®  Or: Only be fit in with one of the custom rule mails that would be considered as spam mail or ham

mail.

Classification:
B When setting as Spam, it will classify the mails that correspond to the rule as spam mail.
B When setting as Ham (Non-Spam), it will classify the mails that correspond to the rule as ham

mail.

Action:
B Only when Classification is set as Spam that will enable this function. Because only spam mail
needs to be handled.

B You can choose to Delete mail, Deliver to the recipient, or Forward to another mail account

Auto-Training:

B When Classification is set as Spam and enable this function, and then the mails that correspond
to this rule will be trained to identify as spam mail according to the setting time in Training function

B When Classification is set as Ham (Non-Spam) and enable this function, and then the mails
correspond to this rule will be trained to identify as ham (non-spam) mail according to the setting
time in Training function

Iltem:

B Tojudge if it is spam mail or not according to the Header, Body, Size of the mail.

B The Header items to detect the mail are: Received, Envelope-To, Form, To, Cc, Bcc, Subject,

Sender, Reply-To, Errors-To, Message-ID, and Date.

Condition:
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B When Item is set as Header and Body, the available conditions are: Contains, Does Not Contain,
Is Equal To, Is Not Equal To, Starts With, Ends With, Exist and Does Not Exist.

B When Item is set as Size, the available conditions are: More Than, Is Equal To, Is Not Equal To

and Less Than.

Pattern:
B Enter the relevant value in Item and Condition field. For example: From Item and use Contains
Condition, and enter josh as a characteristics. Afterward when the sender and receiver’s mail

account has josh inside and then it will be considered as spam mail or ham mail.
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17.3 Whitelist

Define the required fields of Whitelist

Whitelist:
B To determine the mail comes from specific mail address that can send to the recipient without

being restricted.

Direction:
L [From]: To judge the sending address of the mail

| [To]: To judge the receiving address of the mail

17.4 Blacklist

Define the required fields of Blacklist

Blacklist:

B To determine the mail comes from specific mail address that cannot be sent to the recipient.
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17.5 Training

Define the required fields of Training
Training Database:
B The System Manager can Import or Export Training Database here.

Spam Mail for Training:
B The System Manager can import the file which is not determined as spam mail here. To raise the

judgment rate of spam mail after the RS-3000 learning the file.

Ham Mail for Training:
B The System Manager can import the file which is determined as spam mail here. To raise the

judgment rate of ham mail after the RS-3000 learning the file

Training time:
B The System Manager can set the training time for RS-3000 to learn the import file each day here.

17.6 Spam Mail

Define the required fields of Spam Mail
Top Total Spam:
B To show the top chart that represent the spam mail that recipient receive and send

@ In Top Total Spam report, you can choose to display the scanned mails that sent to Internal Mail

Server or received from External Mail Server.

@ In Top Total Spam report, it can sort the mail according to Recipient, Total Spam and Scanned
Mail.
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Advance Instruction:

When talking to Mail Server, it is the medium of sending or receiving all the e-mail in Internet. The
indicative way of the e-mail is: acoount@server.name. In front of the @ means the account; behinds the

@ mean the Master’s name.

When you send e-mail to josh@yahoo.com.tw, your sending software will go to DNS Server to find the
mail Master name, mapped IP, and MX record first. If there is a mapped MX record and then the e-mail
will be delivered to the MX Master first, and then be delivered to the destination (yahoo.com.tw) by MX
Master (means the Master of yahoo.co.tw). If it maps to several MX records, and then the e-mail will be
deliver to the first priority Master. And if there is no MX record, the e-mail will deliver to your mail master
only after searching for mapped IP. And then your mail master can deliver it to the mail master of
yahoo.com.tw. The master of yahoo.com.tw will deliver the mail to every recipient according to the

account in front of the @.
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The flow of delivering e-mail:
The three key element of sending e-mail are: MUA, MTA, MDA

B MUA (Mail User Agent): The PC of client cannot send mail directly. It must deliver mail by MUA.
No matter to send or to receive the mail, the Client user still has to use mail system by MUA that
provided by operation system. For example: Outlook Express in Windows is MUA. The main
function of MUA is to receive or send e-mail from mail master and provide the function for users to
browse and edit mail

B MTA (Mail Transfer Agent): When the user sending or receiving mails, they are both completed

by MTA. Basically, its functions are as below:

1. To receive the mail that sent by external master: when receiving the mails from external; only if the
recipient exists in MTA internal account then this mail will be received by MTA.

2. To send mail for user: Only if the user has the authority to use MTA, and then the mail can be sent
by MTA.

3. To let user to receive his/her own mail: The user can take the mails to his/her own PC from mail

master.

@ Generally the Mail Server we refer to is talking about MTA.

® MDA (Mail Delivery Agent): To let the mail that received by MTA be put in the Mailbox according
to its destination. Or by MTA to send the mail to the next MTA.
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To introduce the delivery procedure of the mail by two Send and Receive way:
If the user wants to send the mail, the steps can be divided as follows:
B Use MUA to send mail to MTA: Enter the following setting while the user write e-mail by MUA:

1. The e-mail address and the mail server of the sender (To receive the MTA that sent by MTA
from the sender)
2. The e-mail address and the mail server of the recipient (To receive the MTA that sent from the

external master)

After the user writing e-mail by MUA, and use the sending function of MUA, it will deliver the mail to the

MTA you appoint to.

B When MTA receive the mail from itself, it will hand over to MDA to deliver the mail to the mailbox of
the user’s account: In the received mail, if the destination is Mail Server it means MTA itself.
Meanwhile, MTA will transfer the mail to MDA and put the mail in the recipient’s mailbox.

®  MTAwill transfer the mail again; if the recipient of the mail is not the internal account, then the mail
will be transferred again. This function is called Relay

B Remote MTA receive the mail that sent by local MTA: Remote MTA will receive the mail that sent
by local MTA and transfer the mail to its MDA. Meanwhile, the mail will be saved in remote MTA

and applied for the user to download.
And the action of user to receive mail is as follows:

The PC that used by remote user will connect to his/lher MTA directly, to ask MTA to check if its mailbox
has mails or not. After MTA check by MDA, it will transfer the mail to the user's MUA. Meanwhile,
according to MUA setting, MTA will choose to delete the Mailbox or to preserve it. (For the next time

when user receive the mail again, the preserved mail will be downloaded again)

@ The protocol of send/receive e-mail is as follows:

1. Sending e-mail: It is a function of the process of sending the mail from MUA to MTA, and transfer
mail from MTA to the next MTA. At present, most of the mail server uses SMTP Protocol (Simple

Mail Transfer Protocol), and the Port Number is 25.
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2. Receiving e-mail: MUA connect to MTA user’s Mailbox by POP (Post Office Protocol) in order to
read or download the mail in user’s mailbox. At present, common POP Protocol is POP3 (Post

Office Protocol version 3), and the Port Number is 110.

@ Generally, a MTA that provides sending/receiving mail function needs two protocols at least. They
are SMTP and POP3. And as long as your MUA and MTA support SMPT and POP3, then they can

connect with each other.

@ After MTA analyzing the received mail and if the recipient is not in the master account, then MTA

will transfer the mail to the next MTA. This function is called Relay.

@ If anyone can deliver the mail by one of the mail server, we called this Open Relay mail server.
To avoid this question, most of the mail server’s default value will not open up Relay function. It only will
open up Relay function according to Localhost. Therefore, MTA can receive the mail that indicative of
the recipient is the internal account of MTA mail server. So there is no problem in receiving the mail.
However it causes some problems because MTA only setup some standard IP and Subnet to open their
Relay function. So in the range of this setting, the Client can send/receive mail very free. As for the mail
from the IP source without standard will be blocked completely. In this case, there comes Simple Mail

Transfer Protocol to solve the problem.

@ Simple Mail Transfer Protocol is when MUA send mail to MTA; the master will ask to detect the
account and password of MUA sender. And then MTA can provide the Relay function after
authentication without setup Relay function according to some trusting domain or IP. By Authentication,
MTA will analyze the relevant authentication information of the sender. After passing the authentication

that will accept mail and send the mail, otherwise; MTA will not receive the mail.
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To detect if the mail from External Mail Server is spam mail or not

STEP 1. In LAN Address to permit a PC receiving the mail from external mail server. Its network card

is set as 192.168.139.12, and the DNS setting is DNS server.

STEP 2. In LAN of Address function, add the following settings: (Figure17-4)

IP { Metmask MAC Addre '-EII'IfIZIUFE'

| New Entry |

Figurel7-4 Mapped IP of Internal User’s PC in Address Book

STEP 3 . Add the following setting in Group of Service. (Figurel7-5)

o ors i

Figurel4-5 Service Group that includes POP3, SMTP, or DNS

STEP 4 . Add the following setting in Outgoing Policy: (Figurel7-6)

--llllllll_
{ New Entry |

Figurel7-6 Outgoing Policy Setting
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STEP 5.Add the following setting in Setting of Anti-Spam function: (Figurel7-7)

Spam Setting
[¥ Enable Anti-Spam
The Mail Server iz placed in [T Internal (LAN or DMZ} (Please st Mail Relay first)
¥ External (aran)

The threshold =core of spam mail iz |5 -’"f]

Add the spam =string to the subject line I—spam—
¥ Check =zpam fingerprint (Use TCP port : 2703 and UDP port . 53 to connect databaze zerver) Test

| (Max. 256 characters)

¥ Enable Bayeszian fitering (Bayeszian fitering does not work until databaze has at least 200 =pams and 200 hams)
¥ Enable =pam =ignature push update (Use TCP port: 1153 and UDP port : 1153 to update =ignature) Test

r Verify sender account is valid
" Check sender IP address in REL (Use UDP port : 33 to connect DMNS =erver) Test

[T addscore tag to the subject line

Action of Spam Mail

Internal Mail Server:
[T Delete the spam mail
T Deliver to the recipient
T Forward tu:ll

| (Max. 128 characters, ex: user@mmydomain.com }

External Mail Server:
¥ Deliver to the recipient (Always enable)

{ oK | cancel |

Figurel7-7 Action of Spam Mail and Spam Setting
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@ Anti-Spam function is enabled in default status. So the System Manager does not need to set up
the additional setting and then the RS-3000 will filter the spam mail according to the mails that sent to

the internal mail server or received from external mail server. (Figure17-8)

[v Enable Anti-Spam
The Mail Server ig placed in ¥ Internal (LAN or DMZ)

¥ External (WaN)

The threshold score of spam mailis |5 | X

Add the spam string to the subject line I—SI'-‘EI'T"— .' (Max. 256 characters)

¥ check =spam fingerprint {Use TCP port : 2703 and UDP port : 53 to connect databaze server) Test

¥ Enabie Bayesian fitering (Bayesian fitering does not work until database has at least 200 =pams and 200 hams)
¥ Enable =pam signature push update (Use TCP port : 1153 and UDP port : 1153 to update signature) Test

- Verify sender account iz valid
" check sender IP address in RBL (Use UDP port : 53 to connect DNS zerver) Test
[T addscore tag to the subject line

Action of Spam Mail

Internal Mail Server:
[T pelete the =pam mail
¥ Deliver to the recipient

™ Forwardto ; (Max. 128 characters, ex: user@mydemain.com }

External Mail Server:
¥ Deliver to the recipient (Always enable)

| oK || Cancel |

Figurel7-8 Default Value of Spam Setting

@ When only filter the mail that internal users received from external server:
1. In Action of Spam Mail, no matter choose Delete mail, Deliver to the recipient, or Forward to, it
will add the message on the subject line of spam mail and send it to the recipient.

2. Also can use Rule, Whitelist, Blacklist or Training function to filter the spam mail.
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STEP 6 . When the internal users are receiving the mail from external mail account
(js1720@ms21.pchome.com.tw), the RS-3000 will filter the mail at the same time and the

chart will be in the Spam Mail in Anti-Spam function. (At this time, choose External to see

the mail account chart) (Figure17-9)

Top Total Spam: [T-1 =]

O
No. | Recipient + Total Spam Total Mail + Duration Spam '
1 |is1?2l]@m321.gchome.com.tw 1 2 00H 50.0%
Total 1 2 50.0%
Clear Data

Figurel7-9 Report Function Chart

@ To setup the relevant settings in Mail Relay function of Configure, so that can choose to display

the scanned mails that sent to Internal Mail Server.
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Take RS-3000 as Gateway and use Whitelist and Blacklist to filter the mail. (Mail Server
is in DMZ and use Transparent Mode)

STEP 1 . Set up a mail server in DMZ and set its network card IP as 61.11.11.12. The DNS setting is
external DNS server, and the Master name is broadband.com.tw

STEP 2 . Enter the following setting in DMZ of Address function: (Figure17-10)

LAy eese]

61.11.11,12/255,255. 255255 | Medify | | Remove

{ New Entry |

Figurel7-10 Mapped Name Setting in Address of Mail Server

STEP 3.Enter the following setting in Group in Service function: (Figure17-11)

Group name Senvice

Mail. Service 01 POPA.SMTRE

Mall_Service 02 DNS.POP2 SMTP
{ New Entry |

Figurel7-11 Setting Service Group that include POP3, SMTP or DNS

STEP 4 Enter the following setting in WAN to DMZ Policy: (Figurel7-12)

Source Destination Semnice Configure
[secpoy | isiseversoriog | aseresst || ] [

Figurel7-12 WAN to DMZ Policy Setting
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STEP 5.Enter the following setting in DMZ to WAN Policy: (Figure17-13)

Source Destination Senice Option Configure m
1  [odiy](Bemove) (Pause]  [T=]

{ New Entry |

Figurel7-13 DMZ to WAN Policy Setting

STEP 6 . Enter the following setting in Mail Relay function of Setting: (Figurel17-14)

Diomain Mame of Internal Mail Server
or Configure

Allowed External IP of Mail Relay

{ New Entry |

Figurel7-14 Mail Relay Setting of External Mail to Internal Mail Server

@ Mail Relay function makes the mails that sent to DMZ’s mail server could be relayed to its
mapped mail server by RS-3000
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STEP 7 . Enter the following setting in Setting function of Anti-Spam: (Figurel7-15)

Spam Setting
[¥ Enable Anti-Spam
The Mail Server is placed in ¥ Internal (L&N or DMZ)
¥ External (wian)
The threshold score of =pam mail iz IE
Add the spam string to the subject line I—spam— (Max. 256 characters)
¥ check =pam fingerprint (Use TCP port : 2703 and UDP port : 53 to connect database server) Test

¥ Enable Baye=ian fitering (Bayesian fitering doez not work until databaze has at least 200 zpams and 200 hams)
¥ Enable =pam signature push update (Use TCP port : 1153 and UDP port : 1153 to update signature) Test

I Verify sender account is valid

¥ Check sender IP address in RBL (Use UDP port : 53 to connect DNS server) Test

¥ Addscore tag to the =ubject line

Action of Spam Mail

Internal Mail Server:
[T Delete the =pam mail
¥ Deliver to the recipient
™ Forwardto: ; | (Max. 128 characters, x: user@mydomain.com }

External Mail Server:
¥ Deliver to the recipient [Always enable)

{ oK i cancel |

Figurel7-15 Spam Setting and Action of Spam Mail

@ When select Delete mail in Action of Spam Mail, and then the other functions (Deliver to the
recipient, or Forward to) cannot be selected. So when RS-3000 had scanned spam mail, it will delete

it directly. But still can check the relevant chart in Spam Mail function.

@ Action of Spam Mail here is according to the filter standard of Blacklist to take action about

spam mail.
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STEP 8 . Enter the following setting in Whitelist of Anti-Spam function:
®m  Click New Entry

Whitelist: Enter share2k01@yahoo.com.tw

Direction: Select From

Enable Auto-Training

Click OK (Figurel7-16)

Enter New Entry again

Whitelist: Enter josh@broadband.com.tw

Direction: Select To

Enable Auto-Training

Click OK (Figurel7-17)

Complete setting (Figurel7-18)

Whitelist

e

ok || cancel |

Figurel7-16 Add Whitelist Setting 1

Add Whitelist

JoshiEbbroadband.com b |
Ta @

osto-Trainir Enable 'L@

i 0K | cancel

Figurel7-17 Add Whitelist Setting 2
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Export Whitelist To Cliert | Downioad |
Impart Whitelist Form Cliert | |(Browse. Jb OK | (Maxx size 100 KEvtes)
C n g Al ]

From

{ New Entry |

Figurel7-18 Complete Whitelist Setting

@ When enable Auto-Training function, the mail that correspond to Whitelist setting will be trained

as Ham Mail automatically according to the time setting in Training function.
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STEP 9.Enter the following setting in Blacklist of Anti-Spam function:
B Enter New Entry

Blacklist: Enter *yahoo*
Direction: Select From

Enable Auto-Training

Click OK (Figurel7-19)

Complete the Setting (Figurel17-20)

Add Blacklist

oK i Cancel |

Figurel7-19 Add Blacklist Setting

Export Blacklizt To Ciient | Download |

Impart Blacklist Form Cliert | |[Browse.. Jb OK j [Max size 100 KBytes)
Direction Blacklist Auto-Training Canfigure

{ New Entry |

Figurel7-20 Complete Blacklist Setting

@ When enable Auto-Training function, the mail that correspond to Blacklist setting will be trained

as Spam Mail automatically according to the time setting in Training function.

@ The address of Whitelist and Blacklist can be set as complete mail address (For example:
josh@broadband.com.tw) or the word string that make up off *)(For example: *yahoo* means the e-mail

account that includes “yahoo” inside)

@ The privilege of Whitelist is greater than Blacklist. So when RS-3000 is filtering the spam mail, it
will adopt the standard of Whitelist first and then adopt Blacklist next.
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STEP 10.When the external yahoo mail account send mail to the recipient account of mail server of
broadband.com.tw in RS-3000; josh@broadband.com.tw and steve@broadband.com.tw

B [f the sender account is share2k01@yahoo.com.tw, then these two recipient
accounts both will receive the mail that sent by this sender account.

H  [f it comes from other yahoo sender account (share2k003@yahoo.com.tw), and then
there will only be josh@broadband.com.tw can receive the mail that sent from this
sender account; the mail that sent to steve@broadband.com.tw will be considered
as spam mail.

B After RS-3000 had filtered the mail above, it will bring the chart as follows in the

Spam Mail function of Anti-Spam. (Figurel7-21)

Top Total Spam: [1-1 7]
(o e

MNo. Recipient - Total Spam Total Mail -+ Duration Spam %
steveg@hroadband.com.tw 1 2 00H 50.0%
? |joshgghroadband.com.tw 1] ? 00H 0.0%
Gt 1 4 25.0%

Clear Data

Figurel7-21 Chart of Report Function

@ When clicking on Remove button in Total Spam Mail, the record of the chart will be deleted and

the record cannot be checked in Spam Mail function.
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Place RS-3000 between the original Gateway and Mail Server to set up the Rule to filter
the mail. (Mail Server is in DMZ, Transparent Mode)

The LAN Subnet of enterprise’s original Gateway: 172.16.1.0/16

The WAN |IP of RS-3000: 172.16.1.12

STEP 1 . Setup a Mail Server in DMZ and its network card IP is 172.16.1.13. The DNS setting is

external DNS Server. Its host name is broadband.com.tw

STEP 2 . Enter the following setting in DMZ Address: (Figurel7-22)

T T

172 15,1 13/255 255 255 255

Figurel7-22 Mapped IP Setting of Mail Server in Address Book

STEP 3 . Enter the following setting in Service Group. (Figurel7-23)

Group name Senvice Configure

Mail. Service 01 POPA.SMTRE

e ol NS, POF3,SWTP
{ New Entry |

Figurel7-23 Setting Service Group includes POP3, SMTP or DNS
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STEP 4 . Enter the following setting in WAN to DMZ Policy: (Figurel7-24)

Source Destination Senvic Configure
b g et emove) Cause

{ New Entry §

Figurel7-24 WAN to DMZ Policy Setting

STEP 5.Enter the following setting in DMZ to WAN Policy: (Figurel7-25)

oo T owsm i [ aswe T4 T LI R

Figurel7-25 DMZ to WAN Policy Setting

STEP 6 . Add the following setting in Mail Relay in Configure: (Figurel7-26)

Domain Mame of Internal Mail Server
or Canfigure
Allowed External IP of Mail Relay

broadband comw (17216.113)  (Modity J(Bemove)

f New Entry

Figurel7-26 Mail Relay Setting of External Mail to Internal Mail Server
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STEP 7 . Enter the following setting in Rule of Anti-Spam function:
| Enter New Entry
Rule Name: Enter HamMail
Comments: Enter Ham Mail
Combination: Select Or
Classification: Select Ham (Non-Spam)
Enable Auto-Training
In the first field Item: Select From; Condition: Select Contains; Pattern: share2k01
Click Next Row
In the second Item field: Select To; Condition: Select Contains; Pattern: josh
(Figurel7-27)
B Press OK (Figurel7-28)

Rule Name : [Hamhail | (Max. 16 characters) Comments : I_Hfgl_'n__!h!-}i_i_ | (Max. 20 characters)

Classification : | Ham(Non-Spam) 3

Combination : | Or %]

Auto-Training : | Disable 3

ltern Condition

| (Max. 128 characters)

Configure

Figurel7-27 The First Rule Item Setting

Rule Name Classification Comments
{ Mew Entry |

Figurel7-28 Complete First Rule Setting

@ In Rule Setting, when Classification select as Ham (Non-Spam), the Action function is disabled.

Because the mail that considered as Ham mail will send to the recipient directly.
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STEP 8 . Enter the following setting in Rule of Anti-Spam function:
B Enter New Entry
Rule Name: Enter SpamMail
Comments: Enter Spam Mail
Combination: Select And
Classification: Select Spam
Action: Select Deliver to the recipient
Enable Auto-Training
Item: Select From; Condition: Select Contains; Pattern: yahoo (Figurel7-29)
Press OK (Figurel7-30)

Rule Name : |Spamilail | (Max. 16 characters) Comments : |Spam Mail | (Max. 20 characters)

Combination - [And [ Classification : | Spam_

Action : |_De|'rver te the recipient ﬁ I -

| (Max. 128 characters)

Configure

Auto-Training : | Enable |

haracters)

|0k )| cancel |

1
|

Rule Name Classification

Figurel7-30 Complete the Second Rule Setting

@ In Rule Setting, when the Classification select as Spam, then the Action only can select Delete

the spam mail, Forward to, or Deliver to the recipient.
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@ The privilege of Rule is greater than Whitelist and Blacklist. And in Rule function, the former

rule has the greater privilege. So when the RS-3000 is filtering the spam mail, it will take Rule as filter

standard first and then is Whitelist; Blacklist is the last one be taken.

@ Select one of the mails in Outlook Express. Press the right key of the mouse and select

Content, and select Details in the pop-up page. It will show all of the headers for the message to be

taken as the reference value of Condition and Item of the Rule.

STEP 9.When the external yahoo mail account send mail to the recipient account of mail server of
broadband.com.tw in RS-3000; josh@broadband.com.tw and steve@broadband.com.tw

B If the sender account is share2kO1@yahoo.com.tw, then these two recipient
accounts both will receive the mail that sent by this sender account.

®  [f it comes from other yahoo sender account (share2k003@yahoo.com.tw), and then
there will only be josh@broadband.com.tw can receive the mail that sent from this
sender account; the mail that sent to steve@broadband.com.tw will be considered
as spam mail.

B After RS-3000 had filtered the mail above, it will bring the chart as follows in the
Spam Mail function of Anti-Spam. (Figurel7-31)

Top Total Spam: [1-1 =]

D
No. | Recipient + Total Spam Total Mail - Duration Spam %
1 |stevei@broadband.com.tw 1 2 00H 50.0%
2 |'iosh@hroadhand.com.tw 0 2 00H 0.0%
Total 1 4 25.0%
Clear Data

Figurel7-31 Chart of Report Function
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Use Training function of the RS-3000 to make the mail be determined as Spam mail or
Ham mail after Training. (Take Outlook Express for example)

To make the spam mail that had not detected as spam mail be considered as spam mail after training.

STEP 1.Create a new folder SpamMail in Outlook Express:

B Press the right key of the mouse and select New Folder. (Figurel17-32)

B In Create Folder WebUI and enter the Folder's Name as SpamMail, and then click

on OK. (Figurel7-33)

K Inbox - Dutlook Express I

_lBl%]
Fle Edt Wiew Took Message Help |
P . &% & @ | & X - e
e Ml Reply  Feply Al Forwsrd | Pent  Delete | SendjRecy | Addresses  Find
= Inbox
Folders x| [#]a[% [Fom [ subject [ Received |
55 Outlonk Express Luciane Memanus

[score: 3] -—-spam-— Find out if Lavonnei.. 9/17/2004 10:25 AM

£ ) Local Folders

I .
fowt
Find

T Sent

@ DekW
Ehorsf| Fenabg,
Delete

fdd o Ctionk Bar

Praperties

Contacts ¥ =

There are no contacts to display, Click
on Contacts to create a new contact,

Figurel7-32 Select New Folder Function WebUI
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Create Folder "_ ﬁl

Falder name:

(] I
ISpamMaiI |

Cancel
Select the falder in which to create the new falder:

@ Outlook Express

E@ Local Falders
T @ Inbox

‘@ kb

%31 Sent Items
(& Deleted Items

..... '::E Draﬂ:s

Figurel7-33 Create Folder WebUI
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STEP 2.In Inbox-Outlook Express, move spam mail to SpamMail Folder:

B In Inbox, select all of the spam mails that do not judge correctly and press the right

key of the mouse and move to the folder. (Figure17-34)

B |In Move WebUI, select SpamMail Folder and click OK (Figurel17-35)

JF\Ie Edt View Tools Message Help

& Inbox - Dutlook Express

=181 x]

. = @ W

Mew Mail Reply Reply Al Forward

‘5 >

Print Delete

&

Send/Recy ‘ Addresses Find

°

= Inbox

[ Cutlook Express
=) Local Falders
%52 Inbox (9)
F Outhax
54 Sent Items
- (7 Deleted Ttems (121)
2 SpamMail
B} Drafts
$E1 HamMail
£ spamiail

Contacts ¥ x

There are no contacts ko display. Click
on Contacts to create a new contact,

Maoves sslected messages to & Folder,

(53 erasmn wortham
&4 Clyde Tripp
&4 Agustina Damico

recel  Replybo Sender

Replyto il
Forward

Forward As Attachment

Mark as Read
IMarf as Unread

Copy to Foldet... Eg

Delete

Add Sender; bo Address Booh

Froperties

te yourself fo.
EU Guidelines

9/17/2004
9/17/2004 4:49 PM

917[2004 3:50 PM
9/17/2004 4:37 PM
9/17/2004 4:00 PM

Figurel7-34 Move Spam Mail WebUI
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Move x|

Muowve the item|z] to the selected folder:

I‘_;il Cutlook Express

Hu

; Cancel
El--@ Local Folders
EI'@ Inbo Mew Folder

‘@ kb

421 Sent Items
- Deleted tems

b 5B} Drafrs

Figurel7-35 Select Folder for Spam Mail to move to
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STEP 3 . Compress the SpamMail Folder in Outlook Express to shorten the data and upload to
RS-3000 for training:

B Select SpamMail Folder (Figurel7-36)

B Select Compact function in selection of the folder (Figure17-37)

W8 SpamMail - Dutlook Express _ &) x|
| Fle Edt Vew Tools Messags Heln |E
A . 8 @ 8 =) > . : .
New Mal Fegly Al Fonard P Delete | SendfRecy | Addresses  Find
& Gpy
Folders x| AT a1 % [ From [Swbect_© [ Received I
%51 Qutlook Express 54 Rosetta Stubbs ——spam-— Vilium for less 9/20/2004 2:55 PM
=) Local Folders ProductTestPanel.com -—-spam-— This 6.3 Megapixel Canon Dig Cam could yours! 9/20,2004 9:06 AM
B Inbox ] = in.c. p. Spam Mail Natice. {0 Spam Mails) 9/20/2004 8:02 AM
1 G outhe i 4 Penny Sherman ---spam--- Sobs Need software? Click here. /20,2004 8:43 AM
2 HamMail 4 shelby Lundy Paying too much for your Insurance?? 9/20/2004 2:31 PM
@ (14) Rubin Cotbin Online ordering is the greatest 9/20/2004 2:11 PM
5 Sent Ttems i Sonja Hathaway newinfo 9/20/2004 12:22 PM
(7 Deleted Ttems (235) =4 Wonderful Daily Savin... Multiple ways ta get home loans 9/20/2004 10:56 AM
B Drafts &4 Dick Rucker Hiya 9/20/2004 3:30 AM
<8 Virus Rene Clement Hi there 9/20/2004 1:17 PM
4 No cost Laptop —-spam-— Find out how Lo get a Free 1M Thinkpad! 9/20/2004 2:36 PM
=1 Eric Cline —-spam-— Carole why can't you call me back? 9/20/2004 12:27 PM
54 nigel lutao —-spam—  Relief From pajiin event 9/17/2004 7:23 PM
Bob allen —spam-—  Right out of the T¥ studio audience 9/20/2004 2:33 PM
4 alexa ramirez RE: You can become a legally ordained minister 9/20/2004 9:06 AM
X
[P sender@mydamain.com
15 rmessage(s), 14 unread | =], sWorking Oniine |4 Errar

Figurel7-36 Select SpamMail Folder
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Outlaok Express

View  Tools Message
Open

SavE s

Save Abkachments, .
Siave a5 Stationiery,

»
2 @ X
et Lard Frink  Delete

Help

Send/Recy

Addresses Find

There are o contacts ko display. Click
on Contacts to crsate a new contact,

87 % [Fom = | subject [ Recoived
[d New.. Ctrl+Shift+E the masculine courage For you and your parkner 9/17/2004 3:50 PM
[ Move,
E’"Wt Rename. ..
b Delete
Pt Cil+F
Sultch Identity. . Compact All Falders g
Identities »
Progerties AlHEnter
Wark OFfline
Exic and Lo OFF Tdentity
Exit

Figurel7-37 Compact SpamMail Folder
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STEP 4 . To copy the route of SpamMail File in Outlook Express to convenient to upload the training
to RS-3000:

B Press the right key of the mouse in SpamMail file and select Properties function.
(Figurel7-38)
B Copy the file address in SpamMail Properties WebUI. (Figurel17-39)

W8 SpamMail - Dutlook Express _ &) x|
J Flle Edit Visw Tools Message Help |E
o, 2 @ 8 [ ¢ . .
New Mal Reply  Replyall  Forward it Delete | SendfRecy | Addresses  Find
& SpamMail
Foldts x| [*T8[ 7 [Fron ~ [ Subject [ Foceived I
13 Cutlook Express i Rasetta Stubbs ~—-spam— ¥dlium lor less 9/20/2004 2:5!
El @ Local Folders Ed productTestPanel.com ~—-spam— This 6.3 Megapinel Canon Dig Cam could yours!
@ Inbos (3) B4 5P pa I Notice. {0 Spam Mails)
S uth 4 Penny Sherman ---spam—- Schs Need softwara? Click here.
] =1 shelby Lundy ~-spami— Paying ton miich IoF Your Insurancer?
S Sent Items 4 Rubin Corbin — spam— Online ordering isthe greatast /2072004 2:1
£ (3 Deleted Ttems (105) 4 Sonja Hathaway —-spam— newinfo /202004 1257
523 SpamMail = wonderful Daily Savin..  ---spam— Multiple ways to get home loans {20/ 2004 10:
& Drafts i Dick Rucker —spam— Hiva 9/20/2004 %:3(
& EARene Clement ~--spam— Hithere 9/20/2004 1:17
Open Mo cost Laptop ~-spam— Find out how to get a Free 15 Thinkpadt 5/20/Z004 33t
Find... FiEricdlire —spam— Carals why cant vou cal me bade S04 1227
&4 i —-spam—  Relief From patjin evant 8/17/2004 T:2:
New Folder... E4Bob allen —-spam—  Right out of the T¥ stucio audience /2072004 2:3:
Rename. .. Edoleaa ramiree RE: You can breone a leyally ordaiied minister 872072004 3:00
Delete:
il b O
Contacts ¥ x
There are nio contacts to display, Click
on Contacts b create a new contact,
1 message(s), 0 unread | working e

Figurel7-38 Select SpamMail File Properties Function
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Figurel7-39 Copy the File Address that SpamMail File Store
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STEP 5 . Paste the route of copied from SpamMail file to the Spam Mail for Training field in Training
function of Anti-Spam. And press OK to deliver this file to RS-3000 instantly and to learn the
uploaded mail file as spam mail in the appointed time. (Figure17-40)

Free space for training: 876 KBytes
The amourt of spam mail : 1135
The amount of ham mail © 231

Bayesian fitering does not work until database has at lesst 200 spams and 200 hams

Training Datahase

Export Training Databaze ' Download l
Impart Training Database | |[ Browse... ]
Reset Training Database | ResetDatahase |

Sparm Mail for Training

Import Spam hail from Client |:E:'I.rnail_hac:kup'l.8pamr-.ﬂail.c|[ Browsze. ]

Harn wail for Training
Import Ham tail from Client | |[ Browse... ]

Spam Accountfor Training

POP3 Server | |( Mz, B0 characters, ex; my_domain.com )
Uszer name | |( Mz, B0 characters, ex: spam )
Pazswaord | |( Mz, 635 characters, ex: Sd2#k...)

Spam account test | Account Test |

Harm Accountfor Training

PR3 Server | |( Mz, B0 characters, ex: my_domain.com )
Uzer name | |( Mz, B0 characters, ex ham )

Password | |( Mz, B3 characters, ex: Sd2#k. )

Haim account test | Account Test |

Training time
Training database starts st | 0000 % | f gy

Training immediately - | Training Now |

e p—

Figurel7-40 Paste the File Address that SpamMail File Save to make RS-3000 to be Trained

@ The training file that uploads to RS-3000 can be any data file and not restricted in its sub-name,
but the file must be ACS11 form.

@ When the training file of RS-3000 is Microsoft Office Outlook exporting file [.pst], it has to close

Microsoft Office Outlook first to start Importing

188



STEP 6 . Remove all of the mails in SpamMail File in Outlook Express so that new mails can be

compressed and upload to RS-3000 to training directly next time.

B Select all of the mails in SpamMail File and press the right key of the mouse to

select Delete function. (Figurel7-41)

B Make sure that all of the mails in SpamMail file had been deleted completely.

(Figurel7-42)

Fle Edit Wiew Tools Message Help

W SpamMail - Dutlook Express

=]

7

Mew Mail Reply Replyall

wﬁ‘@

Farward Print Delete

Send/Recy

B & . ﬁ
Addresses  Find

&= SpamMail

£ SpamMail [14)
S Sent Items
(3 Deleted Ttems (236}
B} Drafts
$E virus

Contacts x
[ Raysarth
[P sender@mydamain.cam

Deletes the selected messages.

[=|Rubin Corbin
|~ |Sonja Hathaway

|| Wonderful Daily Savin...
= Dick Rucker
[ Rene Clement
N0 cost Laptop

e
[=Inigel lutac
[=IBob Allen
[=alexa ramirez

RE: You can become a legally ordained minister

Folders x [*Ta[% [From Subject Received
%5 Cutlook Express [ Rosatta Stubbs Vilium for less
£ Locsl Folders [=|ProductTestPanel.com This 6.3 Megapixel Canon Dig Cam could yours!
B Inbox 1) [ | sender@mydomain.c... Span Mail Notice. { 0 Spam Mails)
- 6ES Outhox ! [ |Penny Sherman Sobs Need software? Click here.
21 HamMal = 5helby Lundy Paying too much for your Insurance??

Online ordering is the greatest
new info
Multiple ways to get home loans

Open
Frirt

Reply bo/Sender

Reply to 4

Forward

Forward As Attachment

Mark as Read
Mark as Unread

Mowe to Folder. .
Copy to Faldsr...

Add sender to Ad

Froperties

Figurel7-41 Delete all of the mails in SpamMail File
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SpamMail - Dutlook Express
File Edit Wiew Tools Message Help

& W k!|§

New Mal Reply.  Replysll Forwerd Print: Delete

[FEE x|[AT8 % [From - [ Subject
%3] Outlook Express
£ ) Local Folders Thers are no items in this view.

B2 Inbox (5)

£ outhax

£ Sent Items

=-{7 Deleted Items (123}
$E Spamiail
{E} Drafts
B Spamiiail

& .

s Find

SendfRecy | Add

[ Received [

Contacts ™ x

There: are no contacts to display. Click
on Contacts ko create a new contact.

0 message(s), 0unread | = working Oniine:

Figurel7-42 Confirm that All of the Mail in SpamMail File had been Deleted
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To make the mail that is judged as spam mail can be received by recipient after training.

STEP 1 . Add a new HamMail folder in Outlook Express:

B Press the right key of the mouse in Local Folders and select New Folder.

(Figurel7-43)
[ ] Enter HamMail in Folder Name in Create Folder WebUI and click OK.
(Figurel7-44)
I8l
| Fle Edt Vew Toolks Message Help |
‘ A . 8 L ¢ @ X = B 5 ﬁ
| Hew Mal Regly,  Replyal Fooward Pl Delte | SendfRecy | Addresses  Find

% Local Folders
Falders %
13 Outlock Express

=0 ERR
LBt Open end and Receive &l
L@ ou Findi

L SE Ser| Renioye Aocolnt | urreaa | Total|
-9 Dell st tefml Accout. 29 2 i
e thox 0 0
I B spe Peseb Lt . leleted Items 123 132
il b Bk B ropamitsl o o
e lits 0 0
Praperties amnail o 0

édﬁtaktk S X

There are no contacts to display. Click
o Conkacts bo treate a new contact,

& working online |

Figurel7-43 Select Create New Folder Function WebUI
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Create Folder

Folder name:

|HamMaiI

Cancel

dil

Select the folder in which to create the new folder:

[_‘;ﬂ Ctlook, Express
El@ Local Falders

..... @ Inbio
‘@ Citho

----- ﬁ Sent Ikems
-3 Deleted Irems

fa $E1 SpamMail
----- 5B} Drafts

----- B SpamMail

Figurel7-44 Create Folder Function WebUI
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STEP 2 . In Inbox-Outlook Express, move spam mail to HamMail Folder:
B In Inbox, select the spam mail that all of the recipients need and press the right key
of the mouse on the mail and choose Move to Folder function. (Figurel17-45)

B Select HamMail folder in Move WebUI and click OK. (Figure17-46)

W Inbox - Dutlook Express

==
Fle Edt Vew Tools Message Help |
. 20 @ 8 = 2 (E=
New Mail Reply  Feply Al Forward Prif: Delete | Send/Recy | Addresses  Find
= Inbox
Folders |16 % [From = Subject Recived
[ Outlook Express
) Local Folders
&2 Inbox ()
&F Outhax
$B sent Items
- (7 Deleted Ttems (121)
B Spamiail [=1ayne Baca
B} Drafts (2 erasmo wortham h S 9/17/2004 3
& Harhai 54 Clyde Tripp Xanar 9/17/2004 4:37 PM
A Spamial &4 Agustina Damico resel  Reply o Sender 9/17/2004 4:00 PM
Reeply o A
Forward
Forward As Attachment
Mark as Read
IMark as Unread
Copy to Foldet... Eg
Delete
Add sender to Address Booh
Contacts ¥ ES Froperties
There are no contacts ko display. Click
on Contacts ta create a new contact.

Maoves sslected messages to & Folder,

Figurel7-45 Move the Needed Spam Mail WebUI
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Move x|

Move the itemfs) to the selected folder:

ﬁﬂutlnnk Express
= @ Local Falders

7 Inbox New Folder
6 Outbox —
- 43 Sent Items

=3 Deleted Thems
‘{% SpamMail 1)
- 5B} Drafts
R

Figurel7-46 Select the Folder for Needed Spam Mail to Move to
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STEP 3 . Compact the HamMail folder in Outlook Express to shorten the data and upload to RS-3000
for training:
B Select HamMail File (Figurel7-47)

B Select Compact function in selection of File (Figurel17-48)

W HamMail - Outlook Express =
Fle Edt Vew Tools Message Help |

9@@‘&‘5 (=

New Mail Reply  Reply Al Forward Prif: Delete | Send/Recy | Addresses  Find
& HamMail
Folders x| 16 % [From = T sapect [iEEened [
3 Outlock Express Zachery Lane [score: 4] -—-spam-— Nominate yourselffo.. 9/16/2004 4:16 AM
£ Locsl Folders 54 vito Galvan [score: 4] ---spam-—- Certify EUGuidelines  9/16/2004 1:30 AM
&2 Inbox (7) Karla Doss [score: 3] -—-spam-— Resildhd, IkjIt's abou... 9/15/2004 11:50 PM
F Outhax 4 jospeh pumphrey [score: 4] ---spam-—-  your presc?ription .. 9/17/2004 4:24 AM
5 Sent Items Jayne Baca [score: 4] -—-spam-— Windows XP shipped.. 9/16,/2004 10:24 AM

- (7 Deleted Ttems (121)
SE Spamiail (1)
4B} Drafts

®m§)

Contacts ¥ =

There are o contacts b display. Click
on Contacts ko creake a new contact

S message(s), 5 unread |38 wworking Online

Figurel7-47 Select HamMail File
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Outlook Express =
J File Edt Wiew Tools Message Help
T Hew »
Open Chrl+0 2 o %
ard Prif: Delete | SendfRecy | Addresses  Find
SaVE s
SayE 25 StatonEr.,.
BT % TFom © | subject [ Received [
v 4 Mew.. Ctri+Shift+E [score:
. Moee. .
Import S [score:
Export » Lecore:
Delete [score :

[score :

F

- |

Nominate yourself fo... 9/16/2004 4:16 AM
Certify EU Guidelines  9/16,/2004 1:30 AM
Resildhd, IkjIt's abou... 9/15/2004 11:50 PM
your presc?ription ... 9/17/2004 4:24 AM
Win dows XP shipped... 9,16,/2004 10:24 AM

Print.., Crl+F

Switch Idertity. .. Compact All Foldars [!

Identities 3

Properties Ale+Enter:

Wark Offline
Exit ard Log OFF Tdentity
Exit

Contacts ¥

There are o contacts b display. Click
on Contacts ko creake a new contact

Compacts the selected lncal folder,

Figurel7-48 Compact HamMail File
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STEP 4 . To copy the route of HamMail Folder in Outlook Express to convenient to upload the training
to RS-3000:
B Press the right key of the mouse in HamMail file and select Properties function.
(Figurel7-49)
B Copy the file address in HamMail Properties WebUI. (Figure17-50)

W HamMail - Outlook Express =
Fle Edt Vew Tools Message Help |

@.mwu‘é F=

New Mail Reply  Replyall  Fomwerd Prift Delete | SendfRecy | Addresses  Find
= HamMail
Folders x| % [From = [ subject [ Received |
3 Outlock Express Zachery Lane [score:d4] -—-spam-— Nominate yourself fo.. 9/16/2004 4:16 AM

) Local Folders
&2 Inbox (7)
F Outhax
£ Sent Items
- (7 Deleted Ttems (121)
SE Spamiail (1)
4B} Drafts
el HomMail (2]
Open
Find...

to Galvan [score:4] -—-spam-— Certify EUGuidelines  9/16/2004 1:30 AM
atla Doss [score: 3] -—-spam-— Resildhd, IkjIt's abou... 9/15/2004 11:50 PM
speh pumphrey [score:4] -—-spam-—  your presc?ription.. 9/17/2004 4:24 AM
Jayne Baca [score: 4] -—-spam-— Windows XP shipped.. 9/16,/2004 10:24 AM

Hews Folder..,
Rename..,
Delete

Add o Outinok Bar
Contacts ¥ =

There are o contacts b display. Click
on Contacts ko creake a new contact

S message(s), 5 unread |38 wworking Online |

Figurel7-49 Select Properties of HamMail File WebUI
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%2 HamMail Properties

General I

@ |HamMaiI

Thiz folder contains:

B meszages, b unread.

Thiz folder 1z stored in the folloving file:

C:ADocuments: and Settingsinuzoft21 1%L ocal Setting
Lrdo

ik

Paste u‘

DEleke
Select All
] I Cancel Apply

Figurel7-50 Copy the File Address that HamMail File Store
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STEP 5. Paste the route of copied HamMail file to the Ham Mail for Training field in Training function
of Anti-Spam. And press OK to transfer this file to the RS-3000 instantly and to learn the

uploaded mail file as ham mail in the appointed time. (Figurel17-51)

Free zpace for training: 576 KBytes
The amourt of spam mail ; 1155
The amourt of ham mail © 231

Bayeszian fitering does not work until databasze has &t least 200 zpams and 200 hams

Training Cratabasze

Export Training Database l’ Download l
Impart Training Database | H_ Browse... ]
Reset Training Databaze | ResetDatabase |

Spam Mail for Training

Impart Spatn hail from Client | H_ Browse... ]

Harr Mail for Training

Imgcrt Ham Ml from Cliert | [ Browse... |

Spam Accountfor Training

POPR3 Server | |( Maz. B0 characters, ex: my_domain.com
ser name | |( Max. B0 characters, ex: spam
Pazzweord | |( Mazx. B3 characters, ex: Sd2¥k..)

Spam account test | Account Test |

Harm Account far Training

POP3 Server |:E:'l.mail_ba-:kup'l.l-|amr-.-|( Mazx. 80 characters, ex: my_domain.com )
l=er natmne | |( Mz, B0 characters, ex: ham )

Password | |( Max. 63 characters, ex: Sd2#k... )

Han accourt test t Account Test 1

Training time
Training database starts ot | 00000 % |y day

Training immediztely ; I.Tl‘ﬂ]hl Now l

P —

Figurel7-51 Paste the File Address that HamMail File Save to make RS-3000 to be trained
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STEP 6 . Remove all of the mails in HamMail File in Outlook Express so that new mails can be

compressed and upload to RS-3000 to training directly next time.

B Select all of the mails in HamMail and press the right key of the mouse to select

Delete function. (Figurel7-52)

B Make sure that all of the mails in HamMalil file had been deleted completely.

¥ HamMail - Dutlook Express =]
Fle Edt Vew Tools Message Help |
B . & 2 w @& X | &g | B &,
New Mail Reply  Feply Al Forward Prif: Delete | Send/Recy | Addresses  Find
= HamMail
Folders |16 % [From = Subject Recived
[ Outlook Express [=]zachery Lane [score: —- Nominate yourselffo.. 9/16/2004 4:16 AM
£ Local Folders [=|vito Galvan [score: 4] ---spam--- Certify EU Guidelines 9,
&2 Inbox (7) [=|Karla Doss [score: -~ Rezildhd, IkjIt's abou...
<E) Outbox [ Fsne i pumptw e 0 Brescaipioa e
£ Sent Items [*:11ayne Baca —  Win dows XP shipped...
£ (7 Deleted Ttems (121} Erint
S Spamiai (1) Replyto Serider
B Drafts ey o Al
££2 HamMiail (5) Forward

Forward As Attachment

Mark as Read
WMark a5 Unread

Move ta Folder...
Copy to Folder. .

Add Sender to Address Buok

Propertis

Contacts ¥ =

There are o contacts b display. Click
on Contacts ko creake a new contact

Deletes the selected messages.

Figurel7-52 Delete All of Mails in HamMail File
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Chapter 18 Anti-Virus

RS-3000 can scan the mail that sent to Internal Mail Server and prevent the e-mail account of
enterprise to receive mails include virus so that it will cause the internal PC be attacked by virus and

lose the important message of enterprise.

In this chapter, we will have the detailed illustration about Anti-Virus:

Define the required fields of Setting:

Anti-Virus Settings:

B |t can detect the virus according to the mails that sent to internal mail server or receive from
external mail server.

B [t will add warning message in front of the subject of the mail that had been detected have virus. If
after scanning and do not discover virus then it will not add any message in the subject field.

B |t can set up the time to update virus definitions for each day. Or update virus definitions

immediately (Synchronize). It will show the update time and version at the same time.
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Action of Infected Mail:

B The mail that had been detected have virus can choose to Delete mail, Deliver to the recipient, or

Forward to another mail account

€ After setup the relevant settings in Mail Relay function of Configure, add the following settings
in this function:
1. Virus Scanner: Select Clam
The Mail Server is placed in Internal (LAN or DMZ)
Add the message to the subject line ---virus---
Select Remove virus mail and the attached file
Select Deliver to the recipient
Click OK (Figure18-1)

o a0 kM DN

Anti-Virus Setting

Virus Scan Engine Clam |*
The Mail Server iz placed in ¥ internal (LAN or DMZ)
[T External (WaN)
Add the virug string to the subject line I—‘-’iFUS— (Max. 256 characters)

The latest update time : 07/05/02 03:21:52 (Update virus definitions every ten minutes)
The newest verzion : 433190 (Clam definitions updated at 07/05/02 02:00:04)

lpdate virus defintions immediately (Use TCP port ; 80 and UDP port ; 53 to connect virug definition s.er'.rer}[ Update HOW i Test

Action of Infected Mail

Internal Mail Server:
I Delete the virus mail
¥ Delver to the recipient
%' Deliver a notification mail instead of the original virus mail

"' Deliver the original wirus mail

Il Ferwardto: (Max. 128 characterg, ex: user@mydomain.com }

External Mail Server:

[T Deliver to the recipient (Always enable)
" Deliver a notification mail instead of the original viruz mail

% Deliver the original wiruz mail

[ oK |f cancel |

Figurel8-1 Anti-Virus Settings WebUI
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€ Add the message ---virus---in the subject line of infected mail (Figure18-2)

Fle Edit View Tools Message Help
D% &8 5 | @ @ .

Mew Mail Reply  Replyll Fomward Send/Recy Addresses  Find

Folders x| [* T8 % [From T 5utg TReceived I
%5 Cutlook Express ] testlab G—-m 9/20/2004 5:18PM
) Local Folders Rl
&2 Inbox (1)
£ 68 outhax
£2 HamMall
£ SpamMail [14)
S Sent Items
(3 Deleted Items (235)
B} Drafts
$E virus

Print Delete

Contacts ¥ x
[ Raysarth
[P sender@mydamain.cam

1 message(s), 1 unread

|38 wworking Online |\ Error

Figurel8-2 The Subject of Infected Mail WebUI

@ When select Disable in Virus Scanner, it will stop the virus detection function to e-mail.
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Define the required fields of Virus Mail:

Top Total Virus:

B To show the top chart that represent the virus mail that the recipient receives and the sender sent

@ In Top Total Virus Report, it can choose to display the scanned mail that sent to Internal Mail

Server or received from External Mail Server

@ In Top Total Virus, it can sort the mail according to Recipient and Sender, Total Virus and

Scanned Mail.
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To detect if the mail that received from external Mail Server have virus or not

STEP 1. In LAN Address to permit a PC receiving the mail from external mail server. Its network card
is set as 192.168.139.12, and the DNS setting is DNS server.

STEP 2. In LAN of Address function, add the following settings: (Figure18-3)

{ New Entry

Figurel8-3 Mapped IP of Internal User’s PC in Address Book

STEP 3 . Add the following setting in Group of Service. (Figurel8-4)

Group name Senice

oo o ror i

Canfigure

Figurel8-4 Service Group that includes POP3, SMTP, or DNS
STEP 4 . Add the following setting in Outgoing Policy: (Figurel8-5)

ce | Destnation | Senice T comawe

-m-llllllll_
[ New !ll!}

Figurel8-5 Outgoing Policy Setting
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STEP 5.Add the following setting in Setting of Anti-Virus function: (Figure18-6)
B Virus Scanner: Select Clam

B The Mail Server is placed in External (WAN)
B Addthe message to the subject line: ---virus---
[

Select Deliver a notification mail instead of the original virus mail

Anti-Wirus Setting

Wiruz Scan Engine Clam %

The Mail Server iz placed in |:| Irtermal (LM or DRME)
External (WWaN)
Add the virus string to the subject line |---virus--- |(r-.ﬂax. 256 characters)

The latest update time : 070501 00:04:00 [(Updste virus definitions every ten minutes)
The newest version . 43.3154 (Clam definitions updated at 0704430 14:05:59)
Update virus definftions immedistely (Use TCP port: 80 and UDP port : 53 to connect virus definttion server) | Update NOW ‘] Test

Action of Infected hail

Internal Mail Server:
Delete the virus mail
Deliver ta the recipient
Deliver & notification mail instead of the ariginal virus mail

Deliver the original wirus mail

Forward to : (M. 128 characters, ex: useri@mydomain.com

External Mail Server:

Deliver to the recipient (Always enable)
@ Deliver a notification mail instead of the original virus mail

D Deliver the original virus mail

{ OK |i cancel |

Figurel8-6 Action of Infected Mail and Anti-Virus Settings

@ Anti-Virus function is enabled in default status. So the System Manager does not need to set up
the additional setting and then the RS-3000 will scan the mails automatically, which sent to the internal

mail server or received from external mail server.
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STEP 6.When the internal users are receiving the mail from external mail account

(is1720@ms21.pchome.com.tw), the RS-3000 will scan the mail at the same time and the

chart will be in the Virus Mail in Anti-Virus function. (At this time, choose External to see the

mail account chart) (Figurel8-7)

@ To setup the relevant settings in Mail Relay function of Configure, so that can choose to display

Figurel8-7 Report Function Chart

the scanned mail that sent to Internal Mail Server.
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Clear Data



To detect the mail that send to Internal Mail Server have virus or not. (Mail Server is in
LAN, NAT Mode)

WAN IP of RS-3000: 61.11.11.12

LAN Subnet of RS-3000: 192.168.2.0/24

STEP 1 . Set up a mail server in LAN and set its network card IP as 192.168.2.12. The DNS setting is

external DNS server, and the Master name is broadband.com.tw

STEP 2 . Enter the following setting in LAN of Address function: (Figure18-8)

IP [ Metmask MAC Address configure

192 1682 121255 255.255.255 _

Figurel8-8 Mapped IP Setting in Address of Mail Server

STEP 3 . Enter the following setting in Group in Service function: (Figure18-9)

Group name Senice
o S rorosr (ot fomon)

Figurel8-9 Setting Service Group that include POP3, SMTP or DNS

STEP 4 . Enter the following setting in Serverl in Virtual Server function: (Figure18-10)

Virtual Server Real IP

Senice "'PH Port Senver Virtual IP

el Service 01 From-Service(Group) 192168212

| New Ell'l'

Figurel18-10 Virtual Server Setting WebUI
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STEP 5 . Enter the following setting in Incoming Policy: (Figure18-11)

Source Destination

R e T g el

1)

{ New Entry |

Figurel8-11 Incoming Policy Setting
STEP 6 . Enter the following setting in Outgoing Policy: (Figure18-12)

Outside_Any | Maik Service 02

Option Configure I'ICI;E'

[ Confwe | Mow |
0 (ee)Eseg(ese) D

Figurel8-12 Outgoing Policy Setting

STEP 7 . Enter the following setting in Mail Relay function of Configure: (Figure18-13)

Domain Mame of Internal Mail Server
or

Canfigure
Allowed External IP of Mail Relay
oodbn comi (121662.2)  (Mouny) (Bomove)
{ New Entry

Figurel18-13 Mail Relay Setting of External Mail to Internal Mail Server

@ Mail Relay function makes the mails that sent to LAN’s mail server could be relayed to its
mapped mail server by RS-3000.
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STEP 8.Add the following setting in Setting of Anti-Virus function:
B Virus Scanner: Select Clam

B The Mail Server is placed in Internal (LAN or DMZ)
B Addthe message to the subject line: ---virus---
[

Action of Infected Mail: Select Deliver to the recipient (Figurel8-14)

Anti-Virus Setting

Virus Scan Enging Clam =
The Mail Server iz placed in ' internal (LAN or DMZ)
™ External fwran)
Add the virus string to the subject line I—‘-’iFUS-— (Max. 256 characters)

The latest update time : 07/05/02 04:13:37 (Update virus definitions every ten minutes)
The newest version : 43.31590 (Clam definitions updated at 07/05/02 02:00:04)
Update virus definitions immediately (Use TCP port : 80 and UDP port : 53 to connect virus definttion server) | Update NOW | Test

Action of Infected Mail

Internal Mail Server:
[T Delete the virus mai
¥ Deliver to the recipient
¥ Deliver a notification mail instead of the original virus mail

' Deliver the original virus mail

I” Forwardte: (Max. 128 characters, ex: usen@mydomain.com )

External Mail Server:
[T Deliverto the recipient (Always enable)

{7 Deliver a notification mail instead of the original virus mail

' Deliver the original virus mail

{ oK || cancel |

Figurel18-14 Infected Mail Definition and Action of Infected Mail

@ When select Delete mail in Action of Infected Mail, and then the other functions (Deliver to

the recipient, or Forward to) cannot be selected. So when RS-3000 had scanned mail that have virus,

it will delete it directly. But still can check the relevant chart in Virus Mail function.
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STEP 9.When the external yahoo mail account sends mail to the recipient account of mail server of
broadband.com.tw in RS-3000; josh@broadband.com.tw
B |f the mails are from the sender account, share2k01@yahoo.com.tw, which include
virus in the attached file.
B If it comes from other yahoo sender account share2k003@yahoo.com.tw, which
attached file is safe includes no virus.
B After RS-3000 had scanned the mails above, it will bring the chart as follows in the

Virus Mail function of Anti-Virus. (Figure18-15)

Top Total Virus: m
(e
No. | Recipient + Total Virus Total Mail + Duration Virus %
1 |'!osh@hruadhand.cum.tw 1 2 00H a0.0%
Total 1 2 50.0%
Clear Data

Figurel8-15 Report Chart

@ When clicking on Remove button in Total Virus Mail, the record of the chart will be deleted and

the record cannot be checked in Virus Mail function.
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Chapter 19 IDP

The RS-3000 can detect the anomaly flow packets and notice the MIS engineer to handle the situation,
in order to prevent any suspicious program to invade the destination PC. In other words, the RS-3000
can provide the instant network security protection as detects any internal or external attacks, to

enhance the enterprises network stability.

19.1 Setting

B The RS-3000 can update signature definitions every 30 minutes or the MIS engineer can select to
use manual update. It also shows the latest update time and version.
The MIS engineer can enable anti-virus to the compact or non-encryption files.

Virus engine : The default setting is free to use Clam engine.

@The MIS engineer can click Test, in order to make sure the RS-3000 can connect to the signature

definition server normally.
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Set default action of all signatures:

B The internet attack risks included High, Medium and Low. The MIS engineer can select the action
of Pass, Drop, and Log to the default signatures.
¢ InIDP = Configure = Setting, to add the following settings :

Select Enable Anti-Virus.

High Risk: Select Drop, and Log.

Medium Risk: Select Drop, and Log.

Low Risk: Select Pass, and Log.

Click OK. (Figure19-1)

2 O A

Select enable IDP in Policy.

IDF Setting

The latest update time ;| 07/05/02 03:58.16 (Update signature defintions every 120 minutes)
The newest version : 0.0.8 (Signature definitions updated at 06/11/30 10:00:00)

Update signature definitions immediatety (Use TCP port : 80 and UDP port : 53) | Update NOW ! Test

[¥ Enable Anti-Virus (for HTTP, FTP, 2P, IM, NetBIOS...)
i OK ] cancel |

Set default action of all signatures

High Risk |D'rup -+| ¥ Log { [Pass] recommended)
Medium Rizk |Drﬂp ,v'-l ¥ Log { [Paz=] recommended)
Low Rizk Pazs = [T Log { [Pasz] recommended)

i oK [ cancel

Figurel9-1 The IDP setting

€ When the RS-3000 detected the attack types corresponded to the signature, then it will save
the Log results in IDP - IDP Report.
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19.2 Signature

The RS-3000 can provide the correspond comparison rules included Anomaly, Pre-defined and

Custom according to different attack types.

The Anomaly can detect and prevent the anomaly flow and packets via the signature updating. The

Pre-defined can also detect and prevent the intrusion through the signature updating. Both the

anomaly and pre-defined signatures can not be deleted or modified. The Custom can detect the other

internet attacks, anomaly flow packets except the original Anomaly and Pre-defined detection

according to the user demand.

Anomaly:

It includes the syn flood, udp flood, icmp flood, syn fin, tcp no flag, fin no ack, tcp land, larg icmp,
ip record route, ip strict src record route, ip loose src record route, invalid url, winnuke, bad ip
protocol, portscan and http inspect, such Anomaly detection signatures. (Figure 19-2)

User can enable the anomaly packets signature to detect, depends on the user demand.

User can manage the specific anomaly flow packets.

User can modify the action of pass, drop and log.

The RS-3000 can display all the anomaly detection signature attribute of Name, Enable, Risk,

Action, and Log.

I B

2yn fin

ip =trict grc record route

Figurel9-2 The anomaly signature setting
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Pre-defined:

B Pre-defined signature contains 5 general classifications, includes Backdoor, DDoS, Dos, Exploit,
NetBIOS and Spyware. Each type also includes its attack signatures, and user can select to
enable the specific signature defense system based on the request. (Figure 19-3)

User can modify the signature action of pass, drop, and log in each type.

The RS-3000 can display all the attack signature attribute of Name, Risk, Action and Log.

Total IDP Signatures Number : 717

E3Backdoor (75) (Modify |
prous (o)
3005 (19) (Modify )
CExploit (76) (Modity |
D05 2 (oan)
— (o)

Figurel9-3 The Pre-defined setting

Custom:

B Except Anomaly and Pre-defined settings, the RS-3000 also provides a feature to allow user
modifying the custom signature, in order to block the specific intruder system.

Name: The MIS engineer can define the signature name.

Protocol: The detection and prevention protocol setting includes TCP, UDP, ICMP and IP.

Source Port: To set the attack PC port. (Range: 0 ~ 65535 )

Destination Port: To set the attacked (victim) PC port. ( Range: 0 ~ 65535 )

Risk: To define the threats of attack packets.

Action: The action of attack packets.

LR K R JER IR R 4

Content: To set the attack packets content.
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To detect the anomaly flow and packets with the custom and predefined settings, in
order to detect and prevent the intrusion.

STEP 1. In Configure - Setting, add the following settings: (Figure 19-4)

IDP Setiing

The latest update time : 07/05/02 03:58:16 (Update =signature definitionz every 120 minutes)
The neweszt version : 0.0.8 (Signature definitions updated at 06/11/30 10:00:00}

Update signature definitions immediately (Use TCP port : 80 and UDP port: 53) | Update NOW | Test

[¥ Enable Anti-Virus (for HTTP, FTP, P2P, M, NetBIDS...)

IOk 1 Cancel )

High Risk | H‘ i ¥ Log { [Paz=] recommended)
Medium Rizk ¥ Log { [Pass] recommended)
Low Risk |Pass i ¥ Log { [Pass] recommended)

|0k i cancel |

Figurel9-4 The IDP configure setting
STEP 2 . In Signature - Anomaly, add the following settings: (Figure 19-5)

large icmp
ip record route

ip strict =rc record route

Ip le0=e src record route

e -_E
[ wwe W o (Meuy)
T o (Meuy)
S . e @ ()

Figurel9-5 The Anomaly setting
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STEP 3. In Signature - Custom, add the following setting:
Click New Entry. (Figure 19-6)

Name, enter Software_Crack Website.
Protocol, select TCP.

Source Port, enter 0:65535.

Destination Port, enter 80:80.

Risk, select High.

Action, select Drop and Log.

Content, enter cracks.

Click OK to complete the setting. (Figure 19-7)

Figurel9-7 Complete the custom setting
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STEP 4 . In Policy - Outgoing , add the new policy and enable IDP: (Figure 19-8, 19-9)

Comment :I | (Max. 32 characters)
Muodify Policy

Source Address

Schedule

Authentication User

Action, VWAN Port

Traffic Log _ﬂ Enable

-

Conient Blocking ! Enable

P20 Blocking
e | - ]
MAX: Bandwidth Per Source P Downstream _ Kbps Upstream _ Kbps i

|0k 1} cancel |

Figurel9-8 The IDP setting in Policy

Destination g

S % @ (es)ewewCrmss) o]

Option

{ New Entry |

Figurel9-9 Complete the IDP setting in Policy
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19.3 IDP Report

The RS-3000 can display the IDP record by statistics and log, so the enterprises can easily know the

whole network status.

STEP 1. In IDP Report - Log, it shows the IDP status in RS-3000.

| 2007-05-03 03:39:13 =]

Victim IP-Port

Action

Figurel9-9 The IDP log

The icon description in Log:
1. Action:

Icon =

Pass

Description Drop

2. Risk:

Icon

Q@

V]

L)

Description

High Risk

Medium Risk

Low Risk
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Chapter 20 Anomaly Flow IP

When the RS-3000 had detected attacks from hackers and internal PC who are sending large DDoS

attacks. The Anomaly Flow IP will start on blocking these packets to maintain the whole network.

In this chapter, we will have the detailed illustration about Anomaly Flow IP:

Define the required fields of Virus-infected IP

The threshold sessions of virus-infected (per source IP)
B When the session number (per source IP) has exceeded the limitation of anomaly flow sessions
per source IP, RS-3000 will take this kind of IP to be anomaly flow IP and make some actions. For

example, block the anomaly flow IP or send the notification.

Anomaly Flow IP Blocking

[ ] RS-3000 can block the sessions of virus-infected IP.

Notification
B RS-3000 can notice the user and system administrator by e-mail or NetBIOS notification as any

anomaly flow occurred.

@After System Manager enable Anomaly Flow IP, if the RS-3000 has detected any abnormal

situation, the alarm message will appear in Virus-infected IP. And if the system manager starts the
E-mail Alert Notification in Settings, the device will send e-mail to alarm the system manager

automatically.
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RS-3000 Alarm and to prevent the computer which being attacked to send DDoS
packets to LAN network

STEP 2 . Select Anomaly Flow IP setting and enter as the following:

B Enter The threshold sessions of anomaly flow (per Source IP) (the default value
is 100 Sessions/Sec)

B Select Enable Anomaly Flow IP Blocking and enter the Blocking Time (the default

time is 600 seconds)

Select Enable E-Mail Alert Notification

Select Enable NetBIOS Alert Notification

IP Address of Administrator: Enter 192.168.1.10

Click OK

Wirls-infected IP Setting

Anomaly Flow IP Setting is completed. (Figure20-1)

I
The threshold sessions of virus-infected (per source P is 100 Sesszions /Sec [ Range: 1 - 9993
Enable Wirus-infected IP Blocking Blocking Time |600 Isecgnds ( Range: 1 -933)

Enable E-hail Llert Motification

Enable MetBIDS Alert Motification P Address of Administrator |1 9216581 .10

Figure20-1 Anomaly Flow IP Setting

@Aﬁer complete the Internal Alert Settings, if the device had detected the internal computer sending
large DDoS attack packets and then the alarm message will appear in the Virus-infected IP or send
NetBIOS Alert notification to the infected PC Administrator's PC

If the Administrator starts the E-Mail Alert Notification in Setting, the RS-3000 will send e-mail to

Administrator automatically.
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Chapter 21 Log

Log records all connections that pass through the RS-3000's control policies. The information is

classified as Traffic Log, Event Log, and Connection Log.
Traffic Log’s parameters are setup when setting up policies. Traffic logs record the details of packets
such as the start and stop time of connection, the duration of connection, the source address, the

destination address and services requested, for each control policy.

Event Log record the contents of System Configurations changes made by the Administrator such as

the time of change, settings that change, the IP address used to log in...etc.

Connection Log records all of the connections of RS-3000. When the connection occurs some problem,

the Administrator can trace back the problem from the information.

Application Blocking Log records the contents of Application Blocking result when RS-3000 is

configured to block Application connections.

Content Blocking Log records the contents of Content Blocking result when RS-3000 is enabled

Content Blocking function.

A
1@
How to use the Log

The Administrator can use the log data to monitor and manage the device and the networks. The
Administrator can view the logged data to evaluate and troubleshoot the network, such as pinpointing

the source of traffic congestions.
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To detect the information and Protocol port that users use to access Internet or Intranet
by RS-3000

STEP 1 . Add new policy in DMZ to WAN of Policy and select Enable Logging: (Figure21-1)

Commert : | | (Mar. 32 characters)

Figure21-1 Logging Policy Setting

STEP 2 . Complete the Logging Setting in DMZ to WAN Policy: (Figrue21-2)

Source Jestination Service Action Cption Canfigure

Figure21-2 Complete the Logging Setting of DMZ to WAN
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STEP 3. Click Traffic Log. It will show up the packets records that pass this policy. (Figure21-3)

har 29133501 |+
@ et

Figure21-3 Traffic Log WebUI
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STEP 4 . Click on a specific IP of Source IP or Destination IP in Figure20-3, it will prompt out a WebUI
about Protocol and Port of the IP. (Figure21-4)

a R . 7

Figure21-4 The WebUI of detecting the Traffic Log by IP Address
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STEP 5.Click on Download Logs, RS-3000 will pop up a notepad file with the log recorded. User can

choose the place to save in PC instantly. (Figure21-5)

Edit Farmat

20 13:14:31 2007 ACCEPT 197.168.1.7 192.166.1.1 TCP 1840 BO # ~
20 13:14:37 2007 ACCEPT 107.168.1.27 192.168.1.1 TCP 1842 80 # =
20 13:14:51 2007 ACCEPT 102.168.1.2 192.168.1.1 TCP 1844 80 # M
20 13:14:54 2007 ACCEPT 107.168.1.2 102.168.1.1 TCP 1546 80 # e
20 13:14:59 2007 ACCEPT 192.168.1.2 192.168.1.1 TCP 1843 B0 #
20 13:15:06 2007 ACCEPT 107.168.1.7 192.168.1.1 TCP 1850 80 # m
20 13:25:44 2007 ACCEPT 107.168.1.2 192.168.1.1 TCP 1853 80 #
20 13:25:44 2007 ACCEPT 197.168.1.2 192.168.1.1 TCP 1855 80 #
20 13:25:44 2007 ACCEPT 102.168.1.2 192.168.1.1 TCP 1857 B0 #
20 13:25:47 2007 ACCEPT 192.168.1.2 192.168.1.1 TCP 1853 B0 #
= Mar 20 13:34:36 2007 ACCEPT 107.168.1.2 192.168.1.1 TCP 1866 80 #
Mar 20 13:34:37 2007 ACCEPT 102.168.1.2 192.168.1.1 TCP 1869 80 #
e Mar 20 13:34:37 2007 ACCEPT 102.168.1.2 102.168.1.1 TCP 1870 80 #
Mar 29 13:34:41 2007 ACCEPT 102.168.1.2 192.168.1.1 TCP 1872 B0 #
» Event Mar 29 13:34:41 2007 ACCEPT 192.168.1.2 192.168.1.1 TCF 1874 80 #
& ConnectionfMar 29 13:35:57 2007 ACCEPT 192.168,1.2 192,168.1,1 TCP 1876 80 #
Mar 29 13:36:20 2007 ACCEPT 192.168.1.2 192.168.1.1 TCP 1878 B0 #
# Log Backufimar 20 13:37:55 2007 ACCEPT 102.168.1.2 162.168.1.1 Tcp 1830 80 #
G AMar 29 13:37:55 2007 ACCEPT 192.168.1.2 192.168.1.1 TCP 1882 80 #
Mar 20 13:37:55 2007 ACCEPT 107.168.1.2 192.168.1.1 TCP 1884 80 #
o Mar 20 13:37:57 2007 ACCEPT 102.168.1.2 192.168.1.1 TCP 1886 80 #
Mar 20 13:33:01 2007 ACCEPT 107.168.1.27 102.168.1.1 TCP 1883 80 #
A Mar 29 13:39:37 2007 ACCEPT 192.168.1.2 192.168.1.1 TCP 1890 80 #
= Mar 20 13:30:38 2007 ACCEPT 107.168.1.7 192.168.1.1 TCP 1892 80 #
Mar 20 13:42:10 2007 ACCEPT 102.168.1.2 192.168.1.1 TCP 1894 B0 #
Mar 20 13:42:52 2007 ACCEPT 192.168.1.2 192.168.1.1 TCP 1896 80 #
Mar 20 13:42:53 2007 ACCEPT 107.168.1.2 192.168.1.1 TCP 1893 80 #
Mar 20 13:42:53 2007 ACCEPT 192.168.1.2 192.168.1.1 TCP 1900 80 #
Mar 20 13:42:55 2007 ACCEPT 107.168.1.2 192.168.1.1 TCP 1902 80 # .
Mar 20 13:42:57 2007 ACCEPT 102.168.1.2 192.168.1.1 TCP 1004 80 #
Mar 20 13:43:14 2007 ACCEPT 107.168.0.101 192.168.0.30 TCP 3018 30 #
Mar 20 13:43:14 2007 ACCEPT 1092.168.0.101 192.168.0.30 TCP 3018 80 #
Mar 20 13:43:17 2007 ACCEPT 107.168.0.101 192.168.0.30 TCP 3010 80 #
Mar 29 13:43:17 2007 ACCEPT 102.168.0.101 192.168.0.30 TP 3010 30 #
v
{ Clear Logs | | Download Logs |

Figure21-5 Download Traffic Log Records WebUI
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To record the detailed management events (such as Interface and event description of
RS-3000) of the Administrator

STEP 1. Click Event log of LOG. The management event records of the administrator will show up
(Figure21-6)

Mar 20134317 &

Figure21-6 Event Log WebUI

STEP 2 . Click on Download Logs, RS-3000 will pop up a notepad file with the log recorded. User can

choose the place to save in PC instantly. (Figure21-7)

& event[1] - Notepad =) __ .
File Edit Format View Help . ,

[Mar 25 13:13:93 2007 Cadmin wanl is connected)Mar 29 13:14:34 2007 (user admin [Login succes

= Traffic
= Event
= Connection

Figure21-7 Download Event Log Records WebUI
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To Detect Event Description of WAN Connection

STEP 1. Click Connection in LOG. It can show up WAN Connection records of the RS-3000.
(Figure21-8)

Mar 29134719 |
Back E

Connection Log

=
]
=5

liztening for KEm

Figure21-8 Connection records WebUI
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STEP 2 . Click on Download Logs, RS-3000 will pop up a notepad file with the log recorded. User can
choose the place to save in PC instantly. (Figure21-9)

File Edit Format View Help

B local?[1] - Notepad == ‘

Jan 31 16:001:42 2006 Firewall dhcpcd[859]: broadcasting DHCP_DISCOVER Jan 31 16:01:43 2006 F
an 31 16:01:55 2006 Firewall pluto[955]: including MAT-Trawversal ﬁatch Cversion 0.63Jan 31
9]: pefault gateway : 192.168.0.254 Jan 31 16:03:25 2006 Firewall dhcpcd[1479]: Domain name
(14346 2007 Firewa{] pluto[955]: adding interface ipseco/ethl 192.168.0.3%Mar 29 13:14:46 20
: "WwPH_A": deleting connectionMar 29 13:15:28 2007 Firewall pluto[955]: added connectio
pluto[955]: "vwPH_A": deleting connectionMar 29 13:18:32 2007 Firewall pluto[%55]: added conn
ewall pluto[955]: time moved backwards 2 secondsmar 29 13:21:31 2007 Firewall pluto[955]: "v
M_I1. Mo acceptable response to our first IKE messageMar 29 13:24:35 2007 Firewall pluto[S5
TATE_MAIN_I1. M0 acceptable response to our Tirst IKE messagemar 29 13:27:36 2007 Firewall
reached STATE_MAIN_I1. HNo acceptable response to our first IKE messageMar 29 13:30:37 2007
= sions (0) reached STATE_MAIN_I1. Mo acceptahle response to our first IKE messagemar 29 13:3
SRR retransmissions €00 reached STATE_MATH_I1.
ag

No acceptable response to our first IKE messageMm
#158: initiating Main Modemar 29 13:38:28 2007 Firewall pluto[555]: "wPH_A" #18: max number o

"WRN_A" #20: dnitiating Main Modemar 29 13:41:28 2007 Firewall pluto[955]: "VPN_A" #20: ma
# Traffic pluto[955]: "WPN_A" #22: initiating Main ModeMar 29 13:44:31 2007 Firewall pluto[855]: "wPN_
= Event Firewall pluto[955]: "vpPu_a" #24: Tnitiating main modemar 29 13:47:31 2007 Firewall pluto[95
0:23 2007 Firewall pluto[®55]: "vPM_A" #26: initiating Main Modemar 29 13:50:34 2007 Firewal
# Connection ar 29 13:53:24 2007 Firewall pluta[555]: “wen_a" #28: initiating main modemar 20 13:53:34 20
= Log Backup
i = ;
=
i

H

{ Ciear Logs | | Dowmioad Logs |
Figure21-9 Download Connection Log Records WebUI

If the content of notepad file is not in order, user can read the file with WordPad or MS Word,
Excel program, the logs will be displayed with good order.
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To save or receive the records that sent by the RS-3000

STEP 1 . Enter Setting in System, select Enable E-mail Alert Notification function and set up the

settings. (Figrue21-10)

E-rmail Setting

Enahle E-mail Alert Motification
Sender Address [ Maix. B0 characters, ex; sender@mydomain.com )
SMTP Server ( Mz, 80 characters, ex: mail mydomain.com )
E-mail Address 1 [ Max. B0 characters, ex; uzer!@mydomain.com )
E-mail Address 2 techi@airlive.com | Max. B0 characters, ex: user2@mydomain.com )
Mail Test | Mail Test |

Figure21-10 E-mail Setting WebUI

STEP 2Enter Log Backup in Log, select Enable Log Mail Support and click OK (Figure21-11)

Log mail Configuration
Enable Log Mail Suppart
Vihien Log Full C300Kkytes), Dual WaAMN Security Gatesvay Appliance sends Log

From SMTP Server mail airlive.caom
To E-mail Address 1 admin@airlive .com
E-mail &ddress 2 techi@airlive .com

Figure21-11 Log Mail Configuration WebUI

@ After Enable Log Mail Support, every time when LOG is up to 300Kbytes and it will accumulate

the log records instantly. And the device will e-mail to the Administrator and clear logs automatically.
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STEP 3 . Enter Log Backup in Log, enter the following settings in Syslog Settings:
Select Enable Syslog Messages

Enter the IP in Syslog Host IP Address that can receive Syslog

Enter the receive port in Syslog Host Port

Click OK

Complete the setting (Figure21-12)

i Setting
Enahle Syslog Messages

Syslog Host IP Address 14013521 3 (e 1921681 .61
Syslog Host Port |51 4 | Range: 0 - B5535 ex: 514

i oK || cancel |

Figure21-12 Syslog Messages Setting WebUI
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Chapter 22 Accounting Report

Administrator can use this Accounting Report to inquire the
LAN IP users and WAN IP users, and to gather the statistics of Downstream/Upstream, First

packet/Last packet/Duration and the Service for the entire user’s IPs that pass the RS-3000.

Define the required fields of Accounting Report

Accounting Report Setting:
B By accounting report function can record the sending information about Intranet and the external

PC via RS-3000.

Accounting Report can be divided into two parts: Outbound Accounting Report and Inbound

Accounting Report

Outbound Accounting Report

LAN
User
External Mail Security Gateway
server <
DMZ
User

It is the statistics of the downstream and upstream of the LAN, WAN and all kinds of communication

network services

Source IP :

B The IP address used by LAN users who use RS-3000

Destination IP :

B The IP address used by WAN service server which uses RS-3000.

Service :

B The communication service which listed in the menu when LAN users use RS-3000 to connect to

WAN service server.
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Inbound Accounting Report

LAN
Server
External Mail Security Gateway
User
DMZ
Server

It is the statistics of downstream / upstream for all kinds of communication services; the Inbound

Accounting report will be shown if Internet user connects to LAN Service Server via RS-3000.

Source IP :

B The IP address used by WAN users who use RS-3000

Destination IP :

B The IP address used by LAN service server who use RS-3000

Service :

B The communication service which listed in the menu when WAN users use RS-3000 to connect to

LAN Service server.
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Outbound

STEP 1 . Select to enable the items for Outbound Accounting Report in Setting of Accounting Report
function. (Figure22-1)

Accounting Repart Setting
Outhbound Accounting Report
Source P

Destination IP

Service

Inbound Accounting Feport
[saurce P

[ Destination IF
|:| Service

I oK | I cancel ]

Figure22-1 Accounting Report Setting

STEP 2 . Enter Outbound in Accounting Report and select Source IP to inquire the statistics of
Send/Receive packets, Downstream / Upstream, First packet /Last packet/Duration from
the LAN or DMZ user’s IP that pass the RS-3000. (Figure22-2)

B TOP: Select the data you want to review; it presents 10 results in one page.

B Source IP : To display the report sorted by Source IP, the LAN users who access WAN service

server via RS-3000.

B Downstream:The percentage of downstream and the value of each WAN service server which

passes through RS-3000 to LAN user.

B Upstream : The percentage of upstream and the value of each LAN user who passes through

RS-3000 to WAN service server.

B First Packet : When the first packet is sent to WAN service server from LAN user, the sent time
will be recorded by the RS-3000.

B | ast Packet : When the last packet sent from WAN service server is received by the LAN user,

the sent time will be recorded by the RS-3000.
B Duration : The period of time between the first packet and the last packet.

m  Total Traffic : The RS-3000 will record and display the amount of Downstream and Upstream

packets passing from LAN user to WAN Server.
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B Reset Counter : Click Reset Counter button to refresh Accounting Report.

Top: |1 -1 V|
Starting Time : Thu Mar 29 14:37:

m Downstream = Lipstream First Packet as g Duration

Tatal Traffic 116.2 KB Reporting time Thu tdar 28

{ Reset Counter |

Figure22-2 Outbound Source IP Statistics Report

STEP 3. Enter Outbound in Accounting Report and select Destination IP to inquire the statistics of
Send/Receive packets, Downstream/Upstream, First packet/Last packet/Duration from
the WAN Server to pass the RS-3000. (Figure22-3)

B TOP : Select the data you want to view; it presents 10 results in one page.

B Destination IP : To display the report sorted by Destination IP, the IP address used by WAN

service server connecting to RS-3000.

B Downstream:The percentage of downstream and the value of each WAN service server which
passes through RS-3000 to LAN user.

B Upstream : The percentage of upstream and the value of each LAN user who passes through
RS-3000 to WAN service server.

B First Packet : When the first packet is sent from WAN service server to LAN users, the sent
time will be recorded by the RS-3000.

B Last Packet : When the last packet from LAN user is sent to WAN service server, the sent time
will be recorded by the RS-3000.

B Duration : The period of time between the first packet and the last packet.

B Total Traffic : The RS-3000 will record and display the amount of Downstream and Upstream

packets passing from WAN Server to LAN user.

B Reset Counter : Click Reset Counter button to refresh Accounting Report.
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Starting Time : Thu Mar 23 14:37:11 2007

Figure22-3 Outbound Destination IP Statistics Report

STEP 4 . Enter Outbound in Accounting Report and select Top Services to inquire the statistics
webpage of Send/Receive packets, Downstream/Upstream, First packet/Last
packet/Duration and the service from the WAN Server to pass the RS-3000. (Figure22-4)

B TOP : Select the data you want to view. It presents 10 results in one page.

the Protocol Distribution chart. (Figure22-5)

: According to the downstream / upstream report of the selected TOP numbering to draw

B Service : To display the report sorted by Port, which LAN users use the RS-3000 to connect to

WAN service server.

B Downstream : The percentage of downstream and the value of each WAN service server who

passes through RS-3000 and connects to LAN user.

B Upstream : The percentage of upstream and the value of each LAN user who passes through
RS-3000 to WAN service server.

B First Packet : When the first packet is sent to the WAN Service Server, the sent time will be
recorded by the RS-3000.

B Last Packet : When the last packet is sent from the WAN Service Server, the sent time will be
recorded by the RS-3000.

B Duration : The period of time starts from the first packet to the last packet to be recorded.

B Total Traffic : The RS-3000 will record and display the amount of Downstream and Upstream

packets passing from LAN users to WAN service server.

B Reset Counter : Click the Reset Counter button to refresh the Accounting Report.
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n UNKNOW [

Figure22-4 Outbound Services Statistics Report

Semice Distribution

3201

m UNKNOW [45751
M oTHER

Starting Time : Thu Mar 28 15:38:16 2007

Duration

0003

(e

(e

(e
Thu

Figure22-5 The Pizza chart of Accounting report published base on Service
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e
@ Press ' to return to List Table of Accounting Report window.

@ Accounting Report function will occupy lots of hardware resource, so users must take care to

choose the necessary items, in order to avoid slowing down the total performance.
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Inbound

STEP 1 . Select to enable the items for Inbound Accounting Report in Setting of Accounting Report

function. (Figure22-6)

Accounting Report Sefting

Outbound Accounting Report
I Source IP

I"| Destination 1P

I service

Inbound Accounting Report
¥ Source 1P

I¥| Destination 1P
|7 Service

[ 0K [ Cancel |

Figure22-6 Accounting Report Setting

STEP 2 . Enter Inbound in Accounting Report and select Top Users to inquire the statistics of
Send/Receive packets, Downstream/Upstream, First packet / Last packet / Duration
from the WAN user to pass the RS-3000. (Figure22-7)

B TOP : Select the data you want to view. It presents 10 pages in one page.

B Source IP : To display the report sorted by Source IP, the IP address used by WAN user
connecting to RS-3000.

B Downstream : The percentage of Downstream and the value of each WAN user which passes
through RS-3000 to LAN service server.

B Upstream : The percentage of Upstream and the value of each LAN service server which

passes through RS-3000 to WAN users.

B First Packet : When the first packet is sent from WAN users to LAN service server, the sent
time will be recorded by the RS-3000.

B |Last Packet : When the last packet is sent from LAN service server to WAN users, the sent

time will be recorded by the RS-3000.
B Duration : The period of time starts from the first packet to the last packet to be recorded.

B Total Traffic : The RS-3000 will record and display the amount of Downstream and Upstream

packets passing from WAN users to LAN service server.

B Reset Counter : Click the Reset Counter button to refresh the Accounting Report.
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Upstrearm = Downstream I ; a ke Juration Action

Starting Time : Thu Mar 29 15:38:14 2007

Total Traffic T.2MB

Figure22-7 Inbound Top Users Statistics Report

STEP 3 . Enter Inbound in Accounting Report and select Top Sites to inquire the statistics website
of Send / Receive packets, Downstream / Upstream, First packet / Last packet /
Duration from the WAN user to pass the RS-3000. (Figure22-8)

B TOP : Select the data you want to view. It presents 10 pages in one page.

B Destination IP : To display the report sorted by Destination IP, the IP address used by LAN

service server passing through RS-3000 to WAN users.

B Downstream : The percentage of Downstream and the value of each WAN user who passes

through RS-3000 to LAN service server.

B Upstream : The percentage of Upstream and the value of each LAN service server who passes
through RS-3000 to WAN users.

B First Packet : When the first packet is sent from WAN users to LAN service server, the sent
time will be recorded by the RS-3000.

B Last Packet : When the last packet is sent from LAN service server to WAN users, the sent
time will be recorded by the RS-3000.

B Duration : The period of time starts from the first packet to the last packet to be recorded.

B Total Traffic : The RS-3000 will record the sum of time and show the percentage of each WAN

user’s upstream / downstream to LAN service server.

B Reset Counter : Click the Reset Counter button to refresh the Accounting Report.

m Destination [P w
1| il 2! | tzsz ke | 100d w | 7

Starting Time : Thu Mar 29 15:38:10 2007

Upstream = Diownstream First Packet

22-8 Outbound Destination IP Statistics Report
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STEP 4 . Enter Inbound in Accounting Report and select Top Services to inquire the statistics
website of Send/Receive packets, Downstream/Upstream, First packet/Last

packet/Duration and the service from the WAN Server to pass the RS-3000. (Figure22-9)

B TOP : Select the data you want to view. It presents 10 results in one page.

u : According to the downstream / upstream report of the selected TOP numbering to draw

the Protocol Distribution chart. (Figure22-10)

B Service : The report of Communication Service when WAN users use the RS-3000 to connect

to LAN service server.

B  Downstream : The percentage of downstream and the value of each WAN user who uses
RS-3000 to LAN service server.

B Upstream : The percentage of upstream and the value of each LAN service server who uses
RS-3000 to WAN user.

B First Packet : When the first packet is sent to the LAN Service Server, the sent time will be
recorded by the RS-3000.

B | ast Packet : When the last packet is sent from the LAN Service Server, the sent time will be
recorded by the RS-3000.

B Duration : The period of time starts from the first packet to the last packet to be recorded.

B Total Traffic : The RS-3000 will record the sum of time and show the percentage of each

Communication Service's upstream / downstream to LAN service server.

B Reset Counter : Click the Reset Counter button to refresh the Accounting Report.

Top | 1-5 % |
f‘ Starting Time : Thu Mar 29 15:36:09 2007

Mo Lipstream = Ciownstream ast Packe

Figure22-9 Inbound Services Statistics Report
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Semvice Distribution

/|
Sllre
- HTTR (201

IS 7:2 MBytes (T
1

| FTE[21] 41 KByies [0,0%)
- HTTP [20] 288.0 Bytes (0.0%)

NETBIOES-SSN [1235) &B.0'Bytes (0.0%)

N OTHER 0.0 Bytes (0.0%)

Figure22-10 The Pizza chart of Inbound Accounting report published base on Service

@ Accounting Report function will occupy lots of hardware resource, so users must take care to

choose the necessary items, in order to avoid slowing down the total performance.
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Chapter 23 Statistic

WAN Statistics:

The statistics of Downstream / Upstream packets

and Downstream/Upstream traffic record that pass WAN Interface
Policy Statistics:

The statistics of Downstream / Upstream packets and Downstream / Upstream traffic record that pass

Policy

In this chapter, the Administrator can inquire the RS-3000 for statistics of packets and data that passes
across the RS-3000. The statistics provides the Administrator with information about network traffics
and network loads.

Define the required fields of Statistics:

Statistics Chart:
B Y-Coordinate : Network Traffic ( Kbytes/Sec)

B X-Coordinate : Time (Hour/Minute)

Source IP, Destination IP, Service, and Action:
B These fields record the original data of Policy. From the information above, the Administrator can

know which Policy is the Policy Statistics belonged to.

Time:

B To detect the statistics by minutes, hours, days, months, or years.

Bits/sec, Bytes/sec, Utilization, Total:

B The unit that used by Y-Coordinate, which the Administrator can change the unit of the Statistics

Chart here.
€ Utilization : The percentage of the traffic of the Max. Bandwidth that System Manager set in

Interface function.

& Total: To consider the accumulative total traffic during a unit time as Y-Coordinate
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WAN Statistics

STEP 1 . Enter WAN in Statistics function, it will display all the statistics of Downstream/Upstream

packets and Downstream/Upstream record that pass WAN Interface. (Figure23-1)

VAN Time

Figure23-1 WAN Statistics function

B Time: To detect the statistics by minutes, hours, days, week, months, or years.

@WAN Statistics is the additional function of WAN Interface. When enable WAN Interface, it will

enable WAN Statistics too.

STEP 2 . In the Statistics window, find the network you want to check and click Minute on the right side,
and then you will be able to check the Statistics figure every minute; click Hour to check the
Statistics figure every hour; click Day to check the Statistics figure every day; click Week to
check the Statistics figure every week; click Month to check the Statistics figure every month;

click Year to check the Statistics figure every year.
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STEP 3 . Statistics Chart (Figure23-2)

B Y-Coordinate : Network Traffic (Kbytes/Sec)
B X-Coordinate : Time ( Hour/Minute )

{iinwts) (CHour ) (Day ) (Week) (Wonth) (Vear )

Real-time: Down 164.0 KBits/sec Up 7.8 KBits/sec
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Figure23-2 To Detect WAN Statistics
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Policy Statistics

STEP 1. If you had select Statistics in Policy, it will start to record the chart of that policy in Policy
Statistics. (Figure23-3)

Source Destination Senvice Action Time

Figure23-3 Policy Statistics Function

@If you are going to use Policy Statistics function, the System Manager has to enable the Statistics in

Policy first.

STEP 2 . In the Statistics WebUI, find the network you want to check and click Minute on the right
side, and then you will be able to check the Statistics chart every minute; click Hour to check
the Statistics chart every hour; click Day to check the Statistics chart every day; click Week to
check the Statistics figure every week; click Month to check the Statistics figure every month;

click Year to check the Statistics figure every year.
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STEP 3 . Statistics Chart (Figure23-4)

B Y-Coordinate : Network Traffic (Kbytes/Sec)

B X-Coordinate : Time ( Hour/Minute/Day )

(Butes/Seg __Total ) _ Sernvice | ANY
Inside_Any to Outside Any )
- - Action : PERMIT
(Minuts) (_Hour ) [_Day_| (Week ] (Month) (Year ]
Real-time: Down 148.4 KBits/sec Up 0.0 KBits/sec
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Figure23-4 To Detect Policy Statistics
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Chapter 24 Diagnostic
User can realize RS-3000 WAN connecting status by using Ping or Traceroute tool.

24.1 Ping

STEP 1. In Diaghostic - Ping function, user can configure RS-3000 to ping specific IP address, and
confirm RS-3000 WAN connecting status. (Figure24-1)

B Type in available Internet IP address or domain name

B Choose the Ping Packets size (32 Bytes by default)

B Type in the Count value (the default setting is 4)

B Type in the “Wait Time” (the default setting is 1 second)

B Choose the source interface to send out the Ping packets

B Press “OK”" to ping the IP address or domain name (Figure24-2)
Ping Setting
Destination IP / Domain name 168.85.1.1 | (Max. 30 characters)
Packet size Bytes (Range: 1-9599 )
Count D { Range: 0 - 8989, 0: means unlimited }
Wait time &mm { Range: 1 - 5999 )
interface [want (o [e1.229.42 173

IOk [ Cancel |

Figure 24-1 Ping Diagnostic

Ping Result

Result
PING 168.925.1.1 (168.95.1.1) from 61.229.44 173 : 32 bytes of data.

Reply from 168.95.1.1; bytez=32 icmp_seq=0 ttl=248 time=49 m=zec
Reply from 168.95.1.1; byteg=32 icmp_seq=1 ttl=248 time=42 m=ec
Reply from 168.95.1.1; bytes=32 icmp_seq=2 ttl=248 time=41 m=ec
Reply from 1638.95.1.1; bytes=32 icmp_seq=13 tti=243 time=54 mzec

4 packets tranzmitted, 4 packetz received, 0% packet loss

round-trip minfavg'max/mdev = 41 264/47.074/54.575/5.444 ms

Figure 24-2 Ping Result
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@ If Interface is selected “VPN”, it must be typed in with RS-3000 LAN IP address, and type in remote VPN

site of LAN IP address in Destination IP / Domain name. (Figure 24-3)

Destination IP / Domain name |192.1BB.1I}.1 | {Max. 30 characters)
Packet zize Bytes [ Range: 1-9955 )

Count D ( Range: 0 - 9959 0. means unlimited )
Wat time Seconds ([ Range: 1- 9999 )

Interface [vPnwANT v [192.168.1.1

I oK 1} cancel |

Figure 24-3 Ping configuration via VPN
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24.2 Traceroute

STEP 1. In Diagnostic - Traceroute function, user can configure RS-3000 to trace specific IP
address or domain name, and confirm RS-3000 WAN connecting status. (Figure24-4)

Type in available Internet IP address or domain name

Choose the Ping Packets size (40 Bytes by default)

Type in the Max Time-to-Live value (30 Hops by default)

Type in the “Wait Time” (the default setting is 2 seconds)

Choose the source interface to send out the Ping packets

Press “OK” to ping the IP address or domain name (Figure24-5)

Traceroute Setting

Destination IP / Domain name |1E-B.95.1 A (Max. 30 characters)
Packet size Bytes ( Range: 40 - 5559 )
Max Time-to-Live E Hops ([ Range: 1-255)

Wait time E‘yeouru:ls ( Range: 2 - 9599 )
Interface

[ Ok i Cancel |

Figure 24-4 Traceroute Diagnostic

Traceroute Result

218.160.24 254 round-trip minfavgimax = 45.321/72.881M27 906 ms
2:IP=168.9571.10 round-trip minfavg/max = 35.690/43.577/50.730 ms

P =220128.11 202 round-trip minfavgimax = 43 832/59.794/70.045 m=
(P =220.128.3.118 round-trip minfavg/max = 33.450/47 098/51.668 ms
(P =220.128.3.101 round-trip minfavg/max = 4169053, 133/68.897 ms

202.39.179.185 round-trip minfavg/max = 49.406/52.599%54.718 m=s
(P =168.95.1.1 round-trip min/avg/max = 47.913/62 249/79.215 ms

Traceroute complete

Figure 24-5 Traceroute result
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Chapter 25 Wake on Lan

Wake on Lan (WOL) function works to power on the computer remotely. The computer’s network card

must also support WOL function, when it receive the waked up packets and the computer will auto boot

up.

Normally the broadcast packets are not allowed to transfer within Internet, but user can login RS-3000

remotely and enable Wake on Lan function to boot up the LAN computer.

To configure Wake on Lan function in RS-3000

STEP 1. Select Setting in Wake on Lan, and enter MAC Address to specify the computer who needs
to be booted up remotely. User can press Assist to obtain the MAC Address from the table
list. (Figure25-1)

Figure 25-1 Wake on Lan Setting

STEP 2. User only needs to press Wake Up button to boot up the specific LAN computer. (Figure 25-2)

Configure

Figure 25-2 Complete Wake on Lan Setting
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Chapter 26 Status

The users can know the connection status in Status. For example: LAN IP, WAN IP, Subnet Netmask,
Default Gateway, DNS Server Connection,

and its IP...etc.

B Interface: Display all of the current Interface status of the RS-3000

B Authentication: The Authentication information of RS-3000

B ARP Table: Record all the ARP that connect to the RS-3000

B DHCP Clients: Display the table of DHCP clients that are connected to the RS-3000.
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Interface
STEP 1 . Enter Interface in Status function; it will list the setting for each Interface: (Figure 26-1)
B Forwarding Mode: The connection mode of the Interface
B WAN Connection: To display the connection status of WAN
B Max. Downstream / Upstream Kbps: To display the Maximum
Downstream/Upstream Bandwidth of that WAN (set from Interface)
B Downstream Alloca.: The distribution percentage of Downstream according to WAN
traffic
Upstream Alloca.: The distribution percentage of Upstream according to WAN traffic
PPPoE Con. Time: The last time of the RS-3000 to be enabled
MAC Address: The MAC Address of the Interface
IP Address/ Netmask: The IP Address and its Netmask of the Interface
Default Gateway: To display the Gateway of WAN

DNS1/2: The DNS1/2 Server Address provided by ISP
Rx/Tx Pkts, Error Pkts: To display the received/sending packets and error packets of

the Interface

B Ping, HTTP: To display whether the users can Ping to the RS-3000 from the Interface

or not; or enter its WebUI

Active Sessions Mumber © 22 System Uptime : 0 Day 0 Hour 18 Min 17 Sec

ooon

EE s
HTTF

Figure 26-1 Interface Status
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Authentication

STEP 1. Enter Authentication in Status function; it will display the record of login status: (Figure 26-2)

B |P Address: The authentication user IP

B Auth-User Name: The account of the auth-user to login

B Login Time: The login time of the user (Year/Month/Day Hour/Minute/Second)

Authentication-User Mame 0 ime Configure

Figure 26-2 Authentication Status WebUI
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ARP Table

STEP 1 . Enter ARP Table in Status function; it will display a table about IP Address, MAC Address,
and the Interface information which is connecting to the RS-3000: (Figure26-3)
B Anti-ARP virus software: Works to rewrite LAN ARP table as default
B |P Address: The IP Address of the network
B MAC Address: The identified number of the network card
[

Interface: The Interface of the computer

Arti-ARP virus software imi Commert

Plea=e download the client softvware and execute it on PC, then finish the cliert static MAC setting. Or you can download again and copy this
cliert software ta the directory of CDocuments and Settingz\A UsersiStar MenuPrograms\Startup, and O will sutomatically execute the client
software everytime when you starting up the PC. (for Windows XP/2000 or above)

Total MACs 12

Static Hl

Figure 26-3 ARP Table WebUI
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DHCP Clients

STEP 1.In DHCP Clients of Status function, it will display the table of DHCP Clients that are connected
to the RS-3000: (Figure26-4)

B |P Address: The dynamic IP that provided by DHCP Server

® MAC Address: The IP that corresponds to the dynamic IP

B |eased Time: The valid time of the dynamic IP (Start/End)
(Year/Month/Day/Hour/Minute/Second)

Leased Time

IP Address MAC Address =

g2 eE2 D00 59059 782 | C200773/30 16:36:37 BO0TIEE VEIEEET

Figure 26-4 DHCP Clients WebUI
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Chapter 27 Specification
Hardware
CPU Intel IXP 425, 533MHz
DRAM 128 MB
Flash ROM 16MB (Flash)
Console port RS232 Serial Port O
LAN port (Switch [Shield RJ-45 Ethernet UTP port 1 (10/100)
Hub) Modify the MAC address O
Shield RJ-45 Ethernet UTP port 2 (10/100)
WAN port Support xXDSL/Cable/Leased Line Service @)
Modify the MAC address O
Shield RJ-45 Ethernet UTP port 1 (10/100)
DMZ port
Modify the MAC address O
Dimensions W x D xH (cm) 44x23.7x4.3
Size Rack Mount
Weight Kgs 2.75
Power 100~250 VAC / 80W
Performance
WAN-LAN / Zone 1-Zone 2 / Port 1-Port 2 100 Mbps
DES Encryption 18 Mbps
VPN
3DES Encryption 16 Mbps
Throughput
HTTP 12Mbps
Anti-Virus
FTP 20Mbps
IDP 10 Mbps
Max Concurrent Sessions 110,000
New Sessions / Second 10,000
Email Capacity Per Day ( Mail Size 1098 bytes) 120,000
SMB

Corporation Size

(clients 50~80)

Unlimited User

O

Mail Security Function

Scanned Mail

Settings

The allowed size of scanned mail

10-512 (KBytes)

Add the message to the subject line of unscanned mail

O
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Max entry 50
Mail Relay Internal Mail Server O
Allowed External IP O
Inbound Scanning for Internal Mail Server O (LAN & DMZ)
Inbound Scanning for External Mail Server @)
Score Tag @)
Spam Fingerprint O
Setting
Bayesian Filtering O
Check sender address in RBL O
Check sender account O
Spam signature O
Delete spam mail O
Action of
Deliver to the recipient @)
Spam Mail
Forward mail O
Max entry 100
Anti-Spam Global Rule
Auto-Training O
Export & Import Whitelist O
Whitelist Max entry 128
Auto-Training O
Export & Import Blacklist O
Blacklist Max entry 128
Auto-Training O
Export & Import Training Database @)
Spam Mail for Training @)
Spam
Ham Mail for Training O
Training
Spam Account for Training O
Ham Account for Training O
Mail Anti-Virus Virus Scanner Clam
Anti-Virus Auto Update Virus Definitions 10 min
Setting Inbound Scanning for Internal Mail Server O (LAN & DMZ)
Inbound Scanning for External Mail Server O
Action of Delete infected mail O
Infected Mail |peliver a notification mail instead of the original o

virus mail
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Deliver the original virus mail O
Forward mail O
Security Function
HTTP O
Policy
Anti-Virus FTP O
P2P, IM, NetBIOS... (IDP) O
Auto Update IDP Definitions 30 min
Anomaly O
Total IDP Signatures Number (2006/01/18) 716
Custom ( Max entry ) 256
IDP
IDP Log Log @)
Enable Blaster Blocking @)
Blaster Alarm
E-Mail / NetBIOS Alert Notification OIo
Un-detected IP O
Static ARP O
Management
Web Based Ul Traditional Chinese , Simplified Chinese and English Web Ul @)
Web
HTTP O
Management
Firmware
From LAN & WAN (Web Ul) O
Upgrade
Sub-Administrator|Max entry 10
Remote Monitor O
Web Management (Port Number) can be changeable O
Remote
Permitted IPs (Max entry) 32
management
Web Ul Logout O
MTU changeable for WAN O
Interface Statistics O
Traffic Statistics |WAN / Policy O
Multiple Subnet
Routing / NAT (Max entry) O 1 O (16)
(NAT)
Configuration Route Table ( Max entry ) 10
Dynamic Routing (RIPv2) O
Host Table (Max entry) 20
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DDNS (Max entry) 16
Save configuration to files O
Load configuration from files O
Load Default (Factory Reset) O
DHCP Client / Server O (LAN)
Protocols DHCP Server assign dynamic IP Up to 512
Supported DHCP Server assign static IP (MAC+IP) O
NTP ( Network Time Protocol) O
Wake on Lan O
Bandwidth Manager Function
Guaranteed Bandwidth O
Priority-bandwidth utilization O
QoS QoS (Max entry) 100
Max. Bandwidth (MB) 50
Personal QoS O
Accounting
Ranking by IP / Port O
Report
Authentication User ( Max entry ) 200
Authentication Group (Max entry) 50
RADIUS O
Authentication ~ |POP3 O
URL to redirect O
Authentication
Messages to display O
Status
Disable re-login @)
Inbound / Outbound Function
Auto(Al) Mode,By Session,By Packet,
Load-balancing |OutBound Round-Robin,Auto Backup, By Secure IP, By O
Destination IP
WAN Port ICMP O
connection status [DNS O
Firewall Function
NAT O
Deployment
Transparent Mode (Enable / Disable) O
Address Book Internal Max entry 200
Internal Group (Max entry) 20
External (Max entry) 100
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External China Telecom & CNC

Group Max entry 20
DMZ Max entry 100
DMZ Group ( Max entry ) 20
Custom ( Max entry ) 20
Service Book
Group (Max entry) 20
Schedule (Max entry) 20
Mapped IP (Max entry) 16
Multiple Virtual Servers 4
Virtual Server
Virtual Server Service Name (Max entry) 16
Multi-Servers Load Balancing 4
SPI (Stateful Packet Inspection) O
MAC Address Filtering O
Assign WAN Link by Source IP O
Assign WAN Link by Destination IP O
Assign WAN Link by Port O
Packet Filtering by Source IP O
Packet Filtering by Destination IP O
Packet Filtering by Port O
Access control by group @)
Policy Control Time-Schedule Management O
Max. Concurrent Sessions O
Incoming NAT mode & External To DMZ NAT mode O
Outgoing ( Max entry ) 200
Incoming (Max entry ) 50
LAN To DMZ (Max entry) 20
WAN To DMZ (Max entry ) 50
DMZ To LAN ( Max entry ) 20
DMZ To WAN (Max entry) 20
Tips O
Content Filtering |URL Blocking (Max entry) 300
Script Blocking (Java / ActiveX / Cookie / Popup) @)
All Types Block O
Audio and Video Types Block O
Download : : : :
Blocking Extensions Block (exe, zip, rar, iso, bin, rpm, doc,
xI?, ppt, pdf, tgz, gz, bat, com, dll, hta, scr, vb?, O

wps, pif, com, msi, reg, mp3, mpeg, mpg)

261




All Types Block

Extensions Block

Upload
(exe,zip,rar,iso,bin,rpm,doc,xI?,ppt,pdf,tgz,gz,bat,co
Blocking O
m,dll;hta,scr,vb?,wps,pif,com,msi,reg,mp3,mpeg,m
pg)
Auto Update Definitions 30 min
eDonkey O
BT O
WinMX O
Foxy O
KuGoo O
AppleJuice O
P2P Blocking
AudioGalaxy O
DirectConnect O
iMesh O
IM / P2P Blocking MUTE O
Thunders O
VNN Client O
MSN Messenger O
Yahoo Messenger O
ICQ O
IM Blocking |QQ @)
Skype VolP @)
Google Talk O
Gadu-Gadu O
IM / P2P Rule O
Drop Intruding Packets O
Traffic Log / Event Log / Connection Log OI0IO
Log Syslog Settings O
Log Backup
E-mail alert when WAN link failure O
H/W Watch-Dog |Auto rebooting when detecting system fails O
VPN Function
One-Step IPSec @)
IPSec Dead Peer Detection O
Show remote Network Neighborhood O
IPSec Autokey
IKE, SHA-1, MD5 Authentication O
Auto Key management via IKE/ISAKMP O
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Allow to IPSec (Max entry) 200/ 100
Configure / PPTP Server (Max entry) 32/32
Connection

PPTP Client ( Max entry ) 16/16
Tunnels
Stateful Packet Inspection O
Supports Windows VPN Client O
VPN Hub O
VPN Trunk ( Max entry ) 50
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Chapter 28 Network Glossary

The network glossary contains explanation or information about common terms used in networking

products. Some of information in this glossary might be outdated, please use with caution.

RJ-45
Standard connectors for Twisted Pair copper cable used in Ethernet networks. Although they look
similar to standard RJ-11 telephone connectors, RJ-45 connectors can have up to eight wires, whereas

telephone connectors have only four.

100Base-TX
Also known as 802.3u. The IEEE standard defines how to transmit Fast Ethernet 100Mbps data using
Cat.5 UTP/STP cable. The 100Base-TX standard is backward compatible with the 10Mbps 10-BaseT

standard.

WAN
Wide Area Network. A communication system of connecting PCs and other computing devices across

a large local, regional, national or international geographic area.

LAN
Local Area Network. Itis a computer network covering a small physical area or small group of

buildings.

DMZ
Demilitarized Zone. When a router opens a DMZ port to an internal network device, it opens all the

TCP/UDP service ports to this particular device.

PPPoOE
Point-to-Point over Ethernet. PPPOE relies on two widely accepted standards; PPP and Ethernet.
PPPOE is a specification for connecting the users on an Ethernet to the Internet through a common

broadband medium, such as single DSL line, wireless device or cable modem.
Transparent

Transparent mode works to transfer real IP address from WAN interface to the device that connects to

DMZ port. So the DMZ device can also get real IP address and offer the service with Internet users.
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NAT
Network Address Translation. A network algorithm used by Routers to enables several PCs to share
single IP address provided by the ISP.  The IP that a router gets from the ISP side is called Real IP,

the IP assigned to PC under the NAT environment is called Private IP.

DHCP

Dynamic Host Configuration Protocol. A protocol that enables a server to dynamically assign IP
addresses. When DHCP is used, whenever a computer logs onto the network, it automatically gets an
IP address assigned to it by DHCP server. A DHCP server can either be a designated PC on the

network or another network device, such as router.

DNS
A program that translates URLSs to IP addresses by accessing a database maintained on a collection or

Internet servers.

DDNS

Dynamic Domain Name System. An Algorithm that allows the use of dynamic IP address for hosting
Internet Server. DDNS service provides each user account with a domain name. Router with DDNS
capability has a built-in DDNS client that updates the IP address information to DDNS service provider
whenever there is a change. Therefore, users can build website or other Internet servers even if they

don't have fixed IP connection.

Subnetwork or Subnet
Found in larger networks, these smaller networks are used to simplify addressing between numerous
computers. Subnets connect to the central network through a router, switch or gateway. Each individual

wireless LAN will probably use the same subnet for all the local computers it talks to.

IP Address

IP (Internet Protocol) is a layrer-3 network protocol that is the basis of all Internet communication. An IP
address is 32-bit number that identifies each sender or receiver of information that is sent across the
Internet. An IP address has two parts: an identifier of a particular network on the Internet and an
identifier of the particular device (which can be a server or a workstation) within that network. The new

IPv6 specification supports 128-bit IP address format.

MAC
Media Access Control. MAC address provides layer-2 identification for Networking Devices. Each
Ethernet device has its own unique address. The first 6 digits are unique for each manufacturer.

When a network device have MAC access control feature, only the devices with the approved MAC
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address can connect with the network.

TCP
A layre-4 protocol used along with the IP to send data between computers over the Internet. While IP
takes care of handling the actual delivery of the data, TCP takes care of keeping track of the packets

that a message is divided into for efficient routing through the Internet.

UDP
User Datagram Protocol. A layer-4 network protocol for transmitting data that does not require

acknowledgement from the recipient of the data.

QoS (Bandwidth Management)

Bandwidth Management controls the transmission speed of a port, user, IP address, and application.
Router can use bandwidth control to limit the Internet connection speed of individual IP or Application.
It can also guarantee the speed of certain special application or privileged IP address - a crucial feature

of QoS (Quality of Service) function. For switch's bandwidth management, please see "Rate Control".

RADIUS

Remote Authentication Dial-In User Service. An authentication and accounting system used by many
Internet Service Providers (ISPs). When you dial in to the ISP, you must enter your username and
password. This information is passed to a RADIUS server, which checks that the information is correct,
and then authorizes access to the ISP system. RADIUS typically uses port 1812 and port 1813 for
authentication and accounting port. Though not an official standard, the RADIUS specification is

maintained by a working group of the IETF.

Wake on Lan
Wake on Lan (WOL) function works to power on the computer remotely. The computer’s network card

must also support WOL function, when it receive the waked up packets and the computer will auto boot

up.

VPN
Virtual Private Network. A type of technology designed to increase the security of information over the
Internet. VPN creates a private encrypted tunnel from the end user’s computer, through the local

wireless network, through the Internet, all the way to the corporate network.
IPsec

IP Security. A set of protocols developed by the IETF to support secure exchange of packets at the IP

layer. IPsec has been deployed widely to implement Virtual Private Networks (VPNs). IPsec
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supports two encryption modes: Transport and Tunnel. Transport mode encrypts only the data of
each packet, but leaves the header untouched. The more secure Tunnel mode encrypts both the

header and the payload. On the receiving side, an IPSec-compliant device decrypts each packet.

PPTP

Point-to-Point Tunneling Protocol: A VPN protocol developed by PPTP Forum. With  PPTP, users
can dial in to their corporate network via the Internet. If users require data encryption when using the
Windows PPTP client, the remote VPN server must support MPPE (Microsoft Point-To-Point Encryption
Protocol) encryption. PPTP is also used by some ISP for user authentication, particularly when

pairing with legacy Alcatel / Thomson ADSL modem.

Preshare Key

The IKE VPN must be defined with a Preshared Key. The Key may be up to 128 bytes long.

ISAKMP (Internet Security Association Key Management Protocol)
An extensible protocol-encoding scheme that complies to the Internet Key Exchange (IKE) framework

for establishment of Security Associations (SAS).

AH (Authentication Header)

One of the IPSec standards that allows for data integrity of data packets.

ESP (Encapsulating Security Payload)

One of the IPSec standards that provides for the confidentiality of data packets.

DES (Data Encryption Standard)
The Data Encryption Standard developed by IBM in 1977 is a 64-bit block encryption block cipher using
a 56-bit key.

Triple-DES (3DES)

The DES function performed three times with either two or three cryptographic keys.
AES (Advanced Encryption Standard)
An encryption algorithm yet to be decided that will be used to replace the aging DES encryption

algorithm and that the NIST hopes will last for the next 20 to 30 years.

NULL Algorithm

It is a fast and convenient connecting mode to make sure its privacy and authentication without
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encryption. NULL Algorithm doesn’t provide any other safety services but a way to substitute ESP

Encryption.

SHA-1 (Secure Hash Algorithm-1)
A message-digest hash algorithm that takes a message less than 264 bits and produces a 160-bit

digest.

MD5
MD5 is a common message digests algorithm that produces a 128-bit message digest from an arbitrary

length input, developed by Ron Rivest.

Main Mode
This is another first phase of the Oakley protocol in establishing a security association, but instead of

using three packets like in aggressive mode, it uses six packets.

Aggressive mode
This is the first phase of the Oakley protocol in establishing a security association using three data

packets.

GRE/IPSec

The device Select GRE/IPSec (Generic Routing Encapsulation) packet seal technology.

Sasser

Sasser is a computer worm that affects computers running vulnerable versions of the Microsoft
operating systems Windows XP and Windows 2000. Sasser spreads by exploiting the system through
a vulnerable network port (as do certain other worms). Thus it is particularly virulent in that it can spread
without user intervention, but it is also easily stopped by a properly configured firewall or by

downloading system updates from Windows Update.

MSBlaster
The Blaster Worm (also known as Lovsan or Lovesan) was a computer worm that spread on computers

running the Microsoft operating systems: Windows XP and Windows 2000.
Code Red

The Code Red worm was a computer worm observed on the Internet on July 13, 2001. It attacked

computers running Microsoft's IS web server.
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Nimda
Nimda is a computer worm, and is also a file infector. It quickly spread, eclipsing the economic damage
caused by past outbreaks such as Code Red. Multiple propagation vectors allowed Nimda to become

the Internet’s most widespread virus/worm within 22 minutes.

SYN Flood
A SYN flood is a form of denial-of-service attack in which an attacker sends a succession of SYN

requests to a target's system.

ICMP Flood

A smurf attack is one particular variant of a flooding DoS attack on the public Internet. It relies on
misconfigured network devices that allow packets to be sent to all computer hosts on a particular
network via the broadcast address of the network, rather than a specific machine. The network then
serves as a smurf amplifier. In such an attack, the perpetrators will send large numbers of IP packets
with the source address faked to appear to be the address of the victim. The network's bandwidth is

quickly used up, preventing legitimate packets from getting through to their destination.

UDP Flood

A UDP flood attack is a denial-of-service (DoS) attack using the User Datagram Protocol (UDP), a
sessionless/connectionless computer networking protocol.

Using UDP for denial-of-service attacks is not as straightforward as with the Transmission Control
Protocol (TCP). However, a UDP flood attack can be initiated by sending a large number of UDP

packets to random ports on a remote host.

Ping of Death
Itis the attacks of tremendous trash data in PING packets that hackers send to cause System
malfunction. This attack can cause network speed to slow down, or even make it necessary to restart

the computer to get a normal operation.

IP Spoofing
Hackers disguise themselves as trusted users of the network in Spoof attacks. They use a fake identity

to try to pass through the firewall system and invade the network.
Port Scan

Hackers use to continuously scan networks on the Internet to detect computers and vulnerable ports

that are opened by those computers.
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Tear Drop
The Tear Drop attacks are packets that are segmented to small packets with negative length. Some
Systems treat the negative value as a very large number, and copy enormous data into the System to

cause System damage, such as a shut down or a restart.

Detect Land Attack:
Some Systems may shut down when receiving packets with the same source and destination
addresses, the same source port and destination port, and when SYN on the TCP header is marked.

Enable this function to detect such abnormal packets.
DoS Attack

Denial of Service. Atype of network attack that floods the network with useless traffic. Many DoS

attacks, such as the Ping of Death and Teardrop attacks, exploit limitations in the TCP/IP protocols.
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