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VPN Examples

In this Guide, we will provided setup guide for 3 VPN applications example:

1. Using IPsec protocol to connect 2 remote LAN together using 2
WMU/MU9000VPN Routers.

2. Using PPTP protocol to connect 1 remote PC with WMU/MU-9000VPN

3. Using IPsec protocol to connect a remote mobile PC with WMU/MU-9000VPN

To setup a VPN connection, it involves set up in both the router and the PC side. As
you will notice, the setup for the VPN server on the router is very simple. But the
setup on the client side depends on what type of VPN client software you use on the
PC. Once you take time to go through the step-by-step example, it will become clear
and easier to setup.

Add WPM Tunnel |

I IPsec Server

Show YPMN Tunnel Sumrmary |

Functions
Show Pre-Shared Key Summary |

Show IPSEC SPI Information |

PPTP Server
Function

PPTP Server Setting | '

Example 1. Using IPsec to connect 2 LAN together
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Router LAN IP: Router WAN IP: Router WAN IP: Router LAN IP:
192.168.2.254 10.0.0.1 10.0.0.2 192.168.1.254
(.
Q&) a9 H
. PC1IP:
PC1 IP: USA Office German Office 192.168.1.2
192.168.2.2

In this example, we will connect the USA office and German office together
using IPsec VPN server (WMU-9000VPN on both side). The goal is to let
both office’s network together and operate as if they are on the same LAN.
Please note that for security purpose, IPsec require that the IP subnet on both
side of the VPN tunnel must be different. Therefore, in this example, the USA
office’s local IP subnet is 192.168.2.x. The German office’s local IP subnet is
192.168.1.x.

After firmware version .40, the router can support VPN over dynamic
DNS. If the remote VPN server is using Dynamic DNS, please select
“FQDN” for the Remote Secure gateway, then enter the remote server’s
DDNS domain name.

=

Please check the above diagram to get a clear idea of how the connect and IP
addresses.

USA Router Setup|

1.

Add WPM Tunnel |

Show YPMN Tunnel Sumrmary |

Show Pre-Shared Key Summary |

Show IPSEC SPI Information |

PPTP Server Setting

Click on the VPN button on the top menu
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2. Click on “Add VPN Tunnel”

*Tunnel Name | Germany

Tunnel Status
Local Secure Group
IP Address/ask
Remote Secure Group
IP Address/Mask

192.168.1.0/24 <4 B.C.DM>

Remote Secure Gateway (Road Warriors Please Specify 0.0.0.0)

* @IP Address 10002 6
OFQDN e

Encryption JDES )

Authentication DS _

Encapsulation Tunnel _

K ey Management
Key Exchange Method Auto(TKE)

PFS Enable .v
| *Pre-Shared Key owislink | 7
Key Lifetime 3600 <1200-28800>

8 [ [resel

On the VPN setting page above. For the Tunnel name, please enter
“Germany” for this case.

For the local secure Group. Enter the local IP subnet and the mask in
this field. For USA office, the LAN IP subnet is 192.168.2.0, enter “24”
for mask if you want the entire LAN to have access to the tunnel.

For the remote secure Group. Enter the remote LAN IP subnet and the
mask in this field. For the remote Germany office, the LAN IP subnet is
192.168.1.0, enter “24” for mask if you want the entire remote LAN to
have access to the tunnel.

Enter the IP address of the Germany’s WAN IP address. In this case, it
is “10.0.0.2". If the remote VPN server is using Dynamic, please select
“FQDN” and enter the remote server’s DDNS address.

Please enter a Pre-Shared Key which is the key that the VPN tunnel use
for data encryption. The key must set to the same on both side. In this
case, we use “ovislink”

Press the Add button

Press “save changes” on the left menu bar.
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Germany Router Setup|

Add WPM Tunnel |

Show YPMN Tunnel Sumrmary |

Show Pre-Shared Key Summary |

Show IPSEC SPI Information |

PPTP Server Setting

1. Click on the VPN button on the top menu
2. Click on “Add VPN Tunnel”

> Printer

VPN Setting |

*Tunnel Name

Tunnel Status
Local Secure Group
IP Address/Mask
Remote Secure Group
IP Address/Mask

Eemote Secure Gateway (Road Warriors Please Specify 0.0.0.0)
* @ IP Address

10.00.1
OFQDN |

Encryption JDE3
Authentication MD5
Encapsulation Tunnel _

Key Management
Key Exchange Method Ao{IKE)

PFS Enable | v+ |

*Pre-Shared Key ovislink | | 7

Key Lifetime 3600 <1200-28800>
8 | [2dd]|
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3. Onthe VPN setting page above. For the Tunnel name, please enter
“USA” for this case.

4. For the local secure Group. Enter the local IP subnet and the mask in
this field. For the Germany office, the LAN IP subnet is 192.168.1.0,
enter “24” for mask if you want the entire LAN to have access to the
tunnel.

5. For the remote secure Group. Enter the remote LAN IP subnet and the
mask in this field. For the remote USA office, the LAN IP subnet is
192.168.2.0, enter “24” for mask if you want the entire remote LAN to
have access to the tunnel.

6. Enter the IP address of the USA's WAN IP address. In this case, it is
“10.0.0.1". If the remote VPN server is using Dynamic, please select
“FQDN” and enter the remote server’s DDNS address.

7. Please enter a Pre-Shared Key which is the key that the VPN tunnel use
for data encryption. The key must set to the same on both side. In this
case, we use “ovislink”

8. Press the Add button

9. Press “save changes” on the left menu bar.

After the settings is done on both side, the routers should built tunnels to
connect the 2 sides together.
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Example 2: Using PPTP to connect remote PC to Local
LAN

Router WAN IP:

10.0.0.3
VPN (. VPN
gﬁ’—‘ Internet yo— £ — o
' LAN

Remots RS Router LAN IP: e WAN 1P
PC WAN IP: 192.168.1.254 oo e
10.0.0.1 168.1.

In this example, we will demonstrate how to setup a VPN connection between a
remote PC and the WMU-9000VPN using the PPTP server function. Looking at the
diagram above, the Remote PC has real IP address of 10.0.0.1. If this remote PC is
connected to Internet through an IP sharing router, please make sure that router
supports PPTP pass through function. In this example, the WMU-9000VPN'’s WAN
IP address is 10.0.0.3. You can also register the WMU-9000VPN with dynamic DNS
if you don’t have fixed IP address. Finally, the local LAN has IP address 192.168.1.x.
Please note that if the Remote PC is under a router, the remote PC’s IP subnet must
be different from the local IP subnet.

The Router’'s PPTP server can support 10 PPTP VPN user’s account.

Router Setup|

Add VPN Tunnel |

Show VPN Tunnel Sumrmary |

Show Pre-Shared Key Summary |

Show IPSEC SPI Infarmation |

PPTP Server Setting | 2

3. Click on the VPN button on the top menu
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4. Click on “PPTP Server Settings”

FFPTF Server '\

PPTP Server Status Enable v
Local IP Address 192.168.33.101-100 <A.B.C.D[E]>
Remote IP Address 192.168.1.101-100 <4 B.CD[E]>
6 |(set|(Rese]
Account Management

3. Enable the PPTP Server Status
The local IP address field is the internal IP address range used by VPN server to
keep track of the IP translation. It must be on a different subnet from the local
LAN. In this case, we put “192.168.33.101-110" for all 10 possible account.

5. The Remote IP address field is where you put the local IP address assignment to
the remote PC when they login. They must be in the same subnet as the local
LAN. In this case, since the local LAN’s IP subnet is 192.168.1.x. We will put
“192.168.1.101-110" for the IP address assignment to the 10 accounts (from .101
to .110).

6. Place the “Set” button to turn on the PPTP server
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PPTF Server "\

PPTP Server Status Enablz .

oeef) 1T s 192.168.33.101-100 -4 B.CDLE
Remote IP Address 192.168.1.101-100 -4 B.C.DLE]>

Acconnt Management

User Name Password

|vpnone

|
|
|
|
|
|
|
|
|
]
8 Resat

7. Now Enter the User’'s Name and Password in the account management. In this
example, please put “vpnone” for the user’s name.
8. Press “Set” button to create VPN account.

Press “Save Changes” on the left hand menu bar.

Remote PC Setup (Using WinXP VPN Client)

In case of WINXP, the following steps shows PPTP client setting.

10
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S— 1. Go to Network
*s Network Connections A= _ COnneCtion on

File Edit \“jew Fawvaorites Tools Advanced Help -:,' Contr0| Panel
lﬁ P ) Search |{~ Folders v 2. Click on Create a
Address | @ Metwork Connections V| a Go new connection.
LAN or High-Speed Internet
MNetwork Tasks
. [ | 1394 Connection
[E] Create anew connection - B Enabled
# Set up a home or small N 1394 Met Adapter
* office network
Local Area Connection
) Enabled
See Also T __M_ Realtek RTLE139 Family PCTF...
j) Metwork Troubleshooter
Other Places
G- Control Panel
hg Iy Metwork Places
B My Documents
i My Computer
Details
Network Connections
Swstemn Faolder
3. Click on Next
New Connection Wizard button

Welcome to the New Connection
Wizard

Thiz wizard helpz wou;
* Connect to the Intemet,

* Connect bo a private network, such as your workplace
nebwork,

* Setup a bome or zmall affice nebwork.

To continue, click Mext.

[ Mest> |[ Cancel

11



OvisLink 9000VPN VPN Guide

Mew Connection Wizard

Hetwork Connection Type
What do you want to do?

() Connect to the Internet
Connect to the Intermet g0 pou can browse the Web and read email.

(3)Connect to the network at my workplace

Cannect ta a buzsiness netwark, (using dial-up o WPM] 20 pou can wark fram bome,
a field office, or another location.

() Set up a home or small office network
Connect to an exizting horme ar emall office netwark, or zet up a new one,

() Set up an advanced connection

Cannect directly ko anather camputer uzing your zenial, parallel, ar infrared port, ar
zet up this computer g0 that other computers can connect ko it

[ < Back ” Hest » l l Cancel ]
Mew Connection Wizard
Metwork Connection
Howa do pou want to connect bo the network at your workplace?

Create the following connection:

() Dial-up connection

Connect using a modem and a reqular phone ling or an Integrated Services Digital
Metwork [I1S0OM] phone line.

(*)¥irtual Private Network connection

Connect to the network using a wirtual private netwark, WPH] connection over the
Internet.

< Back ” Hest » Il Cancel

12

4. Click on Connect
to the network at
my workplace.

5. Click on Next
button

6. Click on Virtual
Private Network
connection

7. Click on Next
button
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8. Enter the name of

. connection. In
Connection Name .
Specify a name for thiz connection to your workplace. !IhIS case, the name
is To VPN router.
9. Click on Next

Type a name for thiz connection in the follmwing bos.

Company Mame

To VPN router

For example, you could type the name of pour workplace or the name of a server you
will connect to.

[ < Back ” Mext » |l Cancel ]

Then, enter Matrix’s domain IP address. If you’re using static IP and
already applied for a domain name, or if you are using dynamic IP with
DDNS domain name applied and activated built-in DDNS function in this
router. Then you can enter the domain name in this section.

New C ion Wizard 10. Enter the WAN IP

ew Connection Wizar address or DDNS

¥PN Server Selection domain name of
‘wihat is the name or address of the VPN server? your VPN router.

11. Click on Next

Tupe the hast name or Intermet Pratacal [IP] address of the computer to which you are
connecting.

Host name or IP address [for example, microsoft.com or 157 54.0.1 ]

10.0.0.3

< Back ” Mext > |[ Cancel

13
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12. If you would like
this connection to

New Connection Wizard

Bl . appear on your
Cc_umplcviatlng the New Connection desktop. Please
Wizar do so by ticking
rou have successfully completed the steps needed to the check box of
create the following connection: Add a shortcut to

To VPN router the connection to

* Share with all users of this computer my desktop_

13. Click on Finish
button.
The connection will be zaved in the Netwark
Connections folder.
[Jiadd a shortcut o this cornechion bo my desklop
To create the connection and cloze this wizard, click Finigh,
< Back ][ Finizh ] [ Cancel ]
— 14. Click on
Connect To VPN router Properties button

Uzer name:

Paszword:

[ ] Save thiz user name and pazsword for the following users:

Connect ] [ Caricel ] | Properties | [ Help

14
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15. Un-tick or cancel

# To VPN router Properties _ _ the check box of
= Require data
| General | DDtiDﬂSl Security | Metworking || Advanced encryption
Security options gf;lrS]g;mneCt if
(%) Tupical [recommended settings] 16. Click on OK

Walidate my identity az follows;

| Require secured password A |

[] Automatically uze my Windows logon name and
pazzword [and domain if any]

[liRequire data encryption [disconnect IF none}

() Advanced [custom settings)

|lzing these settings requires a knowledge

of security protocaols, Settings...

|PSec Settings. ..

L ] J[ Cancel ]

— = 17. Enter your User

Connect To VPN router name and

' ' Password

18. Click on Connect
button.

L=er name: WPnone

Pazzword: LLLL L

[ ]5awe this uzer name and pazswaord Far the following uzers:

ke anly

Armone who uzes thiz computer

Connect ][ Cancel ]I_ Properties ]I_ Help

15
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Once the successful connection is made, your WINXP connection logo
will appear on the bottom of your Window to confirm the successful
connection.

jr.! To ¥PN router is now connected

Click here for more information, .,

You can also access to your web-based management page from your router
and go to PPTP server setting page. From the bottom of the page, you will
see the current PPTP VPN connection status from Client Management section.

On Client Management section, if Disconnect check box is ticked and click on
Set, it will allow PPTP disconnection. If the Reset button is clicked, PPTP
disconnection will be cancelled and the PPTP will be reconnected again.

Now the remote PC can access the Local LAN. It should be able to ping the
PC at 192.168.1.2 directly.

16
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Example 3: IPSEC Configuration Example

IPSec provide tunneling, authentication, and encryption technique so it ensure your
data is safely transmitted on Internet without been attack by hackers. In order to
create a secure VPN tunnel or channel between two endpoints by IPSEC, please take
the following steps.

VPN Router LB TP192.168.1.X/24
[r—————— B 6W:192.168.1.254
el TAN
WAN

e VPH IPse<-3DES-IDS

IP:192.168.2.25474
GW:192.168.2.1

The above diagram provides simple illustration of how to connect two end points via
your router by VPN technique. In this case, a PC with IP address of
192.168.2.254/24 is trying to connect with another PC with its IP address of
192.168.1.x/24 via your VPN router with it's IP address of 192.168.1.254/24.

The above diagram is the basis for the configuration environment of our VPN router.

17
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Router’s IPsec Setup |

-+ Printer

dd VPN Tunnel | 2

Show YPMN Tunnel Sumrmary |

Show Pre-Shared Key Summary |

Show IPSEC SPI Information |

PPTP Server Setting |

1. Click on VPN button on top manual bar of your web page.
2. Click on Add VPN Tunnel.

VPN Setting |
*Tunnel Name ForinyP 3
Tunnel Mtatus 4

Local Secure Group

IP AddressMask |192.1EB.1 0424 <A B C Dtz
IP AddressMask I <4 B C D=

emote Secure Gateway (Hoad Warriors Please Specify 0.0.0.0)
* ' TP Address
C FODN

jo.0.0.0

Encryption ADES

Authentication D5 vI
Encapsulation Tunnel *I

K ey Management
EKey Exchange MMethod Auto(TEE)
PES I Enable 'I

*Pre-Shared Key |vpntest
Key Lifetime ISEEIEI =1 200-22200=

Reset |

18
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3. Enter the name of the tunnel in the Tunnel name field. It allows you to identify
multiple tunnels from your tunnel group. It does not have to match the name
used at the other end of the tunnel. For this example, please enter “ForWinXpP”
Select Enable from Tunnel Status field to activate the tunnel.

5. The Local Secure Group is the computer (s) on your LAN that can access the
tunnel. Enter the IP address and subnet mask of your local VPN router in the
field. For this example, enter “192.168.1.0/24”

6. The Remote Secure group is the computer (s) on the remote end of the tunnel
that can access the tunnel. Enter the IP address and subnet mask of the
computer at the other end of the tunnel in this field. Since in this example, we
leave the option open for any PC with correct authentication key. Therefore, we
leave the option blank.

7. The Remote Security Gateway is the VPN device, such as a second VPN router
on the remote end of the VPN tunnel. Enter the IP address of the VPN device at
the other end of the tunnel. The remote VPN device can be another VPN router,
a VPN server, or a computer with VPN client software that supports IPSec. The
IP address may either be static or dynamic, depending on the settings of the
remote VPN device. Make sure that you have entered the IP address correctly,
or the connection cannot be made. In this example, since the connection is for
any remote PC with correct authentication key, we leave it at “0.0.0.0".

8. Currently you have only one option to select one type of Encryption as 3DES.
This is the most secure type of encryption and it is set as the default value.

9. From Authentication, you have option to select either MD5 or SHAL. Itis
recommended to select SHA1 as it is more secure than MD5.

10. From Key Management section, select Auto (IKE) as default value and select
PFS (Perfect Forward Secrecy) and enter a series of numbers or letters in the
Pre-Shared Key field. Based on this word, which must be entered at both ends
of the tunnel. You may use any combination of up to 24 numbers or letters in
this field. No special characters or spaces are allowed. In the Key Lifetime
field, you may optionally select to have the key expire at the end of a time period
of your choosing. Enter the number of seconds you like the key to be useful.
The default value if Key Lifetime is 3600 seconds. In this example, we use
“vpntest”

11. Click on add to confirm your VPN tunnel settings.

After the VPN tunnel has been established, you should see the name of VPN tunnel
and status from the first page as following:

19
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VP Setting

WEPH Tunnel

For'WWimXP Enable

Add VPN Tunnel |

Show PR Tunnel Summary |

Show Pre-Shared Key Summary |

Show IPSEC SPI Information |

PFTF Server Setting

Show VPN Tunnel Summary
To view IPSec VPN tunnel setting values, please click on Show VPN Tunnel
Summary button to access the information.

VPN Tunnel Summary §

Interface wah crypto map detail:

Crypto map "ForWinXP"™ ipsec-isakmp
Match address 192.168.1.0/24
Current peer: 0.0.0.0
Transformw—sec={ForWinZP}
Security association lifetime: 23500 seconds
FF3 (¥/MN): ¥
ISZAKMP suthentication : Pre-share
ISALEMP Security association lifetime: 3600 seconds
Fassive mode (TAN) = W

Show Pre-Shared Key Summary
To view all Pre-shared Key configuration information, please click on Show

20
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Pre-Shared Key Summary button.

ISAKMP Preshared Keys

IPF Address/Hostname Preshared EKey
o.o.o0.0 vphtest

Since the VPN has not yet established, therefore if you click on “Show IPSec SPI
Information” then it will show no values.

PC’s IPsec Setup (WinXP)

The following section will explain the configuration steps on how to connection VPN
tunnels between your PC (WinXP) with your VPN router.

19. Go to Start button
and select Run

20. Type mmc in open
= Twpe the name of a program, folder, document, or ﬂdd
= Internet resource, and Windows will open it For vou, 21. Click Ok.
Cpen: |mmd vw
[ (u] l [ Zancel ] [ Browse, ., ]
i Consolel - [Console Root] 22 From F|Ie
'ﬁ!::} Action View Favories Window el N ) ) - | =1z x| pu”_down WindOW,
= o e select
Save Ctrl+s
Save As.. i There are no items to show in this view, Add/R-emOVe
D Snap-in

ptions. .

1 CHIWINDOWSsystem3Zicompmgmt
2 CAWINDOWSysystem32idevmgmt

Exit

Adds or removes individual snap-ins.

21
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e 23. Click on Add
Add/Remove Snap-in 1?2 |X] button

Standalone | Extenzions |

Uze thiz page to add or remove a standalorne Shap-in from the conzole,

Snap-ins added to: |a Col

Dezcription

Add... Femowve About..

OF. l[ Cancel ]

— 24. Click on IP
Add Standalone Snap-in ks Security policy
D management
Awailable Standalone Snap-ing: 25. Click on Add
Shap-in Yendor Ca button
ﬁ Graup Palicy Micrazaft Corparation
E Indexing Service Microzoft Corporation, 1.
g IP Secunty Moritor bicrozoft Corporation
IP Security Paolicy Management bicrozoft Corporation
@ Lirk. to %web Address Microsoft Corporation
Q Local zerz and Groupz bicrozoft Corpaoration
ﬁ Perfarmance Logsz and Alerts kicrozoft Corpaoration
é:' Removable Storage bManagement kicrozoft Corpaoration ™
ﬁ Resulkant Set af Palicy Micrazaft Corparation
@ Secunty Configuration and Analyziz Microsoft Corporation b
Drezcription
Internet Protocol Secunty [IPSec] Administration. Manage IPSec ~
policies for zecure communication with other computers. e
b,
add | | Ciose

22
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Select Computer, or Domain

Select which computer or domain this snap-in will manage *
WWhen thiz console iz zaved the location will also be saved
-—

The computer this congole is running on

" The Active Directory domain of which this computer is a memnber

" Another Active Directary domain [Use the DNS name, e.q. "example.microsoft com'):

" Another computer:

|

Finizh J[ Cancel

Add Standalone Snap-in

Ayailable Standalone Snap-ing:
Shap-in Yendor b
ﬁ Graup Palicy Micrazaft Corparation
E Indexing Service Microzoft Corporation, 1.
g IP Secunty Moritor bicrozoft Corporation
g IP Security Policy Management bicrozoft Corporation
@ Lirk. to %web Address Microsoft Corporation
Q Local Users and Groups Microsoft Corporation
ﬁ Perfarmance Logsz and Alerts kicrozoft Corpaoration
é:' Removable Storage bManagement kicrozoft Corpaoration
ﬁ Resultant Set of Palicy Microzaft Corparation
@ Secunty Configuration and Analyziz Microsoft Corporation w
Drezcription
Internet Protocol Secunty [IPSec] Administration. Manage IPSec -
policies for zecure communication with other computers.
W
Add

23

26. Select Local
Computer

27. Click on Finish
button

28. Click on Close
button
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Standalone | E stensions |

|Jze thiz page to add or remove a standalone Snap-in from the conzole.

Snap-ing added to: |a Conzole Roaot

3 &

g IP Security Policies on Local Computer

Drezcription

Bemove

About. ..

Internet Protocol Secunity [IPS ec) Adminiztration. Manage IPSec policies ~
for secure communication with other computers.

£

! [ Cancel

‘it Console1 - [Console RootWIP Security Policies on Local Computer]

nﬁ Fle Action Wiew Favorites  Window

o DERRE @ B2

Help

-lalxd

|1 Console Rook
g IP Security Policies on Local Computer

1 Description

l Policy Assigned 1

Client {Respand Only)

Create IP 5 ! Hionn
IManage I filter lists and filter actions. ..

All Tasks 3
Refresh

Export List...

View »
Arrange Icons 3

Line up Icons

Help

Communicate normally (uns. ..
Secure Server {Requir... For all 1P traffic, always req...
B Server (Request Secu... For all IP traffic, always req...

Mo
Mo
Mo

Create an IP Security policy

24

29. Click on OK
button

30. Click on IP
Security Policies
on Local
Computer on the
left screen

31. On the right
screen, move you
mouse cursor to the
blank area and hit a
single click on the
right hand button
of your mouse.

32. Select Create IP
Security Policy
from the pull-down
window.
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IP. Security Policy Wizard Ejg|

8

Welcome to the |P Security palicy wizard.

Thiz wizard helpz pou create an [P Security policy. ou wil
specify the level of zecurnity to uze when communicating with
specific computers or groups of computers [zubnets), and for
particular IP traffic types,

To continue, click Mest.

[ Mewt> |’ Cancel ]

IP. Security Policy Wizard

IP Security Policy HName *
Mamie this IP Security policy and pravide a brief description
-
Mame:
PN
Drescription:
< Back ” Hest = ] [ Cancel

IP Security Policy Wizard

Requests for Secure Communication *
Specify how thiz policy responds to requests for secure communication.
—

The default response rule responds to remote computers that request security, when no
other rule applies. To communicate securely, the computer must respond to requests for
SECUNE Communication.

[ ichivate the default response mile.

< Back " Heut » ][ Cancel

25

33. Click on Next
button

34. From the Name
field, enter the
name of VPN
tunnel. (in this
case, the name is
called VPN)

35. Un-check or cancel
the square box next
to Activate the
default response
rule.

36. Click on Next
button



OvisLink 9000VPN VPN Guide

37. Tick on the square

IP Security Policy Wizard 33! box next to Edit
Commieting the IP Securits oalics wisard properties
. ompleting the ecunty palicy wizan 38 Clle on FInISh
'ou have successiully completed specifying the properties
for wour new [P Security policy. button

To edit your [P Security policy now, select the Edit properties
check bow, and then click Finish.

To cloze this wizard, click Finish.

< Back " Firizh ][ Cancel

39. Un-tick or cancel

VPN Properties L K Use Add Wizard
: 40. Click on Add
Rules | General button

=mpm  Secunity rules for communicating with other computers

1P Security rules:

IP Filker List Filter Action Authentication... | Tu

O <Dpnamic Detault R esponse F.erberos Me

% b
Add.. Edt. | T s

26
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41. Click on Add

Mew Rule Properties button
Authentication Methods ] Tunnel Setting Connection Type ]
IP Filter List ] Filter Action

1: The selected IP filker list specifies which netwarl traffic will be

=, affected by thiz wile.
IP Filter Lizts:

Mame Dezcription

O AlLCMP Traffic Matches all ICMP packets betw. .

O AllIP Traffic Matches all IP packets fram this ..

fdd.. Edt. | Remove |
(] | Cancel | |

42. Enter the name of
the IP Filter List.
(In this case, the

I P Filter List

= An [P filker lizt iz compozed of multiple fikers. In this way, multiple subnets, 1P

i‘ addrezses and protocols can be combined inta one [P filter. name is WinXP to
" VPNrouter)

Marne:

P bo PN router

Description: il

Fillers: T e AddWeard
tinrored | Degcription Frotocol Source Port Diestination
< | >

0k | Cancel
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Filter Properties

Addressing l F'ru:utu:u:u:ul] Descriptiun]

Source address:
|M_l,l IP Address j

Destination address:

A zpecific P Subnet ﬂ

IP address: | 192 . 168 . 1

Subnet mask: | 255 . 255 . 255

deztination addreszes,

Iv Mirrared. Alzo match packets with the exact opposite source and

M 1P Filter List 2]

= An P filker list iz compozed of multiple filkers. In thig way, multiple subnets, 1P
i‘ addrezzes and protocol: can be combined into one [P filker,
Mame:
WP to VPN router
Description: L.
Edit...
Bemove
Filters: [ Use Add wizard
tirrored | Description Protocol Source Port Destination
es AMY ANY ANY
= ' X
ok, | Cancel
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43.

44,

45.

46.

47.

From Source
address pull-down
window, select My
IP Address

From Destination
address pull-down
window, select A
specific IP
Subnet. Enter
destination IP
address and its
subnet mask. (in
this case, the
destination IP is
192.168.1.0/255.25
5.255.0) -

Check the box of
Mirrored. Also
match packets
with the exact
opposite source
and destination
addresses.

Click on OK
button

Click on OK
button
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48. Click on IP Filter
name of your

MNew Rule Properties

previous setting.
Authentication kMethods ] Tunnel Setting ] Connection Type ] (il’l this case. it’s
IP* Filter List l Filter A.ction ] WinXP to
VPNrouter)
z’; The selected |P filker list specifies which netwark traffic will be 49. C“C_k on Filter
=, affected by this rule. Action tab from
the top.
IP Filter Lists:
Mame Dezcription
O &l ICMP Traffic Matches all ICMP packets betw.
O &l P Traffic Matches all IF packets from this ...
@ Wirk<P to VPNrouter
Add. | Edit | e — |
Cloze | | Apply
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50. Click on Require

Mew Rule Properties i _ Security
51. Click on Edit
Authentication Methods Tunnel Setting ] Connection Type ] button
IP Filter List Filter Action
The zelected filter action specifies whether this rule negotiates
for zecure network, traffic, and how it will zecure the traffic.
Eilter Actions:
Hame Dezcrnption
O Permit Permit unzecured P packets to .
{2 Fequest Security [Jptional] Aocepts unzecured communicat...
(2 Fequire Security Aoceptz unzecured communicat...
Add... Remave | [ Use Add Wizard

Cloze | | Apply |

52. Click on Negotiate

Require Security Properties

. security
Secuity Methods | General | 53. Cancel the check
box of Accept
= Permit unsecured
£ Black communication,
o Megotiate securiby: but always
Security method preference order: respond using
Type | &H Integity | ESP Confidentislty | ESP Ink Add... IPSec
Custom <Mones SHAT Eat 54. Tick the box of
<Mones 3DES MO5 # P
Custorn <Mone DES SHAT Session key
Custorn <Mones DES MD5 Remaove perfect forward
secrecy (PFS).
55. Click on OK
button
< | 3| Move dgn |
[ Accept unzecured communication, but always respond uzing |PSec
™ Allow unsecured communication with non-PSec-aware computer
Iv Session key perfect forward secrecy [FFS)

Ok | Cancel Apply
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Mew Rule Properties

IP Filter List | Filter &ction |
Authentication Methods l Tunnel Setting ] Connection Type ]
Authentication methods zpecify how trust is established
e between computers. These authentication methods are
= = offered and accepted when negotiating security with another
carmputer.
Authentication method preference arder:
tethod Details Add...
Kerberos
Cloze | Apply |

Edit Authentication Method Properties

Authentication kethod

The authentication method specifies how trust iz establizhed
o between the computers.

" Active Directary default [Kerberos Y5 protocal)

™ Use a certificate from this certification autharity [CA):

T

* Usze thiz sting [preshared key):

vpntest

ak | Cancel
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56. Click on Edit
button

57. Click on Use this
string (preshared
key)

58. From the bottom
blank area, enter
the name of
preshared key
defined in
web-based
management from
previous setting.

59. Click on OK buton
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Mew Rule Properties

Filter Action
Connection Type

P Filter List |
Zuthentication Methods Tunnel Setting

The tunnel endpaint iz the tunneling computer clozest to the
IP traffic destination, as specified by the aszociated IP filker
lizt, [t takes bwo rules to describe an IPSec tunnel.

[

7 This rule doss not specify an IPSec tunnel.
&+ The tunnel endpoint iz specified by this |P address:
192 .168. 2 . 1

|
|

Cloze

VPN Properties

Fules | General |

mpE  Security rules for communicating with other computers

=

P Security rules:

I Filter List | Filter Action | Authentication... | Tu
WiredP bo WPMrouter  Require Security Preshared Key 19
O <Dynamics Default Responze K.erberos Mc

| 5

Edit.. | Bemave | [ Use Add wizard

Cloze
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60.

61.

62.

Click on The
tunnel endpoint is
specified by this
IP address

Enter the WAN IP
address of
destination
endpoint of VPN
tunnel.  (in this
case, it’s
192.168.2.1)

Click on Apply
button

63. Click on

pre-defined IP
Security rules. (in
this case it’s
WinXP to
VPNtunnel)

64. Click on Add

button
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65. Click on Add

Mew Rule Properties button
Authentication kethods ] Tunnhel Setting Connection Type ]
I Filter List ] Filter &ction |
= The selected IP filker list specifies which netwark: traffic will be
=, affected by thiz rule.
IP Filter Lizts:
M armne D ezcription
O AlNCKP Traffic Matches all ICMP packets betw.
O AP Traffic Matches all IP packets from thiz ...
@ Wirk<P to WVPNrouter
Add.. Edt. |  Bemove |
(1] | Cancel | Spply |

66. Enter the name of

opposite direction.

— An P filter list iz compozed of multiple filkers. 1 this way, multiple subnets, [P : 1y
é—' addrezzes and protocaolz can be combined into one 1P filker. In this case, It’s
- VPNrouter to
Mame: WinXP.
VPNrouter to WirkP 67. Click on Add
Descrintion Add. button
Dezcnphon:
Filters: [ Use Add wizard

Mirrored | Description Protocol Source Port Degtination

& | >

QK Cancel
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68. From Source
address pull-down
window, select A
specific IP Subnet

Source address: 69. Enter destination

I” IP address and its

subnet mask. (in

Filter Properties

Addreszing l F'ru:utu:u:u:ul] Description

this case, the
IP &ddre=sz: !
) e | 192 . 168 . 1 . 0O destination IP is
Subnet mazk: | 2hh . 285 L, 256 . D 192.168.1.0/255.25
5.255.0) -

70. From Destination
address pull-down

Ay IP Address | window, select
Any IP Address.

71. Check the box of
Mirrored. Also
match packets
with the exact
opposite source
and destination

Destination address:

[v Mirrored. Also match packets with the exact opposite source and
dezstination addresses.

addresses.
72. Click on OK
button
Qk. | Cancel
. Click on OK
B IP Filter List button

- An P filter lizt iz compozed of multiple filkers. |0 this wayp, multiple subnets, 1P
i’, addreszes and protocols can be combined into one [P filker.
Marme:

WPk router to Wiri<P

Drescription: Add...
Edi...
Remove
Filters: [ Usze Add wizard
tirrored | Description Frotocol Source Port Destination
ez ANY AN AMY
< ol

Cahcel
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74. Click on Require

Mew Rule Properties 7 _ Security
— . _ 75. Click on Edit
Authentication Methods ] Tunnel Setting ] Connection Type ] button
IP Filter List Filter Action
The zelected filter action zpecifies whether thiz rule negotiates
for zecure network: traffic, and how it will zecure the traffic.
Filter Actions:
MHame Description
O Permit Permit unzecured |P packets to ...
O Request Security [Optional) Accepts unzecured communicat. ..
{2} Require Security Accepts unzecured communicat. .
Add.. Hemove | [ Usze Add'wizard

Cloze | | Apply |

76. Click on Negotiate

Require Security Properties security
. 77. Cancel the check
Security Methods l Generall box of Accept
r Pemit unsecured
“ Black communication,
{* MWegotiate security: but always.
respond using
Security method preference order: IPSec
Type | AH Intearity | ESP Confidentiality | ESP Inke: Add... 78. Tick the box of
Custom <Mones 3DES SHA : session key
Custam <Mone> 3DES MO5 Edi... perfect forward
Cuztom  <Maones DES SHa1 . secrecy (PFS).
Cuztom  <Mones DES kMO5 Lemove 79. Click on OK
button
< > b ove dovwn
[ Accept unzecured communication, but always respond using |PSec
[ Allow unsecured communication with non-PS ec-aware computer
[+ Sezszion key perfect forward secrecy [PFS)

0k | Cancel
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Mew Rule Properties

IP Filter List | Filter &iction |
Authentication Methods l Tunnel Setting Connection Tupe ]
Authentication methods zpecify how truzt iz establizhed
)] between computerz. Theze authentication methods are
o= = offered and accepted when negotiating security with another
computer.
Authentication method preference order:
Method Details Add...
Kerberos
Clogze | Spply |

Edit Authentication Method Properties

Authentication kethod

The authentication method specifies how trust iz establizhed
o between the computers.

" Active Directary default [Kerberos Y5 protocal)

™ Use a certificate from this certification autharity [CA):

T

* Usze thiz sting [preshared key):

vpntest

Cancel
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80. Click on Edit
button

81. Click on Use this
string (preshared
key)

82. From the bottom
blank area, enter
the name of
preshared key
defined in
web-based
management from
previous setting.

83. Click on OK buton
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Hew Rule Properties

P Filter List | Filter Action
Authentication Methods Tunnel Setting Connection Type
=t The tunnel endpaoint iz the tunheling computer clozest to the
i’ IP traffic destination, az specified by the agsociated P filter

ligt. It takes bwo rules to describe an IPSec tunnel.

" Thiz rule does not specify an IPSec tunnel.
* The tunnel endpoaint iz specified by this |P address:
192 .168 . 2 .264

Cloze |

Edit Rule Properties

P Filker List | Filter Actior
Authentication Methods Tunnel Setting Connection Type

The tunnel endpoint iz the tunneling computer clozest to the
IP traffic destination, az specified by the azzociated IP filker
list. [t takes bwo rules to describe an IPSec tunnel,

—
=5
=+
=,

" Thiz rule does nat zpecify an IPSec tunnel,

* The tunnel endpoint is specified by this IP address:
192 .168 . 2 .254

(1] | Cancel
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84. Click on The
tunnel endpoint is
specified by this
IP address

85. Enter the WAN IP
address of your
WINXP PC (in
this case, it’s
192.168.2.254)

86. Click on Apply
button

87. Click on OK
button
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: 88. Make sure you
VPN Properties have checked the

Huhgg | GEI"I‘E‘[EI' bOX Of bOth IP
Security rules you
configured in

@ Security rules for cammunicating with ather camputers previous section.
==l == In this case, they
are WinXP to
IF Security rules; VPNrouter and
. ' VPNrouter to
IP Filter List Filker Action Authentication... | Tu WinXP.
WinsP to YPMrouter  Fequire Security Freshared Key 19 89. Click on Close
WPMNrauter o 'Wir<P  Require Security Pieshared Key 19 button
O <Dynamic Default Responze F.erberos Mc
£ | >
.":".dd Edlt EEITICIVE [T Usze Add Wizard

90. From IP Security

‘tii. Consoled - [Console Root\IP Security Policies on Local Computer] |Z“E|E‘ P0|icy, click on the
Tt e es e Wpdntiip T T el name of your VPN
e B XSB R A X ] tunnel setting and
(1 Consale Roat l Name / 4 Description 1 Policy Assigned { CIiCk on the rlght

g 1P Security Policies on Lacal Computer ient (Respond Onl)  Communicate normally (uns... Mo hand button Of

ecure Server (Requir,.. For all IP traffic, always req... Mo

erver (Request Secu... For all 1P traffic, aways req... Mo yOIUr mouse. A
91. Click on Assign

from pull-down

All Tasks 3 WindOW.

Delete
Rename

Properties

Help

Assign this palicy, attempt to make it active

Now, you have successfully established the VPN tunnel. In Web-Based management
page of your router, go to VPN > Show IPSEC SPI information. The information
page will appear and show all relevant information regards to your VPN connection.
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