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This example takes two RS-1200s as work platform.  

Suppose Company A 192.168.10.100 create a VPN connection with  

Company B 192.168.20.100 for downloading the sharing file. 

 

 

The Default Gateway of Company A is the LAN IP of the RS-1200 

192.168.10.1. Follow the steps below: 

 

Step1: Enter the default IP of Gateway of Company A’s RS-1200 with 

192.168.10.1, and select IPSec Autokey in VPN. Click New Entry.  

 

 

Step2: In the list of IPSec Autokey, fill in Name with VPN_A.  
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Step3: Select Remote Gateway-Fixed IP or Domain Name In To 

Destination list and enter the IP Address. 

 

 

 

Step4: Select Preshare in Authentication Method and enter the 

Preshared Key 

 

 

Step5: Select ISAKMP Algorithm in Encapsulation list. Choose the 

Algorithm when setup connection. Please select ENC Algorithm 

(3DES/DES/AES), AUTH Algorithm (MD5/SHA1), and Group (GROUP1, 

2, 5). Both sides have to choose the same group. Here we select 3DES for 

ENC Algorithm, MD5 for AUTH Algorithm and GROUP1 for Group.  

 

 

Step6: You can choose Data Encryption + Authentication or Authentication 

Only to communicate in IPSec Algorithm list: 

. ENC Algorithm: 3DES/DES/AES/NULL 

. AUTH Algorithm: MD5/SHA1 

Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm to 

make sure the encapsulation way for data transmission  
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Step7: Select GROUP1 in Perfect Forward Secrecy, enter 3600 seconds 

in ISAKMP Lifetime, enter 28800 seconds in IPSec Lifetime, and 

selecting Main mode in Mode.  

 

 

Step8: Complete the IPSec Autokey setting.  

 

Step9: Enter the following setting in Tunnel of VPN function:  

���� Enter a specific Tunnel Name, for example VPN_Tunnel_A. 

���� From Source: Select LAN 

���� From Source Subnet / Mask: Enter 192.168.10.0 / 

255.255.255.0. 

���� To Destination: Select To Destination Subnet / Mask. 

���� To Destination Subnet / Mask: Enter 192.168.20.0 / 

255.255.255.0. 

���� IPSec / PPTP Setting: Select VPN_A. 

���� Enter 192.168.20.1 (the Default Gateway of Company B) as the 

Keep alive IP 

���� Select Show remote Network Neighborhood and Click OK.  
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Step10: Enter the following setting in Outgoing Policy: 

���� Tunnel: Select VPN_Tunnel_A. 

���� Click OK. 
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Step11: Enter the following setting in Incoming Policy:  

���� Tunnel: Select VPN_Tunnel_A. 

���� Click OK. 
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The Default Gateway of Company B is the LAN IP of the RS-1200 

192.168.20.1. Follow the steps below: 

 

Step12: Enter the default IP of Gateway of Company B’s RS-1200, 

192.168.20.1 and select IPSec Autokey in VPN. Click New Entry.  

 

 

Step13: In the list of IPSec Autokey, fill in Name with VPN_B. 

 

 

Step14: Select Remote Gateway-Fixed IP or Domain Name In To  

Step15: Destination list and enter the IP Address. 

 

 

 

Step16: Select Preshare in Authentication Method and enter the  

Preshared Key (max: 100 bits) 
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Step17: Select ISAKMP Algorithm in Encapsulation list. Choose the 

Algorithm when setup connection. Please select ENC Algorithm 

(3DES/DES/AES), AUTH Algorithm (MD5/SHA1), and Group (GROUP1, 

2, 5). Both sides have to choose the same group. Here we select 3DES for 

ENC Algorithm, MD5 for AUTH Algorithm, and GROUP1 for group. 

 

 

Step18: You can choose Data Encryption + Authentication or 

Authentication Only to communicate in IPSec Algorithm list: 

. ENC Algorithm: 3DES/DES/AES/NULL 

. AUTH Algorithm: MD5/SHA1 

Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm to 

make sure the encapsulation way for data transmission.  

 

 

 

Step19: After selecting GROUP1 in Perfect Forward Secrecy, enter 3600 

seconds in ISAKMP Lifetime, enter 28800 seconds in IPSec Lifetime, and 

selecting Main mode in Mode.  

 

 

Step20: Complete the IPSec Autokey setting.  
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Step21: Enter the following setting in Tunnel of VPN function:  

���� Enter a specific Tunnel Name, for example VPN_Tunnel_B. 

���� From Source: Select LAN 

���� From Source Subnet / Mask: Enter 192.168.20.0 / 

255.255.255.0. 

���� To Destination: Select To Destination Subnet / Mask. 

���� To Destination Subnet / Mask: Enter 192.168.10.0 / 

255.255.255.0. 

���� IPSec / PPTP Setting: Select VPN_B. 

���� Enter 192.168.10.1 (the Default Gateway of Company A) as the 

Keep alive IP 

���� Select Show remote Network Neighborhood. 

���� Click OK.  
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Step22: Enter the following setting in Outgoing Policy:  

���� Tunnel: Select VPN_Tunnel_B. 

���� Click OK. 
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Step23: Enter the following setting in Incoming Policy:  

���� Tunnel: Select VPN_Tunnel_B. 

���� Click OK. 

 

 

 

 

 

Step24: Complete IPSec VPN Connection.  

 

 

 


