How to create IPSec VPN tunnel with using DDNS

Based on ISP’s policy, the WAN IP will be changed per every specific time. In

that case, if user wants to create IPSec VPN tunnel, he has to apply DDNS

service and use it as the remote endpoint.

Following are the steps to configure both IP-2000VPN devices with DDNS:

192.168.0.xx

Environment:

IP-2000VPN

N

g\ternet

VPN TUNNEL

IP-2000VPN

192.168.1.xx

IPSec Site A

IPSec Site B

WAN IP address

Dynamic real IP

Dynamic real IP

DDNS name

airlivel5.dyndns.org

airlivel6.dyndns.org

LAN IP Subnet 192.168.1.x 192.168.0.x
Pre-shared Key 12345678 12345678
IKE Encryption 3DES 3DES

IKE MD5 MD5
Authentication

DH Group Group 2 Group 2

Local Identity
Type

Fully Qualified Domain
Name

Fully Qualified Domain
Name

Local Identity
Data

airlivel5.dyndns.org

airlivel6.dyndns.org

Remote Identity
Type

Fully Qualified Domain
Name

Fully Qualified Domain
Name

Remote Identity
Data

airlivel6.dyndns.org

airlivel5.dyndns.org

Exchange Mode

Aggressive Mode

Aggressive Mode
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ESP Encryption 3DES 3DES
ESP MD5 MD5
Authentication
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VPN Policy Definition

Remote YPH endpoint

Enahble Palicy
[ allow MetBIOS trafic

(" Dynamic [P

OFixediP:[0 [0 [0 [0 |
(® Domain Mame: |3jr]i\relﬁ.d5'ndn3.01'g

Local IP addresses

Type: | Subnetaddress v | 1P address: [192][168][1 [0 [~[0 |
Subnet Mask:| 255 255|255/ 0 |
Remote IP addresses
Type:| Subnetaddress | IF address: [192[[168][0 [[o |~[0 |
SubnetMask: | 255||255|(285|[0 |
Authentication & Encryption
[ aH Authertication MD5 v
ESP Encryption KeySizeln v |(AES only)
[¥] ESP Authentication MD5 v

O Manual Key Exchange

& IKE (Internet Key Exchange)
Direction
Local [dentity Type
Local [dentity Data
Rermote ldentity Type
Remate ldentity Data

Althentication

Encryption:
Exchange Mode
[KE 54 Life Time:
IKE Keep Alive
IFSec SA Life Time:
DH Group

IKE PFS

IPSec PFS

OViSLillk COI'p 5F.,No.6,Lane 130,Min Chuan Rd., Hsin-Tien City, Taipei County 231, Taiwan

| Both Directicns |
| Fully Qualified Dernain Mg |
(aislivel 5.dyndns.org |

| Fully Qualified Dernain Mg |
(airlivel 6. dyndns org |

O Rz Signature (requires cetificate)

® pre-shared by
||||||||| |

Authenticatinn&lgnrithm:
KeySize{nh v |(AES only)
| Ageressive Mode v |

{secs}

Ping IF Address: 192/ 1680 [[1 |
{secs}

| Giromp 2 {1024 Bif) '+ |

| Disakled v

| Nene o
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VPN Policy Definition
Name: Enable Policy

[ allow NetBIOS traffic

Remote YPN endpoint {3 Dynarmic 1P
OFixediP:l0 |0 [0 |0 |

(® Damain Name: |3jr]i\r815.d5mdn5.0rg

Local IP addresses

Type: | Subnetaddress v | P adoress: [192/[168][0 [0 [~[0 |

Subnet Mask:| 255/ 255 255/[0 |

Remaote IP addresses

Type:| Subnetaddress [v]| 1P adaress: [192[1e8][1 [0 |~[o |

Subriet Mask:| 255/ 255|255 |[0 |

Authentication & Encryption

(] aH Authentication
[4] ESP Encryption KeySize[nt  v|(AES only)
[¥] ESP Authentication

 Manual HKey Exchange

@ IKE (Internet Key Exchange)
Direction
Local Identity Type | Fully Qualified Dormain Name |
Local Identity Data |3jrhv615.d5.ndmmg |
Remate Idenfity Type | Fully Qualified Dormain Mame v |
Remate [dentity Data |3jrhve15.d5.ndm,ol-g |

Authentication O Rea Signature (requires certificate)

® Pre-shared by
||ll'||ll ‘

Authentication Algorithrn:
Encryption: KeySizeinf v |({AES only)

Exchange Mode |Aggrassi\reh[odﬁ v|
IKE 54 Life Time: (secs)
IKE Keep Alive  Ping IP Address:|192|[168/[1 |1 |
IPSec 84 Life Time: (secs)
DH Group | Gronp 2 (1034 Bif) + |
IKE PFS | Disakled v |
IPSec PFS | Mome v |
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