
How to create IPSec VPN via NAT 

 

Topology: 

 

Environment: 

RS-1200_A: 

WAN IP address: 60.250.158.64 

LAN IP address: 192.168.10.1 

 

Router at Site B: 

WAN IP address: PPPoE 

DDNS: enable, DDNS name is airlive15.dyndns.org 

LAN IP address: 192.168.1.1 

 

RS-1200_B: 

WAN IP address: 192.168.1.254 

LAN IP address: 192.168.100.1 

 

 

 

 

 

 



Configuration of RS-1200 at Site A 

1. Policy Object � VPN � IPSec Autokey: Configure IPSec setting 

 

Note: In order to identify the WAN IP address of RS-1200 at Site B, user needs to specify the 

Peer ID on Site A RS-1200 IPSec setting, the Peer ID must be the WAN IP address of Site B 

RS-1200, in this example, the Peer ID is 192.168.1.254. 

 

2. Policy Object � VPN � Tunnel: Define the further IPSec information 

 



3. Policy � Outgoing: enable IPSec VPN 

 

 

4. Policy � Incoming: enable IPSec VPN 

 

 

 

Configuration of NAT Router at Site B 

1. If the router connects to ISP with PPPoE, user can enable DDNS service to resolve the 

changeable WAN IP address, in order to keep IPSec VPN connecting. 

2. Define Virtual Server or Port Forwarding to redirect IP 50, IP 51, UDP 500, UDP 4500 to 

RS-1200 in Router’s LAN site.  

 

 

 



Configuration of RS-1200 at Site B 

1. Policy Object � VPN � IPSec Autokey: Configure IPSec setting 

 

 

Note: User does not need to specify Peer ID on RS-1200 of Site B. 

 

2. Policy Object � VPN � Tunnel: Define the further IPSec information 

 

 



3. Policy � Outgoing: enable IPSec VPN 

 

 

4. Policy � Incoming: enable IPSec VPN 

 

 

 

 

 

 

 

 

 

 

 



5. Then the user in Site A or Site B can connect to the other side of server or PC to access 

data. 

 

 

Attention: There are two key points for the configuration: 

1. The router of Site B must support to forward IP protocol, and it is not available if the router 

only supports to forward TCP and UDP protocol. 

2. The RS-1200 of Site A must be specified an IP address at Peer ID, otherwise the VPN 

tunnel can not be created. 


