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Chapter 1 Introduction

Congratulations on your purchase of this outstanding ES-6000 Mail Server Appliance, this product is new
generation designed for the SMB or enterprise company that has the need to install an easy maintained and

fully function of mail server in office.

AirLive ES-6000 Mail Server Appliance not just supports the basic mail protocol such as POP3(s), SMTP(s),
IMAP(s), it also supports the Web Mail to allow user accessing mail via browser no matter where you are, and
the Web Disk function to offer a solution for delivering large file, so user can download file from ES-6000
directly, and do not need to worry about mail box’s limitation. Meanwhile, the ES-6000 Push Mail function can
deliver mail subject to mobile phone, so user can check the mail in anytime and anywhere without carrying

laptop.

The more advanced feature of ES-6000 is to provide Multiple Domains function, so a company or Internet
Service Provider can apply two or more mail domains, and configure to one single mail server - ES-6000.
Except those advanced feature, Anti-Spam and Anti-Virus function are also designed into ES-6000. With
complete mail server feature to offer mail service, protect mail security, and backup mail data, AirLive

ES-6000 can be your excellent choice for the total solution of mail server.

1.1 Functions and Features

® Easy installation and useful mail system
Just few steps of installation, a useful mail server with POP3(s), SMTP(s), IMAP(s), Push Mail, Web

Mail and Web Disk function can be deployed and ready for use.

® Push Mail
System will push email to user’s mobile phone, so user can receive and reply mail via mobile phone

whenever it is and wherever he goes.

e Web Mail
Sometimes users need to access email in public computer, such as cyber café, and it is not allowed
or not properly to download private mail. Web mail function works to provide internet user to check
mail via web browser, so users will be able to read or send email everywhere he can connect to

Internet.

® Personal Web Disk
Instead of sending mail with attaching large file, user can store the file in Personal web disk and send

out the address of hyperlink, and then Internet user will be able to download it without authentication.
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Multiple Domains

Up to 10 mail domains can be created on ES-6000 and work properly simultaneously. Each mail
domain can have its own mail account as well.

Anti-spam

Built-in with Bayesian, fingerprint, verifying sender account, checking sender IP in RBL and else
anti-spam system work to filter spam mail automatically.

Anti-virus

Built-in with Clam AV and Sophos scan engine can filter malicious program in mail content, to
prevent mail receiver from virus threat. The virus pattern can be updated regularly, and without any

license fee.

Mail Audit / Archive
User can define rule (such as keyword, sender, receiver, size...) for mail audit, when the incoming or
outgoing mail matches the rule, then system will handle the mail based on the rule to pass, delete,

inspect, delay, or copy to a specific account.

Mail Account Learning
Built-in with mail account learning system, such as Automatically Adding, Query Old Mail Server, or

LDAP, user can migrate mail account from old mail server, or create new mail account quite facile.

Shared Address Book
Shared Address Book function not only works for Web Mail users, it can also connect to mail client
software with LDAP service, such as Outlook Express, to search the destination address within
Shared Address Book.

Customize mail account
Each mail accounts can be customized quite precisely based on company’s policy, such as to enable
or disable Mail protocol, Mail size limitation, Mail box Quota, Personal web disk quota, and Push Mail

quota.

Web Server
ES-6000 not only provides mail server function, it also offers web server function to allow user
creating company’s website on same device. So user will not need to purchase further software or

hardware for web service.

DNS
Built-in with DNS server, administrator can setup the domain name resolution by himself, and will not

need to spend money to deposit DNS service at ISP.

Remote Backup
ES-6000 will record every passing mail as the record, and backup the record to NAS or File Server

by schedule. Those mail records can also be retrieved from NAS or File Server via ES-6000.

HA
Built-in with HA (High Availability) function, the stored data can be synchronized with two ES-6000

devices, to prevent losing mail while mail server is damaged.



1.2 Front Panel

Figure 1-1 Front Panel

LED Color Status Description
POWER Green On Power on the device
Hard Disk Green Blinking Data reading / accessing
Mail Port (Right Led) |Orange Blinking Sending / Receiving
Deep Orange On 1000 Mbps
Mail Port (Left Led) Green On 100 Mbps
Off 10 Mbps
HA Port (Right Led) Orange Blinking Sending / Receiving
Deep Orange On 1000 Mbps
HA Port (Left Led) Green On 100 Mbps
Off 10 Mbps
Ports:
Port Description
Input voltages ranging from 100 ~ 240 VAC, and with a maximum power
AC Power
output of 85 watts.
Mail Port Use this port to connect to a router, DSL modem, Cable modem, or Switch.
HA Port Use this port to connect another ES-6000 device for HA function
Console Port 9-pin serial port connector for checking setting and restore to the factory
setting

1.3 Packing List

ES-6000 Mail Server Appliance

CD-ROM with Quick Installation Guide and User’s Manual
CAT-6 UTP Fast Ethernet cable x 2

RS-232 cable

Power code

Accessories



Chapter 2 System Wizard

When it is first time for user to login ES-6000, system will switch to Wizard page automatically, so user can

follow the wizard to configure mail server setting step by step.

Stepl.  Connect the PC and ES-6000’s port 1 to the same Hub / Switch, and launch the browser (IE or
Firefox) to link the ES-6000 appliance. The default IP address is http : //192.168.1.1

Step2. Administrator will be requested for User Name and Password when entering ES-6000 system.
(Figure 2-1)

B  User Name : admin
B Password : airlive
B Click OK.

Connect to 192.168.1.1

“WebMail Server Administration Tools

Lser narme: | 3 admin v |

Passwiord; | [T Y |

[ 1Remember ry password

l. ok, J [ Cancel

Figure 2-1 Login page

Step3. When user first uses the ES-6000 management interface, system will automatically enter Install

Wizard. It will guide user to make settings. Click Next. (Figure 2-2)

Installation Wizard

Thiz wizard will guide you through the inztallation. Please click [Next] to continue.

Figure 2-2 Enter the setting wizard



Step4. Select the language and character encoding. (Figure 2-3)

Step 1 Default Language and Character Encoding for Display

Pleaze select the default language and character encoding for dizplay and then click [Next].
* The default language for display : | English Version

& The default character encoding for email messages | Western Eurcpean(l30) hd

The device will use default setting on email messages with unspecified character encoding.

Caution: Email messages will become unreadable, provided different character encoding is applied.
Pleaze select the character encoding according to your case.

Figure 2-3 Select the language and character encoding

@ When system can not identify the data character encoding that is going to be saved into database, it

will use the default setting.

Step5.  Go to System ( Interface, enter the following setting: (Figure 2-4)

B Provide a valid IP address of the LAN subnet along with its mask, default gateway and DNS
sever address.

Enter the Mail Server's management interface IP address, netmask, default gateway and DMNS servers. Upon completion, click [Next].

P Address: 192.168.10.254 |
Netmask: |255.255.255.0 |
Default Gateway: 192.168.10.1 |
Primary DNS Server : |168.95.1.1 |
; Secondary DNS Server 168.95.192.1 |

Figure 2-4 Interface setting

@ Please refer to LAN segment setting to set up interface address. For example, if the LAN segment is

172.16.X.X, then any changes made must be within the same segment in order to take effect.

@ The following table lists the standard virtual IP range, all external real IPs are forbidden.
10.0.0.0 ~ 10.255.255.255
172.16.0.0 ~ 172.31.255.255
192.168.0.0 ~ 192.168.255.255




Step6. Go to System > Synchronize System Clock, enable Synchronize with an Internet Time

Server and set up offset hours from GMT to assure the correct time. (Figure 2-5)

System time : Thu,Oct 15 15:15:47 2009

'stern Cloc

Enter the following =ettings according to your local time zone and internet time server then click [Next].

& Time Zone Setting :

Set hours offset from GMT Assist

& Time Synchrenization Settings
Synchronize with an Internet time server

[] Enable daylight saving time from |1 % 7|1 % to |1 %[/ |1 »

Server P/ Name ; | 140.109.1.10 | Assist

Update Interval : El minutes (0 -99 999 0:update upon a system reboot)

Figure 2-5 Synchronize time setting

@ If the local area executes the daylight saving time, then enable the Daylight Saving Time Setting.

Step?7. Enter corresponding domain alias. (Figure 2-6)

Step 4 . Domain Alias

Pleaze enter the domain name and alias, .g., breadband.com.tw, then click [Next].

Add a Domain ( Max. 80 characters )

Figure 2-6 Domain alias setting
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Step8. Apply permitted mail relay segments and domains. (Figure 2-7)

Step 5 : Mail Relay

Pleaze enter at least one sender's IP address, £.9., a LAN IP addrezs, and then click [Next].
» |P Address : A trusted IP or =ubnet (the =ender).
= Domain Name : A trusted demain (the recipient).

Add a Relay Destination

182.168.10.0 255.255.255.0

Blela]v]e[a]+]e = -

__
Opagsess Ovomamvame  pamwessivames: L |
Opaggess Ovomaname  pamwessivemss: L |
Opaggess Ovomaname  Pagwessivemes: L |
Opagsess Ovomamvame  pamwessivames: L |
Opaggess Ovomaname  pamwessivemss: L |
Opaggess Ovomaname  Pagwessivemes: L |
Opagsess Ovomamvame  pamwessivames: L |
Opagsess Ovomamvame  pamwessivames: L |
@paggess Ovomanvame  pamwessivemss: )L |

Figure 2-7 Mail relay setting

Step9. If resolving domain name is needed, please enable the DNS Setting option. Once the DNS
Setting is enabled, the install wizard will take you to a further DNS setting after you click Finish.
(Figure 2-8)

Step 6 . DNS Setting (Optional)

If you already have an external DNS server resolving your domain name, then skip this step, click [Next], or you need the mail server to resolve
the demain name, please Enable the following option, then click [Next].

M DNS Sefting : aifive.com

Figure 2-8 Install completed
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Stepl0. Set up account learning approach and default value for new account. (Figure 2-9)

Step 7 Account Management Settings (Only available for the first configuration)

Pleaze select an account learning method and then specify the default value for new accounts. Upon completion, click [Next].

Domain Mame : airlive.com

Account Learning Settings

Comment

(%) Automatically add

) Query oid mail server, IP address : | |t'.1uery : | Account and Password | { Automatic Learning )

") Disable account learning { By manual operation )

(") Connect to LDAP server Test connection

LOAP Server P : | |

LDAP Server Port: 389 |(Range : 1-65535)

LDAP Search Base | |(Max. 255 characters, ex: dc=mail dc=my_dormain,dc=com )

Username : | |(Ma}{_ 255 characters )

Password : | |(Ma}{_ 255 characters )

Default Settings for Mew Accounts

Max. Maibbox Quota MB (Inbox : MB, Others - 50 MB ) (Range : 10 - 9999 )

Web Disk Quota . 100

MB ( Range : 0-9999 0 disable Web Disk )

Max. Mail Size - MB ( Range : 1-999)

Push Mail Quota - 10 |MB(Range:1-9999)

Figure 2-9 Setup account learning approach and default value for new account

Stepll. If necessary, select to enable HA feature and configure the IP address of another ES-6000. Both

devices will synchronize the database when the connection builds up. (Figure 2-10)

Step 8 : High Availability Settings (Optional)

If there iz only one model of the device available, then skip this step and click [Next] If there iz another device of same model for backup
purposes, please st az below.

1. Connect the backup device's port 1 to the same subnet as this devices.
2. Use a crossover cable to connect this device and the backup device together via each device's HA port

3. Enable the High Availability below and enter the management interface address. The configuration on both devices can be synchronized
by checking Automatically synchronize the firmware of both devices.

[] Enable High Availability

IP Address (for system

128.0.11
management}

Automatically synchronize the firmware of both devices

Figure 2-10 High Availability setting
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Stepl2. Prompt users that the listed ports below should be remaining open on Perimeter Gateway while
ES-6000 is functioning. (Figure 2-12)

Step 9 Installation Motice

Please configure your perimeter gateway to open the following ports for email services., then click [Finish].

Externalto-internal services Internakto-external services :

o
o
=1

)
[=]
=1

Figure 2-12 Attention

Step13. Click Finish.

1
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Chapter 3 System

The system administration refers to the competency to manage the ES-6000. In this Chapter, it will be defined

as the Admin, Interface, Setting, Date/ Time, Logout, Install Wizard, Language, and Software Update.

3.1 Admin

ES-6000 is managed by the main system administrator. The main system administrator can add or delete any
system settings and monitor the system status. Other sub administrators have no competency to modify the
system settings (sub administrators’ names are set by the main system administrator), but only monitor the

system status.

Name

B The name of system administrator and sub administrator. admin is the default name of system
administrator in ES-6000 and it can not be canceled, whereas sub administrators’ names can be
changed or canceled.

B The default system administrator can add or modify other sub administrators, and also can decide

whether a sub administrator has the competency to write into system or not.

@ The default system administrator account and password is admin and airlive.

Privilege

B The administrator who has the competency to read / write, can change the system settings, monitor the
system status, and to add / delete other administrators.

B Sub administrators with medium privilege are allowed to modify settings and monitor status, whereas

those who are given low privilege can only read.

Password / New Password / Confirm Password

B To add or modify the main /sub administrator password.

14



Adding a Sub Admin

Stepl. In Admin Setting window, click the New Sub Admin.

Step2. In Add New Sub Admin window, enter the following information : (Figure 3-1)
B Sub Admin : sub_admin
B Password : 12345
B Confirm Password : 12345

B Privilege set Low.

@ If a new sub admin was given high privilege, which will make him a main admin. Otherwise, else two

options represent sub admin.

Step3. Click OK to register a new admin, or click Cancel to cancel.

| ok || cancel |

Figure 3-1 Add a sub admin

15



Modifying Admin’s Password

Stepl.  Select an admin that you want to modify, then click Modify in the configure column in cope with

that admin.

Step2. In Modify Admin Password window, enter the following information :
B Password : airlive
B New Password : 52364
B Confirm Password : 52364 (Figure 3-2)

Step3. Click OK to change the password or click Cancel to cancel the setting.

Figure 3-2 To change the admin password

16



3.2 Interface

Interface =2 Interface Address

B The administrator can set the IP login information in ES-6000.

Interface Address Setting

Stepl. Go to System - Interface, enter the following setting :
B In IP Address, Netmask and Default Gateway fields, enter a valid IP of the LAN subnet.
B Enter DNS server 1 or DNS server 2.
B Click OK. (Figure 3-3)

Interface Addresses

P Address : |192.168.10.254 |
Netmask : |255.255.255.0 |
Defautt Gateway : 192.168.10.1 |
Primary DNS Server : |168.95.1.1 |
Secondary ONS Server : 168.95.192.1 |

Pleaze configure your perimeter gateway to open the following ports for email gervices.

ExternaHo-internal services : Internal-to-external services :

Description

Figure 3-3 The interface address setting
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3.3 Setting

B Configuration
Allow system administrator to import / export system settings or reset the factory setting or format the
built-in hard disk.

B Backup System Setting to Hard Disk of Mail Server
System settings can backup to the storage section of built-in hard disk automatically or manually. It can
be used for restoring the system settings or downloading system settings as a file onto local computer
for archive purpose.

B Format Built-in Hard Disk
Allow system administrator to format the built-in hard disk.

B Name Setting
System administrator can enter the name of both company and device.

B Send Notification / Report
When user enables this function, operating log or system error will be timely reported to the system
administrator via e-mail.

[ | Management Interface Port
ES-6000 allows system administrator to perform remote control from everywhere through web browser.
The port number for HTTP or HTTPS protocol is alterable.

@ The port number is required for accessing the management interface from external network. User can

choose to select HTTP or HTTPS based on the requirement. The port number has to be appended to

the management IP address, such as http:// 172.16.1.254:8080 or https://172.16.1.254:1025.

B Default Character Encoding for Email Messages

The device will use the default character encoding on e-mails with unspecified character encoding.
B Maximum Number of items Shown per Page

It determines the maximum entries shown per page on each kind of list.
B Data Storage Time

It decides the storage time of event log, connection track and quarantined e-mails.

18



Exporting System Setting to Client

Stepl. Go to System > Setting = System Setting, click Y next to Export System

Setting to Client.

Step2. When confirmation dialogue box File Download appears, click Save button, and it will show

where the file will be saved. Click Save button again. The system setting file will be copied to the

appointed directory. (Figure 3-4)

System Settings
Export System Settings l Expartrﬂmi
Import System Settings | [ |[ Browse. . ]

[ ex: Email_Server_~Appliance.conf )

Back up System Settings l Back up Mowy ‘ l Restore MNow 1 ' Dovenloadd ‘

Daily automatic backup st | 00:00 %

|:| Reset to factory settings

Faormat the Built-ln Hard Disk

|:| Delete all the email messages

Mame Settings

Comparty Mame : |Email Server Appliance | {Max 19 characters, ex: My Company )

Dievice Mame |Email Server Appliance |(Ma}{. 19 characters, ex: Email Server Appliance )

Email Motification / Report

Figure 3-4 Choose a folder to save the export file
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Importing System Setting to Client

Stepl. Go to System -> Setting > System Setting; click Browse next to Import System Setting to
Client.

Step2. In Choose File window, go to the directory where the ES-6000 system setting file was stored
and select the file, then click Open. (Figure 3-5)

Step3. Click the lower right OK, the window will closed.

Step4. Click OK on the confirmation dialogue box, the setting will be imported to ES-6000. (Figure 3-6)

m Settings

Export System Settinos | Expart

Import System Settings | |[ Browse.

Choose file

Back up System Laak in: IE}Temp j e B =l [

Caily automatic

Email_Server_Appliance_+3[1].10,2_20091019, conf

iy Recent
[ Resetto ta Documents

Format the Bui [_
[ Delete sl th Desktop

e
Mame Setlings : \ -
o

Compary Mame
tdy Documents
Device Mame

@

Email Matificat
[] Enakle ema My Computer

Sentto:

¢ i

My Metwark: File narne: IEmaiI_Server_ﬂ«pplianu:e_v3[1 110.2_200910 Elj Open I
Places
Files of type: | & Files =7 | Cancel |

I T AT u TS T LT T

HTTP Part

HTTPS Patt

Figure 3-5 Import system setting file

Microsoft Internet Explorer,

b ] Click "Ok" o confirm swstem update. rPlease wait for 3 minutes, wWhile the system is updating, do not turn off the
device or close the web-page.

L Ok ] [ Cancel

Figure 3-6 Confirm to import system setting
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Resetting Factory Setting & Formatting Built-in Hard Disk

Stepl. Go to System > Setting, select Reset Factory Setting and Format Hard Disk.

Step2. Click OK on the lower right, it will start restoring to the factory setting and formatting the built-in
hard disk at the same time. (Figure 3-7)

Systern Settings

Export System Settings l Export ‘

Import System Settings | |L Browse.. |

[ ex: Email_Server_Appliance .cont )

Back up System Settings l Back up Maw 1 l Restare Mo 1 ' Doy nlozd 1

Daily sutomatic backup st | 00:00

D Reset to factary settings

Farmat the Built-in Hard Disk

D Delete all the emsil meszages

Mame Settings

Company Mame : |Emai| Server Appliance |(Ma}{. 19 characters, ex My Company )

Device Mame : |Email Server Appliance |(Ma}{. 19 characters, ex: Email Server Appliance )

Email Motification [ Report

[] Enable email natification f report

Sentto: | 'Help 1 Mz 80 characters, ex user@mydomain.com )

mManagement Interface Port
HTTF Port : 123 [(1-65635)
HTTPS Port: (443 0r 1025 - 65535

After Dtimes of unsuccessful logon attempts, block the IP address for EI minuterz1 { 0- 999, 0 not hlocking )

Character Encoding : |Weatern European(]l=o) b |

Max. Mumber of ltems Shown per Page

Mz, Mumber of kems per Page : (10-200)

Data Storage Time
Ewvent Log daySH -999)
Connection Track : days (1-9499)

Guarantined Email Meszages days (1-999%

Device Reboot

1Reboct System ] Reboot i

Figure 3-7 Reset factory setting and format hard disk
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Mail Notice Setting

Stepl. Enter the name of the company in the blank field next to Company Name.
Step2. Enter “ES-6000" in the blank field next to Device Name.

Step3. Tick Enable Mail Alert Notification / Report.

Step4. Enter an internal email address in Internal E-mail Account field.

Stepb5. Click OK on the lower right to set the function of message alarm. (Figure 3-8)

Mame Settings
Comparny Mame |r‘-‘-irLiVE | {Max. 19 characters, ex My Compary )
Device Mame : |ES—EDDD |(Ma}{. 19 characters, ex: Email Server Appliance )

Email Motification f Report

Enable email notification f report

Sentto: |stan@airlifve.cc-m IHeIp 1(Ma}{. 80 characters, ex user@mydomain.com )

Figure 3-8 Enable the instant message alarm

Rebooting System

Stepl. Click Reboot on the right of Reboot Appliance.
Step2. A confirmation dialogue box saying “Are you sure to reboot?” appears.

Step3. Click OK to reboot, or click Cancel to cancel reboot. (Figure 3-9)

]

¥ ? ) Are you sure you want ko Reboot 7

[Diata Storage Time
Ewvent Log

Connection Track

Guarantined Email Messages L Ok J[ Cancel J

Device Rehoot

Reboot System I Feboot i

Figure 3-9 Reboot Appliance
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3.4 Storage Device

User can define the mail server’s storage device to store the mail; by default, the mail will be stored at
ES-6000 local hard disk, but its capacity is limited; it can be also stored at remote storage device such as file

server or NAS, the capacity is flexible but the performance is less than local hard disk.

Storage Device Information
While the storage device is chosen, the utilization of storage will be displayed, and user may know the hard

disk’s utilization status.

Storage Device Settings
B Local hard disk
It indicates the ES-6000 built-in hard disk. (Figure 3-10)
Storage Device Information

Connection Status : Succeeded (Priviege: Read\Write)
Hard Digk Utilization (Total Capacity : 435.3 GB, Free Digk Space : 435.1 GB)

Storage Device Settings
(%) Local hard disk
{:} Remote hard digk (e.q9., a file / NAS server)

Remote Server Computer Mame / IP

Shared Directory Name

Pazsword

|
|
Login ID |
|

Connect Test of Path est connection
Figure 3-10 Storage Device - Local hard disk
B Remote hard disk (e.g, a file / NAS server)

The ES-6000 will store the mail at remote storage device. You must specify the correct IP address and

directory name; it is optional to type in Login ID and password to connect remote storage. (Figure 3-11)

Storage Device Information
Cennection Status © Succeeded (Priviege: Read/\Write)
Hard Dizk Utilization (Tetal Capacity : 55.9 GB, Free Dizk Space . 39.7 GB)

Storage Device Settings

(") Local hard disk
@ Remote hard digk (e.q9., a file / NAS server)

Remote Server Computer Name / P 182.168.0.63 |
Shared Directory Name |ten'|p |
Login ID |airiive |
Password | airlive |
Connect Test of Path Test connection

Figure 3-11 Storage Device - Remote hard disk
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3.5 Date/Time

Date / Time
B Synchronize System Clock
This option can synchronize system clock with the administrator’'s PC or the external time server.
B GMT
The international standard time (Greenwich Mean Time: GMT)
B Daylight Saving Time
Daylight saving time (also called DST, or Summer Time) is a portion of the year in which a region's local

time is advanced by an hour from its standard official time.

Date / Time Setting
Stepl. Select Enable Synchronize with an Internet Time Server. (Figure 3-12)
Step2. Click on the Set Offset Hours from GMT pull-down menu, and choose the correct time.
Step3. Enter the server IP address in Server IP / Name field.

Step4. Enter the frequency of updating time in Update System Clock Every Minutes.

Syetem time : Tue, May 20 15:06:51 2008

Setup Time Zone

Set offzet hours from GMT Assist

Synchronize system clock

Enable synchronize with an Internet time Server

[] Enable daylight saving time setting, From |1 V|.|’ |1 V| To |1 V|.|’ |1 V|

Server IP/ Name |140.109.1.10 | Assist
Update system clock every minutez { Range: 0 ~99999 0 : refers to update during system booting )

Synchronize system clock with this clientl Sync |

Figure 3-12 Time setting

@ Click Sync button, the system time will synchronize with the administrator’s computer.
@ The reference for setting up the Set offset hours from GMT and Server IP is available in Assist.

If the local area executes the daylight saving time, then Enable the Daylight Saving Time Setting.
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3.6 Software Update

To update firmware, please go to System - Software Update and follow the steps below:
Stepl. Version Number indicates the current version that is running. Log onto Internet to obtain the
latest version of firmware and download it onto the ES-6000 built-in hard disk.
Step2. Click Browse, then Choose File window pops up, after that, please select the latest firmware
from the directory where it was saved earlier.

Step3. Click the lower right OK, it will start running the update procedure. (Figure 3-13)

Software Lpdate

Wersion Mumber w2 0506

Software Update E:\iriive_ES-5000_020508 img| [ Browse... |

[ ex Owislink _ES-6000_020306 im)

| ok || cancel |

Figure 3-13 Software Update

@ It takes about 3 minutes to run through the update process, and will automatically reboot after the

system is updated. Please do not turn off the power, disconnect the Internet or close the Web Ul while
running update. These acts might cause an error in the system. (Running the update in the local area

network is strongly recommended.)
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Chapter 4 Mail Management

4.1 Confiqure

Mail configure refers to policies of mail services, it is divided into three parts, namely mail management,

domain alias and mail relay.

Mail setting:

Determines of which cryptographic method and port number will be used in each service
Assigns a port exclusively for logging to web mail interface.

Allows email account registration from the Web Mail login screen

Apply the physical IP address for sharing files in web disk.

Determines the maximum amount of simultaneous connection of sending mail.
Determines the maximum duration of a mail lifetime in Queue.

Restricts mail delivery services with local SMTP authentication.

Auditing outgoing mails for security’s sake with mail gateway

Auto-adjusts the built-in mailbox quota, avoiding insufficient inbox storage space

4.1.1 Setting

Mail Setting Definition:

TLS + SSL:

Transport Layer Security (TLS) and its predecessor, Secure Sockets Layer (SSL), are cryptographic
protocols that provide secure communications on the Internet. There are slight differences between SSL and
TLS, but the protocol remains substantially the same. However, TLS used to operate at transport layer, which
now has changed into alternations between application layer and transport layer. (Figure 4-1)

Email Settings

Enable SMTP

Encryption Protocol TLS + S5L |+
SMTP Port SMTP SMTPS (1-65535)

Enable POP3

Encryption Protocol

POP3 Port pop3:[110 | popas:[ses  [(1-g5835)
Enable IMAP / Push Mail

Encryption Protocol

MAP Port MAP MAPS - (1-65535)

Enable Web Mail

Web Mail Port HTTP: (8080 | WTTPs:|1443  [(1-65535)
Public P Address / Domain Name of Web Mail

Figure 4-1 Email Setting
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Reverse DNS lookup:

Reverse DNS lookup determines whether a domain name is associated with the sender’s IP address.

Block Dictionary attacks:
A dictionary attack is an attack which uses a dictionary to randomly generate email addresses that are

directed to the same domain.

Account Request Setting:
ES-6000 allows users performing account registration from the Web Mail login screen. If this feature is
enabled, it is recommended to set the Account Request Setting to Approval by administrator; If set to No

approval needed, then the device might be compromised to send spam.

Max. message queueing time:
What if users’ mails failed the delivery, the mail will save in ES-6000 queue and waiting for the next delivery.
Users can define the lifetime of mail in queue, when the lifetime is end, the mail will be removed from queue

and return a failure notification to sender.

SMTP recipient limit:
The value for SMTP recipient limit will affect the system performance. It is not recommended to set a value

to more than 100.

Enable Local SMTP Authentication:

When SMTP authentication enabled, users must meet one of the requirements listed below to process mail
delivery.

1. Either sender's source IP address or recipient's domain name must exist on the Mail Relay list.

2. Sender has to apply the correct user name and password to SMTP authentication.

Enable Local Delivery Authentication:
Select Enable Local Delivery Authentication function that works to defend mail system against hacker, who

delivers spam mail within the same domain. .

Enable Inbox Quota Auto-Adjustment:

When enabled, the device will:

1. Alert both the user and system administrator about the insufficient space upon inbox usage of 80%.

2. Delete older mails until the usage has lowered to 70% as well as alert both the user and system

administrator about the insufficient space upon inbox usage of 90%. (Figure 4-2)
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[] Enable reverse ONS lookup

[] Block dictionary attacks

Account Reguest Setting: Mo account registration + || Help |
The number of =e==ions alowed per IP address per minute: 10 (1-999)

The number of maximum concurrent sessions per IP address: 20 (1-9999)

Max. mes=age queusing time: 4 hours % (1-99)
SMTP recipient limit 100 (Range: 1-9999)

[] Enable SMTP Authentication | Help ||

Enable Local Delivery Authentication | Help |

[] Enable Inbox Size Auto-Adjustment | Help |

Figure 4-2 Mail Configuration setting

Default Value of New Account:

B Allocates the default size of mailbox, Inbox, Web Disk and the maximum size of incoming mails.

settings here does not apply to those settings made in individual mail management )

*

Below is an example for your reference :

© N o g bk~ wDd =

Tick Enable SMTP

Select TLS+SSL from the pull-down menu for Security Session
Enter “25” for SMTP and “465” for SMTPS

Tick Enable POP3

Select TLS+SSL from the pull-down menu for Security Session
Enter “110” for POP3 and “995” for POPS

Tick IMAP

Select TLS+SSL from the pull-down menu for Security Session
Enter “143” for IMAP and “993” for IMAPS

. Tick Enable Web Mail
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

Web Mail Port: HTTP set as “8080” and HTTPS set as “1443”
Configure Public IP Address / Domain Name of Web Mail accordingly
Tick Enable reverse DNS lookup

Tick Block dictionary attacks

Select Approval by administrator from the drop-down list for Account Request Setting

Enter “10” for The number of sessions allowed per IP address per minute
Enter “50” for The number of maximum concurrent sessions per IP address
Configure Max. message queueing time as “4 Hours”

Enter a desired value (recommended less than 100) for SMTP recipient limit
Tick Enable Local SMTP Authentication

Tick Enable Local Delivery Authentication

Tick Enable Inbox Quota Auto-Adjustment.

Click OK. (Figure 4-3)
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Enable SMTP

Encrypticn Protocol

SMTP Port sutP:[25 | swres:[465  |(1-g5535)
Enable POP3

Encrypticn Protocol

POP3 Port PDF“S: PDP?.S:(1—55535]|
Enable IMAP / Pugh Mail

Encrypticn Protocol

MAP Port map:[143 | maps:[s83  |(1-g5535)
Enable Web Mail

Vieb Mail Port H'ITP: HTI'F‘S:(1-65535]

Public IP Address / Domain Name of Web Mail

Enable reverse DNS lockup

Block dictionary attacks

Account Reguest Setting: | Mo account registration b | I Help 1

The number of sessions allowed per IP address per minute: (1-999)
The number of maximum concurrent sessions per IP address: (1-9999)

WMax. message queueing time: |4 | | hours v| (1-99)

SMTP recipient limit 100 (Range:1-9999)
Enable SMTP Authentication | Help |

Enable Local Delivery Authentication | Help |

Enable Inbox Size Auto-Adjustment | Help |

| ok || cance |

Figure 4-3 Mail management configuration

@ Once Inbox Quota Auto-Adjustment is enabled, ES-6000 will check each built-in mail account for

available inbox storage. Both the account user and the system administrator will receive an e-mail
notification about inbox usage reaching 80%; when inbox usage reaches 90%, the device will send out

an e-mail notification as well as delete the older e-mail messages until the usage has lowered to 70%.

@ For client users using e-mail program, ES-6000 device requires the configuration of e-mail protocols

and port numbers. Below is an example on how to configure the port numbers in Outlook Express:

1. On the menu bar, click Tools and then Accounts.... (Figure 4-4)
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¥4 Inbox - Outlook Express

File Edit  view Message Help ?
§ Send and Receive ’
P
oy . X &= . W B .
: ’ Synchronize All )
¢ Create Mail R Delete Send/Recy Addresses Find
e i
5]
= INDOoX Add Sender to Address Book,
Fold ; -
alders Message Rulss » Subject Receive
|'$| Qutlook Express Mail test from Airlive Mail server for IAR-5000  5/22,2(
E@ Laocal Folders
@ Inbox (1 COptions. .
o Outbox
£ Sent Ttems
{3 Deleted Items
"5 Drafts
8 k.
From: To:
Subject:
There is no message selected,
Contacks * x
There are no contacts to display, Click
on Contacks to create a new cantack,
Configures wour accounts.

Figure 4-4 Opening Internet Accounts

2. Click Mail tab and then the desired account to change. Next, click Properties on the right. (Figure 4-5)

Internet Accounts

All M il | Mews || Directory Sewice| Add [ 3 |

Type Connection Remove

rail [default] Ay Aevailable -
Propertiesz

Set az Default
[rpart...

Ewpart...

Set Order...

Cloze

Figure 4-5 Opening Internet Accounts
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3. In the Properties window, click Advanced tab to adjust the port numbers for SMTP and POP3 protocols.
When finished, click OK. (Figure 4-6)

*E airlive98.dyndns.info Properties

| General || Servers || Connechion || SECUFit_','| Advanced

Server Port Mumbers

Outgoing mail [SMTP: Ize Defaults

[ ] Thig zerver requires a zecure connection [S5L)

Incaming mai (POP3)

[ ] This server requires a zecure connection [55L)

Server Timeouts

Shot “J0 Long 1 minute

Sending

[ ] Break apart meszages larger than I:I k.B

Delivery

[ | Leave a copy of messages on server

R ermowve from server after I:I

R emove from zerver when deleted from 'Deleted lkems'

] l [ Cancel Apply

Figure 4-6 Server Port Number Settings

4. Close Internet Accounts window. (Figure 4-7)

Internet Accounts

| All | M ail | I e || Dhirechary Service| Add 3
Account Type Connection Femove
% airlived8. dyndnz.i.. mail [default) A Available =
Set as Default

Impaort...

Expart...

Set Order...

Cloze

Figure 4-7 Closing Internet Accounts
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4.1.2 Web Mail Logo

ES-6000 allows user to upload a background picture as web mail wallpaper. The image file should be limited

as:

Max. File Size: 1 Mbytes

Resolution: 1022 x 622 pixels

File Types: jpg, jpeg, jpe, gif, bmp, png... (Figure 4-8)

Upload a background picture as wallpaper

| |[ Browse.. | Preview

{Max. File Size 1 MBytes, Resolution : 1022 x 622 pixels, File Types : jpg, iped, ipe, gif, bmp, png.. )

Figure 4-8 Upload picture as wallpaper

If user would like to check the display, click “Preview” and verify the image. (Figure 4-9)

—

TP e B -
All" LIVP ES-6000 Email Server Appliance M AirLive Web Mail

Figure 4-9 Homepage of Web Mail
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4.1.3 Multiple Domains

Definition:
® Multiple Domains
The function is allowed to configure several domains on a single device, and each domain has its

own mail accounts. When user send mails to the accounts of different mail domain, the accounts will

receive their own mail.

® Domain Alias
On ES-6000, each mail domain can also create Domain Alias. The difference between Multiple
Domain and Domain Alias is that Multiple Domains have their own mail accounts, but the account of
Domain Alias is the same one of Mail Domain. So, when user sends mail to an account of Mail

Domain and Domain Alias, actually the mails will be sent to the same mail box.

Using Multiple Domains to Provide Mail Service
Stepl. Apply to local ISP for several domain names, “airlive.com”, “ovilink.com.tw”, “airlive-info.com”
and “airlive-sales.com” for instance, to provide mail service.
B The Alias Domain of “airlive.com” is “ovislink.com.tw”.

[ | The Alias Domain of “airlive-info.com” is “airlive-sales.com”

Step2. Under Mail Management = Configure - Multiple Domains, set as below:

B Click New Entry

B Type “test.com” in the Domain Name field.

B Click OK. (Figure 4-10)

B Click New Entry.

B Type “testl.com.tw” as its alias. (Figure 4-11)

B Click OK to complete the first entry. (Figure 4-12)

B Click submenu item “Multiple Domains” on the left panel.

m  Click New Entry.

B Type “test-info.com” in the Domain Name field.

B Click OK. (Figure 4-13)

B Click New Entry.

B Type “test-sales.com” as its alias. (Figure 4-14)

B Click OK to complete the second entry. (Figure 4-15, 4-16)
Domain Narne:|tes.t.cum || oK | {ex: broadband.com.tw )

Domain Mames [ Aliases Configuration

Figure 4-10 Typing the First Domain Name
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Add Mew Domain Alias
s on o

Pook || cancel |

Figure 4-11 Typing the Domain Alias

Domain Mame |1est.cum |i 0K I ( ex: broadband.com.tw )

Domain Mames / Aliases Configuration

Figure 4-12 Alias Added

Domain Mame : [test-info.com |i 0K l { ex: broadband.com.tw )

Domain Names / Aliases Configuration

Figure 4-13 Typing the Second Domain Name

Add Mew Domain Alias

S o

I ok || cancel |

Figure 4-14 Typing the Domain Alias

Domain Mame |test-hfu.oum |i 0K I ( ex: broadband.com.tw )

Domain Mames / Aliases Configuration

Figure 4-15 Alias Added

Total entry : 2

Domain Mame Configuration

Total entry : 2

Figure 4-16 Second Entry Completed

Step3. E-mails that go to stan@test.com or its alias stan@test1.com will be stored in the same storage

location, the internal account “stan” will be able to retrieve them by logging in to either account.
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Step4.

Stepb.

E-mails that go to stan@test-info.com or its alias stan@test-sales.com will be stored in the same

storage location, the internal account “stan” will be able to retrieve them by logging in to either

account.
It can be concluded from Step 3 and 4 no matter how many aliases a domain has, whether

e-mails go to the domain itself or any of the aliases, the recipient will be able to retrieve them

anyhow.
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4.1.4 Mail Relay

Mail Relay works to define the available IP subnet or domain to allow replaying mail via the mail server.

Enabling Replay to an IP subnet or Domain Name

Preparation

Perimeter Firewall set as 192.168.0.0 / 24

ES-6000 Virtual IP Address set as 192.168.0.248
ES-6000 Physical IP Address set as 60.250.158.64

Map registered domain name “airlive.com” to DNS IP address which is assigned mail server IP to MX record.

Stepl. Enable internal senders to send mails, please go to Mail Management - Configure - Mail
Relay for settings :

Click New Entry to enter the first entry.

Check IP Address. (This enables relay to this IP address)

IP address set as 192.168.0.0

Netmask set as 255.255.255.0

Click OK to complete the first entry. (Figure 4-17, 4-18)

Click New Entry to enter the second entry.

IP address set as 60.64.125.55

Netmask set as 255.255.255.255

Click OK to complete the second entry. (Figure 4-19, 4-20)

® Sender's IP Address | Help |
D Recipient's Domain Name

Add a Relay Destination

IP Address 192.163.0.0 |

Netmask |255.255.255.0 |

I oK 1| cancel |

Figure 4-17 Enter the first entry to enable relay

Total entry : 1
192.168.0.0 / 255 255 255.0 [ Modity || Remove |
Total entry : 1

Figure 4-18 Complete the first entry
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(& senders P Address | Help |
) Recipient's Domain Name

Add a Relay Destination

Figure 4-19 Enter the second entry to enable relay

Total entry : 2

Mail Relay List Configuration

Total entry : 2

Figure 4-20 Complete the second entry

Step2. Enable external senders to send mails via relay, please go to Mail Management - Configure
-> Mail Relay for settings:
B Click New Entry.
B Check Domain Name. (This enables relay to this Domain name)
B Domain Name set as airlive.com
B Click OK to complete the setup process. (Figure 4-21, 4-22)

) Sender's IP Address | Help |
(%) Recipient's Domain Name

Add a Relay Destination

e

Iook | cancel |

Figure 4-21 Enter an domain name to enable relay

Total entry : 3

Mail Relay List Configuration

Total entry : 3

Figure 4-22 Domain name setup completed

@ When Local SMTP Authentication is activated, internal accounts sending mails off-site does not

required setting up the Relay.
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4.1.5 Mail Signatures

Enable Mail Signature function will add the signature on all outgoing mails.

Stepl. On Mail Management - Configure - Mail Signature setting, add a new entry.
B Click Add signatures to all outgoing messages.
B Fill in the content you want to publish on the message.
B Press OK to finish the setting. (Figure 4-23)

Mail Signatures Setting

Add =ingnatures to all outgoing mes=ages

Dear Valued Customer,

Your technical guestion has been received, AirLive Support Team will
respond to vou shortly. In the meantime, please wvisit our website to
read through our technical FAQ webpage:
http://www.airlive.com/support/technical support.shtml

Pleasze also visit our Firmware & Driver webpage for the latest
firmware or

driver:

http://www.airlive.com/support/firmware driver.shtml

Thank you for choosing our products,
—AirlLive Support Team

| Ok | | cancel |

Figure 4-23 Mail Signature setting
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Step2. User will fine the message on the bottom of mail content for all outgoing mails. (Figure 4-24)

& Mail test from Afrlive Mall server for IAR-5000 =15

i

Fi= Fik Wiew Took Message Hebp

E‘J w “" 'EF >< @ 0 jLA]
Regly  Heply all

Faorward Frirk Dedete Previous et Addresses

Fram: Iacioy K

Drabe: Thursday, May 22, 2008 2:25 PH
Toe ‘D’

(] arbve_jackydhotmal.com

Subject:  Mal best from Ak Mal seever For 108 -S000

An tible, thus s a best monl for POP3 and Wb POPS.

Bt rocpoareds,
Jacky Ko

Duistink ¢
Jacky Ko J Product Manager

Tel: p06-2-2210-6000 Ext. 335
Fax: BHO-2-d0h f-bEad

Wazka: wevewe airlive corm

E-mall: jacky ko@alrlive.com

Dhear Valuesd Custormer,

¥our techermcal gquestion b been recessed, darlree Support Tearm: sall eespond toogow shorthy. Tn U meantene, pliseses seal or
website to read through our technical FAQ webpage:

betp: www. giclive comdsuppartftechnic sl support. shiml

Flease also wisit our Firmware & Oriver webpage for the latest firmware or
elrivier:

htepeffwwew_ girlive. comy'support,/firrware_driver. shtml

Thank you tor choosng our products,
AirLive Support Team

Figure 4-24 Recipient receives mail with signature
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4.1.6 Mail Routing

IP Address of Mail Gateway

Enter the mail gateway IP address in this column, all outgoing mails will pass to mail gateway, and send to
recipient. Mail Routing also allows administrator arranging some mail services, such as mail backup or
auditing, to construct more completely mail services.

Assigning a Mail Server to Process E-Mails from Specific Domains or E-Mail Addresses

Stepl. Decides using which mail server to relay e-mail messages.

Step2. Under Mail Management - Configure - Mail Routing, refer to the steps below to make
settings:

Click New Entry.

Specify of which Relayed Domain Name / Mail Address is to be relayed.

Specify a mail server in the Mail Relay Server IP / Domain Name field.

Specify a port number for creating a SMTP connection with the mail server.

Determine whether to employ SMTP authentication accordingly. (Figure 4-25)

Click OK to complete settings. (Figure 4-26)

Add a Relay Entry

Figure 4-25 Mail Routing Settings

Total entry : 1

Relayed Domain Mame { Mail Address Mail Relay Server IP / Domain Mame

Total entry : 1

Figure 4-26 Mail Routing Setting Completed

Step3. E-mails sent from the ES-6000’s mail accounts to the domain name / mail address you specified

will be relayed by the mail server you designated

@ Supposed the Relayed Domain Name / Mail Address setting is given an asterisk (), then e-mail

delivery to the mail accounts, except for those of ES-6000, will be processed by the relay server you

designated.

40



4.2 Account Management

The most troublesome step of setting up a mail server is creating e-mail accounts. With approaching like
Automatically Adding, Query Old / LDAP mail server, and Import function, e-mail accounts can be created

or transferred in just no time.
4.2.1 Setting

Learning Account Setting
Once recipient has logged in ES-6000, mail account will automatically be created on ES-6000 according to
the account and password that has logged in; Or via communicating with the old mail server or the LDAP

server, mail account will be imported as an internal account when the authentication is specified.

¢ Automatically Add:
B Check Automatically Add.
B Click OK. (Figure 4-27)
B Once recipient has logged in ES-6000, an internal account will be immediately created on

ES-6000 according to recipient’s account and password.

Account Learning Settings

| Help |
(%) Automatically add

O Query old mail zerver, IP address : | |l'.‘luer'_.r : (Automatic Learning )

() Disable account learning { By manual operation )
() Connect to LDAP server Test connection

LOAP Server IP:

| (1-65535)

LOAP Server Port :

LDAP Search Base : | ( Max. 255 characters, ex: dc=mail dc=my_domain,dc=com )

| ( Max. 255 characters )
| ( Max. 20 characters )

Username :

|
|
|
LDAP Fitter Rule : | | ( Max. 255 characters, ex: (objectClass="))
|
|

Pazswaord

Figure 4-27 Automatically Add
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€ Query Old Mail Server:
B Check Query Old Mail Server and fill in old mail server’s IP address to the blank field.
B Click OK. (Figure 4-28)
B When recipient has logged in ES-6000, with the old mail server’s authentication, mail
account will automatically be created on ES-6000 according to recipient’s account and
password. Meanwhile, ES-6000 will start to retrieve mails on the old mail server until all

mails are all being transferred.

Account Learning Settings

| Help |
() Automatically add

(¥ Query old mail server, IP address : |1‘3‘2-153-U‘-253 |l1uer)r: |ACCDUﬂt and Password V| { Autornatic Learning )

(") Dizable account learning { By manual operation )

() Connect to LDAP server Test connection

LOAP Server IP: |
LDAP Server Port - 388 | (1-65535)

LDAP Filter Rule : objectClass= | [ Max. 255 characters, ex: (objectClass="))

Username : | ( Max. 255 characters )

|
|
LDAR Search Base | | ( Max. 255 characters, ex: dc=mail dc=my_domain,dc=com )
|
|
|

Password : | { Max. 20 characters )

Figure 4-28 Transfer accounts and mails from old mail server

€ Disable Account Learning (By manual operation):
B Check Disable Account Learning
B Click OK. (Figure 4-29)
B ES-6000 will not create any account automatically; the mail account must be created by

manually.

Account Learning Settings

| Help |
() Automatically add

) Query old mail server, IP address : | 192.168.0.253 |l1uer)r: Account and Password { Autornatic Learning )

(%) Dizable account learning { By manual operation )

() Connect to LDAP server Test connection

LOAP Server IP: |
LDAP Server Port - 388 | (1-65535)

LDAP Filter Rule : objectClass= | [ Max. 255 characters, ex: (objectClass="))

Username : | ( Max. 255 characters )

|
|
LDAR Search Base | | ( Max. 255 characters, ex: dc=mail dc=my_domain,dc=com )
|
|
|

Password : | { Max. 20 characters )

Figure 4-29 Disable Account Learning
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€ Import Account from LDAP server:
B Check Connect to LDAP Server and apply correlative addresses and settings.
m  Click OK. (Figure 4-30)
B When recipient has logged in ES-6000, with the LDAP mail server’s authentication,
mail account will automatically be created on ES-6000 according to recipient’s account

and password.

Account Learning Settings

| Help |
() Automatically add

) Query old mail server, IP addre&s:| 192.168.0.253 |l1uer)r: Account and Password { Autornatic Learning )

(") Dizable account learning { By manual operation )

(%) Connect to LDAP server Test connection

LDAP Server P': 192.165.0.254 |

LDAP Server Port: |38 | (1-65535)

LDAP Search Base |dc=mr.dc=CDm | ( Max. 255 characters, ex: dc=mail dc=my_domain,dc=com )
LDAP Filter Rule : |(Dbif=ctﬂlﬂss=‘]' | ( Max. 255 characters, ex: (objectClass=*))

Username : |cn=test,cn=l..lsers,dc=my,dc=cum | ( Max. 255 characters )

Password : |------- | { Max. 20 characters )

Figure 4-30 Using LDAP authentication to create new account

Default Settings for New Account

Configure Default Settings of New Account to define the default setting for each new account.
(Figure 4-31)

Web Mail, POP3, IMAP, SMTP Inbound, SMTP Outbound: Enable
Maximum Mail Box Quota: 100MB (Inbox set as 50 MB)

Maximum Web Disk Quota: 100MB

Maximum Message Size of a Mail: 10MB

Push Mail Quota: 10MB

Default Settings for Mew Accounts

Web Mai ®enable O Disable | Heip |

POP3 ®enable O Disable | Heip |

IMAP @ enable O Disable | Help |

SMTP Inbound @enable O Disable | Help |

SMTP Outbound ®Enable O Disable | Heip

Max. Maibox Quota : MB ( Inbox - MB, Others : 50 MB ) ( 10-9999 )
Web Disk Quota : 100 MB ({0 -9999 0 : disable Web Disk )

Mazx. Mail Size : MB (1-999)

Puzh Mail Quota : MB (1-9999 )

Figure 4-31 Configure Default Settings of New Account
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4.2.2 Individual

Definition
€ Export Account:

To export exist accounts for backup and rearrangement, please go to Mail Management > Account

Management = Individual:

B Click Export next to Export Account.

B Click Save in the confirmation dialogue box, then select folder for storage, after that, click

Save. (Figure 4-32)

Domain Mame ;| test.com W

Export &ccourt: | Export
e SN File Download X]

Accourt Status ;| Active | Do pou want to open or save this file?

Accourt Management :
o Mame: Email_Server_appliance_Maildccount_20091020. conf
Clazsification : ALL 0-9 &

& (17 Paszword Included

From: 192,168.110,249

Type: HTML Document, 9 bytes

Open ] [

Save ] I Cancel

|

zave thiz file. What's the risk?

Wwihile files from the Internet can be useful, some files can potentially
harm vour computer. If pou do not trust the source, do not open or

B N S

Tatal entry : 1

Total entry ;1

Figure 4-32 Export existed accounts

€ Import Account:

To use arranged account list, go to Mail Management - Account Management - Individual:

B Click Browse to select the folder where the account list file is saved, then click Upload.

(Figure 4-33)

B Choose file type in the Import File Type window, and then click Upload.

(Figure 4-34)

B Click OK in the confirmation dialogue box to complete import. (Figure 4-35)
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Export Account : | Expai

Choose file

Impaort Account ;

Lock in: | g Temp ~| O ZF > E-
Account Status I J
Account Management : || - a (D)database
Clazsification : ALL -2 My Recert ——
& (1) Paszword Included Docurments =
Desktop I

My Documents

<

by Computer

&

My Metwork.  File name: IEmaiI_Ser\-'er_.-’-'l.pplianu:e_Mail.t'-‘u:u:nunt_EEIEIEﬂ Elij Open I
Flaces
Files of type: I,-’.\II Files [%.7] LI Cancel |

Figure 4-33 Choose account list file to import

lmport File Type

(%) Local Expart File
) Linux Pasaword File { ex Jetc/shadow )

) Outloak Express Address Book { ex cgv extension file )

I (o | | cancel ]

Figure 4-34 Choose import file type

Microsoft Internet Explorer, EJ

\ ? ) Are you sure you wank bo import account ¥ All group data will be removed |

L Ok, ,] [ Cancel

Figure 4-35 Confirm to import accounts
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€ Individual Setting:

To adjust individual setting, please go to Mail Management - Account Management - Individual:
B Click Add to Individual Setting.

Enter account information in the Add New Account window. (Figure 4-36)

Click OK to complete adding new account. (Figure 4-37)

Check unwanted account, and then click Remove next to Individual Setting.

Click OK in the confirmation dialogue box. (Figure 4-38)

Frrwe  — -

Figure 4-36 Add a new account

Cramain Mame :

Expart.ﬂ.ccaunt:i Export i

Import Acoourt © | |[ Browsze... ]' Uplaad l(Ma}{. upload size: 5 MBE)

CIasmﬂcaﬂanALLDBahu:def_g_ii_j_kImncu_p__q_rstuvwx_y_i

Tatal ertry @ 4

Figure 4-37 New account is added
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Domain Mame ;| test.oom v

Export Account I Export I
Import Sccourt : | |[ Browse.. || Upload | (Max upload size: 5 MB)

Account Status: | Active () | | Inactive (0) |

Classification : ALL 0-9 8
I (4 : Paszword Includsd \ ? ) Are you sure youd wank fo remove 7

Total entry 4

Active Account (4)

[v] 8 anrie

L K ] I_ Cancel

Total entry ; 4

Figure 4-38 Remove an account

@ Auditing specific account can be achieved by forwarding or duplicating every mail into an assigned

mailbox.

@ User can find the user quickly with Classification function. Just click the first letter of name and it will

display the account list started with specific letter.
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4.2.3 Group

In the path of Mail Management = Account Management - Group, set as followed:
B Click Add next to Group Setting.
B Name the group and select group member, then click the lower right OK in the Add New
Group screen. (Figure 4-39, 4-40)

B Mails that go to a group account will be distributed to each group member.

Add a Group

<— Available Accounts —=
annie

Figure 4-39 Add new group

Daomain Mame

Export Group:i Export I

Import Grougp : | |[ Browse. .. ]. Upload ' (Max. upload size: & MB)

Group Setting _

= Group Marme :team_a (2

Figure 4-40 Complete forming a group
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4.2.4 Shared Address Book

User can search the target via Name, E-mail Address, Company Name, Office Name, and Job Title, and find
out the matched one in ES-6000 Shared Address Book records.

¢ Export Address Book:

To export the address book, go to Mail Management = Account Management - Shared Address Book:

Click Export next to Export Account Book.

Click Save in the confirmation dialogue box, then select folder for storage, after that, click
Save. (Figure 4-41)

Domain Mame ; |[bestcom v

Export Address Book | Export

Import Address Book :li
| Import
Ohtain shared address boak from
Q
annie an
SAM =3
dean de
[aluls} fag

File Download ['S_<|
Do you want to open or save this file?
K]. j Mame: Email_Server_appliance_AddressBook_ 20091029, csv
rd

Type: Microsoft Office Excel Comma Separated Yalues Fil,..
From: 192.168.110,249

Open ] [ Save ] I Cancel

harrn your computer. |F you do not tust the zource, do not open or

@ While files from the Internet can be useful, some files can patentially
% zave this file. What's the risk?

Figure 4-41 Export Address Book

Total entry ; 4

Caonfiguration
Moclify || Remoye |
Moclify || Remoye |
hodify || Remove |
hodify || Remove |
Total entry : 4

@ System administrator may add detailed information to each contact in Shared Address Book.

€ Import Address Book:

To import Address book, go to Mail Management - Account Management - Shared Address Book:

(Figure 4-42)

Choose file type in the Import File Type window, and then click Import.

Click OK in the confirmation dialogue box to complete import. (Figure 4-43)
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Domain Mame ; |test.com s

Export Addres

Impott Address Choose file

Look in: |ﬁ) Temp j €] T e M-
Obtain shared d 3 (D database
[ = btal sntry © 4
< My Recent =1 Email_Server_appliance_Address| = STy
Marme Documents
annie @ Remowve |
FAM Remowve
Desktop |
dean Remowve |
bk A Remave |
ptal entry 4
My Documents
iy Computer
My Metwork. File name: |EmaiI_Server_AppIiance_AddressBDDk_EDDS'I [ﬂ Open |
Flaces
Files of type: |,-’.\|| Files [*.7) j Cancel
Figure 4-42 Choose file to import Address Book
Domain Matme
Expott Address Book (| Export ]
Import Address Book :|CDocuments snd Setting] [ Browss.. | (Character set: | English (130-8858-1 + b
| Import | iMax upload size: 5 MED
e Microsoft Internet Explorer b_(|
o Tatal ertry : 4
Mame 3() &re you sUre you want ko import 7 City v Caonfiguration
h=in-tien | hodify | | Remove |
sam I i ] l r— | Modity || Remove |
dean | Modify | | Remowve |
bk bobigtest com Taivwan Taipei | Modify | | Remowve |
Total entry ; 4

Figure 4-43 Confirm to import Address Book

€ Import Address Book from LDAP Server:

To add contacts from a LDAP server, select Mail Management - Account Management - Shared
Address Book and then set as below:
B Click on the hyperlink Add Addresses from LDAP, then enter all the necessary
information in the pop-up window. (Figure 4-44)
B After finishing filling in each field, click OK to complete importing addresses from a LDAP
server. (Figure 4-45)
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Domain Name : | test.com %

Export Address Bool
Import Addrezs BooH

{> Add Address from LDAF - Windows Internet Explorer

Obtain sharsd addre] (Obtain shared address book from LDAP server
Q@ % LDAP Server P 192.168.110.253 | Test connection

LDAP Server Port 389 | (Range - 1- 65535 )
LDAP Search Base |Du=penpbe,dc=my,dc=onm | { Max. 255 characters )
LDAP Fitter Rule |(Dh}EC’ECiBSS-=‘} | { Max. 255 characters )
User Name |cru='test,cru=l..lser3,d:.‘=my,d:.‘=onm | { Max. 255 characters )
Password (easeas | (Max. 20 characters )
[ ox || cancel |

Figure 4-44 Importing Contacts from a LDAP Server

Damain Mame : | test.com W

Export Address Book :l Export I
Import Address Book | |[(Brawse__] iCharacter st | English (150-8855-1)
[ mport | (M upload size: 5 ME)

Oktain shared address book from LDAP server Baze : o=test.com

o

Tatal entry : 4

Mame E-mail Add

Total entry ; 4

Figure 4-45 Contacts Imported from LDAP server

€ Modify Address Book from LDAP Server:

To add or modify Address books information:

B Click on New Entry on the bottom.
In the Add Contact screen, fill out the contact’s information. (Figure 4-46)
Click OK to complete adding new contact. (Figure 4-47)

Remove the unwanted contact by clicking Remove button.

Click OK in the dialogue box to confirm deletion. (Figure 4-48)
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Expotrt Address Elook:i Export l

Import Address Book | |[(Browse.._] (Character set: | English (1IS0-8859-1) ¥ )
I Impart I(Ma}{. upload size: 5 ME)

Oktain shared address book from LDAP server Baze : o=test.com

E-mail Add

Total entry ; 4

Figure 4-47 New Contact Added
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Domain Matme

Expotrt Address Elook:i Export l

Import Address Book | |[(Bromse_] (Character set | English (150-8859-1) )

i Impart I(Ma}{.uplnad Size: 5 MB)

Tatal entry : 4

@ Are you sure you wank fo remove ?

l Ok I[ Cancel J

Total entry ; 4

Figure 4-48 Removing a Contact

€ Search Address Book:
B Go to Mail Management = Account Management - Shared Address Book

B Click the search icon Q

B Type keyword in the column of “E-Mail Address”.
B Press Search button

B Display the searching result. (Figure 4-49)

Search Address Book

Domain Name :  test.com

Hame : | | { Max. 30 characters )
E-mail Address |test.onm | { Max. 80 characters )
Company Name : | | { Max. 30 characters )
Office Name : | | (Max. 30 characters )
Job Title : | | { Max. 30 characters )

%

Results

Name E-mail Address Company Name Office Mame Job Title

Figure 4-49 Address Book searching result
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@ When you create ES-6000 mail account, it will also create a copy in Shared Address Book.

@ User can choose two displayed item in Shared Address Book list, the items include First Name, Middle
Name, Last Name, Home Street, Home Phone, Home Fax, Mobile Phone, Company Name, Country,
State, City, Postal Code, Company Street, Company Phone, Company Fax, Company Website, Office

Name, Department Name, Job Title, Pager, IP Phone, and Netmeeting.

€ Search user mail address via Outlook Express:

Shared Address Book is not only co-worked with ES-6000 Web Mail, user’s mail address also can be

searched by Mail client software. We take Outlook Express as example to demonstrate how to search:

Open Outlook Express Address Book. (Figure 4-50)
Select Main Identity’s Contacts - Tools = Accounts... function. (Figure 4-51)
Press Add... button and follow the wizard to configure setting.
(Figure 4-52, 4-53, 4-54, 4-55)
B Select the new created Internet account and press Properties... button.
(Figure 4-56)
Highlight and copy ES-6000 Shared Address Book LDAP directory. (Figure 4-57)
Paste ES-6000 LDAP directory to Advanced setting, click OK and close the setting (Figure
4-58)
B Press Find People button and the windows will show up to allow user searching target.
User can also specify the condition to search the specific target.
(Figure 4-59, 4-60)
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Merivrd

Foiders =1 4 ¥ Fom Sudomt

3 Custlack Express = tawky Kn W W el T TG T RIS Dlohal Peownpre. 02200 41
o G Loral Poidery L] Ml Delorory System Undelhvered Ml Rotumed Lo Somber BYZ2007 82T -
! Enbaw (1) i el Delevery System  Undelivered Ml Retumed to Sender BYZ2007 827
o Cuthan 54 Backy Ko test BT H0T S5
R Senk Toev
{F Delatm] Bovrac
1B} eates
Frone T
bt
Thers i Fo) mecksage seiecied
ferdahs = »
Tewwn e v vttt gy, Cck
B0 CoRR ks bo C1aBkE B Rew ContE,
4 messagels), 4 unvead. o  Mwmmgone
Figure 4-50 Open Outlook Express Address Book
fidd Hion . |
File Edit “iew Help
F- [Ny S5 @
e Frop| action » leople Print Action

| Type name or select from list: | |

Shared C¢ Sonchionze

23 Main Identieys omare Mame £ E-Mail Address Business Phone Harne Phone

S_hows din_act.ory seryice information,

Figure 4-51 Open Internet Accounts managed windows
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Internet Accounts

Account Type Connection
%.ﬂ.ctive Diirectary directary semvice Local Area Mebwork, -
@ Bigfoot Internet ... directory service Local Area Metwork,
@"v"eriﬁign Internet ... directory zervice Local Area Metwaork, e Trat sl
@thw’here Inter... directory service Local &rea Metwaork

[rmpart...

Ewport...

Set Order...

Cloze

1l

Figure 4-52 Create new Internet Account

Internet Connection Wizard E

Internet Directory Server Hame

Type the name of the Internet directory [LDARP] server pour Intermet service prowider or
gugtem adminiztratar has given pou,

Internet directony [LOAP] server: | 192.168.0.253

[F wour Internet zervice provider ar system administrator has infarmed pou that they
require you ta log an to your LOAP server and has provided pou with an LODAP account
name and pazsword, zelect the check box below.

[ ] My LDAP server reguires me to log on

Mext > ][ Cancel

Figure 4-53 Define LDAP server IP address
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Internet Connection Wizard E|

Check E-mail Addresses

Y'our e-mail program checks the e-mail addreszes of pour meszage recipients Using one
or mare directany service address lists,

Ilzing a directary service ta check the e-mail addreszes of vour meszage recipients may
glow down the performance of your e-mail program.

Do wou want to check addreszes uzsing this directorny zervice?

ies
(%1 Mo

[ < Back ” Mext » l[ Cancel ]

Figure 4-54 Do not check Email Address due to the setting is incomplete

Internet Connection Wizard E|

Congratulations

You have successfully entered all of the information required to st up vour account,

To zave these settingz, click Finish.

< Back ” Firnzh ][ Cancel

Figure 4-55 Click Finish to complete the setting
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Internet Accounts

[.ﬁ.ll H hd ail " Mews ] Directary Service |

.....

Account | Type | Connection | [ Remove J
CE3192168.0.253  directory service Any Available _
ﬁ.ﬁ.ctwe Directory  directany service Local &rea Network
ﬁ Bigfoot Internet ... directorny service Local &rea Network | et 2z Defaulk |
ﬁ"-ﬁ'eriﬁign Internet ... directony service Local &rea Metwork
ﬁWhnWhere Inter...  directony service Local Area Network Imipart...

Figure 4-56 Select new created Internet Account and Click Properties for more setting

- ]
Domain Mame ; | irlive.com W

Export Address Book :i Export l
Import Acress Book | |[ Browse.. | iCharacter set : | English (150-5559-1) @b
[ import | (M upload size: 5 ME)

Obtain shared address book from LDAP server Base : o=airlive.com

Q@ Total entry : 12

Mame

Tatal ertry 12

Figure 4-57 Highlight and copy ES-6000Shared Address Book LDAP directory
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24 192.168.0.253 Properties

General Advanced |

Server Port Murmber
Directory zervice [LDAPT: I1ze Default
[ ] Thig zerver requires a zecure connection [S5L)

Search

Search timeout;

Shot — 7 Long 1 minute

b asirnum number of matches to returm; 100 E

Search base: | a=airlive. com |

[ ] Use simple search filter

] l [ Cancel ] [ Apply

Figure 4-58 Configure LDAP server Advanced setting
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File Edit ‘Wiew Tools Help

Gl P €

e Gelets

S @

Print Action

- ]

Find Peopl

o Shared Contacts

425 Main Identity's Cantacts

Twpe name or select fram lisk:

Mame - E-Mail Address

Business Phone Haome Phone

0 items

Figure 4-59 Press Find People button to search target

™ Find People

Loak in:

192.168.0.253

|m Advanced |

Define Crikeria

| Mame

Mame conkains airli

hd | Web Site..,
Fird Mow ]
V| ||:|:|ntains V| |airlive | Stop
e [ add | Clear &l |

Remowve

Figure 4-60 Select Advanced to define the searching condition
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4.3 Queue

Detailed delivery status is available for MIS engineer to have a better understanding and be able to react to it

on the spot.

Monitoring Mail Delivery Status, Responding on the Spot

Stepl. Go to Mail Management - Configure = Setting = Mail Setting, set as followed:
B Set Max. Lifetime of a Mail in Queue as 4 hours. (Figure 4-61)
B When delivery is failed, system will keep trying to resend the mail to recipient periodically

in the storage time.

Max. Simutanecus Connections of Send Mail (Range:1-9999)

Max. Lifetime of a Mail in Queue 4 | |Hours %/ (Range:1-99)

[] Enable Local SMTP Authentication | Help ||
[] Enable Inbox Quota Auto-Adjustment | Help |

Figure 4-61 Maximum lifetime of a mail in queue

Step2. Go to Mail Management 2 Queue -2 Unsent Mail, mail status is always obtainable:

B When delivering a mail, it shows its processing procedure. (Figure 4-62)

B Factor caused failed delivery is at hand and by clicking Resend Now to resume sending.
(Figure 4-63, Figure 4-64)

B System will keep on resending mail to recipient until mail is successfully delivered in the
storage time.

B Aspecific mail or all mails in Queue may be removed to terminate the delivery.
(Figure 4-65, Figure 4-66)

[l 171 [ead[1][v]

Sender ‘ecipient

Eeason

| ResendMow | | Clear v i Clear Al |

Figure 4-62 E-Mails under Process

| Resendnow (connect to test.com[B4.214 163.132]; Connection
refuzed)
jacky@test com

Figure 4-63 Failed Delivery
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Connection refus...

i Resend Mow Ii Clear W ii Clear &1l I

Figure 4-64 Resuming a Failed Delivery

Zonnection refus...

i Resend Mow ii Clear @li Claar Al I

Figure 4-65 Erasing an E-Mail Delivery

(4[]l 1/ 1 el [¥][¥]
it

i Resend Mow ii Clear v Ii Clear Al I

Figure 4-66 Queue Emptied
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4.4 Connection Track

Whether it is receiving, sending, or retrieving e-mails from mail server, Connection Track has the detailed log

corresponding to each e-mail process. By which system administrator may use the log as reference to

manage and adjust e-mail service.

4.4.1 Outbound SMTP

User can use date, IP address, sender, recipient and content as keyword to search matched records.

€ To use this feature, please follow the steps below:

1. Press Q icon to enter the web page for searching mail log. (Figure 4-67)

2008-05-27 (6 Records) |

Date /Time

0527 14:33 60.250.158.64
05027 14:29 60.250.158.64

Recipient
jacky@test com
povaesen | |
povgeson ||
oo | &
b

jacky@airlveS8 dyndns.info
jacky@airlive38 dyndnz.info
jacky@airlive38.dyndnz.info

@airlive33.dyndns.info

airlive_jackyi@hotmail. com

jacky ko@airlive.com

Figure 4-67 Outbound SMTP
Enable searching duration and assign a period of time.

Input a sender as keyword.

AP on

Select All Types for status and click Search.

5. Shows results. (Figure 4-68)

Search Connection Lﬁ

[¥] From : 2008 [w /|05 v /|01 v |00 %1 00 v
To: 2008 v /|05 [w /(27 [+ |15 % || 07 |
IP Address
Sender: | |( Max. 128 characters )
Recipient : |( Max. 128 characters )
Status | Alltypes lj
Detail : |( Mazx. 128 characters )

| searsn |

Results

[M][4]

Date / Time IP Addre 5 ]
jacky@airlive3&.dyndnz.info
jacky@airlveS8.dyndns.info
jacky@airlive38.dyndnz.info
jacky@airlive38.dyndnz.info
jacky@airlive38 dyndnz.info
jacky@airlive3&.dyndnz.info

jacky@test.com
jacky@test. com
jacky@test.com
=sebastienkoi@=zeed net.tw
airlive_jacky@hotmail. com

jacky ko@airlive.com

Figure 4-68 Search for specific record
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4.4.2 Inbound SMTP

B User can use date, IP address, sender, recipient and content as keyword to search matched records
stored in ES-6000.

€ To use this feature, please follow the steps below:

1. Press Q icon to enter the web page for searching mail log. (Figure 4-69)

2008-05-27 (3 Records) %
(][4 1/ 1 [l [v][M]

0527 14:15 6025015864 | jacky@airive3d dyndnz.info =zebastienko@eeed net tw
0527 14:13 60.250.158.64 | jacky@airiive33.dyndnz.info jacky ko@airlive.com, airlive_jacky@h...

Figure 4-69 Inbound SMTP

Enable searching duration and assign a period of time.
Input a sender as keyword.

Select All Types for status.

Click Search.

Shows results. (Figure 4-70)

Search Connection Lﬁ

2

[#] From : 2008 [w /|05 v /|01 v |00 %1 00 v
To: 2008 % |[|05 [w /[ 27 [+ |15 % |:1]21 |
IP Address
Sender : | |( Max. 128 characters )
Recipient : |( Max. 128 characters )
Status:  |Alltypes | v|
Detail : |( Max. 128 characters )

| search |

Results

—

2008-05-27 (3 Records) v

[4][«][1 1/ 1 (8ol [¥][b1]

0527 14:15 50.250.158.64 | jacky@airlive3s.dyndns.info jacky@test. com

0527 1415 | 6025015864 | jacky@airivess dyndns info sebastienko@sesd net tw “
D527 14:13 | 60.250.15864 | jacky@airive9e.dyndne.info jacky ko@airive.com, airive_jacky@h..| = | & |

Figure 4-70 Search for specific record
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4.4.3 POP3/ IMAP

[ | User can use date, IP address, sender, recipient and content as keyword to search matched records
stored in ES-6000.

€ To use this feature, please follow the steps below:

1. Press Q icon to enter the web page for searching mail log. (Figure 4-71)

vi@airlived2 dyndns.info

yairlive®3.dyndns.info

Figure 4-71 POP3 / IMAP

Enable searching duration and assign a period of time.
Select All Types for status.

Click Search.

Shows results. (Figure 4-72)

AR A

Search Connection L

[¥] From: 2008 % /|01 [w|/[15 [+ |00 % |:]00 %
To: @‘;’ s lg IE‘ ﬁ{ . 23_13{
Uzer Name :———_| {Max. 30 characters)
IP Address
Status: | Alltypes v
Detail : |( Max. 128 characters )

| sewren |

Results

(][ «][1 ] 7 4 [[8a][»]w]

IP Address

jacky@airliveSa.dyndns.info
jacky@airlive®d dyndns.info

05/27 1518 jacky@airlive3.dyndns.info 60.250.158.64

Figure 4-72 Search for specific record

@ Search results will be sorted by day, MIS engineer can use pull-down menu to choose records of

specific day.
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Ex. Viewing Mail Log of Outgoing Mail

Stepl. Go to Mail Management - Connection Track = Outbound SMTP, there it shows mail log of
outgoing mails. (Figure 4-73)

2008-05-27 (3 Records) %

Date [ Time

0527 14:15

0527 14:15

05027 14:13

Figure 4-73 Mail log of Outbound SMTP

Step2. Click Detail for detail information. (Figure 4-74)

2 hitp:#Hairlive98. dyndns.info: 8000 - [Connection Log] Detail (6) - Microsoft Internet Explorer (X
File Edit ‘iew Favorites Tools  Help H

Date ! Time Sende Recipient

Dane | | | | | | ® Internet

Figure 4-74 Details of mail log
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Ex. Viewing Mail Log of Incoming Mail

Stepl. Go to Mail Management = Connection Track = Inbound SMTP, there it shows mail log of

incoming mails. (Figure 4-75)

2008-05-27 (3 Records) %

Date / Time

0527 14:15 60.250.158.64 ck
05027 14:13 60.250.158.64 | jac

Figure 4-75 Mail log of Inbound SMTP

Step2. Click Detail for detail information. (Figure 4-76)

2 hitp:#Hairlive98. dyndns.info: 8000 - [Connection Log] Detail (3) - Microsoft Internet Explorer
File Edit ‘iew Favorites Tools  Help

Date ! Time IP Address Sender Recipient

[+
2] Done ® Internet .

Figure 4-76 Details of mail log
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Ex. Viewing Mail Log of Retrieved Mails from ES-6000

Stepl.

Go to Mail Management > Connection Track = POP3 / IMAP, there it shows mail log of
retrieved mails from ES-6000. (Figure 4-77)

052

L

Date / Time
05127 14:15

7 14:15

0527 14:13

2008-05-27 (3 Records) %

Step2.

Figure 4-77 Mail log of POP3

Click Detail for detail information. (Figure 4-78)

2 hitp:#Hairlive98. dyndns.info: 8000 - [Connection Log] Detail (81) - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help H
[a]

Date ! Time User Mame IP Address

Daone

| | | | | | ® Internet

Figure 4-78 Details of mail log
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Chapter 5 Web Mail

5.1 How to use Web Mail

The example shows you how to use web mail:

Stepl. To use the web mail service, please type the default IP address 192.168.1.1 with the HTTP port
(8080) or HTTPS port (1443) in the address of web browser.
For example, http://192.168.1.1:8080 or https://192.168.1.1:1443 (Using 8080 or 1443 depends
on protocol type.) (Figure 5-1)
B Enter user account and password.
m  Click Login.

- T-."-'-‘-‘ = @ — = o
All‘ '.l'l’-(;“ ES-6000 Email Server Appliance M AirLive Web Mall

Figure 5-1 Log in web mail
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Step2. When user first uses web mail service, system will require user to enter basic information.
B Click Continue. (Figure 5-2)

B Select language, timezone offset, sender address and edit your signature below User
Preference. (Figure 5-3)
Click Save.
Display preferences successfully saved. (Figure 5-4)

Click Continue.

Figure 5-2 First use of web mail service

john

Language: | Englizh Version L:’]|

TimeLone offzet: | +0800 - China Coast Da|
From; | "john" <john@airlive com:= L:’]| E I
Showy previesy pane;

Auto Reply: |:| 3ubje.:t;|This iz an autoreply . [Re: FSUBJECT]
Auto Reply Test ( 500 characters o less )

Hello,

I will not be reading mwy wail for a while.
Tour mail regarding '§3UBJECT' will be read when I return.

Sigrature [ 500 characters or less )

Figure 5-3 User Preference

ful

Figure 5-4 Preferences successfully saved
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Step3. Web based mail for easy mail access. (Figure 5-5)

- - - . . e -
[Faiders [ To]zender [subiect= [Recemed Date |
l@l.-:ihlin‘:
T by
T Saved
o) sent
3 Drant
{7 Civdetoet Maits
- Spam
|5 G rus
&P ick i

Figure 5-5 Web Mail Interface
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5.2 How to configure Web Mail User Preference

Click Preference in the web-based mailbox main screen, and then set as below: (Figure 5-6)
B Click %7 to edit sender name.
Click sender name and the original name and mail address will be shown at the column.

Rename the original name in Name field. (Figure 5-7)
Click Modify to complete modification. (Figure 5-8)
Click & to edit personal information.

After finished, click Save.

Click Save in the User Preference screen to complete settings. (Figure 5-9)

POP3
Edlit Wwhite List Eclit Black List| Push Mail Rule Pasgiord ‘ Extra hiail
Language: |Engli3h Wersion Vl
TimeZone offset: | +0&00 - China Coast hd |
From: | "josh" <joshi@airlive com= |ﬁ§|_| ‘
Shovy previewy pane:
Auto Reply: |:| SubjectlThiS iz an autoreply . [Re: $EUBJECT]
Auto Reply Text ( 5300 characters or less )
Hellao,

I will not bhe reading wmy mail for a while.
Tour mail regarding '§3UBJECT' will he read when I return.

Signature [ 500 characters or less )

Figure 5-6 User Preference

Edit Personal Email Addresses

=
Back
Email Address Action

AirLive_jacky jacky @airlive9s.dyndns.info [ Modify |
by Jorasnmommm —

Figure 5-7 Modifying the Sender Name

Mame (click to edit)

Edit Personal Email Addre:

&
Back

Mame (click to edit)

I 0

Figure 5-8 Sender Name Successfully Modified
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ynal infomation

&=
Back

First Name

g

Middle Name

Last Name

'}

Oviglink Corp.
Product Dept.
Job Title Product Manager
Pager
IP Phaone
Netmeeting

Comment

ey Machasdes)

Figure 5-9 Editing Personal Information
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5.3 Importing Address Book from Outlook Express

Stepl. To export the address book from Outlook Express, follow these steps:
B On the File menu, point to Export, and then click Address Book. (Figure 5-10)

B Inthe Address Book Export Tool dialog box, click Text File (Comma Separated Values),
and then click Export. (Figure 5-11)

B In the CSV Export dialog box, specify the storage path and the file name, and then click
Next. (Figure 5-12)
Tick the desired fields to export and then click Finish. (Figure 5-13)

A dialog box says, “Address book export progress has completed.” Then, click OK.
(Figure 5-14)

¥4 Inbox - Outlook Express E]@
- BEEN Edit  Wiew  Tools  Msssage  Help :f
3 [RI= 4 —
2 | - 1 A
: Open Chrl+0 “'Pg g x IiL| o it |g,_'| o
Save As... Forward Print Delete Send{Recy Addresses Find
@ Save as Stationery ...
F Folder y 1@ % From Subject Receive
E: 0 Mail kest From Airlive M: For IAR-5000 0
£ Import ]
i Messages. ..
Print. .. Ctrl+P
Switch Identity. ..
Identities 4
Properties AlE+Enter
Wtk OFfline
Exit | 3
From: Jacky Ko To: 'Dema’ Cc: airlive_jacky@hotmail, cam
Subject: Mail test from Aitlive Mail server For TAR-5000
~
As title, this is a test mail for POP3 and Weh POP3,
Conkacts = b4
[Bairlive_jacky@hotmail. com Best regards,
[ Bljacky. ko@aitlive.com Jacky Ko
Oovislink Corp.
Facky Ko / Product Manager —
Tel: 886-2-2218-6888 Ext. 835
Fax: 886-2-8667-6352 v

IExports Addresses,

Figure 5-10 Selecting Address Book on the File Menu
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Address Book Export Tool E|

Select the program or file type pou want to export your address boak ta, and
then click the Export button.

b icrozoft Exchange Personal Addreszs Book. E =part

Text File [Commma Separated Y alues]

[z |
Cloze

Figure 5-11 Selecting a File Type to Export

CSY Export

Save exported file az:

| et = |

Cancel

|E:'\.ﬂ.ddress_ES‘u’.csv Browze ...

X

Figure 5-12 Specifying the Storage Path and File Name
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CSY Export

Select the fields you wizh to export;

Lazt Mame

Middle Mame

M arne

Mickname b
E -mail Address

Home Street

Harne City

Home Postal Code

Home State

Home Country/F egion

[l Urmm Dl

< Back I Finizh I Cancel

[ £

Figure 5-13 Selecting the Desired Fields to Export

Address Book Export Tool

Addrezs book export process haz completed.

TextFi Address Book

L3
. | J Address book, export process has completed,

Figure 5-14 Export Process Completed
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Step2. To import the address book, follow these steps:
Click Address Book. (Figure 5-15)

B Click Import. (Figure 5-16)

B Locate the file by clicking Browse.

B Select “CSV (first line contains field names.csv)” as file format.
B Select “English Version” for Charset.

®  Click Import. (Figure 5-17, 5-18)

Wil b mewm  rawen rwms o e e s o
Folders | [ o]sener [subivat [RecoveaDawa |
K Local Folders

T Inkon

1 Saved

ol sent

& Dean

{J Deietes Waly
= T s

2 wiet Bk
H | »

Figure 5-15 Clicking into Address Book

100 KB Available

i

X
&
&

oF A .
Mewy Cortact| Mew Grougp Delete Import b Export
!
|Imp0rt Address book Infomationh

Search Address Book

Full Name : { Max. 30 characters )

Emnail : { Max. 80 characters )

Company Phone { Max. 20 characters )

Home Phone : { Max. 20 characters )
Results

41 /[ ]rH

— Mo contacts in this address book —

Figure 5-16 Clicking into Import Screen
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1. Browse for the file you are importing:

cibddress CSY.cav

2. Choose the format of your import file:

CEW (Comma Separated YWalue csv) ﬂ | English “ersion ﬂ

3. Choose the order of the fields in your import file {if applicable):

e o e L

Figure 5-17 Clicking into Import Screen

KB Available
n o) &) 88|
Mewy Cortact| Mew Group Delete Import Export
Search Address Book
Full Name | (Max. 30 characters )

| (Max. 20 characters )
| { Max. 20 characters )

|

Email- | | (Max 80 characters )
|
|

[] John Laj

3
a

Bvan Cheng

Figure 5-18 Address Book Successfully Imported
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5.4 Using Web Disk to Transfer Large File

Stepl. Click Web Disk tab in the web-based mailbox main screen, and then: (Figure 5-19)
B Locate the file by clicking Browse under the Upload File to Web Disk bar.

B Click Upload button. (Figure 5-20, Figure 5-21)

£ S0 |1 =
ugu Repty M?ﬂ Farvird "M‘F-iﬂ #'l I.‘.EH Mf%m A&IFM ﬁia; Gucdn Info h’m I-O?hl

Foiders | [ [ o [sendec | [Roconednates |

2 Local Fesders
3 It

i S

o Senl

5 Dralt (1)

{F Deleted Mais

= T vrus

2 WTE;-L

Figure 5-19 Select Web Disk on the web-based mailbox main screen
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& @

: =
e Pl Delete Addr Book

Guata Info

ih

Freference

Uzed space: 0 Byte, Available space: 100 MB (100.00%), Total space: 100 MB, File: 0

Filename

Upload File to

|C:1airlive.zip |[ Erowse... || Ypload

Web Disk Instructions:

y and then

plete, the

Figure 5-20 Uploading a File to ES-6000’s Built-in Web Disk

. = eh
Mesy Wil Delete Addr Book Cuota Info Preference
Used space: 18.2 MB (18.21%), Available space: 81.5 MB (31 .79%), Total space: 100 MB, File: 1 Maf |8 rh

Eilename

omplete, the

Figure 5-21 File Uploaded
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Step2.

Click New Mail in the web-based mailbox main screen, and then: (Figure 5-22)
B In the Attachment column, click Browse corresponding to Web Disk field.

B Click the desired file and then click OK. (Figure 5-23)

B Click Add corresponding to Web Disk field. (Figure 5-24)

B Complete this e-mail with necessary information, such as subject, content and recipient
address.

B Click Send. (Figure 5-25)

Save Draft

------mmnﬂl

| verdans vl 3ctzpt v [Nomal v B 7 U | § % x| $ R

EEEE TR

JO<| 2 [

Figure 5-22 Click Brows on Web Mail main screen

Add attachment from Web Disk

M1 ]r1[ee] »

| airlive. zip 18.2 MB| 200807101 16:37.33

Select the language for download prompt: | Englizh Verzion l.f..l|
Filename |a'airli-.- e.zZip | [ Cancel ]

Figure 5-23 Adding an Attachment from Web Disk
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| 28]

I 8T

Yerdana @|3(12pt)@|Normal @ B 7 U | K % | bR v o
E = $O<o| ? [

Figure 5-24 Click Add to add hyperlink file to receiver

| 2l

1KB
.
=

@lZ(let)@Mormal @ B I U | 5 = xal £ R < cu
Ol 2 [

Dear Tien,

Because the file size is too large to your mailbox, so you can click the hyperlink within the
attached file to download the file.

Aany question please feel free to notice me, thanks a lot,
Best regards,

Jacky Ko

Figure 5-25 Sending out the Message

82



Step3. The recipient opens the attachment and then download the attachment file through a HTML

page provided by ES-6000 device: (Figure 5-26, Figure 5-27)

& Address Book of Nusoft Corporation = Unicode (i =10 x|
J File Edt \Miew Tools Message Help ‘
o
By @ W X N
Reply Feply &l Forward Prink Delete Previous
| ¥ This message is High Priority. |
Fronm: AirLive _Jacky
Date: Tuesday, July 01, 2008, 05:45 PM
To: sebastienko@hotmail.com
Subject:  AirLive file of AirLive Corp.
Attach: v zio html (670 bytes)
Prink % =
Save hs. .,
Save all,..
Add...
Remoyve
]
#
Figure 5-26 Opening the Attachment
tproothairlive.zip. himl - Microsoft Ints |- (3]
Fle Edb  Wiew F s Toals  Help

(€] Back J @ @ :h /'.j‘Search ‘fgﬂ’Favorites @ L:T:v :"F \f.'d ' :_.J ﬁ ﬁ @

Address |@ CiFeprootiairive. zip. html Vl Go Links **

Click on aithve zip (file size: 18.2 WE ) and vou will be prompted to save or open the flle. “Sawve’ 15 our
adwnzsed recommendation as a result of opening the file directly 15 relatively time-consuming After the
dewnload process may be complete, the file shall be available for being opened.

3% of airlive.zip Completed

Saving:

airlive.zip From airlived8, dyndns.info

(wm ]
Estimated time left S min 12 sec (528 KB of 15,2 MB copied)

Download to! C:\Documents and Setting, . \airlive.zip

Transfer rate: 58,3 KBlSec

Cloge this dialog box when download completes

Dpety Open Falder Cancel

@ Done d My Camputer

Figure 5-27 Opening the Attachment
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5.5 Using White List and Black List to Filter E-Mails

Supposed the domain name “airlive.com” is registered to your organization; and you are using the account

“josh” to log onto Web Mail, then:

Step1. Click Preference in the Web Mail main screen, and then set as below:
Click Edit White List.

Click New

Create a new entry of 123xyz@hotmail.com

Select “From” for Direction.
Click OK. (Figure 5-28)
Click New again.

Create another entry of 123xyz@hotmail.com.

Select “To” for Direction.
Click OK. (Figure 5-29)
Setting is completed. (Figure 5-30)

123xyzi@hotmail.com

Figure 5-28 Creating the First Entry of White List

v Viihitelist

Whitelis 123y zidphotmail.com

Figure 5-29 Creating the Second Entry of White List

=
Back

Export Whitelist To Cliert

Impart whitelist Form Client |

C ion ! aun Configure

To mail.com hdaclify

Figure 5-30 White List Completed
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Step2. Click Preference in the Web Mail main screen, and then set as below:
Click Edit Black List.

Click New

Create a new entry of *hotmail*.
Select “From” for Direction.

Click OK. (Figure 5-31)

Click New again.

Create another entry of *hotmail®.
Select “To” for Direction.

Click OK. (Figure 5-32)

Setting is completed. (Figure 5-33)

Fram

Figure 5-31 Creating the First Entry of Black List

Modify Blacklist

Figure 5-32 Creating the Second Entry of Black List

Edit Black List

&
Back
Export Blacklist To Client

Impart Blacklist Form Cliert | |[(Browse.. ] |Ueload | ¢ mayx File Size 1 MBwies )

Configure

[ty ] [ Femore |

*hottmzil* _ _

Figure 5-33 Black List Completed

Step3. When josh@airlive.com receives an e-mail from a Hotmail account:
B |f the address is 123xyz@hotmail.com, then Josh will receive it.

B Butif it is 456xyz@hotmail.com, then e-mails from this account will be rated as spam.

Step4. When josh@airlive.com tries to send e-mails to both 123xyz@hotmail.com and

456xyz@hotmail.com:

B Only 123xyz@hotmail.com will receive e-mails from Josh, whereas 456xyz@hotmail.com

receives none as a result of e-mails sent to it are rated as spam.
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5.6 Using Push Mail to Access Instant Messages

Supposed the domain name “airlive15.dyndns.org” is registered to your organization; and you are using the

account “jacky” to log onto Web Mail, then:

Step1.

Click Preference in the Web Mail main screen, and then set as below:

Click Push Mail Rule.

Click New Entry.

Type “Not_Push” in the Rule Name field.

Type “Not Push Mail” in the Comments field.

Select “Or” for Combination.

Select “Not Push” for Action.

Select “From” for Item, “Contains” for Condition and then type “hotmail” as Pattern.
(Figure 5-34)

Click OK.

Tick When e-mail does not meet the User-defined Rule, then: Push mail to this

account for Default Rule.
Click OK. (Figure 5-35)

,-C‘ hitp-Hairhivel5 dyndns org:-4321 fwebmail-cgi/push_mail rule czi - Windows Internet Explorer |T||E|r>_(|
£ | hitp:/fairlivel 5.d mdnz.org:4 321 Avebmadl-c gipush_madl_mle.czi w
Rule Name : (Max. 16 characters ) Comments : ( Max. 20 characters )
Combination : Action : | Help |
| From » | | Contains v | |hntmai| |
@ 100% -

Figure 5-34 Setting Completed
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= http:ffairlivel 5 dyndng.org:4321 fwrebmail-cgifpush _mail role cg1 - Windows Internet Explozer |Z| |§

& | hitp:airlivel5.dymdns.org:432 1 Avebmadl-cgifpush_madl_male.cgi w

X

Edit Push Mail Rule

S
Back

& jacky.pmail

User-defined Rule

IMudify I Remove 1 |»

New Entry

Default Rule

(O Disable Push Mail function

@ When email does not meet the User-defined Rule, then : Pugh mail to this account

O When email does not meet the User-defined Rule, then : Do net push mail to this account

| ) H100% -

Figure 5-35 User-defined Rule Settings

Step2. When Jacky receives e-mails from any account except the hotmail account, then:
B He will be able to receive them on his mobile device immediately on condition that his
mobile device supports push mail.

B He will not be able to receive mail from hotmail account on his mobile phone.



Chapter 6 Mail Security

6.1 Configure

Mail Security Configure item is the foundation of ES-6000 Anti-Spam and Anti-Virus engine to filter email; the

feature is divided as Setting and Mail Notice.
6.1.1 Setting

Definition

Mail Scanned Settings:

B To define spam and virus mail size as the standard, if virus mail size exceeds the definition, the mail will
not be scanned.

Unscanned Mail Setting:

B Those mails that skip the scan can be added the message to the subject.

The Subject and Content of the Notice:

B Administrator can define the subject and message contents of Mail notice. If leave both column a blank,
the notice message will be sent as default contents.

Quarantine Setting:

B Check to disallow user to retrieve mail from quarantine.

1. Only scan spam mail with a size less than: 128K bytes.

Only scan virus mail with a size is less than: 512K bytes.

Unscanned e-mails will be marked as “---Unscanned---" in front of the subject.

Customize the subject and message of the mail notice.

Click OK. (Figure 6-1)

o > DN

Mail Scanning Settings

Only scan spam mail with a size less than KB (10-5120)
Only scan virus mail with a size less than KB (10-5120)

Unscanned Mail Setting

DTag an unscanned emai's subject with |---“35ﬁ“53-- |( Max. 255 characters )

The Subject and Content of the Mail Motice

Subject : |

Content :

Quarantine Setting

|:| Dizallow quarantined email retrisval

Figure 6-1 Scanned Mail Setting
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A mail notice with the customized subject and message: (Figure 6-2)

& F-Mbail Server(F-Mail Seener) Spam Mail Botice {12 Intound O Outbownd Spam Mail ) - Undcode (UTF -8) |
PoPle Ed view  Took Mestags  Help F 4
& & w - X © QO w
i Peply  Reply Al Forwased Frint; Dot Frevious  Mend: Addressns
From: spam notceairke com
Dake:  Fricday, Sepbember 05, 2008 9:00 A4
Toe kY LR e Con
Subject: | E-Mal SorvenE-Mal Sorver) Spam Mol Motice ( 12 Inbours |0 Cutbound Spam Mal 1]
Mtacke 5] Soam Notice b (28,1 6B}
Spam Mail Notice
Mail Account: jacky ko
Time: 2008-09-04 15:00:00 ~ 2008-09-05 09:00:59
Total 12 Inbound /0 Cutbound  Sparm hail
Lnable to use Retrieve f Resend or Add to Whiteliz1 function ? Plase check out this link
Inbaund
Sandar Subjeet Tima Anached| Quaranting) Rewlaved
rivelersyibataborenheld... | buy now Viages 100meg x 10 pills LIS § 59.95 1’32 W
ronasyllablesasusiEnn | Rales laga stehed at & o'tlock position on watch dial 1833 W
| DvSriZeadersdigest. comi Leam what can make your gf happy 21:35 W
sanceitbol nelin Mosg inches and mone force 0.0 ¥
prene. jolyEbromyeny, unre] Widie sange of swanky fako walchis 0133 W
| indoiE) g gong-institi. de | Satisfy your womand's craving easily 03:40 W
ducpidiZnexasrodeo- All simulated dismonds sre high grade cubic zirconia (CT) st |04:47 W
suzvuliBddplus.co.uk | Add mone glamour 1o your g D511 W
sampvglSieato-hp.com | W Global jab vatancy-apply now 05:51 W
emakdlegendiz net Smazhing siyle sccessones 05:00 W
dreveresticameblaster,.. | Become moee ebegant De.0a b
emuranggumbc? umbc. .| Best seling luausous Hmepseces 0726 W
=

Figure 6-2 A Mail Notice with Customized Subject and Message

Unscanned e-mails will be marked as “---Unscanned---" in front of the subject. (Figure 6-3)

#1 Inhox - Outlook Express [- IO[X|
— : e &
yF . & & e = W 2 .
Tolders x 19 ¥ Fom Saibjort Recehnd
3 Culonk Fepenss a ) spbem, moticetairdes com LMl Server(E-tad barver) Spem Mad fotce { L2 0n,..  SUSH2000 11550 AM
iz [ Local Foders Y naticeiarbn 15, chrers.... Sl Sarver Anlerce(Emad Server dppkanes) Spam .., SS1008 12200 PM
T tmhase (1) 1] 54 Jacky Ko | ~Uimscareed-- FW: Revised md Final requere—] — 9/5/2008 2:34 PH
8 Oty
(E Sent Thees
(¥ Deleted Tems (15)
o Orafts
DRl I
B i N meaiage feleched.
fooencts = £
_Hlawive_jackySturkmsd, com
Pipacky kosnaireve com
3 nemsaga(s), | uread iwuumm

Figure 6-3 An E-Mail Marked as “Unscanned”
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6.1.2 Mail Notice

Mail Notice feature is not just to inform the mail report, administrator can also retrieve the mail from Mail
Notice.

The example will show you the procedure and demonstrate how to retrieve the mail.

Stepl. In the path of Mail Security = Configure - Mail Notice, there you can select notice accounts:
(Figure 6-4)

Mail Motice Domain Mame :
B Enable Notice :
Send Mail Motice on weekend
1st Time - 4th Time - Mail Type : ' Help
2nd Time : Sth Time : Sender :
3rd Time - 6th Time -

<— Selected Account —= |
support
emiy
gary
jacky
iay
john
jo=h
leo
peter
portia
ryan
steven
terry
vera

Add Motice Account Automatically

Figure 6-4 Notice account list

Step2. In the path of Mail Security = Configure > Mail Notice, select or input setting as below:
B Check Enable Notice

Check Send Mail Notice on Weekend

Select 00:00 for 1 time

Select 04:00 for 2" time

Select 08:00 for 3" time

Select 12:00 for 4™ time

Select 16:00 for 5™ time

Select 20:00 for 6™ time

Select HTML for Mail Type

Sender sets as notice@aitlive.com (Default)
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B Choose accounts for mail notice and click Add. The selected accounts list on the right
shows result.
Enable Add Notice Account Automatically
Click OK
When a new account is created on ES-6000, this account will be automatically created in

Selected Accounts and receiving mail notice periodically. (Figure 6-5)

Domain Mame :

Enable Notice

Send Mail Notice on weekend

[ e e
£ sth Time

3rd Time : 6th Time -

1=t Time :

2nd Time :

<— Selected Account —= &

Add Notice nt Automaticalby

|ook | cancel |

Figure 6-5 Mail notice settings

@ 1. When inbound or outbound mails are inspected as spam or virus mails, and those mails happen to
be the mails of Selected Account, system will send mail notice to those accounts. Account user can
decide whether to retrieve quarantined mails or not.

2. Mail notice issues on schedules and choose the nearest time to issue.

3. Recipient will not receive any mail notice if there is not any spam or virus mails exist.

4. Administrator can use Select All or Invert to remove accounts from Selected Account, so as to
cancel mail notice.

5. If Send Mail Notice on Weekend is disabled, mail notice will be issuing according to the 1st time
setting on Monday.

6. If Add Notice Account Automatically is disabled, new created account will not be receiving mail
notice.
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Step3. When receiving mail notice, recipient can:
B Retrieve incoming mail by clicking Retrieve in the Inbound List. (Figure 6-6)
After system resend mail, it shows completed. (Figure 6-7)

[
B Resend outgoing mail by clicking Resend in the Outbound List. (Figure 6-8)
[

After system resend mail, it shows completed. (Figure 6-9)

Virus Mail Notice
Mail Account: demo
Time: 2007-08-14 16:00:00 ~ 2007-08-14 17:29:00
Total 4 Inbound /0 Qutbound Virus Mail

The Retrieve function is only suitable for mail in Quarantine.

I Sender Subject Time Attached Quarantine Retrieved
h'jacky@afrlive%_dyndns. sicar test for mail notice function part 1 1646 i .

Bl jacky@airiived8 dyndns. . second test with mail notice function 1647 M

B jacky@airlives8 dyndns. .| re-test Mail notice feature part 1 744 v

Wl jacky@airive98.dyndns. | re-test Mail notice featurs part 2 s N

Figure 6-6 Check mails to retrieve

Account | demo
16:28 jﬁu{r_yﬁ;airﬂvegﬁ'.ﬂyrims_qrﬁ i demoi@airiiveds dyndns org sicar test for mail notice function part-1

Completed

Figure 6-7 Retrieve completed




The Retrieve function is only suitable for mail in Quarantine.

| | Sender Subject Time Attached Quarantine Retrieved
M| jacky@airlive38 dyndns. gicar test for mail notice function part 1 16:46 ') v

W] jacky@airlived8. dyndns._ . second test with mail notice function 16:47 V'l v
Bl jacky@airlived8 dyndns. . re-test Mail notice feature part 1 17:14 v v
M| jacky@airlive96.dyndns_ | re-test Mail notice feature part 2 11s v Vv

The Resend function is only suitable for mail in Quarantine.
[ | Sender Subject Time Attached Quarantine Retrieved
__!1 demo@airlive38 dyndns_or Fw: re-test Mail notice feature par 2 153 v v
_!] demo@airlive38 dyndns.on Fw: re-test Mail notice feature part 1 18:01 Vv V

Figure 6-8 Check mails to resend

Time Sender Recipient Bubject
1753 |demo@aiiveBE dyndnsorg  |lacky. ke@sirlive, com Fw re-test Mall notice festure part 2 “
Resend | Total - 1/1

Completed

Figure 6-9 Resend completed

@ To retrieve or resend mails that inspected as spam or virus mail:
Method 1:
B Open the attachment (Spam_Notice.html or Virus_Notice.html) of mail notice. (Figure 6-10)
B Check Open it and click OK in the Open Attachment Warning window. (Figure 6-11)
B Check the box next to Sender under the Retrieve button, and click Retrieve to retrieve all mails.
(Figure 6-12)
B Check the box next to Sender under the Resend button, and click Resend to resend all mails.
(Figure 6-13)

Method 2:
B  When receiving a HTML Mail Notice :
€ By reason of the Java Script feature is set as Restricted Sites Zone by the default setting in

Outlook Express, which limits the function of Java Script, thus, user has to :

1. Check boxes one at a time and click Retrieve in the inbound list to retrieve mails.
(Figure 6-14)

2. Check boxes one at a time and click Resend in the outbound list to resend mails.
(Figure 6-15)
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& To modify Java Script feature setting in Outlook Express, please go to Tools = Options =
Security = Virus Protection, check Internet Zone. After doing so, user will be able to

check all boxes at once by checking the box next to the Sender under the Retrieve or
Resend button

imqu| anhn| l¥r|wu|rm|m“n1
et -

i, 14 A 21 \(LEE

Virus Mail Notice
Mail Account: dema
Time: 2007-08-14 16.00:00 - 2007-08-14 18:02:00
Total 4 Inbound § 2 Outbound Virus hail

Thi Retrigva fundction i£ anly suilable far mall i Quaranting.

Ilaund
a Sendar Subjeet Time Attached Cuaraniineg Renleved
lfnkﬁwﬁi‘! dymonE .;it-ur!:nt-rnuﬂ nntic# i-rrlrt:mn past 1 i3 | i
| e S dmine - e
L |ekyEmairing38 dynans, -n_r-lrlt Wall HMI‘S_:H'ITIJH part 1
M ekl i, b Ml tics fawing pan 3

I Huurul I Thie Resend function iz only swaable for mail in Guaranting. -

Figure 6-10 Open the attachment of notice mail

File Download

Do you want to open or save this file?

Mame: ..fbice_{_4_Inbound_f_ 2 Outbound_Virus_Mail ). eml
E Twpe: Internet E-Mail Message, 25.6 KB
From:  airlivedd.dvndns.org

[ Open J[ Save Ji Cancel i

harm pour computer. If you do not tragt the zource, do not open or

@ While files fram the [ntermet can be uzeful, zome files can potentially
gawe thiz file. What's the rigk?

Figure 6-11 Confirm to open attachment
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B Email Sarver Appllance(E

s (Emadl Server Appliance) Yirus Mail Motice | 4 Inbound # 2 Outbound Yiruz Mail ) - Unicode (UTF-8)
PPl Ede Vew  Took  Message  Meb
= i
& # v | % X 0 O w
Roegy Replr Al Forward Prick. Dedsle Prevvios Mel Fldresins
Frume G AL TNS 0]

Late: Tussday, dugust 14, 207 G02 P
Toe erreofomi eS8 g g

Subject:  Fmadl Server ApplnnerEmall Sarver Applinnen) Vi bnd Roticn | 4 inbouna 12 Cutioune ines kind 3

Virus Mail Motice

Mail Account: demo
Time: 2007-08-14 16:00:00 ~ 2007-08-14 18:02:00
Tatal < Inbound /2 Outbound Virus Mail

Retrieve | The Retrigwe function is anly suitable for rail in Cuarantine.

| Sender Subject
ﬁ}aﬂr@aiﬂrfe‘;ﬂ.d','ndns. Bicar test for mail notice function part 1
ﬁ|;‘:|‘.k1f.i]:‘1|drn‘_l!’lﬂ.rlfrl1r‘|:‘:- rid Lt wath rrail nabics

iR dynedrs pe-dest Mal notice et pad 1

Time Arached Quarantine Retrleved
wEs | W v |
wm v [ v

Figure 6-12 Check all mails to retrieve

& Email Sarver Appllance(Emall Server Appliance] Yirus Mail Motice | 4 Inbound # 2 Outbound Yirus Mail )
PoFle Ede wvew Took Message  Heb
= i
& # v | % X 0 O w
Roegy Replr Al Forward Prick. Dedsle Prevvios Mel Fldresins
Frume G AL TNS 0]

Late: Tussday, dugust 14, 207 G02 P
Toe erreofomi eS8 g g

Subject:  Fmadl Server ApplnnerEmall Sarver Applinnen) Vi bnd Roticn | 4 inbouna 12 Cutioune ines kind 3

Unicoda (UTF-8)

Virus Mail Motice
Mail Account: demo
Time: 2007-08-14 16:00:00 ~ 2007-08-14 18:02:00
Tatal 4 nbound /2 Quthound Virus Mail
Retrieve | The Retrigwe function is anly suitable for rail in Cuarantine.

| Sender Subject Time Amached Quarantine Retrleved

i}aﬂr@aiﬂrfe‘;ﬂ.d','ndns. Bicar 183t for mall natice function part 1 | 6:a6
':|;a:t-|f' e,y d function 1647
iR dynedrs pe-dest Mal notice et pad 1 17 .14

W jacky@airivedD dyndns. | re-teet Wail notice fasture pan 2 1715

W

Sender Subject

Time Arached Quarantine Retrleved
It dymdns onFw nebest Mal notice fis ] 1763 W

W
1811 W W

Figure 6-13 Check all mails to resend
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s Hotice. himZactignss i tackmment - Microsoll Interoet Explone It [
Fle  Ed e Pavorkes  Took  Help >
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Virus Mail Notice
Mail Account: demo
Time: 2007-08-14 16:00:00 ~ 2007-08-14 18:46:00
Total 4 inbound /2 Cutbound Virus Mail
- The Rt funclion is gnly suilable for mal m Quarantine.
Intrund
] Sender Subject Tieiz Aftached Duarantine Helvimeed
O packyifraife8. dyndne. . eicar test for mail notice function par 1 L v
aife8 dyndrs. - secand tast with mail natice functian 1647 W
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Cil jackyi@ailed0 dyndris.  re-test Mail notice faatue pan 2 17:16
The Resend function is only suable for mail in Quanantne.
Outlround
- Sendea Subject Time Amtached Quarantine Retiewed
B demodsirive™8 dyndne on Fwe re-test Mail nedice fasiee pan 2 17:53 v
W damofTaidive dyndns an Fw re-tast Mail natice featise part 1 g0 | v
B
!IM B Internet |
Figure 6-14 Check all mails to retrieve in a HTML Mail Notice
3 UTLITH . s Hotice. himZactignss wlLachoent - Microsall Inferoet Explone It [
Ple Edt Wew Faverket Todk el -
Qe - © - d@@ﬂm’-f&'m{ﬁﬁ'-aa ._.Jﬂ
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=
Virus Mail Notice
Mail Account: demo
Time: 2007-08-14 16:00:00 ~ 2007-08-14 18:46:00
Total 4 inbound /2 Cutbound Virus Mail
The Retres lunction s only suilable for mal s Quarantine.
Intrund
[ ] Sender Subject Tieiz Aftached Duarantine Helvimeed
W jackyifsife8 dyndne. . eicar test for mail notice function par 1 L v
aife8 dyndrs. - secand tast with mail natice functian 1647 W
i, dyrdris, | re-tesl Mad notice feature part 1 17:14
B jackyi@ailed0 dyndrs.  re-test Mail notice faatue pan 2 17:16
Outlround
B Sendea Subject Time Amtached Quarantine Retiewed
G demod@siive™8 dyndne. on Fwe re-test Mail nedice fasiee pan 2 17:53 v
o demofTiaidive dyndns an Fw re-tast Mail natice featise part 1 g0 | v
B
€] core M Interner " |

Figure 6-15 Check all mails to resend in a HTML Mail Notice
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6.2 Anti-Spam

ES-6000 can filter every incoming and outgoing e-mail. Users will no longer receive plenty of spam which
saves your precious time for work rather than waste your time on taking the business e-mails out of spam. It

also lowers the risk of deleting the business e-mails when deleting spam.

6.2.1 Setting

Anti-Spam Setting
B You may view or configure the settings of e-mail inspection.
B E-mails exceeding the threshold score can be added a warning message and a score tag to the subject,
whereas others below the threshold score can only be added a score tag in the subject line.
B The approaches of inspection:
€ Check spam fingerprint: Generates an ID number by analyzing the e-mail with algorithms, and
then compare it to the spam ID list on server.
€ Enable Bayesian filtering: Compares the e-mail header to the Bayesian database.
€ Enable spam signature push update: Generates a value by analyzing the e-mail with algorithms,
and then compare it to the spam signatures on database.
€ Greylist Filtering: Drops the session created by the first incoming e-mail.
€ Check if the sender’s IP address is on Real-Time Block List: Compares the sender IP address
to the blacklist on server.
€ Enable email spoofing detection: Checks whether the domain engaged in the execution of
SMTP HELO / ESMTP EHLO commands is identical with that of the sender’s address.
€ Check the validity of each sender’s account: Uses probing packets to detect the validity of a
sender’s account.
€ Auto-Whitelist: Automatically whitelists the subnet belonging to senders based upon a mean
spam weighting accumulated from previously sent email.
€ Enable Sender Policy Framework (SPF): Checks whether the sender’s IP address is identical
with the one specified in the DNS SPF record.

€ Enable DomainKeys: Verifies the domain of an email sender and the message integrity.

@ ES-6000 uses default settings to filter spam upon no approach being taken.

@ Bayesian filtering works not until database has accumulated 200 spams and 200 hams.
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Inspection Direction
B Action to inbound spam e-mails can be deleted, or delivered, or quarantined.
B Action to outbound spam e-mails can be deleted, or delivered, or quarantined.

€ Refer to the steps below to make settings:

1. Under Inspection Direction bar, tick both Action of Inbound Spam Mail and Action of

Outbound Spam Mail, then tick Deliver to the recipient for both.
Select “5” for The threshold score of spam mail.
Type “---spam---"in the Add the spam string to the subject line field.
Check Add score tag to the subject line.
Click OK. (Figure 6-16)

o > 0D

Anti-Spam Setting

Enable Ant-Spam

The threzhold =core of 2pam mail iz

Add the spam string to the subject line |—3IJ'EIT'—

| { Max. 30 characters )

1 check spam fingerprint ( Use TCP port: 2703 and UDP port: 53 to connect database server ) Test

] Enable Bayesian fitering { Bayesian filtering works until database has at least 200 spams and 200 hams )
1 Enable spam signature push update (Use TCP port: 1153 and UDF port: 1153 to update signature ) Test
[] Drop the first connection of new sender account { Greylist Filtering }

] check sender IP address in REL (Use UDP port: 53 to connect DNS server) Test

Add score tag to the subject line

Figure 6-16 Anti-Spam Settings

€ The figure below shows an e-mail is marked as “---spam---" along with a score tag (optional) in the
subject. (Figure 6-17)
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Figure 6-17 An E-Mail Marked as “---spam---" in the Subject
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€ The figure below shows a normal e-mail merely has a score tag (optional) in the subject.
(Figure 6-18)
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Figure 6-18 Normal E-Mail with a Score Tag in the Subject
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6.2.2 Personal Rule

The Mail server administrator can help user to search the target mail, and verify if the target mail was

delivered successfully or not. It can also retrieve mail from quarantine.

For the further feature of personal rule, administrator can manage user’s personal whitelist or blacklist as well.
(Figure 6-19)

A"r LW\E Muif Sarcurty = Ants-Spam » PErFonal fule {woarwalrive.com)

E "l e | potcedare s dyndeg arg

|
Search Mail Lﬁ
CiFrom Wi [IEE 3
Te 4 =
Semder { bl 100 charscters §
Sander B

1 M, 100 characters §

Figure 6-19 Personal Rule

Definition:
B Search
€  Used for searching for individual e-mails

€  Used for retrieving quarantined e-mails

B Whitelist

€ Specifies permitted e-mail addresses

[ | Blacklist

€ Specifies prohibited e-mail addresses
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6.2.3 Global Rule

Global rule works to identify mail rule to filter all incoming or outgoing mails, once the mail matches the rule, it

will be processed based on configuration. (Figure 6-20)

Live
r m Ml Sacurtty = apb-Spam » Giobal Fule

Jgutan 18 charachers ) Comments |{ Max 20 characters )
Tl Achon [Bloiwhiquersntioe . )

Figure 6-20 Global Rule

Definition:

[ ] Rule Name

€ The name of the custom spam mail determination rule

| Comment

€ To explain the meaning of the custom rule

B Combination
€ Add: It must be fit in with all of the custom rule mails that would be considered as spam mail or
ham mail.
€ Or: Only be fit in with one of the custom rule mails that would be considered as spam mail or ham

mail.

B Classification
€ When setting as Spam, it will classify the mails that correspond to the rule as spam mail.
€ When setting as Ham (Non-Spam), it will classify the mails that correspond to the rule as ham

mail.
| Action

€ Only when Classification is set as Spam that will enable this function. Because only spam mail

needs to be handled.
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€ You can choose Store in quarantine, Delete spam mail, Deliver to the recipient, or Same as

Spam Setting to process the spam mail.

Item

€ Tojudge if it is spam mail according to the Header, Body, Size or else content of the mail.

€ The item includes Received, Envelope-To, From, To, Cc, Bcc, Subject, Sender, Reply-To,
Errors-To, Message-ID, Date, Header, Body, Attach File Name, Size (Kbytes),
mailcommand-From, and mailcommand-To. Each item also has its own Condition and

Pattern settings.

Condition

€ \When Item is selected except Size item, the available conditions are: Contains, Does Not
Contain, Is Equal To, Is Not Equal To, Starts With, Ends With, Exists and Does Not Exists.

€ When ltem is selected as Size, the available conditions are: More Than, Is Equal To, Is Not

Equal To and Less Than.

Pattern
€ Enter the relevant value in Item and Condition field. For example: From Item and use Contains
Condition, and enter josh as a characteristics. Afterward when the sender and receiver’s mail

account has josh inside and then it will be considered as spam mail or ham mail.
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6.2.4 Whitelist

When the mail matches ES-6000 Whitelist, it will forward to recipient directly without passing the examination
of Anti-Spam. (Figure 6-21)

P ——
{wwwairlive.com,)

Export Vetekel To Chert | Downiced |
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Figure 6-21 Whitelist

Definition:
[ | Mail Account

€ Used as a reference for inspecting ham e-mails.
B Direction

€ From: Inspects e-mails sent from a specific sender address

€ To: Inspects e-mails sent to a specific recipient address
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6.2.5 Blacklist

When the mail matches ES-6000 Blacklist, it will be defined as spam mail and be arranged based on Spam
Setting. (Figure 6-22)
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Figure 6-22 Blacklist

Definition:
[ | Mail Account

€ Used as a reference for inspecting ham e-mails.
B Direction

€ From: Inspects e-mails sent from a specific sender address

€ To: Inspects e-mails sent to a specific recipient address
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6.2.6 Auto-Whitelist

Definition:
B Auto-Whitelist Factor
4 Obtained by dividing the Total Score (the amount of spam emails sent) by Count (the amount of
emails sent). It directly affects the Mean Score and also is the major factor that decides whether
an email is to be identified as spam.
B SourcelP
€ The subnet belonging to the sender(s) of email
B Count
€ The total amount of emails sent from a specific subnet.
B Total Score
€ The total amount of spam emails sent from a specific subnet
B Mean Score
€ The value derived from the division of Total Score by Count
B Details

€ Displays all the email senders and their related statistics.

@ 1. The Auto-Whitelist mechanism can evaluate whether an email is spam by assigning each email a
score based upon the current email’'s spam score and the mean score history of the sender’s subnet. Higher
scores represent emails that are more likely to be spam.

2. Considering a sender may have sent an email from a different IP within the same subnet, thus they
are identified using both their address and the most significant two octets of their IP address by which
effectively helps avoid IP or email forgery.

3. The mean score of a sender is calculated by the sender’s subnet’s total score divided by the total
number of emails previously sent from the subnet. It is in direct ratio to Auto-Whitelist Factor, that is to say,
provided the factor is set with a high value then the mean score will be increased proportionately as well.

4. Under such a mechanism, a sender who had never previously sent spam but sends an email with a
high spam score could have the score reduced. For example, if a sender sent an email that scored 10, and
the factor was set to 0.4, then the mean score (-5 for instance) will push the score down to 4 (operation:
((-5)%0.4)+(10x0.6)) on the email sent.

5. On the contrary, even if an email is rated with a low score, it still has a possibility of being rated as
spam if the user’s subnet had previously sent emails with high spam ratings. For example, if a sender sent an
email that scored 2, and the factor was set to 0.4, then the mean score (20 for instance) will push the score up
to 9.2 (operation: (20x0.4)+(2%0.6)) on the email sent.
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6.2.7 Training

ES-6000 provides an advanced function to improve spam detection system more precisely. The training can

be processed by manually or automatically. (Figure 6-23)
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Figure 6-23 Training

Definition:
B Training Database

€ Enables the system administrator to import, export or reset the training database.

B Spam Mail for Training

€ Spam e-mails can be imported onto the device for training to lift up the inspection accuracy

B Ham Mail for Training

€ Ham e-mails can be imported onto the device for training to lift up the inspection accuracy.

B Account for Training
€4 Spam and ham will be sent to the assigned e-mail accounts respectively and retrieved by ES-6000

periodically for training so as to raise the inspection accuracy
B Training Time
€ ES-6000 can be scheduled a daily time for spam or ham training.

€ Forces the training to take place at once.
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6.3 Anti-Spam Configuration Example

Here are four application examples of Anti-Spam

1. Using Whitelist and Blacklist to Filter E-Mails
2. Using Global Rule to Filter E-Mails
3. Raising Bayesian Filtering Accuracy by Spam or Ham Training ( Outlook Express)

4. Raising Bayesian Filtering Accuracy by Account Training

6.3.1 Using Whitelist and Blacklist to Filter E-Mails

Stepl. Select Mail Security 2 Anti-Spam - Setting, and then set as below: (Figure 6-24)

Anti-Spam Setting

Enable Anti-Spam

The threzhold 2core of =pam mail iz

Add the =pam etring to the subject Iinel—SDﬁm— | { Max. 30 characters )

Check =pam fingerprint ( Use TCP port: 2703 and UDP port : 53 to connect database server ) Test

Enable Bayesian fitering { Bayesian filtering works until database has at least 200 spams and 200 hams )
Enable spam signature push update { Use TCF port: 1153 and UDP port : 1153 to update signature ) Test
Drop the first connection of new sender account { Greylist Filtering )

Check =ender IP address in RBL { Use UDP port : 53 to connect DNS server) Test

D Add score tag to the subject line

Inspection Direction
Action of Inbound Spam Mail

D Delete the spam mail
|:| Deliver to the recipient

Store in the quarantine

Action of Outbound Spam Mail

D Delete the spam mail
|:| Deliver to the recipient

Store in the quarantine

| Ok | | cancel |

Figure 6-24 Configuring the Inspection and Action of Spam E-Mails

@ When the action of spam e-mails set as Delete the spam mail, the rest two options will not be

available for selection. Spam e-mails will be deleted right away when detected, and then a

corresponding log will be created under Mail Security - Mail Report 2 Log.
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Step2. Select Mail Security > Anti-Spam > Whitelist, and then set as below:
Click New Entry.

Type an e-mail address in the Mail Account field. For example, jacky@hotmail.com

Select “From” for Direction
Click OK (Figure 6-25)
Click New Entry again

Type an e-mail address in the Mail Account field. For example, jacky@hotmail.com

Select “To” for Direction
Click OK (Figure 6-26)
Click New Entry again

Type an e-mail address in the Mail Account field. For example, josh@airlive.com

Select “From” for Direction
Click OK (Figure 6-27)
Click New Entry again

Type an e-mail address in the Mail Account field. For example, josh@airlive.com

Select “To” for Direction
Click OK (Figure 6-28)
Setup is completed. (Figure 6-29)

jacky@hotmail com m

Direction Framm ,v_',

' Ok " Cancel '

Figure 6-25 First Entry of Whitelist

jacky@hatmail .com m

' Ok " Cancel '

Figure 6-26 Second Entry of Whitelist

Add Mew Whitelist

il Account ioshi@airlive.com m

Direction

Figure 6-27 Third Entry of Whitelist
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mailto:jacky@hotmail.com
mailto:jacky@hotmail.com
mailto:josh@airlive.com
mailto:josh@airlive.com

ioshi@airlive.com m

Direction " |

i Ok ii Cancel l

Figure 6-28 Fourth Entry of Whitelist

Export Whitelist To Client i Dowyniload i
Impart VWhitelist Farm Client | |[ Browse... Ji Uplozd i(Max. File Size 1 MBytes )

Total entry ; 4
Coanfigure

From

Total entry © 4

Figure 6-29 Setup Completed

@ Whitelist can be exported as a file for archive and editing purpose, which can be used for restoring the

list later on.

@ Ham training takes place on the scheduled time which is configured at Training time.

Step3. Select Mail Security > Anti-Spam - Blacklist, and then set as below:
Click New Entry.

Type “*hotmail*” as a keyword in the Mail Account field

Select “From” for Direction

Click OK (Figure 6-30)

Click New Entry again

Type “*hotmail*” as a keyword in the Mail Account field

Select “To” for Direction

Click OK (Figure 6-31)

Setup is completed. (Figure 6-32)

i Ok ii Cancel l

Figure 6-30 First Entry of Blacklist
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vt | e

To #

' Ok 1' Cancel ‘

Figure 6-31 Second Entry of Blacklist

Export Blacklist To Client ' Dowvnload 1

Impart Blacklist Farm Client | |(Browse.. ]| Upload | (Max. File Size 1 MBytes)

Total entry 2
Directian

Ta *hotmail* | Modify |

Mail Account Coanfigure

Total entry : 2

Figure 6-32 Setup Completed

@ Blacklist can be exported as a file for archive and editing purpose, which can be used for restoring the

list later on.

Spam training takes place on the scheduled time which is configured at Training time.

@ The Mail Account field of Whitelist or Blacklist can be a complete e-mail address or a word string
containing wildcard characters (). For example, “*hotmail*” means e-mail address that contains

“hotmail”.

@ Whitelist overrides Blacklist, thus, e-mail inspection will firstly act on Whitelist and then Blacklist.

Step4. Provided that josh@airlive.com and ryan@airlive.com both receive an e-mail from a Hotmail

account:

B [If the sender’s address is_jacky@hotmail.com, then both Josh and Ryan will receive it.

B But if the sender’s address is portia@hotmail.com, only Josh will receive it. E-mails that

sent to Ryan will be rated as spam and quarantined.

Step5.  When an internal account from airlive.com sends an e-mail to both jacky@hotmail.com and

portia@hotmail.com:

B If the sender’s address is_josh@airlive.com, then both of them will be receiving the e-mail

from Josh.
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B But if the sender is someone other than Josh, for instance vera@airlive.com, then only

Jacky will receive the e-mail from Vera. E-mails that sent to Portia will be rated as spam

and quarantined..

6.3.2 Using Global Rule to Filter E-Mails

Stepl. Select Mail Security = Anti-Spam - Setting, and then set as below: (Figure 6-33)

Anti-Spam Setting

Enable Ant-Spam

The threzhold =core of =pam mail is

Add the spam string to the subject Iinel—SDﬂm— | { Max. 30 characters )

Check spam fingerprint { Use TCP port: 2703 and UDF port: 53 to connect database server ) Test

Enable Bayesian fitering { Bayesian filtering works until database has at least 200 spams and 200 hams )
Enable spam =ignature push update ( Use TCF port: 1153 and UDP port : 1153 to update signature ) Test
Drop the first connection of new sender account ( Greylist Filtering )

Check sender P address in RBL { Use UDF port: 53 to connect DNS server) Test

|:| Add score tag to the subject line

Inspection Direction
Ac’tiun of Inbound Spam Mail

|:| Delete the spam mail
D Deliver to the recipient

Store in the quarantine

Action of Outbound Spam Mail

|:| Delete the spam mail
D Deliver to the recipient

Store in the quarantine

I ok | | cancel |

Figure 6-33 Configuring the Inspection and Action of Spam E-Mails

@ E-mails that meet the criteria of Global Rule will be processed by the action setting.

Step2. Select Mail Security > Anti-Spam - Global Rule, and then set as below:
Click New Entry.

Type “HamMail” in the Rule Name field.

Type “Ham Mail” in the Comments field.

Select “Or” for Combination.

Select “Ham(Non-Spam)” for Classification.

Select “From” for Item, “Contains” for Condition and then type “jacky” as Pattern.
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Click Next.
In the second row, select “To” for Item, “Contains” for Condition and then type “jacky” as
Pattern.
Click Next.
In the third row, select “From” for Item, “Contains” for Condition and then type “Josh” as
Pattern.
Click Next.
In the fourth row, select “To” for Item, “Contains” for Condition, and then type “Josh” as
Pattern. (Figure 6-34)

m  Click OK. (Figure 6-35)

Rule Mame : {Max. 16 characters ) Comments : {Max. 20 characters )
Claszification . | Ham(Mon-Spam)  » Action ;| Store in guarantine
Combination 'Help 1

Ith Conditian Pattern 0 characters ) gure

' Ok 1' Cancel 1

Figure 6-34 First Global Rule

Total entry ;1

Rule Name C ation Comments canfigure Move

Hamhail ) Ham Ml _ Maodify | Remave |

Total entry - 1

Figure 6-35 First Global Rule Completed

@ Action will not be available for selection when Classification set as Ham(Non-Spam). Ham e-mails

will be sent to the recipients directly.

Step3. Select Mail Security > Anti-Spam - Global Rule, and then set as below:
Click New Entry.

Type “SpamMail” in the Rule Name field.

Type “Spam Mail” in the Comments field.

Select “Or” for Combination.

Select “Store in quarantine” for Action.

Select “Spam” for Classification.

In the first row, select “From” for Item, “Contains” for Condition, and then type “hotmail” as
Pattern.
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Click Next.
In the second row, select “To” for Item, “Contains” for Condition, and then type “hotmail”
as Pattern. (Figure 6-36)

B Click OK. (Figure 6-37)

Rule Mame : | Spambail { Wax. 16 characters ) Comments ;| Spam Mai { Max. 20 characters)

Clazsification : Action |Stu:ure in guararting ,vl
Combination ; | Help ||
Ith Conditian Pattern {Max. 30 characters ) Canfigure

| ok ]| Cancel |

Figure 6-36 Second Global Rule Completed

Total entry 2

Rule Name Classificatian Comments canfigure Move
Spam Store in quarantine Spam kail w

Total entry 2

Spamhdail

Figure 6-37 Second Global Rule Completed

@ The Action of a spam e-mail can be deleted, or forwarded, or quarantined, or delivered, or using the

same setting of spam when Classification set as “Spam”.

@ The filtering priority from high to low is Greylist - Whitelist in User Preference - Blacklist in User

Preference - Global Rule & Whitelist - Blacklist > Default Filtering Rules - Spam Fingerprint
Database - Bayesian Filtering = Spam Signature - Checking Sender IP Address in RBL.

Note: For filtering using Global Rule, it acts on the order of settings within.

@ E-mail header can be used as a reference when configuring Condition and Item of Global Rule.

Figure 6-38 shows the header of an e-mail. To view header, click to select any e-mail in your Outlook
Express, then right-click it and move to Properties on the pop-up menu. After that, click the Details tab

for header information. (Figure 6-38)
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E-Mail Server(E-Mail Server] Spam Mail Notice |... EJ@

General | Detals

Internet headers for this message:

Feturn-Path: < zpam.notice@airlive. conms s
¥-Original-To: jackyi@ailivel5 dyndhg.org
Delivered-Ta: jackyi@ailivel5.dyndns.org
H-Puzhtait _ D4ALL :ALL::10]
Received: from aiflive. com (53-124-2-65.HIMET-IP. hinet. net [5E
by airlivel5 dyndnz.org [Email Server Appliance #i] w
faor <jacky@airlivel 5 dyndnz.org:; Fri, 55ep 2003 1!
Received: by airlive. com
id ED4EZERB04E; Fri, 5 Sep 2008 15:00:05 +0800 (L
Recerved: by E-Mail ServerE-Mail Server] [:SMTP sendmail en
Fram: zpam. hoticed@airlive. com
Ta: jacky. ka@ailive, cam
Subject: =7utf-878 RS 1N YW FNIcnZlcihF LU hatwiwgl #fud
Date: Fri, 5 Sep 2002 15:00:05 +02300
hIME “werzion: 1.0
Content-Type: multipart/mised;
boundary="---=_MextPart_000_00B0_01CED 7B 1CCAF4E0"
Megzzage-ld: <20020305150005.E0462E HE04EE@ airlive. com:
HAntiviruz avast! (VPS5 080904-1, 09/04/2008), Inbound mes: o

4 ?

l Mezzage Sounce... l

[ ok, H Cancel ]

Figure 6-38 Detailed Information of an E-Mail

Step4. Provided that josh@airlive.com and ryan@airlive.com both receive an e-mail from a hotmail

account :

B [f the sender’s address is jacky@hotmail.com, then both Josh and Ryan will receive it.

B But if the sender’s address is portia@hotmail.com, only Josh will receive it. E-mails that

sent to Ryan will be rated as spam and quarantined.

Step5. When an internal account from airlive.com sends an e-mail to both jacky@hotmail.com and

prtia@hotmail.com:

B |f the sender’s address is josh@airlive.com, then both of them will be receiving mail from
Josh.

[ | But if the sender’s address is someone else than Josh, for instance vera@airlive.com,

then only Jacky will receive the e-mail from Vera. E-mails that sent to Portia will be rated as

spam and quarantined.
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6.3.3 Raising Bayesian Filtering Accuracy by Spam or Ham Training (Outlook Express )

Training to Filter Spam E-Mails

Stepl. Create a new folder named “Spam Mail” in Outlook Express.
B Right-click Local Folders and move to New folder, then click it. (Figure 6-39)
B Inthe Create Folder window, type “Spam Mail” as Folder name, then click OK.
(Figure 6-40)

¥4 Local Folders - Outlook Express

File  Edit ‘iew Tools Message Help #
: . & & 48 & X = . W B .
: Create Mail Reply Reply &l Forward Print Delete Send/Recy Addresses Find
¥ Local Folders
Folders £ | Local Folders

g Outlook Express Use local Folders For POP accounts and to archive messages from other accounts

BRG] ocl Foln
i .pen d and Feceive Al
Find...
Remove Account Uniread Tatal
- @ Delet|  Set as Default Account % 0 3
- GBb Draft o 0 a
M Ttems 0 5
Reset Lisk ted Ttems 0 0
Add to Outlook Bar ks 0 a
Properties
Contacts = 4

@airlive_jacky@hc-tmail.com
Iﬁjacky.ko@airlive.com
Iﬁspam.notice@airlive.com

Q ‘Warking Online

Figure 6-39 Creating a New Folder

115



Create Folder E|

Falder name: 0k

|Spam k4 il | =

Cancel

Select the folder in which to create the new folder:

Iﬁl Cutlook Express
= @l Local Folders

& Inbox
t@ Outbox

£33 Sent Thems
i@ Deleted Items

B} Drafts

Figure 6-40 Specifying the Folder Name
Step2. Move spam e-mails from inbox to “Spam Mail” folder:
B Ininbox, select all spam e-mails and right-click them. Next, move to Move to folder on the
pop-up menu, and then to click it. (Figure 6-41)
B In the Move window, select “Spam Mail” folder, then click OK. (Figure 6-42)

W Inbon - Dutlook Express =l x|

| Fle fdt Vew Tosk Messsge el @
b . &% & = | @& X |9 . @3 .

|| newHat Gy feo s Forwsrd | Pt Delsts | SindWer | Addvesses  Find

Fuldees =[x
| Ty ——
5 ) Local Foldarg
Gt Inbass (5
i Ot
5 Sank Thave
= (@ Debeted e (121)
0 Sparmbad
(8} brahs Elerasans vaelbam Wam e BATIZO0A 3:50 PM
0 il & Ciyde Tripp Xhnas 71T/ 2004 4137 P
B i gustina Damnico e el Repy o Senrder 91T/ R0 4:00 P
Bl e
Forward
Forward As Batachment
Mark o5 Rpand
ooy ba Folger..., H
Dedabe
iy e =3
[ gontants = =
Thurs arw i cordactd bo degliny. Cheke
of Conkacts bo oresbs & rew conkact

Mreel obact mass e 1 foider.

Figure 6-41 Selecting All Spam E-Mails
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Move

ke the item(z) to the zelected folder: Ok

I‘_;’;l Cutlook Express
=) Lacal Falders

@ Inbaz MHew Folder

¥ Outbox

13 Sent Tkems
@ Deleted Items

$h} Drafts

Cancel

il

Sparn Mail

Figure 6-42 Moving Spam E-Mails to “Spam Mail” Folder

Step3. Compress “Spam Mail” folder in order to upload to ES-6000 for training:
m  Click “Spam Mail” folder.
B On the Menu Bar, go to File > Folder - Compact (Figure 6-43)

=} Spam Mail - Outlook Express

S BEEN Edit  Wiew  Tools  Message  Help .:l'

J
Mew ] T
W -] . nl
Qpen Chrl+0 "Pﬁ g x IibJ - ey IJ: J] o
Save As... Forwward Prink Delete Send/Recy Addresses Find

Save Attachments. .,
Save as Stationery...

| I - Chshitse |0l Recened_/
o Move, .. -Mail Server(E-Mail Server) Spam Mail Motice {12 In..,  9/5/2008 11:25 AM
£ Import Rename. .. Email Server Appliance(Email Server Appliance) Spam ... /52008 12:00 PM

Export Delete E-Mail Server(E-Mail Server) Spam Mai Motice { 1 Inb,,,  9/S/2008 3:00 FM

Print... Ctrl+P

Switch Identity. .. Compact &ll Folders %

Identities 3

Properties Alt+Enter

‘wiork OFfline

Exit

Figure 6-43 Compressing “Spam Mail” Folder
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Step4. Copy the storage path of “Spam Mail” folder:
B Right-click the “Spam Mail” folder and move to Properties on the pop-up menu, then click
it. (Figure 6-44)
B In the Spam Mail Properties window, copy the storage path. (Figure 6-45)

¥ Spam Mail - Outlook Express

ﬁ|
/ ;!r

: File Edit ‘View Tools Message Help

H . & @ -8 & X = . W B .

Create Mail Reply Reply all Forward Print Delete Send/Recy Addresses Find
3=
Folders Xy 0 ¥ From Subject Received  /
I3 Outlook Express I} (2 spam. notice@aitlive.com  E-Mail Server(E-Mail Server) Spam Mail Motice { 12 In...  9/5/2008 11:28 4M
= @l Local Folders 24 notice@airlivel5.dyndns. .. Email Server AppliancefEmail Server Appliance) Spam ... 9/S/2008 12:00 PM
@ Inbox a (=1 spam.notice@aitlive.com  E-Mail Server(E-Mail Server) Spam Mail Notice { 1 Inb...  9/S/Z008 3:00 PM
E outhox
£5 Sent Items
(3 Deleted Items
5B Drafts
BT open
Find...
Mew Folder...
Rename. .,
Delete

Figure 6-44 Right-Clicking “Spam Mail” Folder and Moving to Properties

¥& Spam Mail Properties

General |

@ |Spam b ail |

Thiz folder containg:

3 meszages. 0 unread.

Thisz falder iz stored in the fallowing file:

arm b ail. db

Right to left Reading arder
Show Unicode contral characters
Insert Unicode control characker  »

0. ] [ Cancel Apply

Figure 6-45 Copying the Storage Path
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Stepb5. Select Mail Security = Anti-Spam - Training, and then set as below:

B Paste the storage path of “Spam Mail” folder in the Import Spam Mail from Client field.
B Click OK to start importing. ES-6000 will start training on scheduled time. (Figure 6-46)

The amount of spams inthe database ;. 0
The amourt of hams in the database . 0

Bayesian filtering does not warks until datahase has atleast 200 spams and 200 hams

Training Database

Export Training Database | Doy nlozd |
Import Training Databaze | “_ Browse... ]
Reset Training Database | Reset |
Spam Mail for Training
Impart Spam kil from Client |:k ExpressiSpatn hail.dbx| [ Browse.. | | Help |
Undo
Ham Mail for Training
am Mail for Training .
Import Ham Mail from Cliert | Copy
Account for Training Delete !
Spam E-ail | Add ko Q0 Customized Panel
Ham E-Mail | Select Al ters, ex: hamg@mydamain cam)

Training time

Training datsbasze starts at | 0000 (% i Dy

Training immedistely : | Training Mow ]

| Ok 1 cancel ||

Figure 6-46 Pasting the Storage Path of Compressed Spam E-Mails

@ The file for training can be any database file. However, it has to be in ASCII format.

@ If the file for training has an extension file name of “.pst” (generated by Microsoft Office Outlook), then

Step6.

Outlook must be closed before starting import.

Since current spam e-mails have been compressed and uploaded to ES-6000, e-mails in this

folder are of no use any longer. Therefore, delete all spam e-mails so that no old spam e-mails

will be imported onto ES-6000 next time.

B Select all e-mails in “Spam Mail” folder, then right-click them and move to Delete on the

pop-up menu and click it.
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Training to Filter Ham E-Mails

Stepl. Create a new folder named “Ham Mail” in Outlook Express.
B Right-click Local Folders and move to New folder, then click it. (Figure 6-47)

B Inthe Creat Folder window, type “Ham Mail” as Folder name, then click OK. (Figure 6-48)

¥4 Local Folders - Outlook Express X
File Edit ‘Wiew Tools Message Help #
x5
¥ . & & .8 @ X = . W B .
: Create Mail Reply Reply Al Forward Print Delete Send/Recy Addresses Find
¥ Local Folders
Folders Local Folders
g Dutlook Express Ise local Folders For POP accounts and to archiy s from other accounts
E]@ Open
BB Find. . send and Receive Al J
Remowve Account der Unitead Total
Set as Default Account Inbox i} il
LT, N oubex : :
Reeset List Sent Ihems 0 5
Cieleted Ikems a a
Add ko Qutlook Bar Drafts 0 ]
Properties Spam Mai . 3

| Q Working Online

Figure 6-47 Creating a New Folder
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Create Folder

Falder name: 0k

Ham Mai |

Select the folder in which to create the new folder:

I‘_;’;l Cutlook Express

EI@ Local Folders
A Inbo
J@ Oukbios

= £33 Sent Thems
{3 Deleted Items

- 4E Drafts

s $E Spam Mail

Figure 6-48 Specifying the Folder Name
Step2. Move ham e-mails from inbox to “Ham Mail” folder:
] In inbox, select all ham e-mails and right-click them. Next, move to Move to folder on the

pop-up menu, and then to click it. (Figure 6-49)

B In the Move window, select “Ham Mail” folder, then click OK. (Figure 6-50)

W b - O ool Express || r}?
Fle Edk  ew Tooks Hessage el L4
F . & & =T 5. & .
Craste Mal Fanwsed Prirk Dt Sty Addresees Fied
Foldery %/ (2§ ¥ Fom Subiext [
3 Cutlonk Evpeess ) tecky Thei b5 ES-S000) rrall Berid ST 10040 AN
= (G voal Fokders S by s b 4 bl el BIE/2000 2:22 PN
'ﬂll‘lmu: (Lo ] 2l spamonobice@aiive._  EMall Serven(E Mol Server] Span Mall Makice . 0,08/ 2008 3:00 s
l:'Es-::niln: L) Pt Iapaness bransttion WEI00E 33PN
3 Sert Rems ) dirLive Martin &, Morebon  Demo de Softweare del [AS-2000. WY I000 9: 05 FH
{F Deleted lenm (3] Il e span rotceerkve.com  E-Mal Serven(E-Mal Server) Spam Mal Motice { 1300, S5 2008 9000 4
8 eaits L] i Tach P’ WT-2000ARH AL Foaker Froblanb 2000 11:56 AN
P wisn ol B Chie Young AL Dend e Seftmare diel 18- 2000, 05 2000 102 P
T SparmMal fu] Db L i P Bl ARM I TN 1216 P
i b Tech o AL mdhiress milbwenle alon 0RO 10
2 1 b Yamangy HE: IFPTIR TANTE Donbacta por WS 1200 OO
] b sparnobicr@aidiee.. F-Mail SeroonE-Sal Server] Spans Mail Mobioe. 0092008 3:00 P
2 Chie Young P s allabion 0,79 2008 4:25 P4
i F= 1 [scoee: 30 SPH2008 4147 PH
) 2] Bteven Hsu Re= il BE: § In modemn roisker best report 0,05 2008 4:52 P
] =l Steven s R Rkl RE: 1 In moden roster best report 9,05 200 5:00 P~
=] Chie Young R installstion A/9)/ 2000 510 P+
P ek [
o = L ks arred-- Bac LAE-2100 wWeb-LI1 Dipen
Prird,
Foraard
Forsard B Atschment
Mk a5 Uneesd
gy Uy Fobder ., &
Dol
Fresmi Jacky Ko Tes jacky@airkes | 5.dyradre.ong
Subject: [Loore: 3] =<guie- Fd: Brar de oertficals

Morves selected messages to & foider.

Figure 6-49 Selecting All Ham E-Mails
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Move

ke the item(z) to the zelected folder: Ok

& Inbo

$h} Drafts

I‘_;’;l Cutlook Express
=) Lacal Falders

¥ Outbox

13 Sent Tkems
@ Deleted Items

S Hanm Mai

21 Spam Mail

Cancel

1l

MHew Folder

Step3. Compress “Ham Mail” folder in order to upload to ES-6000 for training:
m  Click “Ham Mail” folder.
B On the Menu Bar, go to File > Folder - Compact (Figure 6-51)

Figure 6-50 Moving Ham E-Mails to “Ham Mail” Folder

¥4 Ham Mail - Outlook Express
- BEEN Edit  Wiew Tools Message Help

Mew

open

Save As...
&

Save as Stationery...

g Import
E:xport

Print. ..

Switch Identity. ..
Identities

Properties

Wark Offling

Exit

4

Chr+O vE

Forveard

= X & . W oy

Pririk Delete SendfRecy Addresses Find

Mave...
Rename. ..
Delete

Ctrl+shifeg | Sublect
[score: 30] ---spam--- Fity': Error de certificate

score: 30] ---spam--- FY: Error de certificate

Chrl4+P
Compact Al Folders g

4

Ale+Enter

Received -
9/9/2005 4:47 PM
9/9/2008 7337 PM

From: Jacky Ko To: jacky@aitlivelS.dyndns.org

Casbimebe Termens 201

P = e P [ P

Compacts the selected local Falder.

Figure 6-51 Compressing “Ham Mail” Folder
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Step4. Copy the storage path of “Ham Mail” folder:

B Right-click the “Ham Mail” folder and move to Properties on the pop-up menu, then click it.
(Figure 6-52)
B In the Ham Mail Properties window, copy the storage path. (Figure 6-53)

¥ Ham Mail - Outlook Express Z |E|b__<

B)X]
",'

File Edit View Tools Message Help

¥ . & ® v L X &= . 9w B .

Create Mail Reply Reply Al Forward Pririk Delete SendfRecy Addresses Find
B
Folders X/ ¢ @ ¥ From Subject Received  ~
l‘—;ﬂ Outlaok Express a =4 Tech [scare: 30] ---spam--- FW: Error de certificate 9092005 4:47 PM
= @ Local Folders 79 Jacky Ko [score: 30] ---spam--- ' Error de certificate 9/9/2008 7137 PM
&2 Inbox (3)
@ Outbox

ﬁ Sent Ikems

{3 Deleted Items (35)

5B Drafts

@

S SpammMy  Open
Find...

Mew Folder...
Rename. ..
Delete

From: Jacky Ko To: jacky@aitlivelS.dyndns.org

Casbimcbe Termvm @01 crcre B Covrs A cmbific b

2 message(s), 0 unread @ Warking Online

Figure 6-52 Right-Clicking “Ham Mail” Folder and Moving to Properties

¥& Ham Mail Properties

General |

@ |Ham M ai |

This folder containz:

0 messages, 0 unread.

Thisz folder iz stored in the following file:

2y

Paste %

Right to left Reading order
Show Unicode control characters
Insert Unicode control character

[ Ok, ] [ Cancel Apply

Figure 6-53 Copying the Storage Path
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Stepb. Select Mail Security > Anti-Spam -» Training, and then set as below:
B Paste the storage path of “Ham Mail” folder in the Import Ham Mail from Client field.
B Click OK to start importing. ES-6000 will start training on scheduled time. (Figure 6-54)

The amount of spams inthe database ;. 0

The amourt of hams in the database . 0

Bayesian filtering does not warks until datahase has atleast 200 spams and 200 hams

Training Data

Export Training Database | Doy nlozd |

Import Training Databaze | “_ Browse... ]
Feset Training Database | FResst |

Sparm kail far Training

Import Spam hdsil from Client | |[_ Browse.. | | Help |

Ham hail for Training

Impart Ham Mail from Client |:Dk ExpressiHam Mail di

Undo

Account for Training cuk

Spam E-hail | Lopy

Harm E-Mail | Delete g
Add ko QQ Customized Panel
Select all

Training datsbasze starts at | 0000 (% i Dy Bl

Training immedistely : | Training Mow ]

ctars, ex ham@mydomain.com})

| Ok 1 cancel ||

Figure 6-54 Pasting the Storage Path of Compressed Ham E-Mails
Step6. Since current Ham e-mails have been compressed and uploaded to ES-6000, e-mails in this
folder are of no use any longer. Therefore, delete all Ham e-mails so that no old Ham e-mails will
be imported onto ES-6000 next time.
B Select all e-mails in “Ham Mail” folder, then right-click them and move to Delete on the
pop-up menu and click it.

B Make sure this folder has been emptied.
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6.3.4 Raising Bayesian Filtering Accuracy by Account Training

Stepl.
Step2.
Step3.

Create a spam account for training. (e.g., spam@airlive.com)

Create a ham account for training. (e.g., ham@airlive.com)

Select Mail Security - Anti-Spam - Training, and then configure Account for Training as
below:

B Type “spam” in the SPAM Account field.

B Type “ham” in the HAM Account field.

m  Click OK. (Figure 6-55)

The amourt of spams in the databasze : 0

The amount of hams in the database : 0

Bayesian filtering does notworks until database has at least 200 spams and 200 hams

Training Database

Expoart Training Database | Download (|
Itmppiatt Training Database | H_ Briowse... ]
Reset Training Databasze | Reset l

Spam Mail far Training

Irmpaort Spam Wil from Client | |[ Browse.. ]| Help |

Harmn Wail far Training

Irmppart Ham Mail from Client | |[ Browse... || Help |

Account for Training

. Max. 80 characters, ex:

5 E-Mail Test { o

pam = |Spam | I l spam@mydomain.com)

Haim E-Mail |ham | | Test | (Max 20 characters, ex: ham@mydomain.com)

Training time

Training detabasze starts et | 22:00 ¥ |/ Day

Training immediately : | Training Mow (]

Step4.

| Ok || cCancel ||

Figure 6-55 The Accounts Used for Training

Training to filter Spam e-mails.

B Run Outlook Express and forward all spam e-mails in inbox as attachment.

B Select all spam e-mails and right-click them, then move to Forward as attachment and
click it. (Figure 6-56)

B In the New Message window, type spam@airlive.com in the To field, Spam in the
Subject field and leave Body blank, and then click Send. (Figure 6-57)
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¥ Spam Mail - Outlook Express

File Edit Wiew Tools Message Help #’
¥ . & & g @ X = . W B .
¢ Create Mail Reply Reeply Al Forward Prink Delete SendfRecy Addresses Find
T2 Spam Mail

Folders x | Y@ ¥ From Subject Received  ©
I‘_;ij Outlook Express

B@ Local Folders

&2 Inbox (3)

@ Outbox

$8 Sent Teems

@ Deleted Items (27)
5B} Drafts

Harn Mail

Reply to Sender

Reply to Al

Forward

Forward As Attachment

Mark as Read
Mark as Unread

Move ko Folder,..
Copy to Folder...
Delete

Add Sender to Address Book

Properties

From: Jacky Ko To: jacky@airlivelS.dyndns.org

Cucbimcbs Cues LG 1 Fhic Tomain

6 messagels), 0 unread Q ‘Working Online

Figure 6-56 Selecting Spam E-Mails

B Spam | L3
File Edit ‘Yiew Insert Format Tools  Message Help ﬂF
—] LY /| AB -
2 & O 0 v & 9 0 . 53 5
Send Cuk Copy Paste Undo Check.  Spelling Attach  Priority Sign Encrypt  OFfFline

Ta: Ispam@airlive.cam
Ce: I
Subject: |5pam

Attach: | (2 Interesting movie Jessica Parker (1,75 KB) £23 Hi ! this Tanya (2,81 KE) A~
(2 Dear jacky ko@aitlive.com June 84% OFF (6,63 KB) {5 SALE 87% OFF (3,19 KE) ||
=y Dear jacky ko@airlive.com July 86% OFF (8,39 KB) =y Mew gigantic rod is easy ko get! (2,75 KB} b

B 7 UA = :=

Sl o—_

i

e

Arial v| |1E| v|

- @

Figure 6-57 Forwarding Spam E-Mails as Attachment
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Step5. Training to filter Ham e-mails.
B Forward all ham e-mails in inbox as attachment.
B Select all ham e-mails and right-click them, then move to Forward as attachment and
click it. (Figure 6-58)
B In the New Message window, type ham@airlive.com in the To field, Ham in the Subject
field and leave Body blank, and then click Send. (Figure 6-59)

¥ Ham Mail - Outlook Express

File Edit View Tools Message Help

¥ . & & w S X & . W B,

Create Mail Reply Reply Al Forward Prrint Delete SendfRecy Addresses Find

¥ Ham Mail |
Falders x | g ¥ From Subject Recsived  ©
I‘_;.f] Outlook Express q
B@ Laocal Folders r}
42 Inbox (3) Open

& Outhox Print

4 Sent Ttems Reply to Sender

{3 Deleted Items (27) Reply ko Al

5B Drafts Forward

5 Ham Mail Forward As Attachment

[ Spam Mail
2 Spom i Markas&g%d

Mark as Unread

Move to Folder...
Copy to Folder...
Delete

Add Sender to Address Book

Froperties

Frome: Tech To: ‘jacky'

Casbimcbe Termvm @01 crcre B Covrs A cmbific b

Creates a message with current message(s) as attachments,

Figure 6-58 Selecting Ham E-Mails

127



~
H5 Ham

File  Edit ‘Wiew Insert Format Tools  Message Help ;ﬁ"
W n AB

26 00 Y & TG 0 V.5 =3
Send Cut Copy Paste Unda Check.  Spelling Attach  Priority Sign Encrypt  OFfline

Ta: |ham@airlive.com

[ e |

Subject: IHam

Attach: ‘@ Error de certificate (41,3 KB) (2 Error de certificate (43,6 KE) %|

| Arial e E|B ZUA|SSEEEs==S —&L

Figure 6-59 Forwarding Ham E-Mails as Attachment
Step6. Multi-functional firewall will retrieve e-mails from spam or ham account periodically and train

itself on scheduled time. (Figure 6-60)

The amourt of spams in the databasze : 0

The amount of hams in the database : 0

Bayesian filtering does notworks until database has at least 200 spams and 200 hams

Training Database

Expoart Training Database | Download (|
Itmppiatt Training Database | H_ Briowse... ]
Reset Training Databasze | Reset l

Spam Mail far Training

Irmpaort Spam Wil from Client | |[ Browse.. ]| Help |

Harmn Wail far Training

Irmppart Ham Mail from Client | |[ Browse... || Help |

Account for Training

Spam E-Mail |spam | | Test |

Haim E-hail

[ Max. B0 characters, ex
spam@mydomain.com)

|ham | | Test | (Max 20 characters, ex: ham@mydomain.com)

Training time

Training detabasze starts et | 22:00 ¥ |/ Day

Training immediately : | Training Mow (]

| Ok || cCancel ||
Figure 6-60 Configuring to Train Itself on Scheduled Time
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6.4 Anti-Virus

Sending or receiving e-mails through ES-6000 can avoid your company / organization from ceasing function

due to virus e-mails. Keep your business always running and money-making.
6.4.1 Anti-Virus Setting

Scans Inbound and Outbound mails for virus.
If a virus infected mail is detected, that mail will be marked as ---virus--- in the subject line. On the
contrary, if a mail is clean, there will not be any mark in the subject line.

B Virus pattern updates automatically every ten minutes or can be updated manually at once. After each
update, it will show its virus pattern version and update time.

B Available virus engines are:
€ Clam — a default and free for charge virus scan engine.

€ Sophos - The purchase of end-user license is required for legal use.

@ To assure ES-6000 a successful update, use Test to check if the connection to the virus pattern server

works or not before running update.

Inspection Direction:
B If an Inbound mail is detected as virus-infected, it can be deleted, deliver to the recipient (deliver the

virus mail or a notification mail instead), or stored in the quarantine.

m |f an Outbound mail is detected as virus-infected, it can be deleted, deliver to the recipient (deliver the

virus mail or a notification mail instead), or stored in the quarantine.

¢ Set as followed :

1. Select Clam for Virus Scan Engine.

2. In Inspection Direction, enable both Inbound and Outbound Action of Infected Mail and
check Deliver to the recipient, and then check Deliver a notification mail instead of the
original virus mail.

3. Add a virus string ---virus--- to the subject line of a virus infected mail.

Click OK. (Figure 6-61)
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Anti-Virus Setting

Virus Secan Engine (There is a yearly fee for using Sophos, please contact distributors for pricing.)

Last updated on : 08/09/08 11:20:02 (Query virus definitions every 10 minutes)
Current version : 488184 (Clam definitions updated at 08/09/08 09:54:27)
Update virus definitions immediately (LUse TCP port: 80 and UDP port : 53 to connect virus definition server:ll Update Mow 1 Test

Add the virus string to the subject Iine|—ViFU3— | { Max. 30 characters )

Inspection Direction

[¥] Action of Inbound Infected Mail

[ pelete the virus mail

Deliver to the recipient
(%) Deliver a nofification mail instead of the original virus mail
O Deliver the original virus mail

[ store in the quarantine

Ac*tinn of Cutbound Infected Mail

D Delete the virus mail

Deliver to the recipient
@ Deliver a notification mail inztead of the original virus mail
O Deliver the original virus mail

D Store in the quarantine

| ok || cancel |

Figure 6-61 Anti-Virus settings

€ Whoever receives a virus mail detected by ES-6000 will see a warning tag, such as ---virus---, in

the subject line. (Figure 6-62)

(Gpoepm = =

|
| Thime v i Gordichi b deplay. Clek
o Contacts 1 Credabe & faw oot

[ messageisl, 2 uvesd =T NI .
Figure 6-62 A mail scanned as virus mail

@ Available virus-scanning modes for users are Clam, Sophos, and Clam+Sophos.
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6.4.2 Anti-Virus Configuration Example

Scanning Inbound or Outbound Mails for Virus

Stepl. In the path of Mail Security = Anti-Virus ->Setting, set as followed: (Figure 6-63)

Anti-Virus Setting
Wirus Scan Engine (There is a yearly fee for using Sophos, please contact distributors for pricing.)

Last updated on : 02/0%/08 11:20:02 (Query virus definitions every 10 minutes)
Current version : 42 8184 (Clam definitions updated at 08/09/08 09:54:27)

Update virus definttions immediatety (Use TCP port: 80 and UDP port: 53 to connectvirus definition server)| Update Now | Test

Add the virus string to the subject line |—‘-’iFU3— | { Max. 30 characters )

[#] &ction of Inbound Infected Mail
[ Delete the virus mail
D Deliver to the recipient
Deliver a notification mail instead of the original virus mail
Deliver the original viruz mail

Store in the quarantine

Actiun of Qutkound Infected Mail

D Delete the virus mail

D Deliver to the recipient
Deliver a netification mail instead of the original virus mail
Deliver the original virus mail

Store in the quarantine

| ok || cancel |

Figure 6-63 The scan and action of infected mail

@ Action of infected mail only allowed one option at a time. If action sets as Delete the virus mail, virus

mail will be deleted at once when it is detected, and a corresponding log will be created under Mail
Security - Mail Report = Log.

Step2.  When an external mail account, for instance hotmail, sends a mail to internal mail account, such
as ryan@airlive.com:

B A hotmail mail account, jacky@hotmail.com, sends a virus mail, and then it would be
stored in the quarantine.

B A hotmail mail account, portia@hotmail.com, sends a clean mail, and then

ryan@airlive.com would receive it.

Step3. If an internal mail account, for example josh@airlive.com, sends a mail to external accounts,
such as hotmail:

[ | The mail sent to jacky@hotmail.com is infected, and then it would be stored in the
quarantine.

[ | The mail sent to portia@hotmail.com is clean, and then it would be sent to the account.
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6.5 Mail Report

ES-6000 provides enterprise mail report in statistics and log. With the help of them, enterprise could have a

clear view of mail activities.
6.5.1 Setting

Periodic Report

B It can generate and send the periodical report to recipient according to the time setting.

History Report

B |t can generate and send the history report to recipient according to the time setting.

€ In System - Setting, enable E-mail Alert Notification / Report. Then go to Mail Security >

Mail Report - Setting, set as below.

1. Enable E-mail periodic report, and check Yearly report, Monthly report, Weekly report,
and Daily report.

2. Click OK. (Figure 6-64)

3. When the time comes, the ES-6000 will send the report to recipient.
(Figure 6-65, 6-66, 6-67, 6-68, 6-69)

4. InHistory Report, select an issue date from the calendar icon.

5. Click Mail Report. (Figure 6-70)

6. Reports will be delivered to the recipient on the time setting. (Figure 6-71, 6-72, 6-73, 6-74,
6-75)

@ Scheduling for periodic report:
1. Yearly report produces at 24 o’'clock on January 1st every year.
2. Monthly report produces at 24 o’clock on the first day of every month.
3. Weekly report produces at 24 o’clock on the first day of every week.

4. Daily report produces at 24 o’clock everyday.

Periodic Report

Enable E-mail perindic report

Yearly report Monthly report Weekly report Daily report

| Ok | | cancel |

History Report

O “early report C‘ Monthly report O Weekly report O Daily report
Send report time ; (Please select one report type) [H | Mail Report |

Figure 6-64 The periodic report setting
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& Email Server Appliance{Email Server Appliance) : History Daily Rep... |:||E|E

File Edit ‘iew Tools Message Help -g'f

= .
E‘J ﬁ" “‘F‘ﬁ = x @ 0 wy
Reply Reply Al Forward Print Delete Previous Mk Addresses
From: jacky@airlivel s dyndns arg
Date: Monday, September 08, 2008 3:45 PM
To: jacky@airlive] 5 .dyndns org

Subject:  Email Server ApplianceiEmail Server Applisnce) : History Daily Report of Mail (2003/03/08).
Attach: rﬁDaily Report. pdf (31.1 KB

This report 15 generated by Email Server Appliance.

Figure 6-65 Receive the periodic report
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E-Mail Server

Daily Report - Inbound Mails of Each Domain

Time : (2008/09/08)

Email Attributes in Percentage

% spam mais & virus Mails {31 Normal Mails Total Mails
519 [41.2%] 7 [0.6%] 734 [58.3%] 1260 [100.0%]
TOP-5 Domain (Sorted by Total Mail Amount) spam mails [ virus mails [] normal mails
No. Domain Name Spam Virus Normal Total Inbound Mails

1 airlive.com 519 7 734 1260 I 20

TOP-10 Accounts (Sorted by Total Mail Amount) spam mails IVirUS mails Inormal mails
Mo. Account Spam Virus Normal Tatal Inbound Mails
1 john.lai 35 1 55 91 . Gk
2 chan 30 0 15 75 . E
3 janeju 27 1 a7 65 s
4 edwardwang 29 1 28 58
5 matl 30 1 20 51
6 benny lai 28 1 18 47
7 tommy.wang 29 0 13 42
8 sandy 28 0 12 40
9 jay 28 0 1" 39
10 lynn.yang 15 0 22 a7
Average: 52.50 Mails/Hour
Statistics Graph spam mails Ivirus mails Inormal mails

1001/ 100
d
0 H — 0 ;
0oL 03 05 07 09 11 13 16 17 19 21 23 0L 03 05 OF 09 11 13 15 17 19 21 23
SPAH Hails Virus Hails

Figure 6-66 The first page in periodic report
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E-Mail Server

Daily Report - Inbound Mails of airlive.com

Time : (2008/09/08)

Email Attributes in Percentage

% spam mais & virus Mails {31 Normal Mails Total Mails
519 [41.2%] 7 [0.6%] 734 [58.3%] 1260 [100.0%]
TOP-10 Accounts (Sorted by Total Mail Amount) spam mails [ virus mails ] normal mails
No. Account Spam Virus Normal Tatal Inbound Mails
1 john.lai 35 1 55 91 &0
2 chan 30 0 45 75 s
3 janeju 27 1 37 65 -55
4 edwardwang 29 1 28 58 -
5 ma' 30 1 20 51
6 benny lai 28 1 18 47
7 tommy.wang 29 0 13 42
8 sandy 28 0 12 40
g jay 28 0 11 39
10 lynn.yang 15 0 22 37
Average: 52.50 Mails/Hour
Statistics Graph spam mails Ivirus mails Inormal mails

100 100
d
0oL 03 05 07 09 11 13 15 17 19 21 23 0L 03 05 0OF 09 11 13 15 17 19 21 23
SPAN Hails VYirus Hails

Figure 6-67 The second page in periodic report
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E-Mail Server

Daily Report - Qutbound Mails of Each Domain

Email Attributes in Percentage

Time : (2008/09/08)

ﬁ Spam Mails

& virus Mails

{1 Normal Mails

Total Mails

0 [0.0%]

0 [0.0%]

114 [100.0%]

114 [100.0%]

TOP-5 Domain (Sorted

by Total Mail Amount)

spam mails ] virus mails [| normal mails

No. Domain Name Spam Virus Normal Total ‘ Qutbound Mails
1 airlive.com 0 0 114 114 _1 14
TOP-10 Accounts (Sorted by Total Mail Amount) spam mails IVirUS mails Inormal mails
No. Account Spam Virus Normal Total ‘ OQutbound Mails
1 benny.lai 0 0 18 18 _18
2 john.lai 0 0 12 12 _12
3 jacky.ko 0 0 5 6 -5
4 josh.lin 0 0 G G -5
5 vincent.chang 0 0 5 5 -‘5
6 liba 0 0 5 5 -5
7 ryan.cheng 0 0 5 5 -5
8 emily_hsu 0 0 5 5 -5
g david.cheng 0 0 4 4 -4
10 edwardwang 0 0 4 4 -4

201

10|

| i

ara

01 03 05 07 09 11 13 15 17 19 21 23

SPAH Hails

0L 03 05 07 09 11

19 21 23

13 15 17
Virus Hails

Figure 6-68 The third page in periodic report
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E-Mail Server

Daily Report - Outbound Mails of airlive.com

Time : (2008/09/08)

Email Attributes in Percentage

% spam mais & virus Mails {1 Normal Mails Total Mails
0 [0.0%] 0 [0.0%] 114 [100.0%] 114 [100.0%]
TOP-10 Accounts (Sorted by Total Mail Amount) spam mails [ virus mails ] normal mails
No. Account Spam Virus Normal Tatal ‘ Outbound Mails
1 benny lai 0 0 18 18 _18
2 john.lai 0 0 12 12 _12
3 jacky.ko 0 0 6 6 -5
4 josh.lin 0 0 3 6 -5
5 vincent.chang 0 0 5 5 -‘5
6 liba 0 0 5 5 -5
7 ryan.cheng 0 0 5 5 -5
8 emily.hsu 0 0 5 5 -5
9 david.cheng 0 0 4 4 -4
10 edwardwang 0 0 4 4 -4
Average: 4.75 Mails/Hour
Statistics Graph spam mails Ivirus mails Inormal mails
20
10
0 o _
0L 03 05 07 09 11 13 15 17 19 21 23 0L 03 05 07 09 11 13 15 17 19 21 23
SPAN Hails VYirus Hails

Figure 6-69 The fourth page in periodic report
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Periodic Report

Enable E-mail periodic repart

early report Maonthly report Weekly report Daily report

| Ok | | cancel |

History Repaort

O “rearly report O Menthly report @ Weekly report O Daily report
Send report time : 2008/08/07 ~ 2008/08/13 [ WaiReport |

Figure 6-70 The history report setting

& E-Mail Server(E-Mail Server) : History Weekly Report of Mail (20... E]|X|

o

File Edit View Tools Message Help

g & 8 = X O O w

Rephy Reply &l Farward Prink Delete Previous ek Addresses
From: jacky@airiivel s dyndns.org
Date: Monday, September 058, 2008 3:58 PM
To: jackyigbairivel S dyndns .org

Subject:  E-mail Server(E-Mail Server) : History Weekly Report of Mail (20080907~2008/09/43).
Attach: @Weekjy Report. pdf (35,2 KB)

This report i generated by E-Ifail Server,

Figure 6-71 Receive the history report
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E-Mail Server

Weekly Report - Inbound Mails of Each Domain

Time : (2008/09/07~2008/09/13)

Email Attributes in Percentage

% spam mais & virus Mails {31 Normal Mails Total Mails
1208 [59.1%] 19 [0.9%] B16 [39.9%] 2043 [100.0%)]
TOP-5 Domain (Sorted by Total Mail Amount) spam mails [ virus mails [] normal mails
No. Domain Name Spam Virus Normal Tatal Inbound Mails
1 airlive.com 1208 19 816 2043 0+
TOP-10 Accounts (Sorted by Total Mail Amount) spam mails IVirUS mails Inormal mails
Mo. Account Spam Virus Normal Tatal Inbound Mails
1 john.lai 78 2 71 151
2 chan 80 0 58 138
3 benny lai 71 6 27 104
4 edwardwang 69 2 28 99
5 janeju 59 1 38 98
6 ma’ 67 2 20 89
7 tech 71 1 13 85
8 tommy.wang 71 0 13 84
] sandy 68 0 13 81 |l
10 jay 51 0 13 74 l74
Average: 291.86 Mails/Day
Statistics Graph | |
1000 1000
500 500
0.
SUN MON TUE WED THU FRI SAT SUN MON TUE WED THU FRI SAT
SPAH HMails Virus Hails

Figure 6-72 The first page in history report
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E-Mail Server

Weekly Report - Inbound Mails of airlive.com

Time : (2008/09/07~2008/09/13)

Email Attributes in Percentage

% Spam Mails w\f'irus Mails fi;l Normal Mails Total Mails
1208 [59.1%] 19 [0.9%] 816 [39.9%] 2043 [100.0%]
TOP-10 Accounts (Sorted by Total Mail Amount) spam mails IVirUS mails lnormal mails
Mo. Account Spam Virus Normal Total Inbound Mails

1 john.lai 78 2 71 151 | E
2 chan 80 0 58 138 s

3 benny lai 71 & 27 104 o«
4 edwardwang 69 2 28 99

5 janeju 59 1 a8 98 -
6 rmar 67 2 20 89

7 tech 71 1 13 85

] tommy.wang 71 0 13 84

9 sandy 68 0 13 81

10 jay 61 0 13 74

10001] 1000

5001/ 500

0.
SUN MON TUE WED THU FRI SAT SUN MOM TUE WED THU FRI SAT
SPAN Hails VYirus Hails

Figure 6-73 The second page in history report
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E-Mail Server

Weekly Report - Outbound Mails of Each Domain
Time : (2008/09/07~2008/09/13)
Email Attributes in Percentage
% spam mais & virus Mails {1 Normal Mails Total Mails
0 [0.0%] 0 [0.0%] 115 [100.0%] 115 [100.0%]
TOP-5 Domain (Sorted by Total Mail Amount) spam mails ] virus mails [| normal mails
No. Domain Name Spam Virus Normal Total ‘ Qutbound Mails
1 airlive.com 0 0 115 115 _1 15
TOP-10 Accounts (Sorted by Total Mail Amount) spam mails IVirUS mails Inormal mails
No. Account Spam Virus Normal Total ‘ OQutbound Mails
1 benny.lai 0 0 18 18 _18
2 john.lai 0 0 12 12 _12
3 josh.lin 0 0 5 6 -5
4 jacky ko 0 0 G G -5
5 ryan.cheng 0 0 5 5 -‘5
6 emily.hsu 0 0 5 5 -5
7 liba 0 0 5 5 -5
8 vincent.chang 0 0 5 5 -5
9 david.cheng 0 0 4 4 -4
10 edwardwang 0 0 4 4 -4
Average: 16.43 Mails/Day
Statistics Graph spam mails Ivirus mails Inormal mails
100 100
50 50
SUN MON TUE WED THU FRI SAT TSN MmN TUE WED THU FRI SAT
SPAH Hails Virus Hails

Figure 6-74 The third page in history report
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E-Mail Server

Weekly Report - Outbound Mails of airlive.com

Time : (2008/09/07~2008/09/13)

Email Attributes in Percentage

% spam mais & virus Mails {1 Normal Mails Total Mails
0 [0.0%] 0 [0.0%] 115 [100.0%] 115 [100.0%]

TOP-10 Accounts (Sorted by Total Mail Amount) spam mails [ virus mails ] normal mails

No. Account Spam Virus Normal Tatal ‘ Outbound Mails

1 benny lai 0 0 18 18 _18

2 john.lai 0 0 12 12 _12

3 josh.lin 0 0 6 6 -5

4 jacky ko 0 0 3 6 -5

5 ryan.cheng 0 0 5 5 -‘5

6 emily.hsu 0 0 5 5 -5

7 liba 0 0 5 5 -5

8 vincent.chang 0 0 5 5 -5

g david.cheng 0 0 4 4 -4

10 edwardwang 0 0 4 4 -4

Average: 16.43 Mails/Day

Statistics Graph spam mails Ivirus mails Inormal mails

1001 100

501 | 50

0.
SUN MON TUE WED THU FRI SAT SUN MOM TUE WED THU FRI SAT
SPAN Hails VYirus Hails

Figure 6-75 The fourth page in history report

@ The recipient will be receiving the mail report with an attachment in PDF format.

142



6.5.2 Statistics

Stepl. In the path of Mail Security - Mail Report - Statistics, there it shows a full-scale statistics

report of scanned result.

Step2. In Statistics, on the upper left corner, click Day for daily statistics report; click Week for weekly

statistics report; click Month for monthly statistics report; click Year for annual statistics report.

Step3. Below it shows scanned mail statistics report. (Figure 6-76)
B Vertical axis indicates the amount of scanned mail.

B Horizontal axis indicates time.

[ear | [CMorth ] [TWesk | [ Day | Domain Mame: | ALL |+
[ Inbound | | Cuthound |

Top-H il Spam Mails I Virus Mails §il Mormal bails 111

ol 03 05 o7 0% 11 13 15 1? 19 21 23 ol 03 05 07 09 11 13 15 1? 19 21 23
SFAH Hails Virus Hails

Figure 6-76 Scanned mail statistics report
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6.5.3 Log

B User can use date, sender, sender IP address, recipient, subject, attribute, action, and attachment as
keyword to search matched records stored in ES-6000.

€ To use this feature, please follow the steps below :

1. Enable searching duration and assign a period of time.
2. Input a sender as keyword.
3. Select All for Attached File.
4. Select All for Attribute.
5. Select All for Action.
6. Click Search. (Figure 6-77)
7. Click Download Report to download the search results as a “.txt” file onto local computer.
(Figure 6-78)
8. Click Export Mail to download the search results as a “.mbx” file onto local computer.
(Figure 6-79)
[ Inbound | [ Outbound |
Search Mail Lﬁ
[#] From: 2008 v |/|09 v /(08 v |10 v 2|30 v
To: 2005 v |/|09 v |/[08 v |10 |+ 1|50 |+
Sender |( Max. 100 characters )
e
Recipient : |( Max. 100 characters )
Aftached File | Al ]
Subject : |( Max. 100 characters )
Aftribute : | Al v
Action : Al v
| search || DownbadReport | |  Exportmal | | Help |
Results
2008-09-08 (4 Records)
Attribute
([ 100 scvaunersoner [pcvaunersons | —[rw enrsove sopnscmrsonse |+ | =
B[ | mev@unerson |avesmeitonas | [mescsowomm | rs | =]
[ 1030 | ssvstentogroimas_|soy@ortvs oy | || P vevery S otroston ey | = | =

Figure 6-67 Search for specific record

@ 1. Both Statistics and Log have Inbound and Outbound scanned mail report.

2. In Log, click any sender email address link to show its recipient list (a recipient list is a list of all
recipients receiving mails from the email address that you click on); click any recipient email address
link to show its sender list (a sender list is a list of all senders sending mails to the email address that
you click on).

3. Log can be sorted by time, sender, recipient, subject, attribute and action. So do sender list and

recipient list.
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| _Inbound | | Cuithound |

File Download

Do you want to open or save this file?

MName: Mail_Log_Search_Result_20080908_1 74653, txt
Type: Text Document, 967 bytes
From: 192.168.10.250

](Ma}{. 100 characters )

[ Open J[ Save Ji Cancel | ](Ma}{.mﬂcharacters)

:I(Ma}{. 100 characters )

'hile filez from the Intermet can be uzeful, some filez can potentially

@ harm wour computer. If you do not gt the zource, do not open o
zave this file, What's the risk?

fload Report I i Export Mail I iHeIp i

2005-08-05 (4 Records) v

Figure 6-78 Downloading the Search Results as a “.txt” File

| _Inbound | | Cuithound |

File Download

Do you want to save this file?

@ MName: Mail_Log_Search_Result_20080908_1 74803, mbx
Type: Unknown File Type
From: 192.168.10.250

](Ma}{. 100 characters )

[ Save Ji Cangel i ](Ma}{.mﬂcharacters)

:I(Ma}{. 100 characters )

harm wour computer. If you do not fugt the zource, do not zave this

@ 'hile filez from the Intermet can be uzeful, some filez can potentially
file, Wwihat’s the risk?

fload Report I i Export Mail I iHeIp i

2005-08-05 (4 Records) v

Figure 6-79 Exporting the Search Results as a “.mbx” File
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@ How to open “.mbx” file on your local computer:
1. Convert the “.mbx” file into a “.eml” file with a mbx2eml application (e.g., IMAPSize) and then run

Outlook Express to open the “.eml” file.

[ | Run IMAPSize, Select Tools = mbox2eml| on the menu bar, and then click it.
(Figure 6-80)

[ | In the mbox2eml| window, click “Select mbox files to convert” button, locate the “.mbx” file,
click Open, and then click Convert to start converting the file into “.eml” file. (Figure 6-81,
Figure 6-82, Figure 6-83)

] Run Outlook Express to open the “.eml” file. (Figure 6-84)

=10l

File Account Yiew | Tools h Help

l—;, & emlZmbes... § | oy

emlZmboxes...

N L .

o o

Search I @ @ @ ‘

/ From I Ta | Subiject I Date | Size: | Spam Sc... | Message LJID |

| | [
Figure 6-80 Navigating to Tools = Mbox2eml on the Menu Bar
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Figure 6-81 Specifying the “.mbx” File to be Converted

Figure 6-82 Converting the “.mbx” File into a “.em!” File
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Figure 6-83 File Conversion Completed
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Figure 6-84 Clicking and Dragging the “.eml|” File into Outlook Express to Open It
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B The mail stored at quarantine can be retrieved and delivered to recipient.

Stepl. In the path of Mail Security = Mail Report - Log, there it shows actions of mails.
(Figure 6-85)

[2007-08-02 (7 Recoras) 7]

demo@tienko homsip... | jacky. knlrﬂ'm com - = TR

ECE
semsgeris oo -mﬂ

- g S e T N
o Jnomanicos | [osrommoson | w1 | =

io.... | sebastienkoi@hotmail .. - Fw: Only for tezsting ““
ciahaneo |sbsteniogomat | et | &5

-
(ol e 1 e s agct s | oy [~ —
i

Figure 6-85 Scanned mail log

@ In Log, quarantined spam and virus mails can be retrieved by assigned recipient or viewed its content

simply by clicking its subject. (Figure 6-86, 6-87)

[2007-08-14 (4 Recoras) =]

Figure 6-86 Retrieve quarantined virus mail
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Inbox {3/24)

re-test Mail notice feature part 1

Attachment’ gjcar_com.zip

Figure 6-87 View a quarantined virus mail

@ Log icon descriptions:

1. Attribute:
Icon B3] | [~} = Oy
Definition |Allowed Spam Virus Unscan Invalid Recipient
2. Action:
lcon = = = s
Definition |Delete Deliver Store Retrieve

3. Attached File: @
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Chapter 7 Mail Archie / Audit

ES-6000 can audit and archive the e-mails individually while processing the e-mails. In this chapter, it will be

discussing the functionality and application of Mail Archive / Audit.

7.1 Setting

Definition:
B Mail Archive / Audit Storage Setting
€ E-mails to be archived or audited can be assigned a storage time and deleted when expired.

4 Allinbound and outbound e-mails can be archived.

B Mail Delay Setting
€ E-mails can be assigned a time to delay e-mail delivery. User can refer to the following steps to
configure settings:
Enable Inbound Mail Archive.
Enter “14” in its Storage Lifetime field.
Enable Outbound Mail Archive.
Enter “60” in its Storage Lifetime field.
Select “20:00” from the Send Mail at pull-down menu under the Mail Delay Setting bar.
Click OK. (Figure 7-1)

S o

Mail Archive ! Audit Storage Setting
Enakble Inbound Mail Archive

Storage Lifetime Day (Range:1-365)
Enable Outbound Mail Archive

Storage Lifetime Day (Range * 1- 365 )

Mail Delay Setting
Send Mail at | 20:00 ¥

| Ok | | cancel |

Figure 7-1 Mail Archive and Audit Settings

@ The priority of Audit settings overrides the one of Mail Audit / Archive Storage Setting.
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7.2 Audit

Definition:

Rule Name

€ The name for an audit rule

Comments

€ The description of an audit rule

Combination

€ And: Only when an e-mail meets all criteria is it to be audited

€ Or: Only when an e-mail meets merely one criterion is it to be audited

Action

€ E-mails can be deleted, delayed, passed, inspected, or copied. If action is selected as “Inspect” or
“Copy To”, then an e-mail address should be specified in the blank field next to it to decide by
whom it is inspected or to where it is copied.

Archive Mail

€ E-mail that meets audit criteria can be archived.

Item

€ Audits e-mails by e-mail header, body, attachment name, or size.

€ E-mail header includes from, to and subject.

Condition

€ When Item set as From / To / Subject / Body / Attachment Name, the corresponding conditions
are Contains, Does Not Contain, Is Equal To, Is Not Equal To, Starts With, Ends With, Exists
and Does Not Exists.

€ When Item set as Size, the corresponding conditions are More Than, Is Equal To, Is Not Equal
To and Less Than.

Pattern

€ Configure the Item and Condition based on Pattern. For example, select “From” for Item,

“Contains” for Conditions and then type “Josh” as Pattern, then e-mails from “Josh” will be audited by

the device. (Figure 7-2)

Rule Name : {Max. 16 characters ) Comments : { Max. 20 characters )
Combination : Action : | Pass w || |
Archive Mai
| From vl | Contains hd | |j|:r5h |
| ok || cancel |

Figure 7-2 Mail Audit
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7.3 Archive

B Search
€ Available search criteria are date, recipient, sender, subject, action, attached, and non-attached.
User can refer to the following steps to configure settings:
1. Type the complete e-mail address or a word from the e-mail address in the Recipient field.
Enable searching duration and assign a period of time.
Select “All” for Action.
Select “All” for Attached File.
Click Search. (Figure 7-3)

A

[ Inbound | | Outhound |
Search Mail Archive
[#]Fram : 2005 w |f{08 v /|08 v | |00 w|:| 00 w
Ta: 2008 w(fl09 v |10 w| [14 w115 »
Sender ; sebastienko |(Ma}{. 100 characters )
Recipient : |(ru1ax. 100 characters )
Attached File ;| Al |
Subject : |(ru1ax. 100 characters )
Cortent : |(h.n1ax. 100 characters )
Action Al ~|

' Search ‘ ' Dovwwnload Report 1 ' Expart hail 1 'Help‘

2008-09-09 (2 Records) | »

Action

Figure 7-3 Searching for a Specific E-Mail

@ Archive list is available in both inbound and outbound directions.
@ Archive list can be sorted by recipient, or sender, or subject, or delivered / received time.

To open the exported “.mbx” file, please refer to Figure 6-80 to 6-84.
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7.4 Mail Archive / Audit Configuration Example

Auditing E-Mails Processed by ES-6000

Stepl. Select Mail Archive / Audit & Setting, and then set as below: (Figure 7-4)

Mail Archive ! Audit Storage Setting

Enakble Inbound Mail Archive

Storage Lifetime Day (Range:1-365)
Enable Outbound Mail Archive

Storage Lifetime Day (Range * 1- 365 )

Mail Delay Setting
Send Mail at | 20:00 ¥

| ok || cancel |

Figure 7-4 Mail Archive / Audit Settings

@ E-mail that meets Audit criteria will be processed based on the Action of an Audit rule.

Step2. Select Mail Archive / Audit & Audit, and then set as below:

Click New Entry.

Type “Mail_Delivery” in the Rule Name field.

Type “Deliver Mail To User” in the Comments field.

Tick Archive Mail.

Select “Or” for Combination.

Select “Pass” for Action.

Select “From” for Item, “Contains” for Condition and then type “airlive_jacky” as Pattern.
Click Next Row.

In the second row, select “To” for Item, “Contains” for Condition and then type
“airlive_jacky” as Pattern.
Click Next Row.

In the third row, select “From” for Item, “Contains” for Condition, and then type “Josh” as
Pattern.

B Click Next Row.

B In the fourth row, select “To” for Item, “Contains” for Condition and then type “Josh” as
Pattern. (Figure 7-5)

B Click OK. (Figure 7-6)
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Rule Name : (Max. 16 characlers ) Comments - ( Max. 20 characters )

Combination : Action : |F’“ﬂ'Ss £

[#] Archive Mail

Item Condition Pattern ( Max. 30 charact l mT’qure

| ok || cancel |

Figure 7-5 First Audit Rule

Total entry 1

Rule Mame Comments Archive Mail

Total entry o1

Figure 7-6 First Audit Rule Completed

Step3. Select Mail Archive / Audit & Audit, and then set as below:

Click New Entry.

Type “Mail_Deletion” in the Rule Name field.

Type “Delete Mail” in the Comments field.

Tick Archive Mail.

Select “Or” for Combination.

Select “Delete” for Action.

Select “From” for Item, “Contains” for Condition and then type “hotmail” as Pattern.

Click Next Row.

In the second row, select “To” for Item, “Contains” for Condition and then type “hotmail”

as Pattern. (Figure 7-7)
m  Click OK. (Figure 7-8)

Rule Mame : |Mail_Deletion { Max. 16 characters ) Comments : |Delete Mail { Max. 20 characters )
Combination : Action : [Delete v |- |
Archive Mail

Figure 7-7 Second Audit Rule
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Total entry : 2

| Modify | | Remove | 1%
@ L/ | Modify | | Remove | 2w

Total entry : 2

Figure 7-8 Second Audit Rule Completed

@ Actions to e-mails can be Delete, or Inspect, or Delay, or Pass or Copy to.

@ When an e-mail has been scanned for virus and inspected for spam, it will be then audited and

processed according to the Action.

@ Right-click any e-mail in your Outlook Express, and then click Properties on the pop-up menu. After

that, click Details tab for information on e-mail header of which can be used as reference while

configuring the Condition and Item of an Audit rule. (Figure 7-9)

E-Mail Server(E-Mail Server] Spam Mail Notice |... |E|

General | Details |

Internet headers for this message:

Feturn-Path: < zpam.notice@airlive. conms
¥-Original-To: jackyi@ailivel5 dyndhg.org
Delivered-Ta: jackyi@ailivel5.dyndns.org
H-Puzhtait _ D4ALL :ALL::10]
Received: from aiflive. com (53-124-2-65.HIMET-IP. hinet. net [5E
by airlivel5 dyndnz.org [Email Server Appliance #i] w
faor <jacky@airlivel 5 dyndnz.org:; Fri, 55ep 2003 1!
Received: by airlive. com
id ED4EZERB04E; Fri, 5 Sep 2008 15:00:05 +0800 (L
Recerved: by E-Mail ServerE-Mail Server] [:SMTP sendmail en
Fram: zpam. hoticed@airlive. com
Ta: jacky. ka@ailive, cam
Subject: =7utf-878 RS 1N YW FNIcnZlcihF LU hatwiwgl #fud
Date: Fri, 5 Sep 2002 15:00:05 +02300
hIME “werzion: 1.0
Content-Type: multipart/mised;
boundary="---=_MextPart_000_00B0_01CED 7B 1CCAF4E0"
Megzzage-ld: <20020305150005.E0462E HE04EE@ airlive. com:
HAntiviruz avast! (VPS5 080904-1, 09/04/2008), Inbound mes: o

£ I b

|2

l Mezzage Sounce... l

[ ok, H Cancel ]

Figure 7-9 The Detailed Information of an E-Mail
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Step4.

When an external user using hotmail account to send an e-mail to both

josh@airlive15.dyndns.org and portia@airlive15.dyndns.org:

[ ] If the sender’s address is jacky airlive@hotmail.com, both of them will receive it.

B If the sender’s address is sebastienko@hotmail.com, then only josh@airlive15.dyndns.org

will receive the e-mail. E-mails that sent to portia@airlive15.dyndns.org will be deleted.

B A report is generated under Mail Archive / Audit = Archive. (Click the upper left
Inbound). (Figure 7-10)
Tick the boxes of desirable e-mails and click the upper left “little man” icon to retrieve.
Type the sender’s and recipient’s address accordingly in the Retrieve window and click
OK. (Figure 7-11)

B Tick the boxes of desirable e-mails and click the upper left “envelope-with-a-blue-arrow”
icon to resend.
Click OK in the dialogue box to confirm resending the selected e-mails. (Figure 7-12)
Tick the boxes of unwanted e-mails and click the upper left “envelope-with-a-red-cross”
icon to remove.

B Click OK in the dialogue box to confirm the deletion of selected e-mails. (Figure 7-13)

n- paltebouncedoif@gzol....| jackyi@airlive15.d ru:ln...
nm mailzender@asqlobals...| jacky@airlive15.d ru:ln... Product Alert - Surveilance-jacky ko@airlive.com

| Imbound | | Outbound |

| 2008-09-09 (2 Records) v

sebastienkof@hotmail. ... | portia@airlive!S.dynd... - FW: Activation Code for Vicomsoft DHCP Server

[ o |
nm@l o
OEENET=

Figure 7-10 The Archive Report

[ _Inbound | | Outhound |

| 2008-05-09 (5 Records) v

poartiai@airlivel S dyndns.org

@ Done | | | | | | 8 Internct

Figure 7-11 Confirming to Retrieve the E-Mails
157


mailto:josh@airlive15.dyndns.org
mailto:portia@airlive15.dyndns.org
mailto:jacky_airlive@hotmail.com
mailto:sebastienko@hotmail.com
mailto:josh@airlive15.dyndns.org
mailto:portia@airlive15.dyndns.org

-
5
fay
[}
=
=
=

| Inbound | | |

| 2008-09-09 (8 Records) v

B =L M = (TR TK = P E | N UE T PP

Figure 7-12 Confirming to Resend the E-Mails

[ Inbound | oL

| 2008-09-09 (8 Recards) v

Stepb5.

Figure 7-13 Confirming to Remove the E-Mails

When an internal user from airlive15.dyndns.org mail domain sends an e-mail to both

airlive jacky@hotmail.com and sebastienko@hotmail.com:

If the sender’s address is josh@airlive15.dyndns.org, then both of them will receive it.

If the sender’s address is portia@airlive15.dyndns.org, then airlive jacky@hotmail.com

will receive the e-mail only. E-mails that sent to sebastienko@hotmail.com will be deleted.

A report is generated under Mail Archive / Audit = Archive. (Click the upper left

Outbound). (Figure 7-14)

Tick the boxes of desirable e-mails and click the upper left “little man” icon to retrieve.

Type the sender’s and recipient’s address accordingly in the Retrieve window and click

OK. (Figure 7-15)

Tick the boxes of desirable e-mails and click the upper left “envelope-with-a-blue-arrow”

icon to resend.

Click OK in the dialogue box to confirm resending the selected e-mails. (Figure 7-16)

Tick the boxes of unwanted e-mails and click the upper left “envelope-with-a-red-cross”

icon to remove.

Click OK in the dialogue box to confirm the deletion of selected e-mails. (Figure 7-17)
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mailto:airlive_jacky@hotmail.com
mailto:sebastienko@hotmail.com
mailto:josh@airlive15.dyndns.org
mailto:portia@airlive15.dyndns.org
mailto:airlive_jacky@hotmail.com
mailto:sebastienko@hotmail.com

| 2008-08-09 (7 Records) v |

i :
josh@airlive15.dyndns.. | airlive jack - Fwi: This iz an autorephy m

portia@airlivel5.dynd... | airlive jack il. . Fwe: Mail hieve and Audit testing function

nﬁound | | Outbound |

portiai@airlivel S dyndns.org

zebastienko@@hotmail com i OmE ] m

a Dane | | | | | | 0 Internet

Figure 7-15 Confirming to Retrieve the E-Mails

nEouna Outbound

| 2008-09-09 (7 Records) ¥ |

Ok I[ Cancel J

Figure 7-16 Confirming to Resend the E-Mails
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| Inbound | | Outbound |

| 2008-09-09 (7 Records) ¥ |

i Ok i[ Cancel ]

Figure 7-17 Confirming to Remove the E-Mails

@ The icons and descriptions of Archive:

Icon e ', =, = b= 3
Description | Deleted Inspect Delayed | Archived | Copied | Passed
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Chapter 8 Push Mail

ES-6000 features automatic e-mail transfer functionality. Whenever it receives an e-mail, it will instantly and
actively transfer (push) the e-mail to user’s mobile phone. With the help of Push Mail, users may have e-mail

access anytime anywhere without any complex login process.

8.1 Push Rule

Definition:
| User Status

€ Denotes the total amount of accounts and of how many are using push e-mail.

| Classification

€ Offers users a view of the accounts began with the same initial character.

[ ] Enabled Account

€ The accounts of which push e-mail function are enabled.

[ ] Disabled Account

€ The accounts of which push e-mail function are disabled.

[ | The default rule for the selected account is

€ Used as a default for e-mails which fail to meet the criteria of User-defined Rule.

[ | Rule Name

€ The name for user-defined rule.

[ | Comments

€ The description which explains the purpose of the rule.
B Combination
€ And: Only when e-mail meets all the criteria is it to be pushed.

€  Or: Only when e-mail meets merely one criterion is it to be pushed.

[ | Action

€ Determines whether to push e-mails to user’s mobile device or not.
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u Iltem
€ Available criteria for Item are Received, Envelope-To, From, To, Cc, Bcc, Subject, Sender,

Reply-To, Errors-To, Message-ID, Date, Header, Attach File Name, and Size.

B Condition
€ When Item set as Received / Envelope-To / From / To / Cc / Bec / Subject / Sender / Reply-To /
Errors-To / Message-ID / Date / Header / Attachment Name, the corresponding Conditions are
Contains, Does Not Contain, Is Equal To, Is Not Equal To, Starts With, Ends With, Exists, and Does
Not Exists.

€ When ltem set as Size, the corresponding Conditions are More Than, Is Equal To, Is Not Equal To,

and Less Than.

[ | Pattern
€ Configure the Item and Condition based on Pattern. For example, select “From” for Item,
“Contains” for Condition and then type “Josh” as Pattern, it is to inspect the e-mail of which e-mail

address contains the keyword “Jacky”.

@ ES-6000 can instantly and actively transfer (push) e-mails to users’ mobile devices according to the

availability of Internet access and the support in Push-IMAP protocol (also known as IMAP IDLE

extension).
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8.2 Push Rule Configuration

Configuring ES-6000 Device to Instantly and Actively Push E-Mails to Users’ Mobile Devices

Stepl. Under Mail Management - Account Management - Setting, set as below:
B Allocate a disk space as default capacity to each account for push e-mail storage. (The
capacity allocation should be adjusted to an appropriate size, 10 MB for example, in order

to avoid wasting disk space). (Figure 8-1)

Domain Mame ; | @irlive15.dyndns.org |+

Account Learning Setting
| Help |
() Automatically Adding

9] Cuery Old Mail Server, IP Address| |Cluery Account and Password { Automatically Learning )

(¥) Not Learning { Manual Setting )
() Enable LDAP Test

LDAP Server IP

LD&P Server Port | (Range:1-65535)

LDAP Search Base | { Max. 255 characters, ex: dc=mail,dc=my_domain,dc=com )

User Mame | { Max. 255 characters )

|
|
|
LDAP Fiter Rule | objectClass= | { Max. 255 characters, ex: (objectClass=*))
|
|

Password | { Max. 20 characters )

Default Settings for Mew Account

Web Mail ®Enable O Disable | Heip ]

POP3 @ Enabe O Disable | Heip |

MAP (& Enable O Disable | Help |

SHTP Inbound @ Enable O Disable [ Help |

SMTP Quttound @ Enable O Disable | Heip |

Maximum Wil Box Quota for New Account MB ( Inbox - MB, Others : 50 MB ) (Range * 10 - 9999 )
Web Dizk Quota 100 MB (Range:0-9999 0:means disable )

Maximum Message Size of a Mail 10 MB (Range:1-999)

[Push Mail Guota 10 MB {Range:1-9589 }]

Figure 8-1 Allocating an Appropriate Storage Space to Each Push Mail Account

@ When ES-6000 receives e-mails dedicated to internal accounts, it will act on user-defined rules to
determine whether to duplicate them to each push e-mail storage space as well as to push them to

users’ mobile devices.

@ Push e-mails will be cleaned up once the total e-mail size has exceeded the storage quota allocated for
push e-mail. Nevertheless, despite the deletion of all push e-mails, the original copies remain available
in each account’s inbox on ES-6000 device. Users may retrieve them by using e-mail application, such

as Outlook Express.
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Step2. Under Push Mail - Push Rule, set as below:

B Click ALL next to Classification to show all accounts.

B In the Enabled Account table, tick unwanted account(s) and remove it to Disabled
Account table by clicking to Disabled Account in the upper right corner of the table.
(Figure 8-2, 8-3, 8-4)

B In the Enabled Account table, apply the default rule to the selected account(s) by
selecting to Push Mail from the pull-down menu and clicking OK next to it. (Figure 8-5,
8-6)

Domain Name : | airlive15.dyndns.org ¥ |

User Status : 8 8 ALL(4) I On-line (0] l Oftinz (2] | juep|

Total entry : 4
Enabled Account

The default rule for the selected :au::u::c#t is | Ok |

Total entry : 4

Disabled Account

Figure 8-2 Moving Selected Accounts to Disabled Account Table

Microsoft Internet Explorer | il

@ Are wou sure you wank ko move ¥
OK[_: I Cancel |

Figure 8-3 Confirming to Move Selected Accounts to Disabled Account Table
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Damain Name | airlive15.dyndns.org l‘:il

User Status : g ! AL | gomnem [ #omrned | frep]

Total entry : 3

Enabled Account

The default rule for the selected account is gtk ]

Total entry : 3

Total entry : 1

Disabled Account

Total entry : 1

Figure 8-4 Disabling Push Mail by Moving to Disabled Account List

Domain Name : | airlive15.dyndns.org l‘:ll

Total entry - 3

Total entry : 1

Total entry : 1

Figure 8-5 Applying Default Rule to the Selected Accounts

Microsoft Internet Explorer |

Are wou sure you want ko sek ¥
DK& I Cancel |

Figure 8-6 Confirming to Apply Default Rule to the Selected Accounts
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Step3. Under Push Mail - Push Rule, set as below:
B In the Enabled Account table, click the desirable account to set up the user-defined rule.
(Figure 8-7)
Click New Entry.
Type “Not Push” in the Rule Name field.
Type “Not Push Mail” in the Comments field.
Select “Or” for Combination.

Select “Not Push” for Action.

Select “From” for Item, “Contains” for Condition and then type “hotmail” as Pattern.
(Figure 8-8)
B Click OK. (Figure 8-9)

Domain Name : | aifive15.dyndns.org + |

User Status : g ! AL | gomnem [ #omrned | frep]

Total entry : 3

Total entry : 1

Total entry : 1
Figure 8-7 Clicking the Desirable Account to Create User-defined Rule
Rule Name : { Max. 16 characters ) Comments : |Mut Push |( Max. 20 characters )
Combination Action : [ Help |
Itern Condition Pattern ( Max. 30 characters I |r|T'|:|ure
| o | co—
| ok || cancel |

Figure 8-8 Creating a User-Defined Rule
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‘l jacky. pmail@airlive15.dyndns.org

User-defined Rule
L=

re
Mudlﬁr|Ranw:: 1w

| New Entry ||

Default Rule

When email does not meet the User-defined Rule, then :

@ Puzh mail to thiz account

O Do not push mail to this account
Figure 8-9 User-Defined Rule Created

@ Whether an e-mail, which has been scanned for virus and inspected for spam, will be pushed to the

user’s mobile device depends on individual user-defined rule.

@ Right-click any e-mail in your Outlook Express, and then click Properties on the pop-up menu. After

that, click Details tab for information on e-mail header of which can be used as reference while

configuring the Item and Condition of a User-defined Rule. (Figure 8-10)

E-Mail Server(E-Mail Server] Spam Mail Notice |... :

General | Details

Internet headers for this message:

Feturn-Path: < zpam.notice@airlive. conms
¥-Original-To: jackyi@ailivel5 dyndhg.org
Delivered-Ta: jackyi@ailivel5.dyndns.org
H-Puzhtait _ D4ALL :ALL::10]
Received: from aiflive. com (53-124-2-65.HIMET-IP. hinet. net [5E
by airlivel5 dyndnz.org [Email Server Appliance #i] w
faor <jacky@airlivel 5 dyndnz.org:; Fri, 55ep 2003 1!
Received: by airlive. com
id ED4EZERB04E; Fri, 5 Sep 2008 15:00:05 +0800 (L
Recerved: by E-Mail ServerE-Mail Server] [:SMTP sendmail en
Fram: zpam. hoticed@airlive. com
Ta: jacky. ka@ailive, cam
Subject: =7utf-878 RS 1N YW FNIcnZlcihF LU hatwiwgl #fud
Date: Fri, 5 Sep 2002 15:00:05 +02300
hIME “werzion: 1.0
Content-Type: multipart/mised; L
boundary="---=_MextPart_000_00B0_01CED 7B 1CCAF4E0"
Megzzage-ld: <20020305150005.E0462E HE04EE@ airlive. com:
HAntiviruz avast! (VPS5 080904-1, 09/04/2008), Inbound mes: o

£ i | >

[>

[ Mezzage Sounce... l

[ Ok, J[ Cancel ]

Figure 8-10 The Detailed Information of an E-Mail
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Step4. Given that ES-6000 receives e-mails dedicated to an internal account, such as

jacky@airlive15.dyndns.org, then: (Based on STEP 3, e-mails from hotmail will not be pushed.)

Log onto the Internet through a mobile device.

Use IMAP4 protocol to retrieve e-mails dedicated to jacky@airlive15.dyndns.org.

B Log on with your push e-mail account, such as “jacky.pmail”’, and password.
B The on-line status will be indicated under Push Mail = Push Rule. (Figure 8-11)
B E-mails will immediately be pushed to Reggie’s mobile device as long as push e-mail is

activated on the mobile device. (Figure 8-12)

B Reading e-mails on a mobile device. (Figure 8-13, 8-14)

Domain Name | airlive15.dyndns.org v|

lUser Status : 88 ALL(4) l On-lne (0} I OT-ine (4 | Help ||

Total entry : 3

Total entry : 1

Total entry : 1

5 Mew Mail

You have a new message!

Latest message:
1 Goods inspection natice!

Mew @3

Figure 8-12 An E-Mail Pushed to a Smartphone
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mailto:jacky@airlive15.dyndns.org

& V)| «¢ 09:13 (%]

Inhox - Eecetved -

&1 RanmalZ2 07 /59 1K

Reminder of today's meeting

2 tems, 2 Unread
Mew Tools Accounts [9 2|~

Figure 8-13 An E-Mails Shown on a Smartphone

<reggie@gmail.com;
Suhject = Goods inspection noticel =
Sent: 6MASOT 09:12:450 Ak w

Dear Zhi-Wel

The asserably of goods is corpleted.
Please corne owver to the factory for goods
inspection on June Gth. Thank you.

Yours sincerely

Fagaie i

Regzie Lin
Techrical Writer
Edit % = @ o 7l

Figure 8-14 Reading an E-Mail
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@ The icons and descriptions of Push Mail:

User / Connection Status:

Icon g e ke R=
Description | Off-line | On-line | Off-line, Push Mail not supported | On-line, Push Mail supported

@ To enable push e-mail, configure both the device and your mobile device. Follow the steps below and it

will help you with the setting of push e-mail on your mobile phone:

1. Basic requirement: Internet access on your mobile phone
First and foremost, the phone must be a 3G phone or able to access the Internet in any means,
such as GPRS or Wi-Fi. Only when your phone meets one of the mentioned above you may
proceed to the rest steps. If you are already one of the cases, you could start configuring the

connection setting on your mobile phone.

2. E-mail settings:
Accordingly enter the username (it is your account name followed by “.pmail’, e.g., “jacky.pmail”),
password, e-mail address, incoming server and outgoing server (enter the registered domain name

for both incoming and outgoing servers)

3. Connection type:
It determines what protocol the incoming server will be using. In general, POP3 protocol has been
widely used on e-mail service. Nevertheless, it requires manual operation to receive e-mails. In
response, push e-mail employs a more convenient protocol, IMAP, as an approach to
automatically receive e-mails.
Note: Due to the variation among brands and models, some phones demand a manual operation

before the push e-mail to act on its own.
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8.3 Push Mail Example

B Below is an example for your reference: (Mobile phone: Nokia E65; Telecom provider: Chunghwa

Telecom).

€ Confirm the support for Internet access on your mobile phone.

€ Go to the e-mail setting screen, in this case, it is Menu = Messag. = Inbox, press Options at
left-corner of screen, and select Settings function. (Figure 8-15, Figure 8-16, Figure 8-17)

€ Enter E-mail function and press Options to select New mailbox. Press any key to start the
Mailbox setup wizard as following setting: (Figure 8-18, Figure 8-19, Figure 8-20)
1. Select IMAPA4. (Figure 8-21)
2. Fillin the IP address. In this case we input jacky@airlive15.dyndns.org. (Figure 8-22)

3. Fillin the IP address or domain name of Incoming mail server. Ex. airlive15.dyndns.org.
(Figure 8-23)
4. Fillin the IP address or domain name of Outgoing mail server. Ex. airlive15.dyndns.org.
(Figure 8-24)
5. Specify the mailbox name, and finish the setting. (Figure 8-25)
€ Select Mailbox = Connection settings = Incoming e-mail to fill in user name and password.
(Figure 8-26, Figure 8-27, Figure 8-28, Figure 8-29)
¢ Select Mailbox - Connection settings > Outgoing e-mail to fill in user name and password.
(Figure 8-30, Figure 8-31)
€  Start the connection to receive mail from ES-6000. (Figure 8-32, Figure 8-33)

Messaging

% New message

Inbox SIM messages
Cell broadcast
Service command

Mailbox Settings

Help
Drafts Exit

My folders

Options it i Select

Figure 8-15 Select Messag. on Menu Figure 8-16 Press Options Figure 8-17 Select Settings
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mailto:jacky@airlive15.dyndns.org

Settings

Text message

Mailbhox setup wizard allows you

to define mailboxes for use on

your phone. To hide the pop-up

Multimedia message
text, press any key.

E-mail Change
New mailbox

Service message Help
Exit

Start Cancel

Options Select
Figure 8-18 Select Email Figure 8-19 Create new mail box Figure 8-20 Wizard

E Mailbox
]

E Mailbox = E Mailbox
Page 1/& 3G Al

Mailbox type My e-mail address Incoming mail serv.

jacky@airlive1s. airlive15.dyndns.org

dyndns.org

Figure 8-21 Select IMAP4 protocol Figure 8-22 Enter Mail address

Mailbox
Page 4/& d abc

Outgoing mail serv. Mailbox name

airlive15.dyndns.org

Edit

New mailbox
Delete

Help

Exit

Figure 8-24 Outgoing Mail Server Figure 8-25 Define Mailbox Figure 8-26 Edit else setting
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ﬂ airlive ﬂ airlive i airlive

Connection settings Incoming e-mail User name

User settings Qutgoing e-mail Password

Retrieval settings Incoming mail serv.

Automatic retrieval Access point in use

Options

airlive airlive

Incoming e-mail My e-mail address

Qutgoing e-mail

Connecting to
mailbox "airlive’
B

Figure 8-30 Enter Outgoing setting Figure 8-31 Edit Outgoing setting Figure 8-32 Connect to Mail server

airlive

W&l

[

&

gaaaa

=

&

s

a@éa

&l

Figure 8-33 Receive and read mail
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Chapter 9 Remote Backup

The archived E-mails can be periodically (according to the time setting) transferred to the assigned location to

solve the storage space limit and audit time limitation.

9.1 Backup Setting

Definitions:

B Connection Status of Remote Hard Disk.
€ The remote hard disk status has the information of connection status, disk space for backup, and

hard disk utilization.

B E-mail Setting

€ Sending E-mail to inform the recipient of backup completion.

B Backup Setting

€ The setting for assigning the backup location and the executing time.
B Backup Immediately

€ This can calculate how much disk space the data in a specific duration will take up and provide a

real-time backup.

9.2 Browse Setting

Definitions:

[ ] Connection Status of Remote Hard Disk

€ The remote hard disk has the information of connection status. (e.g. read / write access)

B Browse Setting

€ The setting for assigning the backup location.

@ The Browse Mail function will not be available unless the Browse Setting has been configured at first.
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9.3 Browse Mail

B Available search criteria are date, sender, recipient, subject, content, action, attached, and
non-attached.
€ Setasbelow:
1.  Recipient, enter the keywords or phrases. ( For example, Jacky, jacky@airlive.com)
Enable to select the date setting.
Action, select All.
Attached File, select all.
Click Search. (Figure 9-1)

o & DN

[inbound | Zun
Search Mail Archive

|
[¥ From: zmr-@fhﬁ’igﬂﬂziﬁ W:m

= el o B

Sender ;- | { Max. 100 characters )
Recipient : Idemu | { Max. 100 characters )
Atached Fie [aI ¥]

Subject: | | { Max. 100 characters )
Content: | | { Max. 100 characters )

acton:  [Al =l

Results

2007-08-08 (1 Record)
ht &1
N TS
| | 1040 [amive_morymhommal_| demogarivess aynd_ | - [Reovio cnct web dist =

& 111

Figure 9-1 Search for the specific mail
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9.4 Mail Backup Example

Transfer Archived E-mails to the Assigned Backup Location and Provide Mail Browsing
Service

Stepl. In Remote Backup - Backup Setting, please refer to the figure below to set up.

(Figure 9-2)

Connection Status of Remote Hard Disk

Connection Status ; Failure (Privilege: —)
Disk Space for Backup | —
Hard Disk Utilization (Total : —, Free Disk Space . —)

E-mail Setting
[¥ The recorder appliance sends mail notice after backup had completed

Teo E-mail Address demo@airlived8.dyndns.org

Backup Sefting
[¥ Enable Backup

Backup Path
Computer Name / IP |192.1BB.1 12
Shared Directory Idsemn
Login D [airve
Fassword [rewnene |
Connect Tezt of Backup Path Test
Backup starts at & | o000

every day

€ Joo:00 ] onthe [frstdsy [ every montn

I ok || cancel |

Backup Immediately

Digk Space for Backup : —

= From [EEE0E2 B ) B |
To BT e i |

Figure 9-2 The remote backup setting

@ It is easy to create remote backup server. Just to share a folder of internal PC with read/write access

right, and define a specific user name and password for the access right. If the folder can be found in

My Network Places, it can also be the remote backup server to store ES-6000 mails record.
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Step2. Check up the backup path and available disk capacity. (Figure 9-3)

Connection Status of Remote Hard Disk

Connecticn Status : Success (Priviege: ReadWrite)
Disk Space for Backup (2007/08/14 - 2007/08/14) : 31.89 KB
Hard Disk Utilization (Total : 55.88 GB, Free Dizk Space : 51.60 GB)
E-mail Setiing
[¥ The recordsr appliance sends mail notice after backup had completed

To E-mail Address demo@airlived3.dyndns.org

Backup Setting

[¥ Enable Backup

Backup Path
Computer Name / IP |192.1BB.1 1.2
Shared Directory |d=emn
Logn D fairive 1
Password [renense |
Connect Test of Backup Path Test
Backup starts at = | 00:00 ¥ every day
© [o0:00 [ every [ton [

€ [00:00 [ on the [first day 7] every montn

ook 1 Cancel |

Backup Immediately

Dizk Space for Backup : —

To

£ o (ST 1 2 W
(X2 V1 2 KR

Figure 9-3 Check up the available disk capacity for backup

@ The archived E-mails of a specific duration can be exported. (Figure 9-4)
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Connection Status of Remote Hard Disk
Connection Status : Success (Priviiege: Read\Write)
Dizk Space for Backup (2007/08/14 - 2007/08/14): 3189 KB

Hard Disk Utilization (Total : 55.88 GB, Free Disk Space . 51.60 GB}

E-mail Setting

[¥ The recorder appliance sends mail notice after backup had completed

To E-mail Address demo@airlive®s.dyndns.org

Backup Setting

[¥ Enable Backup

Backup Path
Computer Name [ IP |192.1BB.11.2
Shared Directory Iﬁen‘rﬂ |
LognD [ove ]
Password I'f.'_“.'.'.'.' |
Connect Test of Backup Path Test

Backup starts at = | 00:00 =

every day
= every [11on 2]

€ [00.00 7] on the [ st day ¥ every month

I o |} cancel |

Backup Immediately

D=k Space for Backup : 408.12 KB

 From [2007 =] /|8 [=]/]2 =

To (2007 =1 /[5 =1 /[E =]

Figure 9-4 The setting of backup immediately
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Step3. In Remote Backup - Browse Setting, set as below. (Figure 9-5)

Connection Status of Remaote Hard Disk

Connection Status | — (Privilege: —)

Browse Setting

¥ Enable Browse

Browse Path
Computer Name / IP |192.1BB.1 1.2
Shared Directory Idem
Login ID [airlive
Password |-““"
Connect Test of Browse Path Test

I ok |} cancel |

Figure 9-5 The browse setting

Step4. Check up the connection status. (Figure 9-6)

Connection Status of Remote Hard Disk

Connection Status - Success (Priviege: Read)

Browse Setting

[¥ Enable Browse

Browse Path
Computer Name / IP [182.188.11.2
Shared Directory Jaema
Login IO Iairl’n.re
Password I“““-
Connect Test of Browse Path Test

ook {1} cancel |

Figure 9-6 Check up the connection status

Step5.  When the mails are archived, they will be transferred to a NAS or file server according the

remote backup setting.

A mail report shown in Remote Backup = Browse Mail. (Figure 9-7)
To retrieve, check the box corresponding to the E-mails to be retrieved and click the
retrieve icon on the upper left.

B Then a Retrieve window appears. Next, apply both the sender and recipient E-mail
address and click OK. (Figure 9-8)

B To remove, check the box corresponding to the E-mails to be deleted and click the remove
icon on the upper left.

B Click OK in the confirmation window to confirm the deletion of selected E-mails.
(Figure 9-9)
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[2007-08-09 (4 Records)

PRI T prorrr g m
[ 105 | senomsieso | ene sciughomr -m

Figure 9-7 Browsing the remote backup e-mails

| 2007-08-15 (0 Record)

demo@@airiiveds dyndn..
demoi@airliveds. dvndn.. | airlive jacky@hotmail...

I. Ok I Cancel .

Figure 9-9 Confirm to delete backup E-mails
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Chapter 10 HA

ES-6000 features High Availability function. While there are two ES-6000 devices available onsite, High
Availability enables them not only to synchronize to each other but also to substitute for the malfunction one

in just no time. It ensures the enterprise an always connecting Internet access.
Definition
B High Availability Setting
€ This can synchronize the system configuration and firmware version between Master and Backup

devices.

B Master / Backup Status

€ It shows the connection and synchronizing status of Master and Backup devices.
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Example: To Deploy a High Availability Environment

Stepl
Step2
Step3
Step4

Step5

Step6
Step7

Step8

Power off and deploy Master and Backup ES-6000, connect both port1 to switch.

(Figure 10-1)

Connect Master ES-6000 port 2 (HA port) to Backup ES-6000 port 2.

Don’t power on Backup ES-6000 before you finish the configuration of Master ES-6000.
Change interface IP address of Master ES-6000 to differ with default IP 192.168.1.1, ex.
192.168.1.2 (Figure 10-2)

Change Management IP of Master ES-6000 to differ with default IP 192.168.2.1, ex. 192.168.2.2.
(Figure 10-3)

Make sure the Master ES-6000 and Backup ES-6000 port 1 and port 2 are connected properly.
Power on the Backup ES-6000, then both ES-6000 will synchronize data and setting.

(Figure 10-4, 10-5)

It needs to take 10 hours to synchronize the data and setting. (Figure 10-6)

HA IP:192.168.2.2 IP:192.168.1.1

| ——

Port 1(Mail Port)
Port 1(Mail Port)

ES-4000 Master
1P:192.168.1.2 ES-4000 Backup

HA 1P:192.168.2.1

Port 2(HA Port)

Figure 10-1 The Master device deployment under High Availability mode
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P Address frez1e812 |
|

Netmask et
Default Gateway |192.168.1.1 |
DNS Server 1 [188.85.1.1 ]
DNS Server 2 |188.95.192.1 |

Direction ; External to Internal { Incoming ) Direction ; Internal to External { Qutgoing )

Itanagemsnt interfacs

Figure 10-2 Change interface IP of Master ES-6000

If there i no =ame model appliance available, then skip thiz step and click [Next] If there i another appliance of 2ame model for backup
purpose, please set as below.

1. Connect the port 1 of backup appliance to the =ame =ubnet az this appliance.

2. Connect the port 2 of backup appliance to the port 2 of thiz appliance with a crossover cable.

3. Enable High Availability below and apply the management interface addrezs. The firmware on both appliances can be gynchronized by
checking Automatic synchronous software of system.

4. Click [Next] when complete setting. After Install Wizard finished, system will automatically go to the path of [High Awvailability— Standby
Hosts], there you will see the backup appliance shown on the list. Then select it

Enable High Availabilty

IP Addrezs (for Management) 19216822

Automatic synchronous software of system

Figure 10-3 Change Management IP of Master ES-6000

High Awvailability Setting

Enable High Availability

IP Address (for Management) 192.168.2.2

Autematic synchronous software of system

| ok || cancel |

Backup Status

Figure 10-4 Under the process to synchronize both ES-6000’'s data
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High Availability Setting

Enable High Availabilty

IP Address (for Management) 1592.188.2.2

Automatic synchronous zoftware of system

| ok || cance |

Backup Status

IP Address : 192.168.2.3

Lazt Rezponse Time : 2007/05/30 11:45:18

Link Status : Active

Synchronizing Status : (Mail server is synchronizing to another one. Please do not furn off the power or unplug the cable.)
Configuration File : Synchronizing Completed
Hard Dizk Data : Synchronizing, 22.8%, Eztimated remaining time : 5:41:14

Software Version : Synchronizing Completed

Figure 10-5 Under the process to synchronize both ES-6000’'s data

High Awvaitabiliti Setting

Enable High Availability

IP Address (for Management) 192168.22

Automatic synchronous software of system

booc | canest {

Backup Status.

IP Address 19216823

Last Response Time : 2007057258 09:33:41

Link Status : Active

Synchronizing Status ©
Configuration File : Synchronizing Completed
Hard Disk Data : Synchronizing Completed

Software Yersion : Synchronizing Completed

Figure 10-6 Complete High Availability function

@ After the completion of deployment, the two devices will immediately start synchronizing the system

settings. If the process is interrupted by certain reason, then the Backup device has to be removed
from the deployment. After that, reset it to factory default and format its hard disk. Next, repeat the

steps to complete the synchronization. The synchronizing status is available under High Availability
- Setting.

@ To avoid synchronizing error, please make sure the Master device functions properly, which means the
machine is functioning and the management interface is accessible, before turning on the Backup

device.

The device build-in hard disk is replaceable. However the replacement must be equal to or larger than

500 GB or else anomalous data losing may occur as a result.
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Notes:

1. After the deployment finished, the Backup device will substitute for Master device once it breaks down.
(The two devices detect each other for status through Port1 and Port 2 connection.)
2. When there is any data or firmware version variation between the two devices, the synchronization will

immediately function through the Port 2. (Figure 10-7)

<

Port 1{Mail Port)
Port | (Mail Port)

=~

ES-4000 Master
[P:192.168.1.2 ES-4000 Backup

HA IP:192.168.2.1

Port 2(HA Port)
Fig. 10-7 An illustration of how High Availability works

@ When the Port 2 is broken or the connector is loosened, it only ceases the function of synchronization

instead of triggering it off.
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Chapter 11 DNS Setting

Generally speaking, DNS server is either set up by an IT company or set up by oneself. ES-6000 has the
function of resolving domain name which enables user to set up a DNS server on user’s own without any
expanded cost. While setting up DNS, please direct the registered domain name to the ES-6000’s IP address
beforehand. (All types of domain name need to be resolved by a DNS server, whether it's an address type or

a mail exchanger one.)

In this chapter, it will walk you through DNS Setting with detailed utilization description.

11.1 DNS Setting

Definitions:

B Domain Name
¢ It refers to a website address that user applies from ISP. An IP address like 198.68.20.78 is not
easy for computer users memorizing, therefore, the domain names intend to replace the
figure-pattern addresses with meaningful letter-pattern ones, such as www.airlive.com.
€ The website address is composed of two parts, host name and domain name. Web browsers type
address like www.yahoo.com to log onto its webpage while it's physical IP is 66.218.71.84. And
DNS server is the one who plays the role of mapped domain name and physical IP address

together.

[ ] Enable DNS Zone

€ Allows users to activate DNS and set up the address mapping policies. (Figure 11-1)

Domain Hame : | | | Ok | (ex broadband.com.tw)

|:| Enable DNS zone

Figure 11-1 DNS setting

B DNS Configuration
€ Foremost, register the IP address on IDNs (International Domain Names) official website.
1. Then register airlive.com as domain name
2. Supposed that IP segment are given as follow:
61.11.11.10 ~61.11.11.14
211.22.22.18 ~ 211.22.22.30

3. Set up primary host name server as:
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http://www.airlive.com/

Host Name: dns1.airlive.com
IP Address: 61.11.11.11
Set up secondary host name server as:
Host Name: dns2.airlive.com
IP Address: 211.22.22.22

B Select Type
¢ It is divided into three types, namely Address (A), Canonical NAME (CNAME) and Mail

eXchanger (MX).

11.2 A (Address)

This is used to map up IP addresses and domain names.

Ex. Build up the mapping between domain names and IP addresses. (Table 11-1, Figure 11-2)

Domain Names Type IP Address
host1.airlive.com A 61.11.11.12
host2.airlive.com A 61.11.11.13
host2.airlive.com A 211.22.22.23

Table 11-1 Mapping table of domain name and IP address

Domain Name : |air|'n.re.cnm | | Ok | (ex: broadband.com.tw)

Enable DNS zone

|Mnd|fy||F!emwe|
host? | Modify || Remove |
host? | Modify || Remove |

Figure 11-2 Mapping table of domain name and IP address

“A” represents IP address. Each domain name is assigned to a corresponding IP address. The table above
indicates that host2 is assigned to two IP addresses, so it lists out two entries corresponding to host2. Every
DNS inquiry might have one responding address or above and is sorted in address-sorting style or

round-robin style.
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11.3 CNAME (Canonical NAME)

This type allows mapped domain names to have one website address or above available for web browsers at
the same time. Type CNAME is capable of mapping a type “A” mapped domain name, yet it is not

recommended mapping a type “CNAME” domain name.

Ex. Type CNAME as Alias is to map up real domain name. (Table 11-2, Figure 11-3)

Domain Name Type IP Address
host23.airlive.com A 61.11.11.14
host5.airlive.com CNAME host23.airlive.com

Table 11-2 Mapping table of domain name and CNAME

Domain Name : |air|'n.re.cnm | | Ok | (ex: broadband.com.tw)

Enable DNS zone

|Mn|:|.|fy||Rerru:w\e|
hosts | Modify || Remove |

Figure 11-3 Mapping table of Domain name and CNAME

The table above indicates that host5.airlive.com (Alias) is mapping to host23.airlive.com (domain name).

Thus, pinging host5.airlive.com under DOS mode will have the result of 61.11.11.14.
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11.4 MX (eXchanger)

It served as a mail agent for DNS server and a window to the outside for mail services. In spite of ailing for
mail server replacement, the mail server could be back to function in no time just by modifying the DNS

address.

Ex.1:
"MX", also known as "Mail eXchanger", is a type of resource record especially designed for mail service.

(Table 11-3, Figure 11-4)

Domain Name Type IP Address
host25.airlive.com A 211.22.22.24
mail.airlive.com MX host25.airlive.com

Table 11-3 Mapping table of Domain name and Mail eXchanger

Domain Name : |air|'n.re.cnm | | Ok | (ex: broadband.com.tw)

Enable DNS zone

|Mud1fy||ﬂemcw~e|

mail 1w | Modify || Remove |

Figure 11-4 Mapping table of Domain name and Mail eXchanger

Under DOS mode, type nslookup -type=MX mail.airlive.com, you will find that mail.airlive.com is mapping
to host25.airlive.com (the mail eXchanger) and its IP address 211. 22. 22. 24.

@ 1. “nslookup” is the instruction of locating a DNS server.
2. “-type” defines the DNS type.

3. “mail.airlive.com” is the inquired DNS name.
For example, the customer service department of Test company wants to email to mary@mail.airlive.com, a
mail server (test.com.tw) served as a SMTP server decides where and how to send the mail by inquiring the

target DNS server.

The MX record of the inquiry of mail.airlive.com is as followed: (Table 11-4)

Domain Name Type IP Address
host3.airlive.com A 61.11.11.10
mail.airlive.com MX host3.airlive.com

Table 11-4 MX Record of Querying mail.airlive.com
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Therefore, mail will go to host3.airlive.com according to SMTP Protocol.

B Name: Customize a DNS host name.

B Reverse: reverse a domain name lookup of its IP address. Domain mapping distinguish into forward
mapping and reverse mapping. Forward mapping served as a translator, a translator transforms a
letter-pattern address into a figure-pattern address. On the other hand, reverse mapping goes the other

way around.

Ex.2:
Take Ex. 1 for instance, use nslookup instruction to verify if forward mapping and reverse mapping function

normally. The processes are as followed.
C: \>nslookup host1.airlive.com ----------- >forward requiring
Server: dns.hinet.net

Address: 168.95.1.1

Name: host1.airlive.com
Address: 61.11.11.12

C: \>nslookup 61.11.11.12 -----—-—-—-———- >reverse inquiring
Server: dns.hinet.net

Address: 168.95.1.1

Name: host1.airlive.com
Address: 61.11.11.12

Result shows that 61.11.11.12 is mapping host1.airlive.com
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11.5 SPF (Sender policy FrameWork)

SPF (Sender Policy Framework) is a type of verification process that is used to prevent fake e-mail addresses

by identifying the authenticity of the e-mail sender and filtering out spam.

How SPF Works

To apply the SPF verification process, two important things must be done to both the sending and receiving
end of the e-mail.

1. The DNS server must be added a SPF record at sender end.

2. The Mail server must enable the SPF verification function into order to make SPF working. (Figure 11-5)

DME Zone Configuration

Figure 11-5 SPF setting

For example, suppose someone sends out a spam pretending to be an e-mail from AirLive mail server to your

e-mail address.

When this spam e-mail is sent to an account with SPF enabled, the account will ask AirLive mail server for the
SPF record based on the e-mail’s IP address to check if the IP really came from AirLive.

If AirLive mail server confirms the SPF verification, then the e-mail will pass the account’s SPF verification and

be sent to the receiver.

On the other hand, if the e-mail does not pass the SPF verification it shall be viewed as junk mail. This means
that even if the e-mail is really being sent out from AirLive, yet if AirLive mail server doesn’t provide SPF
record checking at that time, the e-mail that won’t go through the receiver account’s SPF verification will still

be viewed as junk mail.

@ The SPF checking process needs the sender account to set up SPF record to provide verification
checking in order to send and receive normally. It works best when more people use this verification
process to completely put the set up to use. The number of corporations that currently have SPF
record checking is still quite small, thus under this condition the SPF process at the receiving end that

filters out any junk mail will provide the sender with a great deal of inconvenience.
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11.6 Example

Further Description

DNS directing indicates by which DNS server is managing and in which DNS has detailed domain name
information. Any specific information can be obtained in the DNS server, such as physical address of website

or mail server. Thus, continuous Internet connection and accurate DNS record must be assured.

According to international practice, DNS system must be directed to 2 DNS servers. It is to ensure domain
name inquiry works in case one of them breaks down the other can act as substitute. This promises you a
well-functional domain name, apart from that, providing a better domain name inquiring service for global

Internet users.

11.6.1 Setup a host name server

Procedure:
1. Register airlive.com as domain name.
2. Set primary host name server as 61.11.11.11 and domain name as
dns1.airlive.com
Set secondary host name server as 211.22.22.22 and domain name as
dns2.airlive.com
3. Required for T1or ADSL Internet connection
4. Servers required for resolving:
www.airlive.com (192.168.1.100) Web server
mail.airlive.com (192.168.1.101) E-Mail server

Stepl. Apply to ISP for two fixed IP ADSL or T1. Supposed that the appointed IP addresses are as
followed:

61.11.11.10 ~61.11.11.14
211.22.22.18 ~ 211.22.22.30

Register the IP address on IDNs (International Domain Names) official website:
B Primary Host Name Server
Host Name: dns1.airlive.com
IP Address: 61.11.11.11
B Secondary Host Name Server
Host Name: dns2.airlive.com
IP Address: 211.22.22.22

@ Domain name must map the fixed IP address when registering the IP address on IDNs (International

Domain Names) official website.

192



Step2. Set up DNS according to the settings below: (Table 11-5, Figure 11-6)

Domain Name Type IP Address Reverse Priority
airlive.com. A 61.11.11.11 Enabled -
airlive.com. A 211.22.22.22 Enabled --

Table 11-5 Mapping Table of Domain Name and IP Address

Domain Name - |air|‘rve.curn | | Ok | {ex broadband.com.tw)

Enable ONS zone

|Mud|fy | | Remove |
airlive.com | Modify || Remove |

Figure 11-6 Mapping table of domain name and IP address

As seen from Table 11-5, verifying forward mapping and reverse mapping for correctness with

nslookup instruction are as followed:

C: \>nslookup airlive.com
Server: dns.hinet.net
Address: 168.95.1.1

Name: airlive.com

Address: 61.11.11.11, 211.22.22.22------- >examine IP for correctness (forward mapping)

C: \>nslookup 61.11.11.11
Server: dns.hinet.net
Address: 168.95.1.1

Name: airlive.com ----------------- >examine domain name for correctness (reverse mapping)
Address: 61.11.11.11

@ Secondary DNS can act as substitute while primary DNS is down, it keeps domain name available for

use.
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Step3.  Set up DNS according to the settings below: (Table 11-5, Figure 11-7)
Domain Name Type IP Address Priority
web.airlive.com A 61.11.11.11 -
web.airlive.com A 211.22.22.22 --
www.airlive.com CNAME web.airlive.com -

Table 11-6 CNAME record of www.airlive.com
Domain Name : |[iriive. com | | Ok | (ex broadband.com.tw)

Enable DNS zone

fy

airlive.com | Modify | | Remove |
airlive.com | Modity || Remove |
web | Modity || Remove |
web | Modify | | Remove |
WWW | Modity || Remove |

Figure 11-7 CNAME record of www.airlive.com

As seen from Table 11-6, verifying forward mapping for correctness with nslookup instruction is

as followed:

C: \>nslookup
Default Server: dns.hinet.net
Address: 168.95.1.1

> server 61.11.11.11 >switch to your DNS server
Default Server: web.airlive.com
Address: 61.11.11.11

> www.airlive.com ---------- >lookup for real domain name (forward mapping)
Server: web.airlive.com
Address: 61.11.11.11

Name: web.airlive.com > domain name of www.airlive.com
Address: 61.11.11.11, 211.22.22.22 >mapping IP of web.airlive.com
Alias: www.airlive.com >CNAME of web.airlive.com
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According to aforementioned, web.airlive.com is used to map host name and its IP address. And

www.airlive.com, a CNAME of web.airlive.com, offers inquiry ability and redirection to web.airlive.com.

As seen from Table 11-6, it can be inferred that when browsing www.airlive.com visitors enter different server
according to the browsing sequence.

1st visitor enter server 61.11.11.11

2nd visitor enter server 211.22.22.22

3rd visitor enter server 61.11.11.11

4th visitor enter server 211.22.22.22

5th visitor enter server 61.11.11.11

6th visitor enter server 211.22.22.22

(User are distributed to servers alternatively)

As seen from Table 11-7, the smaller figure it is, the higher priority it gets. For example, the user A wants to

email to mary@mail.airlive.com, a mail server (mail.airlive.com) served as a SMTP server decides where and

how to send the mail by inquiring the target DNS server.

The MX record of the inquiry of mail.airlive.com is as followed: (Table 11-7)

Domain Name Type Address Reverse Priority
mail.airlive.com MX smtp1.airlive.com X 1
mail.airlive.com MX smtp2.airlive.com X 2

Table 11-7 MX record of mail.airlive.com

For figure 1 has the highest priority, server will try to deliver the mail to smtp1.airlive.com due to its first priority.

If delivery failed, then the mail goes to smtp2.airlive.com the secondary priority.
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11.6.2 Mapping between Servers (Web / FTP / Mail) and Domain Name

Preparation
1. Apply to ISP for two fixed IP ADSL Internet connections
The fixed IP of WAN1 is 61.11.11.10 ~ 61.11.11.14
The fixed IP of WAN2 is 211.22.22.18 ~ 211.22.22.30
2. Apply to ISP for airlive.com as domain name

3. Register the IP address on IDNs (International Domain Names) official website.

Primary Host Name Server
Host Name: dns1.airlive.com
IP Address: 61.11.11.11

Secondary Host Name Server
Host Name: dns2.airlive.com
IP Address: 211.22.22.22

Stepl. Settings of Web, FTP, Mail Server are as followed :
B Webserver:61.11.11.12
B FTPserver:211.22.22.20
B Mail server:61.11.11.11 and 211.22.22.22

Step2. Go to DNS Setting = Setting, click New Entry.

Step3. Fill in the blank field with registered domain name airlive.com, then click OK and check Enable
DNS Zone, finally click New Entry. (Figure 11-8)

Domain Name : |airiive. com | | Ok |  (ex broadband.com.tw)

Enable DNS zone

| New Entry |

Figure 11-8 Add a domain name
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Step4. In DNS Zone Configuration, add the first entry :

Select type: A Address

Name: airlive.com. (Be aware there is a dot sign “.” behind the domain name.)
Address: 61.11.11.11

Click OK. (Figure 11-9)

B Primary DNS mapping setup completed.

Host Name :

Real IP Address : &1.11.11.11

Figure 11-9 Primary DNS mapping setup

Stepb. In DNS Zone Configuration, add the second entry :
Select type : A Address

Name : airlive.com. (Be aware there is a dot sign “.” behind the domain name.)

B Address: 211.22.22.22
B Click OK. (Figure 11-10)
B Secondary DNS mapping setup completed.

DMS Zone Configuration

Selecttype O A @ CHNAME

Host Name :

Real IP Address :

Figure 11-10 Secondary DNS mapping setup
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Step6. In DNS Zone Configuration, add the third entry :
Select type : A Address

Name : www

Address : 61.11.11.12

Click OK. (Figure 11-11)

B Mapping record between web server and IP setup completed.

& CNAME & sPF

Real IP Address : 61.11.11.12

Figure 11-11 apping record between web server and IP setup

Step7. In DNS Zone Configuration, add the forth entry :
Select type: A Address
Name : FTP

B Address: 211.22.22.20
B Click OK. (Figure 11-12)
B Mapping record between FTP server and IP setup completed.

DMS Zone Configuration

Selecttype O A @ CHNAME

Host Name :

Real IP Address : 211222220

Figure 11-12 Mapping record between FTP server and IP setup
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Step8. In DNS Zone Configuration, add the fifth entry :
Select type : MX mail eXchanger

Name : mail
B Mail server : airlive.com
B Click OK. (Figure 11-13)
B Mapping record between mail server and IP setup completed.

DMS Zone Configuration

Selecttype @ A @ CHNAME @ spF

Host Name :

Mail Server :

Figure 11-13 Mapping record between mail server and IP setup

Step9.  Setup completed. (Figure 11-14)

Domain Name : |a'|'iw::.mm | ] Ok 1 (ex broadband.com.tw)

Enatle DNS zone

_-_ﬁ

B

Figure 11-14 Setup completed

Stepl0. The easy memorized addresses facilitate external inquiries.
B Web server : www.airlive.com
B FTP server : ftp.airlive.com

B Mail server : mail.airlive.com
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Chapter 12 Web Server Setting

The key to a thriving business is to provide your potential customers with a stable, reliable access to your

company website. Accordingly, ES-6000 makes website building cost effective and expeditious for you by

integrating the web server. It meets your demand on building up a company website.

12.1 Setting

The main function of ES-6000 Web Server is described as following: (Figure 12-1)

Add Web Server Setting

|

|index.htmi

o

0

Figure 12-1 Web Server Setting

Definitions:

Domain Name

€ The address of your website

Homepage File Name

€ The default webpage of your website. It is usually named as “index.html” or “index.shtml”

HTTP Port

€ The HTTP port for browsing your website

HTTPS Port

€ The HTTPS port for browsing your website

Root Directory

€ The top-most directory in your website hierarchy where all files of your website are stored. “/docs”
is the root directory by default.

Web Server File and Folder Setting

€ Allows you to publish the folder index, create alias, enable authentication, etc.

€ Allows you to change the root directory accordingly.

€4 Allows you to upload multiple files at once by file compression. You may extract the compressed
file after uploaded. Currently, it supports TAR, TAR.GZ, TGZ, TAR.BZ2, ZIP, GZ, and BZ2 files.

@ For the time being, the Web Server supports merely a few computer languages (i.e., JavaScript, HTML,

SHTML, XML), excluding those which require execution on the Web Server, such as C, Perl, ASP, and
PHP.
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12.2 Example

Using ES-6000 to Provide Web Service

Stepl. DNS Setting > Setting: Create DNS entry to define web server address. (Figure 12-2)

Domain Name : |air1'rve.onm | i Ok i {ex: broadband.com.tw)

Enable DNS zone

| mMewEnty |

Figure 12-2 The DNS configuration for Web Server

Step2. Select Web Server Setting = Setting and then set as below:
B Click New Entry
Tick Enable Web Server
Type “www.airlive.com” in the Domain Name field
Type “index.htm” in the Homepage File Name field
Enter “888” in the HTTP Port field
Enter “333” in the HTTPS Port field
Click OK (Figure 12-3)
Click OK in the dialogue box to confirm restarting the Web server. (Figure 12-4, 12-5)

Add Web Server Setting

Enable Web Server

{ Max. 30 characters )

(Range : 1 - 65535, 0 : means dizable )

Root Directory

Figure 12-3 Configure the Web Server

I

Microsoft Internet Explorer

\y Web server will be restarted. Are vou sure ?

i 04 i[ Cancel ]

Figure 12-4 Confirming to restart the Web server
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*docs]

et Hei |

Figure 12-5 Web server setting completed

Step3. In the Web Server File and Folder Setting section, upload your website onto the Web server:

Select the default root directory “*[docs]” and then click Open on the right. (Figure 12-6)
Compress all the content of your website as a ZIP file.

Use Browse to locate the ZIP file and then click Upload. (Figure 12-7)

Select the ZIP file and then click Extract on the right. (Figure 12-8)

Select the ZIP file and then click Remove on the right. (Figure 12-9)

Click OK (Figure 12-10)

Click OK in the dialogue box to confirm restarting the Web server. (Figure 12-11, 12-12)
Now you may \visit your website at “http://www.airlive.com.tw:8889” or

“https://www.airlive.com.tw:3334”. (Figure 12-13)
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sy airlive.com

inclex html

' Ok " Cancel '

1 - B55 : = dizable )

l Ok " Cancel '

CrDocuments and Setting

Figure 12-7 Uploading Your Website onto the Web Server
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sy airlive.com

inclex html

' Ok " Cancel '

Aol

TN

Figure 12-8 Selecting the ZIP File to Extract

s airlive.com

inclex html

inclex shiml btml.orig
MM _menu js

Figure 12-9 Selecting the ZIP File to Remove
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' Ok " Cancel ‘

index shtml hitml.orig
I _MEnL js

Figure 12-10 Website Uploaded

@ Web server will be restarted. Are vou sure ?

Microsoft Internet Explorer

i 04 I[ Cancel ]

Figure 12-11 Confirming to Restart the Web Server

Total entry - 1

Enable Domain Mame

Total entry : 1

i Mewy Entry i

Figure 12-12 Web Server Restarted
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Figure 12-13 Visiting Your Own Website

Step4. In the Web Server File and Folder Setting section, set as below:
B Click Add. (Figure 12-14)
Specify the folder name and tick Publish the Folder Index.
Specify the alias name (e.g. /download/) and tick Enable Folder Alias.
Tick Enable Authentication and configure the related fields accordingly.
Click OK. (Figure 12-15)
Select “[spec]” and then click Open on the right. (Figure 12-16)
Use Browse to locate the desirable file to upload and then click Upload. (Figure 12-17)
Click OK. (Figure 12-18)
Click OK in the dialogue box to confirm restarting the Web server. (Figure 12-19, 12-20)

Now you may access the files stored on the Web server through the folder index at
“http://www.airlive.com:8889/download/” or “https://www.airlive.com.tw:3334/download/”
upon authentication. (Figure 12-21, 12-22, 12-23)
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' Qk " Cancel '

et File and Falder

*docs]

Eded e

[ Enable Folder Alias

Ld Enable Authenticati

Confirm P ord

I ok || cancel |

Figure 12-15 The Related Settings of a Folder
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sy airlive.com

inclex html

' Ok " Cancel '

*docs]

Set az root

Create alias

Figure 12-16 Opening a Folder

ChDocuments and Setting

Figure 12-17 Uploading a File
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' Ok{b" Cancel '

Ao
[ Pemaue |
et Heip |

AjrLive_W-20005_ Specs pof
dd

Figure 12-18 File Uploaded

Microsoft Internet Explorer,

@ Wieb server will be restarted, Are you sure ¥

I Ok, I[ Cancel J

Figure 12-19 Confirming to Restart the Web Server

Enable

Total ertry ;1

Damain Mame Homepage File Mame HTTF Fart | HTTPS Part Canfigure

Total entry - 1

i Meww Entry I

Figure 12-20 Web Server Restarted
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Figure 12-21 The Authentication Dialogue Window
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Figure 12-22 Browsing for the Desirable File
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Figure 12-23 Downloading the Desirable File
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Chapter 13 Proxy Server Settings

The ES-6000 offers a new function to perform web proxy server, so the LAN client users can define ES-6000’s
IP address and the port number in browser; the ES-6000 will receive webpage from Internet website and store
the pages in ES-6000 hard disc.

While users try to access the same page, the ES-6000 just need to download the updated page from website,

SO users can browse webpage more faster, and also save the fee to connect Internet.

Definition:
B Enable Proxy Server
€  Select to enable ES-6000 web proxy server setting.
B Cache Utilization
€ Display the utilization of cache size
H  Port
€  User can customize the port number for proxy connection
B Cache Size
€ User can decide to use how many capacity of hard disk to be the proxy server cache.
(Figure 13-1)

Proxy Server Setting

Enable Proxy Server

Cache Utilization 0%
Port (1-65535)
Cache Size (1024 |m8(100-9999)

| ok || cancel |

Figure 13-1 Proxy Server Settings
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Chapter 14 Monitor
MIS engineer could view the system information and every event log in Monitor.

1. System Info indicates the utilization of CPU, Hard Disk, Memory, and Ram Disk.

2. Event Log records every activity in ES-6000, such as modify and remove setting.

14.1 System Info

Stepl. In the path of Monitor = System Info, it shows system utilization information:
(Figure 14-1)
B CPU Utilization indicates the CPU usage percentage.
B Hard Disk Utilization indicates the hard disk usage percentage.
B  Memory Utilization indicates the memory usage percentage.
[

Ram Disk Utilization indicates the ram disk usage percentage
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14.2 Event Log

Stepl. In the path of Monitor - Event Log, it shows records of every activity in ES-6000, such as
modify and remove setting. (Figure 14-2)
m Click @ to search event log. (Figure 14-3)
m Click &§ to view log detail. (Figure 14-4)

[2007-05-02 (40 recoras)

{Mail Management Account Management - Group] Add
Account Management - Individual] Add
nt Management - Individuall Export Account

ount Management - individual] Export A

ccount Management - Individuall Export Account
Configure - Wail Relay] Add
Configure - Mail Relay] Add
Configure - Mail Relay] Modify
Configure - Domain Alia=] Add
Configure - Domain Allas] Add
Account Management - Individuall ‘Add
nt Management - Individual] Remove
~Account Management - Individual} Add
Seiting] Add
thing) Add

_
05021943 |  samn | 1821680101 [[DNS Setting Setting] Ada
192.168.0.101 | D ' ing} Add

Figure 14-2 Event log
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http://172.19.100.112/cgi-bin/stati.cgi?type=list&search=1
javascript: void(0);
http://172.19.100.112/cgi-bin/stati.cgi?type=list&search=1
javascript: void(0);

Event Lﬁ Search

[+ From:
To:

Admin Name | | (Max. 30 characters )

FAddress:l
Event type : |A!t_v;v£.-3 i

[} Event Log with detailed content

Results

2007-05-02 (40 records)

[Mail Management - Accol a0E! Group] Add

Kail Management tanage Indvidual] Ldd

[Mail fanagement A0E Individual] Export /
Individuall Export

[Mail Management — Account Management - Individual] Export Account
[Mail Management - Configure- - Mail Relay] Add
[Mail Management - Configure - Mail Retay] .

[Mail Hanagement -- Configure. - Mail Modify

Kail Management  Configure - Domain Alias] Add
1821680101 | [Wail Management Configure - -Domain Aliss] Add

[Mail Management ount Management - Individual} Add
m 192 168.0,101 | [Mall Management  Account Management - Individual] Remove

admin 192.168.0.101 | [Mail Management-— cunt Management - Individual] Add

05
m 182 168.0.101 | [DNS Setfing - Setting] Add

182 168.0.101 | [DNS Setting - Settingl Add

m 1821680101 | [ONS Sefting Seiting] Add
05/02 19:41 152 168.0.101 |{DNS Setting Setting] Add

192168.0.101 | i eiting} Add

m 182 168.0.101 | [DNS Setting. Setting] Add

Figure 14-3 Search results
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Figure 14-4 Event log details
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Chapter 15 Introduction of Mail System

A mail server acts as an intermediate between the Internet and users when sending or receiving mails. The
format of email address looks like account@server.name. Info on the left side of at sign (@) indicates an

account name, the other side stands for the host name.

For instance, you are sending a mail to josh@yahoo.com.tw, your email software will go to your DNS server
for the IP address and mail exchanger record that corresponding to mail server. Mails will go to mail
exchanger before sending to the host server, in this case, it is yahoo.com.tw. If the DNS server has more than
one MX, then mails will be sent to the MX with the highest priority. Provided that there is no MX, mails will not
be delivered until the corresponding IP has found. When mails have been delivered to yahoo.com.tw, mails

will be distributed to the user according to its account name which shows on the left side of at sign (@).

Process of an email transmission:
The transmissions are divided into three parts, namely MUA, MTA and MDA.

B MUA (Mail User Agent): Whether sending or receiving mail, the end-user client must account on the
MUA which provided by the OS, for end-user client can not send mail directly. Outlook Express is a kind
of the MUA. It serves as a mail deliver and recipient, and enables user to view and edit mails.

B MTA (Mail Transfer Agent): Outgoing and incoming mails are all done by MTA. It allows user to:

1. Receive mails from other host. As long as user has a account under MTA, then the user will be able
to receive mail.
2. Sent out mails. On condition that the user has the authority, he will be able to send out mails.

3. Receive personal mails. User can retrieve and view mails that saved on the mail server.

@ Usually, MTA refers to a mail server.

B MDA (Mail Delivery Agent): distributes incoming mails of MTA to local mail accounts according to their

account names or sends them to the next MTA.
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Take sending and receiving mail for example to illustrate the process of mail transmission.

When user wants to send a mail:
B Send mails to MTA via MUA. While composing email with MUA, make sure to follow steps below :

1. Enter the sender email address and outgoing mail server (namely the sender MTA )
2. Enter the recipient email address and incoming mail server (namely the recipient MTA for receiving

mails from external host server)

After user finished composing a mail with MUA, such as Outlook Express, mail can deliver to the appointed

MTA by clicking on Send.

B When MTA receives mails from itself, MDA will distribute received mails to each mailbox according to
account names.

B When receiving mails of recipients from other MTA, it will automatically forward these mails to that MTA.
This function is called Relay.

B Adistant MTA is able to receive mails from local MTA. The distant MDA will take over the received mails

and store them waiting for user to log in to download them.

The process of receiving mails:
A remote user inquires his MTA for checking new incoming mails, if MDA detects new mails, mails will be
sent to user’s MUA. Meanwhile, MTA will clear up the mailbox or keep those mails according to the MUA

settings.

@ Email Protocols: SMTP & POP3
1. Sending Mails: signifies mails transferred from MUA to MTA and from MTA to MTA. Nowadays
most mail servers use SMTP (Simple Mail Transfer Protocol) for outgoing mails. And the port 25 is
assigned to SMTP protocol.
2. Receiving Mails: signifies MUA using POP (Post Office Protocol) to communicate with MTA so as
to read or download mails in user’s mailbox. Currently, POP3 (Post Office Protocol version 3) is the

most popular protocol for incoming mails. And the port 110 is assigned to POP3 protocol.

@ Usually MTA needs at least two protocols, namely SMTP and POP3, to receive and send mails. As long
as both MUA and MTA support SMTP and POP3 protocols, mail servers will be able to interact with

each other.
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@ Relay, a function that MTA transfers mails to another MTA, functions when MTA has learned that mail

recipient does not exist on itself will transfer mails to another MTA.

A mail server which could be used to transfer mails by anyone is called Open Relay. To avoid this,
presently most of mail servers set Relay as disabled. Only local host can utilize relay to receive mails
that specified for this MTA accounts form Internet. Basically, there is no doubt that relay enables MTA to
receive mails, yet there is a drawback in it. Since MTA normally allows certain trusted mail servers with
specified IPs and segments to relay, so that client user could use mail services without limitation while

other unspecified users been blocked. Thus, SMTP Authentication is invented to solve this problem.

@ SMTP Authentication, a mechanism that MTA inspects sender account and password from MUA, happens when
mails transfer from MUA to MTA. It has a benefit of enabling relay function to authentic MTA accounts rather than
certain trusted domain name or IP. Because of SMTP Authentication, MTA will neither accept incoming mails nor

provide mail delivery service unless the sender is authentic.
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