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Copyright & Disclaimer

The contents of this publication may not be reproduced in any part or as a whole, stored,
transcribed in an information retrieval system, translated into any language, or transmitted
in any form or by any means, mechanical, magnetic, electronic, optical, photocopying,
manual, or otherwise, without the prior written permission.

Trademarks

All products, company, brand names are trademarks or registered trademarks of their
respective companies. They are used for identification purpose only. Specifications are
subject to be changed without prior notice.

FCC Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against radio interference in a commercial environment. This
equipment can generate, use and radiate radio frequency energy and, if not installed and
used in accordance with the instructions in this manual, may cause harmful interference to
radio communications. Operation of this equipment in a residential area is likely to cause
interference, in which case the user, at his own expense, will be required to take whatever
measures are necessary to correct the interference.
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CE Declaration of Conformity

This equipment complies with the requirements relating to electromagnetic compatibility,
EN 55022/A1 Class B.

The specification is subject to change without notice.

@ €)Bluetooth © 2009 OvisLink Corporation, All Rights Reserved
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1 Introduction

Congratulations on your purchase of this outstanding Wireless Broadband Router. This
product is specifically designed for Small Office and Home Office needs. It provides a
complete SOHO solution for Internet surfing, and is easy to configure and operate even for
non-technical users. Instructions for installing and configuring this product can be found in
this manual. Before you install and use this product, please read this manual carefully for
fully exploiting the functions of this product.

AirLive GW-300R User’s Manual 1
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1.1 Packing List

items | Description Contents Quantity
1 WiFi Gigabit Router I | 1
2 Power adapter 12V 1A gj 1
3 CD 1
Q'
== *
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1.2 Spec Summary Table

Device Interface

1. Introduction

Ethernet WAN RJ-45 port, 10/100/1000Mbps, auto-MDI/MDIX 1
Ethernet LAN RJ-45 port, 10/100/1000Mbps, auto-MDI/MDIX 4
Antenna 3 dBi detachable antenna 2
WPS Button For WPS connection 1
Wireless To enable or disable Wireless Radio ’
Enable/disable

LED Indication

Power/Status / WAN / LAN1 ~ LAN4/ WiFi

Power Jack

Wireless LAN (WiFi)
Standard

DC Power Jack, powered via external DC 12V/1A
switching power adapter

IEEE 802.11b/g/n compliance

Functionality
Ethernet WAN

PPPoE, DHCP client, Static IP, PPTP, L2TP

SSID SSID broadcast or in stealth mode °
Channel Auto-selection, manually °
Security WEP, WPA, WPA-PSK, WPA2, WPA2-PSK °
WPS WPS (Wi-Fi Protected Setup) °
WMM WMM (Wi-Fi Multimedia) °

WAN Connection

Auto-reconnect, dial-on-demand, manually

One-to-Many NAT

Virtual server, special application, DMZ, Super
DMZ (IP Passthrough)

NAT Session

Support NAT session

SPI Firewall

IP/Service filter, URL blocking, MAC control

DoS Protection

DoS (Deny of Service) detection and protection

Routing Protocol

Static route, dynamic route (RIP v1/v2)

Management

SNMP, UPnP IGD, syslog, DDNS

Administration

Web-based Ul, remote login, backup/restore setting

Performance

NAT up to 700Mbps and Wireless up to150Mbps

AirLive GW-300R User’s Manual 3
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Environment & Certification

Package dimension (mm)

Package weight (g)

, Temp.: 0~400C, Humidity 10%~90%
Operation Temp. non-condensing °

Temp.: -10~700C, Humidity: 0~95%

Package Information

Storage Temp. . °
non-condensing

EMI Certification CE/FCC compliance °

RoHS RoHS compliance °

1.3 Hardware Configuration

Figure 2-1 Front Panel

Antenna

Auto MDI/MDIX RJ-45 Ports
Automatically sense the types of WAN
and L AN when connecting to Ethernet Power Jack Power Switch

4 AirLive GW-300R User’s Manual
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GW-300R

1. Introduction

Wi-Fi LED Power LED Status LED Wireless On /Off

WPS Button WAN LED LAN1~LAN4 LEDs
1.4 LED indicators
LED status Description
Status Green in flash Device status is working.
WAN LED | Green RJ45 cable is plugged
Green in flash Data access
Green RJ45 cable is plugged
LAN LED
Green in flash Data access
Green WLAN is on
WiFi LED Green in flash Data access
Green in fast o
Device is in WPS PBC mode
flash
Green in dark Wi-Fi Radio is disabled

AirLive GW-300R User’s Manual
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1.5 Procedure for Hardware Installation

a4 | o~
Switch / Hub g/ PC ADSL or {InterneJtB AC Power
\-F"\-._.-"'

Cable Modem

Step 1. Attach the antenna.
1.1. Remove the antenna from its

plastic wrapper.

1.2. Screw the antenna in a clockwise
direction to the back panel of the unit.
1.3. Once secured, position the
antenna upward at its connecting joint. ELTT]
This will ensure optimal reception.

1.Turn off the Power
A Switch first.
Step 2 Insert the Ethernet cable into
LAN Port:
Insert the Ethernet patch cable into
LAN port on the back panel of Router,
and an available Ethernet port on the

network adapter in the computer you
will use to configure the unit.

6 AirLive GW-300R User’s Manual
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Step 3 Insert the Ethernet patch cable
into Wired WAN port:

Insert the Ethernet patch cable form
DSL Modem into Wired WAN port on
the back panel of Router.

Step 4. Power on Router:

4.1. Connect the power adapter to the
receptor on the back panel of your
Router and Push Power switch

Step 5. Complete the setup.
5.1. When complete, the Status LED
will flash.

AirLive GW-300R User’s Manual 7
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2 Getting Start

Insert the CD into CD reader on your PC. The program, AutoRun, will be executed
automatically. And then you can click the Easy setup Icon for this utility.
Configure the settings by the following steps.

2.1.Select Language then click “Next”
for continues.

E exSiurt for WiFi Droed baxd Gateway

Waelcome to ezStart for WiFi Broadband Gatewsay

Thai wizasd will gasds won 6 mmphy s qusckby oondigre B WiFL Brosdband
Outraay

8 AirLive GW-300R User’s Manual
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2.2 Setup mode

You can select Wizard mode to run
the setup step-by-step or run
advanced mode to diagnose the
network settings of the router.

2.3 Advanced mode Setup.

Check the PC, Router or Internet
icons for the Status of PC, Router or
Internet.

AirLive GW-300R User’s Manual

2. Getting Start

E exSiurt for WiFi Droed baxd Gateway

Setup Mode
Tha mep wll ket yom w0 choice what i mip

Chade wau ks sun fhe srbup dep-boesdep Thatwall el you b
ponme i et esthy and qeackly,

Dan:k
k. Paerwnd vou e dssgmoss of wour rebeorkang sl selmg of
> gt

E exSiurt for WiFi Droed baxd Gateway

Network Monitoring and Setting

Lt yevn mordior and semip you neteurk

Vioan cam select the o 16 Modalos & 1 D wWiar tebedak
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2.4 Quick Wizard Install mode
Setup

1. Make sure the router is powered
on.

2. Make sure your network adapter is
connected to the LAN port of the
router

3. Make sure your network adapter
has an IP address.

Click “Next” for continues

2.5. Wireless Setting.

Key in the SSID, Channel and
Security options, and then click
“Next” for continues.

E exSiurt for WiFi Droed baxd Gateway

E exSiurt for WiFi Droed baxd Gateway

2. Getting Start

Prepare Setup

That mep wall makes meoe the conoesbBom beveen wour PO and mouier

Please raks poos the followimng sema
1. Meke mure the movoier was powered on

2. Maks furé o metedck adapts i coansctsd % the LAN got of the roule:
1. Muke mre wour metenek sdapier mema IF sddes

Wireless Setting
That mep wall sty wour basie wirekesm mdvork ndormason

Please asingn fhe parametens 16 yoor wiklesh ftbedckmg. 1f vou néed mdre sthng,
plencs ks b lhe mubee’s wwh page o mhip

S0 |dufanlt
Chansl |11 L*
Setunfy | Disble

[ Mot ko st e thas v
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2.6 Auto Detect WAN Service.

Click “Next” for continue.

Click the button, “Let me select WAN
service by myself’, to disable this
function.

Note: The Item supports to detect the

Dynamic and PPPoE WAN Services
only

Example, the Dynamic WAN type is
detected.

AirLive GW-300R User’s Manual

2. Getting Start

E exSiurt for WiFi Droed baxd Gateway

Auto Detect WAN Service

Tha mep well suinarsbically dedect ome poiiable WAN mrvice for pouter

Please riaks poos the WAN cabile const tion 1 well bébeedn womr pooker and

Brpiced Bt rraced s

Tou can ignces the TAN cable connscton, el the WAN strvicé willl aot b checkad
laser

Toui can spealy ol by woursell of vou kndre voris WAN srvce Bipe

] Lt i it WAN s by mrel

E exSiurt for WiFi Droed baxd Gateway
Auto Detect WAN Service
Tha mep well suinarsbically dedect ome poiiable WAN mrvice for pouter

The dvnamue [P secests fournd a1 WAN. 18wl be fhe bade for the Tolliwmg setip
Bf 'y meod ooy expecied WAN sepsice, pless select @ marmally

] Lt i it WAN s by mrel
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2.7. Manual select WAN Service
In the manual mode, Click the any
icons for continues.

2.8 Summary of the settings and
Next to “Reboot”
Click “Next” for continue.

2.9 Apply the Settings or Modify.
Click “Next” for continue.

2. Getting Start

E exSiurt for WiFi Droed baxd Gateway

Select WAN Service
Thar sep bet won ot WAN mrvics by vonreld

Please slsct the WAN mavice o sitogp.

2 @ @ @9

Dy [P Sk IP FFfaE FFTP

E exSiurt for WiFi Droed baxd Gateway

Save Setting

The semimg will be saved 10 B sorolér

Wiaelenn Selting
5510 dul ol
Channed 11
Cecumity Dizahles

WAN Setting [Dynsmsc 1P Servica)
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2.10 Test the Internet connection.
Test WAN Networking service. Click
“Next” for continue.

You can ignore the by select the
“Ignore Test”.

2.11 Setup Completed.

The EzSetup is finish, you can open
the default web browser to configure
advanced settings of the Router.
Click “Finish” to complete the
installation.

AirLive GW-300R User’s Manual

2. Getting Start

E exSiurt for WiFi Droed baxd Gateway

WAN Service Test

Thai 3 will sl B mleciet Conmed B i mke firé wou can ot e miset

[ tgmaes Test

E exSiurt for WiFi Droed baxd Gateway

Setup Completed

The roimer w condigned, ard e WAN secvxs Dine Bocality i wocked well

Fte opei e delsell welb e o conlipae Ue ke oo delulsd
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3 Making Configuration

This product provides Web based configuration scheme, that is, configuring by your Web
browser, such as Mozilla Firefox or or Internet Explorer. This approach can be adopted in
any MS Windows, Macintosh or UNIX based platforms.

. o

N

T -J I ———— Notebook

< EEELE] (Card Bus/PCMCIA)
Desktop PC

(PCIl Adapter)

L.

Notebook
(Card Bus/PCMCIA)

Wireless Router / —\Vf—=\

( Internet )
A/

Fast Ethernet

N\ ™ ¥

= - = -’

#‘ C— \#
Windows | Mac Unix-like

14 AirLive GW-300R User’s Manual
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3.1 Login to Configure from Wizard

Type in the IP Address
(http://192.168.1.254)

3. Making Configuration

/> WiFi Broadband Router Web-Console - Windows Internet Explorer

@ - |E http:/{192,168.1.254f

Type password, the
default is “airlive” and click
‘login’ button.

Press “Wizard” for basic
settings with simple way.

a‘_{i—r Liwve

s ACHESE TTHATOS s LLAS EREIL

(o sy er |
GW-JOOR Wireless JTZR 300Mbps Giga Rowher

e b lrw g,
ﬂw—ﬂﬂgﬂ Wirslena 2T20 0Mbps Giga Router

Press “Next” to start
wizard.

1
Air Live'

# ACHEEI b|HA D8 3 WLAR) Ay

A& st

asm VAN Srann fadancte
P aaswen 18148 0. 184 [ e
Sz hass Zemamp
Cabiway 182 1480284 |
Diomaan faarme Saea 168851 1 [
U ddoen [ i

(e sinitvn |
GW-J00R Wirviess ITIR 300Mbps Giga Router
Ny Waierd B Aideemced i oo | Eagiah =

Hagy =

St VLrard vl (e yos D0 00Gh B DaSic CoRSQurESon MOCES Slep by siep

* Saep 1, Soley |Logen Fagseed
o Pap Y. WA Sebp

& Saep 3. Wirslann Sakp

« Sanp 4, Jurmean

* fapp L Feugh

[E®T]
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Step 1: - o

GW-J00R Wirvlexs ITIR J00Mbpa Giga Router
v o ¥ L .'

Set up your system i LidTE T
password.
Gt WamI - Sl Loge Pesrmel { )
+ Gui o [
o Viow Pranwars
il e T
Step 2: = ()
r hos Gige Rolder

Select Wan Type.

Auto Detecting or
Setup Manually. N

(B agin Desictng Wali Tea

O Bt WAy T swan

{ e g, com |
GW-JOOR Wirniesa JITIR J00Mbpa Giga Foulir
'l - ! »

fliai. ! LT

I5F Iy =y 0 eiesC P adore. (5iats F adeenn |
Qptar e P sEEE o 0P sulsmakcaly (Do @ L3

Chearte: I samwie wits Bead Manner Seasicn Wknigeemid 03 Teiata BgPens

Lo
L]
=)
O Bome 0Py recuine Be e o PPl s cennact bs Byl nandcnn IPPP doid Diharmat)
1 Sume [SFy e Be pve 8 PRTE B oonnect o S seeaces (FPTF)

L)

Eoma IEFE mguss B sie o LITP 1 connect i B serdors. (LT}

i -

16 AirLive GW-300R User’s Manual



¥,
Air Live

Step 3:
Setup the LAN IP and
WAN Type.

Step 4:

Please fill in PPPoE
service information which
is provided by your ISP.

Step 5:
Set up your Wireless.

-
u‘i.il' Liwe

LRINES 5

3. Making Configuration

GW-J00R wireless 2127 J0Mbos Giga Router
3 T 4 o

| 0 SN VWL IT - WAAL B - Dynamas I Radress JERT]
¥ L 1P aderui [1ape e
* biaut fiame . | inpkieri;
T pm— LS T
| == Art b Panaimars s QAL B WiesEe 8 §
|
Example:

o+ Sehg Vpard - VIAK SetBrmgy . SPT v KTt

(L

B LA Lasaan

¥ hizmand

b Paiimerd

¥ Prinars QI8

& tecorctan Drid

» FPPoll Bavitcn M

& Apgigned P Asreid

[

[TTT]
T
ibgienal)

._\'I_ﬂb-:l =gl

ST T

GW-J00R Wirsiens 2728 300Mbps Giga Router
i i | — s .

e \ Loged Engish )
St VLANT - VACSRS Bt [ |
* e Ranchan Epratse O onasis
» Patwen IOVESID) |oataut
» Chasnel 1=k
|
| =i ] | Semrt > Fpwnrd » AN > BEMENL > Yomewary * Fre
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Set up your Authentication forniiiom)

ﬁl""..?l;'?ﬂ Wirstess TR J00MBos Giga Router

and Encryption.

i ST VRRAR - Viinssas Sacry eI |
|
b Swiarty [wer H
« yep @aiom Otdea
Ky 1 &/
* Wyt o
* Ky 3 ol
* K o |
Pemies cotaithue 9 ko T7lbren or 10 or - bubs Semaciecsencal 14, 1, 30 B AL BT}
At
}

Step 6: r Live GW-300R viraiess IT28 1mmp:.|:‘::u;=:::l
Then click Apply Setting. s — —
And then the device will
reboot.
Please confirm the iInformation balow.

| ORI St |

VAN Type Enriasn F attmii

Aigrak Hare -

WA MAC Askiradd DO 1i-21-0u AT

| el SamiL) |

Vhmeit Enamie

sS4 Lt

‘Craanans "

SeCumiry Fone

[] (D o ma i DeoCeaa e nEswe imaing T

Step 7: A e
Click Finish to complete it. : —

GW-JOOR wirtieas 2T2R J00Mbay Giga Router
; i oot | English 5

@ Gt AT [l

Configuration is Completed.

Plabid a0 Foath' B a5 b Safid padge
O i E8A EICE T OABUAE Somn A5 LG TN WiZard 355N
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3.2 System Status

. - - L]
" Air Live
2 ADMINISTRATOR's MAIN MENU

3. Making Configuration

GW-300R Wireless 2T2R 300Mbps Giga Router
Al Status ¢ Wizard Advanced » Logout | English  w| |

*« DHCP Server

1 Basic Setting

® Primary Sefup
- Configure LAN IR, and selact WAN tvpe.
® DHCP Server
- The settings include Host IP, Subnet Mask, Gateway, DMS. and WINS
configurations.
® \ireless
- Wireless seftings allow vou ta configure the wireless confiouration itemis.
* Change Password

- Allow you to change system password

This option provides the function for observing this product’s working status:

WAN Port Status.

If the WAN port is assigned a dynamic IP, there may appear a “Renew” or “Release” button
on the Sidenote column. You can click this button to renew or release IP manually.

Statistics of WAN: enables you to monitor inbound and outbound packets

AirLive GW-300R User’s Manual 19
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3.3 Advanced

3.3.1 Basic Setting

Please Select “Advanced Setup” to Setup

=
Al" Live GW-300R Wireless 2T2R 300Mbps Giga Router
& ADMINISTRATOR'S MAIN MENU i Status \Y WWizard Advanced v Logout |English (% |

'Pﬁ'ﬁﬂ‘ *"‘P 1 Basic Setting
) mww ® Primary Setup
* Wireless- - Configure LAN P, and select \WAN type.
* Change Password * DHCP Semver
—— - - Thesettings include Host IF, Subnet Mask, Gateway, DNS, and WINS
configurations.
* \Nireless

- Wireless sellings allow vou to configure the 'wireless configuration temis.

® Change Password
- Allow you to change system password

20 AirLive GW-300R User’s Manual
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3.3.1.1 Primary Setup — WAN Type, Virtual Computers

Press “Change”

GW-300R Wireless 2TZR 300Mbps Giga Router

N Wizard {31 Advanced Enalish

——— w1 Primary Setup [HELP]
« DHCP Server ltem Setting
s Wirsieas b LAN IP Address [192.168.1.254 |
* Change Password b WAN Type Dynamic IP Address
- b Hozt Mame | ||,-:||:|tic|nal;
b WANS IIAC Address |00-50-18-21-D4-67 ||_Clons MAC |
v Ranew [P Forever [] Enable Auto-recomnect)
b IGHP [[] Enable
[save|[undo ||  vinual Computers.. || Reboat |
Saved! The change doesn't take effect until router is rebooted.

This option is primary to enable this product to work properly. The setting items and the
web appearance depend on the WAN type. Choose correct WAN type before you start.
LAN IP Address: the local IP address of this device. The computers on your network must
use the LAN IP address of your product as their Default Gateway. You can change it if
necessary.

i Primary Setup [HELP]

|’>§ Item Setting

» LAN IP Address |192.168.1.254 |

WAN Type: WAN connection type of your ISP. You can click Change button to choose a
correct one from the following four options:

Static IP Address: ISP assigns you a static IP address.

Dynamic IP Address: Obtain an IP address from ISP automatically.

PPP over Ethernet: Some ISPs require the use of PPPoE to connect to their services.
PPTP: Some ISPs require the use of PPTP to connect to their services.

F. L2TP: Some ISPs require the use of L2TP to connect to their services

AirLive GW-300R User’s Manual 21
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Static IP Address: ISP assigns you a static IP address:
WAN IP Address, Subnet Mask, Gateway, Primary and Secondary DNS: enter the proper
setting provided by your ISP.

) ADMINISTRATOR's MAIN MERU il Status b Logout | English

% Primary e L Primary Setup [HELP]
= DHCP Server Hem Setting
. m;.;e“ v LAN IP Address | 192 168,1.254
o Charae Paseword » WAN Type Static 1P Address
a » WAN IP Address boon |
» WAN Subnet Mask [2s5.285 2550 |
r WAN Gateway W
¥ Primary DS W
¥ Secondary DMNS W
b IGUP [ Enable
[save][unda ][ vinualcomputers.. ][ Reboot |
Saved! The change doesn'i take effect until router is rebooied.

Dynamic IP Address: Obtain an IP address from ISP automatically.

Host Name: optional. Required by some ISPs, for example, @Home.

Renew IP Forever: this feature enables this product to renew your IP address automatically
when the lease time is expiring-- even when the system is idle.

: ADMINISTRATOR's MAIN MENU - _Status N Wizard N1 Advanced » Logout | English i~
= Pﬂ;msmp 2 Primary Setup [HELP]
* DHCP Serser Item Setting
* Wirelees v LAN IP Address [1o2168125¢ |
* Change Password ¥ WAN Type Dynamic IP Al:idress

¥ HostMame | Iroptinnal}

¥ WAN'S MAG Address 00-50-18-21-D4-57 |[_Clane MAC |

¥ Renew |P Forever [ Enable (Auto-reconnectt

b IGHMP [ enanls

[Saue”UndG J[ Virtual Computers... J [ Rebaoot J
Saved! The change doesn't take effect until router is rebooted.

22 AirLive GW-300R User’s Manual
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PPP over Ethernet: Some ISPs require the use of PPPoE to connect to their

services. PPPoE Account and Password: the account and password your ISP assigned to
you. For security, this field appears blank. If you don't want to change the password, leave
it empty. PPPoE Service Name: optional. Input the service name if your ISP requires it.
Otherwise, leave it blank.

Maximum Idle Time: the amount of time of inactivity before disconnecting your PPPoE
session.

Set it to zero or enable Auto-reconnect to disable this feature.

Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The most
common MTU value is 1492.

Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send outgoing
packets.

Auto-Reconnect(Always-on):The device will link with ISP until the connection is
established.

Manually : The device will not make the link until someone clicks the connect-button in the
Staus-page.

4 ADMINISTRATOR'S MAIN MEHU A Status NY wizard 0 Advanced ¥ Logout |English  |w

J\'[_" |BASIC SETTING \i FORWARDING RULES | 120 SECURITY SEFH.IIG‘ %] ADVANCED SETTING L:;{;ﬁé'.ul.mmsox

il
D 1 Primary Setup [HELF]
* DHCP Server om i
+ Wireleas b LAN P Address [1o2 1081254 |

* Change Paseword ¥ WAN Type PPP over Ethernet

b FFPOE Accaunt i

¢ PPPoE Password I

b Primar) DNS [ooo0 i

v Secandary DNS .U-UD_U—|

¥ Maimurm |die Time §-3_DD—_iSECCII'|E|S

v Connection Contral i_Cc-nnec’.[_-on-deﬁEl— vl

¥ PPPoE Senvice Mame | | (optianal)
v Assigned IP Address !Wupﬂona“

b IGHR [ Enable

[S:—we ] [Llnl:lu ] [ Reboot

Saved! The change doesn't take effect until router is rebooted.

AirLive GW-300R User’s Manual 23
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PPTP: Some ISPs require the use of PPTP to connect to their services

First, Please check your ISP assigned and Select Static IP Address or Dynamic IP
Address.

1. My IP Address and My Subnet Mask: the private IP address and subnet mask your
ISP assigned to you.

2. Server IP Address: the IP address of the PPTP server.

3. PPTP Account and Password: the account and password your ISP assigned to you. If
you don't

want to change the password, keep it empty.

4. Connection ID: optional. Input the connection ID if your ISP requires it.

5. Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to
zero or enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this
product will connect to ISP automatically, after system is restarted or connection is
dropped.

Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send outgoing
packets.

Auto-Reconnect(Always-on):The device will link with ISP until the connection is
established.

Manually: The device will not make the link until someone clicks the connect-button in the
Staus-page.
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: — -
* Primary Setup RY | Sy g [HELP]
DHCP Server e Setting
Wireless » LAN IP Address [19z.168.1254 |
* Change Password b WAN Type PETP| Change..
b IP Wode | Static P Address v
b Wy IP Address |0.000 !

v WMy Subnst Mask

v Gateway IP

b Server |P AddressiMame

b PPTP Account

|
|
+ PPTF Password | |
|
[

v Connectian 10 _||'opti-3nal:
b Madimunm Idle Time 300 _;secanl:ls
b Canncion Conirol | Conneston-demang ¥
T =
b IGNP [C] Enabte

{Saue | [ Undo | | Reboot

Saved! The change doesn't take effect untl router is rebooted.

L2TP: Some ISPs require the use of L2TP to connect to their services

First, Please check your ISP assigned and Select Static IP Address or Dynamic IP
Address.

For example: Use Static

1. My IP Address and My Subnet Mask: the private IP address and subnet mask your
ISP assigned

to you.

2.  Server IP Address: the IP address of the PPTP server.

3. PPTP Account and Password: the account and password your ISP assigned to you. If
you don't

want to change the password, keep it empty.

3. Connection ID: optional. Input the connection ID if your ISP requires it.

4. Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to
zero or enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this
product will connect to ISP automatically, after system is restarted or connection is
dropped.
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Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send outgoing
packets.

Auto-Reconnect(Always-on):The device will link with ISP until the connection is
established.

Manually :The device will not make the link until someone clicks the connect-button in the
Staus-page.

E “IBASIC SETTING

o |
* Primary Setup 9 Pritaiy Setp [HELP]
* DHECE Server tem Setting
* Wirsless b LAN [P Address 192.168.1.254 |
* Change Pazsword b WAN Type LzTpP
b IP Mods [StaticIF Address |

b IP Address [EI.D.D_D

r Subnet Mask

F WAN Gateway [P [EI.D.D_IJ

b Zerver IP AddressiMame | |

¢ L2TP Account | |

¢ L2TP Password | |

¥ Maximurm 1dle Time 300 | seconds

r Connection Control |Cannect—on—-:|eman|:l v|
b MTU 1450 |

v IGMP ] Enable

| save | [ Undo || Rebaat |

Saved! The change doesn't take effect until router is reboated.
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Virtual Computers(Only for Static and dynamic IP address Wan type)

1 ADMINISTRATOR's MAIN MENU -l Status N Wizard 0 Advanced b Logout |Eng|lsh b
s -{}?hflnual Computers [HELP]
+ DHCP Server DHCF clients | — Select one — ¥ [(Copyto | ip[- ¥
* Wireless B Global IP Local IP Enable
+ Change Password | | | 192 1661 | O
2 | | 1621681/ | O
Allow you to. 3 192.168.1. | O
‘setup the one-to- — —|
‘one mapping of 4 102 1588 1.- El
multiple global 1P = —_—
address and |ocal 5 | | 192 1681 | | [l
IF address, | E—

Virtual Computer enables you to use the original NAT feature, and allows you to setup the
one-to-one mapping of multiple global IP address and local IP address.

Global IP: Enter the global IP address assigned by your ISP.

Local IP: Enter the local IP address of your LAN PC corresponding to the global IP
address.

Enable: Check this item to enable the Virtual Computer feature.
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3.3.1.2 DHCP Server

3. Making Configuration

[% ‘Ti':'_,:::lmstc SETTING \3 . FORWARDING RULES @ SECURITY SEF]'IHG| ﬁ;.ADUANCED.SEWmG ‘,:;‘:_' TOOLBOX
s G | DHCP Server [HELP]
+ DHCP Server e Setting
e, » DHCP Server O Disable & Enable
« Change Password ¥ Lease Time I'J | Minutes

¢ [P Pool Starting Address |&|

v [P Pool Ending Address |199 |

v Domain Mame |

¥ Primary D2 :D.iII.U.D

v Secondary DNS [0.0.0.0

¥ Primary WINS :D.iII.U.D

v Secondary WINS [0.0.0.0

¥ Gateway [0-0.0.0 ?lUIJtiCII'IC-IIf
[save || Undo | [ cClients List.,

Press “More>>"

DHCP Server: Choose “Disable” or “Enable.”
Lease time: This is the length of time that the client may use the IP address it has been

Assigned by dhcp server.

IP pool starting Address/ IP pool starting Address: Whenever there is a request, the DHCP
server will automatically allocate an unused IP address from the IP address pool to the
requesting computer. You must specify the starting and ending address of the IP address

pool.

Domain Name: Optional, this information will be passed to the client.

Primary DNS/Secondary DNS: This feature allows you to assign DNS Servers

Primary WINS/Secondary WINS: This feature allows you to assign WINS Servers
Gateway: The Gateway Address would be the IP address of an alternate Gateway.

This function enables you to assign another gateway to your PC, when DHCP server offers

an IP to your PC.
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DHCP Client List:

3. Making Configuration

L BHCP Clients List HELP
* Primary Setup ' [ !
« DHCP Server IP Address Host Hame MAC Address Select
irlive-way 00-16-D4-EB-0§-FC
R 192.168:1.199 airlive-WaynehB 1§-D4-ER-0&~F F

. Changﬁ Password

wake up || Deleie | [Back | [ Refresh |

3.3.1.3 Wireless

i ADMINISTRATOR's MAIN MENU

4l Status

NY Wizard ‘LA Advanced

English

o Wireless Setting

[HELP]

ltem

Setting

v Wireless

) Enable O Disable

Schedule Rule

b Turn off Wirgless depend as

I_[DD':.iJways v| () Enable () Disable [ Schedule Setting J

b Metwork ID(SSID)

| default |

v Wireless Mode

&) Mixed mode O 11g enly O 41 anly © 110 anly

b 581D Broadeast

& Erable (O Disabls

- Baned B
b WDS
b WPS
v Security | Nane v

[Save|[Unds | [ Wireless Client List.

Wireless settings allow you to set the wireless configuration items.
Wireless : The user can enable or disalbe wireless function.

Wireless On/Off by time Schedule: The device can turn off Wireless depend as Schedule.

Network ID (SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client
stations can roam freely over this product and other Access Points that have the same
Network ID. (The factory setting is “default”)
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SSID Broadcast: The router will Broadcast beacons that have some information, including
ssid so that the wireless clients can know how many ap devices by scanning function in
the network. Therefore, this function is disabled, the wireless clients can not find the device
from beacons.

Channel: The radio channel number. The permissible channels depend on the Regulatory
Domain.

WPS (WiFi Protection Setup)

WPS is WiFi Protection Setup which is similar to WCN-NET and offers safe and
easy way in Wireless Connection.

‘W.}msu;_&:rrms + 2. FORWARDING BULES | £5 SEGURITY s_F!TW_GJ ({EII]-A_DVAHCED.SEWMG \_& TOOLBOX

! &B 2 Wi-F Brotected Setup
* Primarissetup
ltem Settin
* DHCP Server g
wipo Ty e o T
. Wirclass » WPS @ Enable O Di=able
& Cur A
* Change Password » Setup \i’ o —
(¢ Configure Wireless Station
b Current FIr of the device == :
! [ Generate Mew FIN |
r WRE state ldle
b OWPS status Configured Release
Save Back
Saved! The change doesn't take effect until router is rebooted.

WDS(Wireless Distribution System)
WDS operation as defined by the IEEE802.11 standard has been made available. Using
WDS it is possible to wirelessly connect Access Points, and in doing so extend a wired

infrastructure to locations where cabling is not possible or inefficient to implement.
Hybrid Mode

It means the device can support WDS and AP Mode simultaneously.

30 AirLive GW-300R User’s Manual



—>
Air Live

1 ADMINISTRATOR's MAIN MENU

Al Status

NY Vizard

911 Advanced

3. Making Configuration

r Logout |Eng|ish v

‘ [ 1BaSIC SETTING

% msrwmmm.ﬁ‘ {72 SECURITY smmslj §T1) ADVANCED SETTING x.-},,"rool.mx‘

0
8

* Primary Sstup
* DHCP Server
* Wireless

* Change Password

It is-a system that
enables the
interconnection
of access poinis
wirelessly.

0 WDS Setting

[HELE]

Item

Setting

kAP Mode:

» Remote 8P MAC  MACH

APOnly (|

MAC 2

MAC 3

MAC 4

Scaned AP's MAC | — Selectone —

ZH Copyto ]

Remote AP IIAC |~ ™|

55D Channel MAC Address
CLWWLAN 1 00-1A-1E-C6-5C-30
CL-GUEST 1 00-1A-1E-CE-5C-91
wmuB500 1 00-4F-57-03-BE0-2%
Air3G_Sam 1 00-4F-52-2h-05-41
CL-WLAN 1 00-1A-1E-8B-895-C1

Security: Select the data privacy algorithm you want. Enabling the security can protect your
data while it is transferred from one station to another.

There are several security types to use:

WEP :

When you enable the 128 or 64 bit WEP key security, please select one WEP key to be
used and input 26 or 10 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.

802.1X

Check Box was used to switch the function of the 802.1X. When the 802.1X function is

enabled, the Wireless user must authenticate to this router first to use the Network service.
RADIUS Server

IP address or the 802.1X server’s domain-name.

RADIUS Shared Key

Key value shared by the RADIUS server and this router. This key value is consistent with
the key value in the RADIUS server.

AirLive GW-300R User’s Manual 31



¥,
Air Live

Al Status

- ADMINISTRATER's MAIN MENU
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N Wizard i Advanced » Logout | English

v

0 Wireless Setting

[HELR]

Item

Setting

» Wireless

& Enable ) Disable

v Turn off Wireless depend as
Schedule Rule

|EEI!-A|WE£S vsi () Enable & Dijzable [ Schedule Setting ]

b Metwork ID{2SI0)

|default |

b Wireless Mode

& Mixed mode © 11oanly © 710 enly & 11n.only

» S5I0 Broadcast

@ Enanble O Disable

¥ Channel 1 B

WP

v Security 802 1x and RADIUS
» Encryption Key Lenath ® sabts O 128bits
» RADIUS Server [P |0.0:0.0 |
» RADIUS part l1812 |

» RADIUS Shared Key

[Save][Undu] [

Wireless ClientList.. |

WPA-PSK

1. Select Encryption and Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII, the length of pre-share key is from 8 to 63.
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2. Fill in the key, Ex 12345678

) ADMINISTRATOR's MAIN MENU <l Status \Y Wwizard ‘Ll Advanced » Logout |English (%]

=5 F - s =4
i @; BASIC SETTING ‘\)/ FORVWARDING RULES | =) SECURITY mur;_l‘:__ﬁﬁ}-_awa_ucgn SETTING | {1 TOOLBOK |

* Primary Sefup

@ Wireless Setting

[HELP]

* DHEP Server

Item

Setting

* Viireless

r Witeless

@ Enable O Disable

* Change Password

v Turn off Wireless depend as
Schedule Rule

-r-D_D_;A_.i'-Na'y'S v (JEnable @ Disable Schedule Setting

» Netwark ID(SSIC

default |

b Wireless Mode

@ Wixed made &1 1g only O 116 only © 110 only

+- 551D Broadcast

@ Enable O Disable

» Channel !_-_1‘1 _V._!

» WOS Enter...

rWPS

» Sacurity | :f
» Encryption @TKIP O4Es
+ Freshare Key Made i._.i.SCII_v|

v Frashare Key

Wireless Client List...

(53] () |

WPA

Check Box was used to switch the function of the WPA. When the WPA function is enabled,
the Wireless user must authenticate to this router first to use the Network service. RADIUS
Server |IP address or the 802.1X server’s domain-name.

Select Encryption and RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII, the length of pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with
the key value in the RADIUS server.

WPA2-PSK(AES)

1. Select Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

2. Fill in the key, Ex 12345678
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WPA2(AES)

Check Box was used to switch the function of the WPA. When the WPA function is enabled,
the Wireless user must authenticate to this router first to use the Network service. RADIUS
Server

IP address or the 802.1X server’s domain-name.

Select RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII, the length of Pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with
the key value in the RADIUS server.

WPA-PSK /WPA2-PSK

The router will detect automatically which Security type the client
uses to encrypt.

1. Select Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

2. Fill in the key, Ex 12345678

81 Advanced

4l Status N Wizard v Logout | Enalish

1 ADMINISTRATOR's MAIN MENU

‘Ti{ JBASIC SETTING ‘ . FORVARDING n_u.LES‘ 52 SECURITY SETTING ‘ 77}, ADVANCED SETTING | {1 TOOLBOX

5 Lt L Wireless Settin [HELP
« Prinfy seup v g [HELP]
* DHEP Server == i
i F Yy ¥
. Wireless b Wireless &) Enable () Disable

v Turn off Wireless depend as

* Ehi & Password "
= Schedule Rule

[oojaiwars v | ) Enable @ Disable Schedule Setting

b Metwork 1ID{SSID)

|default

b Wireless Mode

@ Mixed mode © 11aonly © 11benly 190 anly

v 3510 Broadcast

® Enable O Disabls

b Channel Iii

b WPS

» Security | WPA-PSK / WPAZ-PSK v |
v Encryption TEIF +AES
¢ Freshare key Mode

¢ Preshare Key

[Ascll ¥

Wireless Client List.-

(Sa) (0] |
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WPA/WPA2

Check Box was used to switch the function of the WPA. When the WPA function is enabled,
the Wireless user must authenticate to this router first to use the Network service. RADIUS
Server

The router will detect automatically which Security type(Wpa-psk version 1 or 2) the client
uses to encrypt.

IP address or the 802.1X server’s domain-name.

Select RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII, the length of Pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with
the key value in the RADIUS server.

Wireless Client List

L ADMINISTRATOR's MAIN MENU -l Status NY izard ‘0 advanced v Logout |Enalish |

g 1 — T =l
“‘i BASIC SFI'I'[NGJ \Jk FORWARDING RULES ".g_:f_ SECHRITY: SE-!'ITI.I[{?:I |qu ;_[: ADVANCED SETTING | L-_SIE\LI(X)LBOX]
- 2 Wireless Client List
* Primary Setup
« DHCP Safver Connected Time1 ‘ MAC Address
* Wireless [Back]
* Change Password
3.3.1.4 Change Password
| 3 AIHATMES THATOR' s EVAIE BIERU & Slxus X Wiran) i acvancon » Logout | Englist  w

| asic st |0, 2 sommanmnm suies | secumiy s | S5 amvance st 1 oowsar|

z }imw e i i Eharge Pasisword

+ DHEP Serves I i Beling
* Wirnlean | ¥ Qe Fasswid

o Chinge Penwond | F Miew Fafwoed

| ¥ Racanf e

[Unac )

You can change Password here. We strongly recommend you to change the system
password for security reason.
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3.3.2 Forwarding Rules

1 ADMINISTRATOR's MAIN MEHU Al Status N wizard Tili advanced b L English =~

1 Forwarding Rules

« Shecial AP
B — * \firtual Server
* Miseellsneous. - Allows others to access WWW, FTR, and other senices on yaur LAN,

* Special Application
- Thiz configuraticn allows seme applications to connect and work with the
MNAT router,
* Miscellaneous
- IP Address of DMZ Hest &llows a computer to be exposed to unrestricted 2-
way ccrmmunlcaiiﬂn. Mot that, this feature should be used anly when
needed.
- Mon-standard FTE port: You have to configure this Item ifveu want to access
an FTF server whose port number is not 21 (when Client uses active mode ).
- UPnP Setting: I you enable UPnP function, the router will work with UPnP
devicesisofiwares.

3.3.2.1 Virtual Server

L[ ADMINISTRATOR'S MAIN MENU Al _Status % Wizard Tl Advanced » Logout |English (¥

e o Virtual Server [HELP]
. M;“ Well known services | — Select one - v|
T —— Schiedule rufe | (00)Always | [ Copyto | ip|— v
——— D Server IP Service Ports Protocol | Enable | Schedule Rule#
1 192.168.1) | | | | (et | O |
2 192.168.1 | | | | [pet ™ | O |
4 192.168.1) | | | | |[eeth @ | O b |
4 192.168,1) | | | | [soth | | O |
5 192.158.1 | | | | [eon @] | O b |
B 192.168.1) | | | | [eeth | | O o |
7 192.188.1 | | | | [Both v .l b |
: 192.188.1) | | | | [eeth ® | O b ]
9 192.168.1) | | | | [eetni] | O 1
10 192.168.1 | | | | [Both v | O o |
[ Mext == ] [-Sava-][Undu]
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This product’s NAT firewall filters out unrecognized packets to protect your Intranet, so all
hosts behind this product are invisible to the outside world. If you wish, you can make some
of them accessible by enabling the Virtual Server Mapping.

A virtual server is defined as a Service Port, and all requests to this port will be redirected
to the computer specified by the Server IP.  Virtual Server can work with Scheduling Rules,
and give user more flexibility on Access control. For Detail, please refer to Scheduling
Rule.

3.3.2.2 Special AP

L ADMINISTRATOR's MAIN MENU il Status NY Wizard 48 advanced b Logout :EHQ”Sh N
|_i-.}aa__51|; _SE!'I'ING‘ L )> FORWARDING RULES | = SECURITY SETTING ‘ STy} ADVANCED SETTING ‘.__:_:é_. FOOLEOX |
o \Piriuat Seiver 1 Speciat Applications [HELP]
« Special AP Popular applications |~ Selectone~ VII?I—]CDD_-.-'ID D] __v
* Miscellansous 3] Trigger Incoming Ports Enable
1 : | f | O
= - - =
3 [ [l
- |
| [
' O
7 [
8 _ O
(S2e) (0]

Some applications require multiple connections, like Internet games, Video conferencing,
Internet telephony, etc. Because of the firewall function, these applications cannot work
with a pure NAT router. The Special Applications feature allows some of these applications
to work with this product. If the mechanism of Special Applications fails to make an
application work, try setting your computer as the DMZ host instead.

Trigger: the outbound port number issued by the application..

Incoming Ports: when the trigger packet is detected, the inbound packets sent to the
specified port numbers are allowed to pass through the firewall.

This product provides some predefined settings Select your application and click Copy to to
add the predefined setting to your list.

Note! At any given time, only one PC can use each Special Application tunnel.
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3.3.2.3 Miscellaneous ltems
2 ADMINISTRATOR's MAIN MENU 48l Status NY Wizard Cilt Advanced b Logout |Enplish |+

|Tﬁ' \BASIC SETTING | . FORWARDING RULES | £=2 SECURITY SETTING | T} ADVANCED SETTING 1.__3‘ TOOLBOX

o RMiscellaneous ltems
* Virtoal Server =

+ Specinl AP Hem Setting Enable
e e b IP Address of DMZ Host ® 1921881 | O
k- Buper DMZ(IF Passthrough) O |
¥ MNon-standard FTP port | |

¢ UPnF setting

v Xbox Support

IP Address of DMZ Host

DMZ ( DeMilitarized Zone) Host is a host without the protection of firewall. It allows a
computer to be exposed to unrestricted 2-way communication for Internet games, Video
conferencing, Internet telephony and other special applications.

NOTE: This feature should be used only when needed.

Super DMZ (IP Passthrough)

Super DMZ (IP Passthrough) is a useful feature if a host computer or server on the Local
Area Network needs to have access into it from the internet with a real public IP address.
With IP Passthrough configured, all IP traffic, not just TCP/UDP, is forwarded back to the
host computer. This can be necessary with certain types of software that do not function
reliably through Network Address Translation.

Non-standard FTP port

You have to configure this item if you want to access an FTP server whose port number is
not 21. This setting will be lost after rebooting.

Xbox Support

The Xbox is a video game console produced by Microsoft Corporation. Please enable this
function when you play games.
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UpnP Setting
The device also supports this function.If the OS supports this function enable it like
Windows Xp.When the user get ip from Device and will see icon as below:

r
jr} Internet Gateway Device UPNP X
& newy device is now available on yvour network, For more
information, click here.

N =

T TR ¥ ¥

&) (untitled) - Et... | L

r . Crazy Browser. ..

3.3.3 Security Settings

1 ADMINISTRATOR's MAIN MEHU il _Status N Wizard ({'I-LI Advanced b Logout |Eng|i5h o

.aas;.c:srrm_a.J \i) FORWARDING RULES | £5) SECURITY SETTIHGJI‘;@;.JBWAHCEQ.SENWS: 2 TOOLEOX |

* Packei Filters

o Security Setting

* Domain Filters i
* Packet Filters

* 'URL Hlocking - Allows you to control access te a netwark by analyzing the incaming and
outgoing packets and Ieﬁing them pass ar halting them based an the IP
aildress ofthe source and destination.

* Imemet Access Control

* Miscellangous

Domain Filters

- Let vou prevent users under this device from accessing speciiic URLs

URL Blocking
- URL Blacking will black LAN computers To connect o pre-defined websites

Internet Address Control

- The device provides “Administrator MAC Cantral” for specific MAC to access
the device or Internet without restriction. It also provides 2 features to access
Internat: MAC Control by hest, Group MAC Cantrol and Interface Access
Contrel depend as user-defined time Schedule.

Miscellaneous

- Remoie Administrator Host In general, anly Intranet user can browse the
built-in web pages to perform administration task. This feature enables vou to
perfarm administration task from remote host

- Administrator Time-out The amount of time of inactivity before the device will
automatically close the Administrator session. Setthis to zero to disable it

- Discard PING from WAN side: When this feature Is enabled, hosts on the
WAN cannot ping the Device.
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3.3.3.1 Packet Filters

3 ACHAINISTRATOR's RAIH REENL A Eiabs

Y Whsard

3. Making Configuration

"'l-dil Lateared o

b Logaist | English

L |z s | roanome e | ¢ secumTy servie | ST e seTTa |1 Toousox |

i Crstbouimd Packoed Filtie

{HELpy |

T
| Setting

= Pachet Filera
“ [poeriaan I ilters e
Chittycnird Filla,
TETE — & Chittonind Filtay
& Altaw all ho pass evcept hase o

& imernet Azeran Consrol

O Deny all 1o pass #x0apt thase makdn thie follwing nites

E Ersiilale

natich tha follmeing i

* Mrsumliareous

Bisick Liat |- 3ebect ong ~ s
Schedule nule | [DDGAMaFE & M:C =
T T
| +] Source [P Desunation iF ; Pors i Enapda | Schedule Rules
1 1 8 | 1]
) | a
[ 3 | 0
O 2]
5 118 | 1]
8 1| o
- 0 0
(o] @
F..l.l'_l | Unidi _| | Inkicund Fillor J

Packet Filter enables you to control what packets are allowed to pass the router. Outbound
filter applies on all outbound packets. However, Inbound filter applies on packets that
destined to Virtual Servers or DMZ host only. You can select one of the two filtering

policies:

Allow all to pass except those match the specified rules
Deny all to pass except those match the specified rules
You can specify 8 rules for each direction: inbound or outbound. For each rule, you can

define the following:

Source IP address

Source port address
Destination IP address
Destination port address
Protocol: TCP or UDP or both.
Use Rule#
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For source or destination IP address, you can define a single IP address (4.3.2.1) or a
range of IP addresses (4.3.2.1-4.3.2.254). An empty implies all IP addresses.

For source or destination port, you can define a single port (80) or a range of ports
(1000-1999). Add prefix "T" or "U" to specify TCP or UDP protocol. For example, T80, U53,
U2000-2999. No prefix indicates both TCP and UDP are defined. An empty implies all port
addresses. Packet Filter can work with Scheduling Rules, and give user more flexibility on
Access control. For Detail, please refer to Scheduling Rule.

Each rule can be enabled or disabled individually.

Inbound Filter:

To enable Inbound Packet Filter click the check box next to Enable in the Inbound Packet
Filter field.

Suppose you have SMTP Server (25), POP Server (110), Web Server (80), FTP Server
(21), and News Server (119) defined in Virtual Server or DMZ Host.

VAN MERR) FT MY varam A1 Advanced ¢ Loget | English -
| i:-.‘ BANE SETTG | - A, FoRMANSENG BULES | L= SECURITY SETTING | T/ | ASwascen seTnss { =, HOGL RO
i - . i 33 L J
1
AT Mour Packot Filly HELP ]

7 Mem Eedling

* Eerunim Fitiwrs
| & it horching
|| & ki Assans Catibral
Il | (2 Dery alito pais sacest thoss muich the ok :
| = Mincedaneous
| i 1T Bl =

o | G ':.' -

it SodrTe B Dhestinadion @ : Pores Frintde Schediis Rides

123900123 129 —

(1.2.3.100-1.2.3.149) Remote hosts are allow to send mail (port 25), and browse the
Internet (port 80)

(1.2.3.10-1.2.3.20) Remote hosts can do everything (block nothing)

Others are all blocked.
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Example 2:

3 ADENMISTRATOR' s MLASH LAERIL

A Smams

3. Making Configuration

Ny W\izard 11 acheanced

4 Dbl FPaCHEE Fillar

| HELIP] |

Iwem

Samng

= Ui Rimeking ¢ Dusbound Filar

|2 Enakan

() Albow a8 I pass ExcEpl mose malch e lalleaing nuins
) Gany all o pans axcapt thoss madch e lalaweng rules

Block Ligt | = Sebecions —
Sehemils mig | (D0iwars (| Cooyle o =

1] I Sourca IP Oesumation i : Porms Itmtl Scheduie Fues
1 123100123189 ry | @ | o
123 100-1 2.3 108 150 | = | o
v (o] b
O | o
i [ l_I [ 1]
& 0 '[.
- |8 ]
] I a i 1]

[ Unida ] | Inkownd Filli t

(1.2.3.100-1.2.3.119) Remote hosts can do everything except read net news (port 119) and
transfer files via FTP (port 21) behind Router Server.

Others are all allowed.

After Inbound Packet Filter setting is configured, click the save button.

Outbound Filter:

To enable Outbound Packet Filter click the check box next to Enable in the Outbound

Packet Filter field.
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Example 1:
Router LAN IP is 192.168.12.254

L ADMINISTRATOR's MAIN MENU il Status NY izard ‘N Advanced b Logout |English

R @ Outbound Packet Filier [HELR]
A i Filtors ltem Setting
« URL Hiocking » Quthound Filter Enable

* jrternst Access Control (O Allew all to pass exceptthoss match the following rules.

® Deny all to pass exceptthose match the following rules

“ Miscellansous ——
Block List | —Selectone — v |

Schedule rule | (00)Always VH Copy o ]'ME

D Source IP Destination IP : Ports Enable | Schedule Ride#
i 100-192.168.12 143 | [{z1100 | ]
2 |210-102.168.12.20 i | | ]
: L | I | O ]
4 | | | i | B ]
s [ 1 |l i g B ]
B | | | i | O ]
7 | | I I | O |
| | | [ o] B ]

[S‘ave ] [Undo ]| Inbound Filter... ]

(192.168.12.100-192.168.12.149) Located hosts are only allowed to send mail (port 25),
receive mail (port 110), and browse Internet (port 80); port 53 (DNS) is necessary to
resolve the domain name.

(192.168.12.10-192.168.12.20) Located hosts can do everything (block nothing)
Others are all blocked.
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Example 2:
Router LAN IP is 192.168.12.254

) ADMINISTRATOR's MAIH MENU Al Status NY Wizard ({:ill Advanced + Logout |English s

« Backet Fiters i Outbound Packet Filter [HELP]
* Domain Filters ltem Setting
* UAL Blocking » Quthround Filter Enable

* internet Access Control @ Allow all to pass except those match the following rules.

@) Deny all to pass except those match the follawing rules

* Miscellansous

Block List |~ selectone — v

Schedule |'|_||e|EU'a.J‘1I\'Vay5 v.-| Copyta |Di_ v'i

D Source IP Destination IP : Ports Enable | Schedule Rule#
: [19218812100 | | | {21 | [0
3 [192 18812188 | | [{11s | o
| | i || B o]
5 | | | E || O |
’ ! ||l [ o ]
7 | | | I || O o |
g | | | I || O b1

[save ] [Undo | [ Inbound Filter... |

(192.168.12.100 and 192.168.12.119) Located Hosts can do everything except read net
news (port 119) and transfer files via FTP (port 21)

Others are allowed

After Outbound Packet Filter setting is configured, click the save button.
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3.3.3.2 Domain filters

Al Ll " Vitzasd i A a ' Loass | Eoginn

(B opasec et | o 4 Frovsmtons Mats | | BECUBCTY SUFTIG | 97 ARUANGES BETINES,| | < fCoeL i

Domain Filter

Let you prevent users under this device from accessing specific URLs.

Domain Filter Enable

Check if you want to enable Domain Filter.

Log DNS Query

Check if you want to log the action when someone accesses the specific URLs.
Privilege IP Addresses Range

Setting a group of hosts and privilege these hosts to access network without restriction.
Domain Suffix

A suffix of URL to be restricted. For example, ".com", "xxx.com".

Action

When someone is accessing the URL met the domain-suffix, what kind of action you want.
Check drop to block the access. Check log to log these access.

Enable

Check to enable each rule.
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ADMINISTRATOR's MAIN MENU Al _Status NY Wizard ‘Th1 advanced » Logout | English |

AT 1 Domain Filter [HELP]
* Domain Filtsrs™ = =
e » Domain Filter Enable
R e + Log DNS Query Enahble
T e » Privilege |P Addresses Range Frumii@h 'E
D Domain Suffix Acticn Enable |Schedule Rule#
1 !www.msn.com | Drop Log FC|
7 [wwww.sina.com | [CJorap [#Log !0—|
3 [weww baidu.com | FlDrep CLog :C|
4 | | orep ClLeg O iC‘
5 | | Oorop Ciog O o
6 | | Oorap CLog O :0_|
7 | | Oorop [Log O IZ_
8 | | Oorap ClLeg | IO—|
9 | | Corep [Log [E] I—U |
10 * (all athers) [Oorap Cleog !-0 |

In this example:

URL include “www.msn.com” will be blocked, and the action will be record in log-file.
URL include “www.sina.com” will not be blocked, but the action will be record in log-file.
URL include “www.baidu.com” will be blocked, but the action will not be record in log-file.
IP address x.x.x.1~x.x.x.99 can access Internet without restriction.
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3.3.3.3 URL Blocking

. A I o
i ADHAINISTRATR' s BAIN MENU =8 Siolus N Vs T atvmneed ¢ Loguul | Enghish &

JI""': A e LA |mnWmHm.|.] 55 SECURITY SLTING i mamwxnmji}_ﬁ_lw;

* Trpkne Fisers 1 URL Blocking (HELP] |
& Do Filtere Item | Sefing
¢ URL Bhocking ¥ LIRL Blocking | [ Enanie
* Mitermel Access ot io I URL ! Enable Schedule Aules
* Minsullaievis } O o
A
: m
T .| o =
| o
B I o
— = =
B D I
: =
0 [

URL Blocking will block LAN computers to connect to pre-defined Websites.

The major difference between “Domain filter” and “URL Blocking” is Domain filter require
user to input suffix (like .com or .org, etc), while URL Blocking require user to input a
keyword only. In other words, Domain filter can block specific website, while URL Blocking
can block hundreds of websites by simply a keyword.

URL Blocking Enable

Checked if you want to enable URL Blocking.

URL

If any part of the Website's URL matches the pre-defined word, the connection will be
blocked.

For example, you can use pre-defined word "sex" to block all websites if their URLs contain
pre-defined word "sex".

Enable

Checked to enable each rule.
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3 ADKIASTRATOR § BAIN LENL A _5tatus Y wizang il sgvanced » Logout |Engiah
o sy seree oS DN L
— | o AL Blocking [HELP]
= Damain Fiters sl | Saumng
o L ek | » URL Bincking | [ Ensnie
TR ——— il AL | Enathe |schede Fuied
+ Lliserilaneii | T = | a I
2 | sing ® o i
| o | b
| (| ]
| o b
' 0|k
| O 0
L e O o
g | cl a
1 | | [

In this example:
1. URL include “msn” will be blocked, and the action will be record in log-file.
2. URL include “sina” will be blocked, but the action will be record in log-file

3.3.3.4 Internet Access Control

The device provides "Administrator MAC Control" for specific MAC to access the device or
Internet without restriction. It also provides 3 features to access Internet: MAC Control by
host, Group MAC Control and Interface Access Control depend as user-defined time
Schedule.

Administrator MAC Control

Regardless the MAC access configuration of administrator, specific MAC can access the
device.

LIS TR DO 5 LA BENL A States NY wirar Thi acvanced » Ligouf | English =

wnl&t i Mty irabor BALC Cangrod L HELE |
AT RN DHCE clignts | 00- 1604 EB-08-FC | 192,768 123 181 tawtva-ats; v | Coprto | 1| 1 »
WAL Becking 11 l AL Adrass Enalia
T i o 1 00-15-D4-E0-06-FC | =
+ AisredanEnus | i
3 |

48 AirLive GW-300R User’s Manual



> 3. Making Configuration
[ L - ®
All‘ iwe

This device can record 3 sets. When the host(should be admin) logins Web management,
the device will record MAC address of this host. Before this host configures Internet Access
Control , Suggest end-user to enable this feature, first.

@ Internet Access Control

ftem Setting

) MAC Access Contral

b Access Control Type O Group MAC Access Contral
O Interface 4ccess Control
MAC control

o ADMINISTRATOR'S MAIN MENU Al Status N Wizard U8 Advanced » Logout |English ¥

I‘I%mmm ., FORWARDING BULES | =) SECURITY SETTHG “{Eﬂaﬂmmme {2 T00LB0X

 hetiiae L MAC Address Control EHELP]
= Pomain Filters tam Sutfng
¥ WMAC Address Contral [ Enable

* URL Blocking

Wireless and wired clients with € checked can connect to this device; and
| allow (s | unspecified MAC addresses to connect

* Intemet Access Control . )
[ cannection contral

* Miscellansous

Wireless clients with A& checked can associate io the wireless LAN; and

[l association contral |deny [%|unspecified MAC addresses to associate
Note: Association control has no effect on wired clients.

DHCF clients | — Selectone — 7|

T 1 vy I
Schedule rule | (D0jAIWaYys v|[ Copy to ]ID!— v!

] MAC Address IP Address C | A |Schedule Rule#|
1 ] 1oz1e81] | ool o ]
2 | ] 1924884 | go o |
3 | 1021681 | oo [0 |
4 | ] 1021684 | ool o |

[ == Frevious ][ Next == ]ESaveHUndo]

MAC Address Control allows you to assign different access right for different users and to
assign a specific IP address to a certain MAC address.

MAC Address Control Check “Enable” to enable the “MAC Address Control”. All of the
settings in this page will take effect only when “Enable” is checked.

Connection control ~ Check "Connection control" to enable the controlling of which wired
and wireless clients can connect to this device. If a client is denied to connect to this device,
it means the client can't access to the Internet either. Choose "allow" or "deny" to allow or
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deny the clients, whose MAC addresses are not in the "Control table"
(please see below), to connect to this device.

Association control ~ Check "Association control" to enable the
controlling of which wireless client can

associate to the wireless LAN. If a client is

denied to associate to the wireless LAN, it

means the client can't send or receive any data

via this device. Choose "allow" or "deny" to

allow or deny the clients, whose MAC

addresses are not in the "Control table", to

associate to the wireless LAN.

Control table

I} MAC Address IP Address C | A [Schedule Rule®
1 192.168.1) olo| e
o 32 1921881 Olol e
3 1921881/ o|a| o
4 . -f 192.168.1] O|o) o

"Control table" is the table at the bottom of the "MAC Address Control" page. Each row of
this table indicates the MAC address and the expected IP address mapping of a client.
There are four columns in this table:

MAC Address |MAC address indicates a specific
client.

IP Address Expected IP address of the
corresponding client. Keep it empty
if you don't care its IP address.

C When "Connection control" is
checked, check "C" will allow the
corresponding client to connect to
this device.

A When "Association control" is
checked, check "A" will allow the
corresponding client to associate
to the wireless LAN.
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In this page, we provide the following Combobox and button to help you to input the MAC
address.

DHCP clients | select one - ~| Copyto |]Ij I vl

You can select a specific client in the “DHCP clients” Combobox, and then click on the
“Copy to” button to copy the MAC address of the client you select to the ID selected in the
“ID” Combobox.

Previous page and Next Page To make this setup page simple and clear, we have divided
the “Control table” into several pages. You can use these buttons to navigate to different
pages.

Example:

L ADMINISTRATOR's MAIN MENU <l Status NY Wizard Uil Advanced b Logout iEninsh v

‘Ii_l;msec._saﬂm . 7, FORWARDING RULES | 15 SECURITY sanua‘ {7} ADVAHCED SETTING.| | 1= . TOOLBOX,
N |22 9 b | = g 72 = |

0 MAC s5C E
et iiere MAC Address Control [HELP]
e Item Setting

b MAC Address Cantrol [ Enable

* URL Blockng

» Internet Adtess Control Wireless and wired clients with C checked can conmect to this device: and
v| Connection cantrol [ . I ;
| allow s | unspecified MAC addresses to connect

* Miseellaneous

Wireless clients with A checked can associate to the wireless LAN; and
[¥] Assaciation control |deny % unspecified MAC addresses ta assoriate
Mote; Association control has no effect on wired clients,

DHCP clisnts | — Selectone — "I

Schedulerule:.[@!_-.“-lu‘fa'-_.-'z_; Copyte | ip|= v

1o MAC Address IP Atldress C | A |Schedule Rule#
| [ooesessras | — e E ]
2 | 1oz1684 | M| o
3 [00-08-75 54-32-10 | wzsaif1or | O B
4 [ | ieese] | ool o ]

== Previous ][ Next}bj Save | | Undo

In this scenario, there are three clients listed in the Control Table. Clients 1 and 2 are
wireless, and client 3 is wired.

1.The "MAC Address Control" function is enabled.

2."Connection control" is enabled, and all of the wired and wireless clients not listed in the
"Control table" are "allowed" to connect to this device.
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3."Association control" is enabled, and all of the wireless clients not listed in the "Control
table" are "denied" to associate to the wireless LAN.

4 Clients 1 and 3 have fixed IP addresses either from the DHCP server of this device or
manually assigned:

ID 1 -"00-12-34-56-78-90" --> 192.168.1.100
ID 3 - "00-98-76-54-32-10" --> 192.168.1.101

Client 2 will obtain its IP address from the IP Address pool specified in the "DHCP Server"
page or can use a manually assigned static IP address.

If, for example, client 3 tries to use an IP address different from the address listed in the
Control

table (192.168.12.101), it will be denied to connect to this device.

5.Clients 2 and 3 and other wired clients with a MAC address unspecified in the Control
table are all allowed to connect to this device. But client 1 is denied to connect to this
device.

6.Clients 1 and 2 are allowed to associate to the wireless LAN, but a wireless client with a
MAC address not specified in the Control table is denied to associate to the wireless LAN.
Client 3 is a wired client and so is not affected by Association control.

Group MAC Access Control

Administrator can define hosts in which Group to allow Internet. For example, Father and

Mother are in Group1 without limitation and hosts Brother and Sister are in Group2 to
access according as Schedule Rule2.
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Schedule Rule 1 sets “always” everyday with limitation.

) ADMINISTRATOR's MAIN MERU

Al Status

NY Wizard v Logout |English

a Paekatﬁttﬁm 1 Group MAC Access Control FHELP]
« Domain Filters g =
« URL Blocking ¥ Group MAC Access Contral | [ Enable
+ Internet Access Control
* Miscellansous- @ Add Memiber to Group List
Add MAC Address - | |[ = copy |[—Selectone — v
ta Graup E and apply schedule rule | (D0jAlways "|[ Add J
Adkd MAC : 00-16-D4-EB-06-FC 10 Group 1!
@ Group List1 - Always active.
MAC Address Host Hame IP Address Action
00-16-D4-EB-06-FC aiflive-WayneB 102 168 1,109

Grou p 2 Grou P1

Connection Control GW-3D0R Connection Control

limitation unlimited
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Interface Access Control

3. Making Configuration

The device defines 5 Interfaces as Lan1,Lan2, Lan3,Lan4 and WiFi. The device
allows different interface to access Internet by time schedule
For example, Schedule Rule 1 sets “always” everyday with limitation.
Schedule Rule 2 sets 08:00~23:00 Monday ~ Friday.
Administrator can set guests in Lan3 and Lan4 to access Internet according as Schedule

Rule

2. Set Friends in Lan1 ,Lan2 and WiFi according as Schedule Rule 1.

AR ALKEAINLS DRA TOW S BAAIN MEHU -4 _stabis

N VWizard

‘i AT el

English

= [T
+ Mackat Fitasa | 1 hiteriste Alceas Contool [ HELP |
* finemaen Filines I Lol | Seting
« URL Bockmg ¥ Inteifaco Actess Conlral = Enable i
* Witarned Actean Contro| ! interface Schedule Hule Deny
Py T Pait 1 (DD IAbware = B
Pait 2 (Al E [ =
Paml -E'!I'-dw:l.s - ¥
Pans | O0iAwarE ™ =
Wb | (O iAbwae | w =

GW-300R
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3.3.3.5 Miscellaneous Items

1 ADMINISTRATOR's MAIN MENU -l Status NY Wizard a1 Advanced » Logout |English  »|

[ |pasic SETTING | -2, FORWARDING RULES | (= SECURITY SI:—FHHG‘ ST7) ABVANCED SETTING |} ¢ = TOOLEOX

e U Miscellaneous Items [HELP}
e ftem Setting Enable
UL Blocking b Rerote Administrator Host/ Port U'JU“ '88_ .l
* Internet Access Control v Administrator Time-out _EE gseconds (0 o dizable}
* Miscellaneous v Discard PING from WAN side O
b 5Pl mode O
¥ DS Aftack Detection O
v VPN PPTF Pass-Through
¥ VPN IPSec Pass-Through

Remote Administrator Host/Port

In general, only Intranet user can browse the built-in web pages to perform administration
task. This feature enables you to perform administration task from remote host. If this
feature is enabled, only the specified IP address can perform remote administration. If the
specified IP address is 0.0.0.0, any host can connect to this product to perform
administration task. You can use subnet mask bits "/nn" notation to specified a group of
trusted IP addresses. For example, "10.1.2.0/24".

NOTE: When Remote Administration is enabled, the web server port will be shifted to 88.
You can change web server port to other port, too.

Administrator Time-out

The time of no activity to logout automatically. Set it to zero to disable this feature.
Discard PING from WAN side

When this feature is enabled, any host on the WAN cannot ping this product.

SPI Mode

When this feature is enabled, the router will record the packet information pass through the
router like IP address, port address, ACK, SEQ number and so on. And the router will
check every incoming packet to detect if this packet is valid.

DoS Attack Detection

When this feature is enabled, the router will detect and log the DoS attack comes from the
Internet. Currently, the router can detect the following DoS attack: SYN Attack, WinNuke,
Port Scan, Ping of Death, Land Attack etc.

AirLive GW-300R User’s Manual 55



> 3. Making Configuration
[ L - ®
All‘ iwe

VPN IPSec Pass-Through

It is a setting/feature on routers which is required to implement secure exchange of packets
at

the IP layer and allow IPSec tunnels to pass through the router.

VPN PPTP Pass-Through

It is a setting/feature on routers which is required in order to connect to a Remote PPTP
VPN account.

3.3.4 Advanced Settings

i |
0 ADMINISTRATOR's MAIN MEHU il Status NY Wizard (flllnduanced » Logout |EHEI|IS|'I |

Jg IBASIC SEFI'ING.I \é FORWARDING RULES | €5 SECURITY SETTING ‘ S} ADVANCED SETTING |1 {%, TODLEDX
1 2 T bl L = .ﬁ - i

e 5 Advanced Setting

* System L
I * System Time

* Dynamic ONS - Allow you to s et device time manually or consult netwerk ime fram NTP
* @65 Rule: FHVEE
R * System Log

- Send system log to a dedicated host or email to specific receipts
Sifentn * Dynamic DNS
« Schedule Rule - To hostyour server on a chianging IP address, vou have to Use dynamic

domaln name service (DDNS)
* QoS Rule
- Qwality of Service can provide different priority to difierent users or data flows
or guarantee a cerain [evel of pedormance:
® ShMP
- Gives a userthe capahility to remately manage a computer network by polling
and setting terminal values and monitaring netwark events
* Routing
= If you have mare than ene routers and subnets, vou may want to enable
routing tableto allow packets tofind proper routing path and allow different
subnets to communicate with each other
*® Schedule Rule
- Apply schedule rules to Packet Filters and Vifual Server
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3.3.4.1 System Time

L ADMINISTRATOR's MAIN MENU 4l Status NY wizard {11 advanced v Logout |English |+

i | 7 apvancen serTinG | }&,mmx\ ,

e Systein Time L1 System Time [HELP}]
» Sysiem Log ltem Setting

+ Dynanic NS b System Time Friday, December 17, 2010 5:258:18 FM

» oS Rule v & GetDate and Time by NTP Pratocal

. SHMP Time Server | time.nistaov vi

& idiing Time Zone | (GMT-08:00) Pacific Time (US & Canada) ¥

* Schedule Ruis v O setDate and Time using PC's Date and Time

FC Date and Time |Frid:-l:r. December17, 2010 S:268:19 P

v (O BetDate and Time manually

Date Year: 2009 V| Manth iJUI'I hd Day ;|01 Vl

Timie Hour |0 |o23)  Minute-|0  |0-59) Second:[D  |ia-50)
v Diaylight Saving O Enable @ Disable

Start Wantr - [Jan v Dagr:lm ¥ Huur:lEllj ¥

End Month :|Jan ¥ Day:| 01 (] Hour: | 00 ¥ |

System Time is: Fri Dec 17 17:2810 2010

Get Date and Time by NTP Protocol

Selected if you want to Get Date and Time by NTP Protocol.
Time Server

Select a NTP time server to consult UTC time

Time Zone

Select a time zone where this device locates.

Set Date and Time manually

Selected if you want to Set Date and Time manually.

Set Date and Time manually

Selected if you want to Set Date and Time manually.
Function of Buttons

Sync Now: Synchronize system time with network time server
Daylight Saving:Set up where the location is.
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3.3.4.2 System Log

L1 ADMIMISTRATOR's MAIN MENU -8l Status NY Wizard M0 advanced ¢ Logout |Enalish  »

‘\l'.!"'lmm m’nus] - A FORVARDING RULES | £=) SECURITY. sa—r.um‘ 7] ADVANCED SETTING *,'_T-.}.'.'\.Ioomoxl
o [ =2 e | e

AL

* Systemn Time (2 Systam Log [HELP]
» System Log Item Setting Enable

* Dynamic DNS b [P Address of Syslog Server 192 168 1.:' |

- QoS Rille b E-mail Alert il

* stime ® SWITF Server IF/Por i '

fiRouton * E-mail addresses a

* schedule Aule |

* E-mail Subject

|
*® Username | |
|

* Password

b Log Type System Activity
Debug Information
Attacks

Dropped Packets
Motice

[ View Log.. ”Save][l_lndo]

This page support two methods to export system logs to specific destination by means of
syslog(UDP) and SMTP(TCP). The items you have to setup including:

IP Address for Syslog

Host IP of destination where syslogs will be sent to.

Check Enable to enable this function.

E-mail Alert Enable

Check if you want to enable Email alert (send syslog via email).

SMTP Server IP and Port

Input the SMTP server IP and port, which are concated with ":". If you do not specify port
number, the default value is 25.

For example, "mail.your_url.com" or "192.168.1.100:26".

Send E-mail alert to

The recipients who will receive these logs. You can assign more than 1 recipient, using *;' or
') to separate these email addresses.
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3.3.4.3 DDNS Service

B Skl W R T Adbeancesd ¥ Logout | Encish -

|l asac seTTiMG | A PEAAONNG AULES | ) MUY SETTHG ADVAMCED SETTING | § .~ FERLA
-~ o L =

IEem Satting

fhyrasrruc TEY

To host your server on a changing IP address, you have to use dynamic domain name
service (DDNS).

So that anyone wishing to reach your host only needs to know the name of it. Dynamic
DNS will map the name of your host to your current IP address, which changes each time
you connect your Internet service provider.

Before you enable Dynamic DNS, you need to register an account on one of these
Dynamic DNS servers that we list in provider field.

To enable Dynamic DNS click the check box next to Enable in the DDNS field.

Next you can enter the appropriate information about your Dynamic DNS Server.

You have to define:

Provider

Host Name

Username/E-mail

Password/Key

You will get this information when you register an account on a Dynamic DNS server.
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o ADMINISTRATOR's MAIN MEHU Al Status NY Wizard A Advanced » Logout |English |
‘i"}ﬂmc'mﬂﬁ . FORVARDING RULES | £ SECURITY SErnms‘ 1) ADVANCED SETTING |1 12 TOOLEDX

st e i SHMP Setting [HELP]
* Systern Log ltem Setfing
¢ Dynamic DHE » Enahle SHIMP ¥ Local CIRemate
@30S Rule: r Get Sommunity |DurJIic
* SHMP » Set Community | private
* Roufing r P
* Schedule Rule =k

P

» P4

» SNMP Version v @vze

In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to give a
user the capability to remotely manage a computer network by polling and setting terminal
values and monitoring network events.

Enable SNMP

You must check Local, Remote or both to enable SNMP function. If Local is checked, this
device will response request from LAN. If Remote is checked, this device will response
request from WAN.

Get Community

Setting the community of GetRequest your device will response.

Set Community

Setting the community of SetRequest your device will accept.

IP1,IP2,IP3,IP 4

Input your SNMP Management PC’s IP here. User has to configure to where this device
should send SNMP Trap message.

SNMP Version

Please select proper SNMP Version that your SNMP Management software supports.

60 AirLive GW-300R User’s Manual



> 3. Making Configuration
[ L - ®
All‘ iwe

3.3.4.5 Routing

1 FADMINISTRATOR's MAIN MENU Al Status NY Wizard {8 Advanced » Logout |English (¥
‘ilmsac SETTHIG | 4, FORWARDING RULES | = SECURITY SET"{WG‘ N7} ADVANCED SETTING || t< JOOLBOX

S Sretane L Routing Table FHELP]

S Evetan ey Item Setting

+ Dynarmic DHS » Dynamic Routing @ Disable O RIFV1 O RIFv2

T b Static Routing @) Disahble O Enable

. SHMP [0} Destination Subnet Mask Gateway Hop Enable

* Routing 1 I D

« Schedule Rile 2 O
E O
4 =
5 ]|
& O
7 O
8 ] | O

E)

Routing Tables allow you to determine which physical interface address to use for outgoing
IP data grams. If you have more than one routers and subnets, you will need to enable
routing table to allow packets to find proper routing path and allow different subnets to
communicate with each other.

Routing Table settings are settings used to setup the functions of static.

Dynamic Routing

Routing Information Protocol (RIP) will exchange information about destinations for
computing routes throughout the network. Please select RIPv2 only if you have different
subnet in your network.

Otherwise, please select RIPv1 if you need this protocol.

Static Routing: For static routing, you can specify up to 8 routing rules. You can enter the
destination IP address, subnet mask, gateway, hop for each routing rule, and then enable
or disable the rule by checking or unchecking the Enable checkbox.
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Example
192.168.1. XXX
Submask

% 1921683 \\;x M‘lﬁa ! 21 . 1
Clinet] Routerl ]U‘:R: }:';; 21 03 Clinet2
192.168.3.11 192.168.1.216 192.168.0.2

Clinet3
192.168.12.22
Configuration on NAT Router
Destination SubnetMask Gateway Hop Enabled
192.168.3.0 255.255.255.0 192.168.1.216 1 i
192.168.0.0 255.255.255.0 192.168.1.103 1 i

So if, for example, the client3 wanted to send an IP data gram to 192.168.0.2, it would use
the above table to determine that it had to go via 192.168.1.103 (a gateway),

And if it sends Packets to 192.168.3.11 will go via 192.168.1.216

Each rule can be enabled or disabled individually.

After routing table setting is configured, click the save button.
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3.3.4.6 Schedule Rule

r Logout |Eng|lsh »

* Bystem Time
* SystemLog

* DynamicDNS'
* QoS Rule

* SHMP

* Routing

U Schedule Rule

[HELE]

ltem

Setting

v Schedule

[ enabte

Rule#

Rule Hame ‘

Action

[save] [ AddNewRule.

]

You can set the schedule time to decide which service will be turned on or off. Select the

“enable” item.

Press “Add New Rule”

You can write a rule name and set which day and what time to schedule from “Start Time”
to “End Time”. The following example configure “ftp time” as everyday 14:10 to 16:20

1) ADMINISTRATOR'S MAIN MENU Al Status NY wizard i Advanced » Logout | English ¥
lg
Ve U Schedule Rule Setting [HELP]
R ltem Setting
I mm; b Name of Rule 1 [ 1]
-'msm# » System Time Friday, December 17, 2010 5:38:56 PI
= Qﬂan Week Day Start Time (himm) End Time (hh:mm)
" non sunday E|_| :‘I:|
 Senedue nule Monday [ ] [ [ |
Tussds) ] [ L]
Wednesday DE ’:‘:‘
Thursday | [ ]
Frday [ L] [ L]
Saturday [ L] [ L]
Every Day [ L] [ L]
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Schedule Enable

Selected if you want to Enable the Scheduler.

Edit

To edit the schedule rule.

Delete

To delete the schedule rule, and the rule# of the rules behind the deleted one will decrease
one automatically.

Schedule Rule can be apply to Virtual server and Packet Filter, for example:

Exanple1: Virtual Server — Apply Rule#1 (ftp time: everyday 14:20 to 16:30)

N wizard ‘UM Advanced English

e O Virtual Server [HELP]
+ Specis! AP Well known services | — select one - 7|
. Misicaacous Scheduls ruls| (00Always s [ Copyto |ip[— |

o Server P Service Ports Protocol Enable | Schedule Rule#

1 192,168,11 | 21 | | [Both & ]

2 192.188.1) | | | | [een i@ | O b |

3 1921681 | | | | [Both 0 o ]

4 192.168.1) | | | | [Betr | | O b ]

5 1921681 | | | | [Bath & | O b

§ 192.168.1) | | | | [petn ] | O o |

7 1921681 | | | | [Bath | | O o]

g 1921681 | i | | [een & | O o]

9 102,168 | I | | [een @ | O o |

10 1021881 | | | | [eom ] | O b ]

[ Mext== | [Save || Unde |
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Exanple2: Packet Filter — Apply Rule#1 (ftp time: everyday 14:20 to 16:30).

1 ADMINISTRATOR's MAIN MEHU il Status N wizard il Advanced

3. Making Configuration

English

" Puket e U Qutbound Packet Filter [HELP]
* Domain Filters ftem S
. URLBiocking » Outbound Filter [ Enable
% Itiriet Aocrss Hontrod {8 Allow all to pass exceptthose match the following rules
'_ - : 0 Deny all to pass except those match the following rules.
. l Block List |~ selectone — (|
Schedule rule | 00)Aways [ Copito |ip|- |
Jin] Source IP Destination IP : Ports Enable Schedule Rule#
1 | || FETN | i = B
2 | | | /i | ]
3 | | | | || O |
4 | | | I || O o |
: | | | I I= o
: | | | ] || O o]
7 | | | I || O o ]
B | | | I || O o

[Save | [Undo |[  Inbound Filter...

]

AirLive GW-300R User’s Manual 65




3. Making Configuration

¥,
Air Live

3.3.4.7 QoS Rule

1 WOMINISTRATOR's MAIN MENU Al Status NY Wiizard ‘i1 advanced ! English  »|

+ System Time 13 QOS Rule

* System Log - setting

* Dynamic DNS b Q08 Control [ Enable

* Gos Rule Well known senvices | — selectone ~ v |

. sump Schedule ule | (00)Aways v |[ Capyte |ip [~ ]

i 1D Local IP Remote IP : Ports QoS Prionty Enable e

+ Schetule ule Ruls#

Lok 1 |192.168.1.161 | [1eB8823 | |21 | | [High | F]
2| | | ] [ J|wma®| o |p_
s | | [l . |wmew| o b
4 | | | | | | |Normal w| ] IZ’
3 | | | K | |N0rma| _v>| O D
i | | | 1| | | [Normal »| O |E
5 | | | B | | [Normal ! 0 b ]
- | | | | | | [Mormal | O o]
Local IP:

Please input Client IP,ex192.168.1.161.

Remote Priority:
Please input Global IP and port,ex:168.96.2.3 and port 21
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3.3.5 Toolbox

L1 ADMINISTRATOR's MAIN MENU

3. Making Configuration

NY Wizard 1 Advanced

il Status

* View Log

« Firmware Upgrade
* Backup Seting

* Reset to Dafault

3.3.5.1 View Log

o ADMINISTRATOR's MAIN MENU

1 Toolbox

* View Log
- View the system logs:
* Firmware Upgrade
- Prampt the administrator for a fils and uparade itto this device.
* Backup Setting
- Save the seftings of this device toafile.
® Reset to Default
-~ Resetthse settings of this device to the default values.
* Reboot
- Rebootthis device.
* [iscellaneous
-~ MAC Address for Wake-on-LAN! Let you o power up another netwaork device
remotely.

- Doniain Mame or |IP address for Ping Test Allow you to configure an IF, and
ping the device. You can ping a secific IP to test whether it Is alive.

<l status NY iizara T80 advanced b L

ut | English b

" View Log

.ﬁ -
* Reset to Befault

* Repoot

I System Log

Item Info
WAN Type Static IP Address (R0.29a0)
Dispiay time Fri Cec 17 17:44:29 2010
Time Log
Friday, Decernber 17, 2010 238:37 PM Blocked access attemptfram 192 168.0.10:2200 to UDP port 19287

Friday, December 17,

2010 240:36 FM

Adminfram 192.168.1,160 [ogin successiully

Friday, December 17,

2010 248:31FM

Adminfram 1921681161 [ogin successiully

Friday, December 17,

2010 250:06 PM

Restarted by 192.168.1.161

Friday, December 17,

2010 280:50 FPM

User fram 192.168.123 161 lagin failed

Friday, December 17,

2010 250:54 PM

Admin from 192 168 123 161 login succeasfully

Friday, December 17,

2010 28122 FPM

Associated: 00-12-0E-94-B2-15 st=0

Friday, December 17,

2010 25542 FPM

Disassociated: 00-12-0E-94-B2-15 weid=1

Friday, December 17,

2010 28812 FM

Adminfrom 192.7168.123.161 loaged aut

Friday, December 17,

2010 25741FM

Userfrom 192 168.123 161 |ogin failed

Friday, December 17,

2010 26745 FM

Adminfrom 192.168.123.161 login successiully

Friday, December 17,

2010 311423 FM

Restarted by 192.168.123.161

Friday, December 17,

2010 3:14:25 PM

DOD:192.168 123,161 guery DMS for messenger hotmail.com

Friday, December 17,

2010 311425 FM

DHCP:discaver(My Hast)

Friday, December 17,

2010 31425 PN

DHCF:affer(192 165.1.234}

You can View system log by clicking the View Log button
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3.3.5.2 Firmware Upgrade

) ATHAINISTRATOR s BIAIR MEKL FE e Vilizand TH sabvacend b Lonusi  English a8

P | -
Rﬁ J|,l' .Lu-!.n_csrnqg:.L._J. FORYIARDIIG RULES || £=8 umw.srnmr._] ST | AIVANGED SEFTING | | L TOOLBOK |

| 1 Tirmerare Lpgrada

o Aeew Log | |
Firmwsare Filename |
* Firmemee Lipgress |
| T
= Basiup Soning LBEnEE
|
i Curgi Birvrmaig wgesdon 15 B0, 2000 The upEail poceduie lakes ghoud 20 seconds
= Aewet fo Delauin
|
|
& Pk |
| Fhabe! Do nied posent oft Thin il whien il s Deing apgraded
& Miscsllanoouss |
i viTen Me wpgrade I8 done successlully, e unilwill 0o reslansd aulcmascall

| Upgtade Cancal |

You can upgrade firmware by clicking Firmware Upgrade button.

3.3.5.3 Backup Setting

Nle Download

Do you want to open or save this file?

; Marne:  config, bin
Sl Type: WLC media file ¢ bin}
From: 192.168,123.254

Open ][ Save ]|] Cancel |

Always ask before opening this type of file

harm your computer: [f you do not ust the source. do not openar

lé] Wwihile files from the Internet can be uzeful, some files can patentially
- save this file. What's the rigk?

You can backup your settings by clicking the Backup Setting button and save it as a bin file.
Once you want to restore these settings, please click Firmware Upgrade button and use
the bin file you saved.

3.3.5.4 Reset to default

Microsoft Internet Explorer _::'-'.' '

‘i) Reset 2l setting to default?

L

koK ;I Cancel ]

You can also reset this product to factory default by clicking the Reset to default button.
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3.3.5.5 Reboot

Microsoft Internet Explorer

.\:{_} Feboot right noiw?

| K il Cancel ]

You can also reboot this product by clicking the Reboot button.

3.3.5.6 Miscellaneous Items

| ;
1 ADMINISTRATOR's MAIN MENU Al Status NY Wizard ﬁl Advanced + Logout | English V| |

‘i'-:.'mstc SETTING | L7, FORWARDING RULES | (= SECURITY S.mm.GJ 7 w\raucan_sfrnnajx_l&noomox‘

s g I
S oG Miscellaneous ltems [HELP]
ltem Setti
* Firmware Upgrade ng
* Backup Setting b MAC Address for Wake-on-Lan | |[ Wake up J
* Resel to Default v Domain Name or IP address for Ping Test | i
* Reboot
* Miscellaneous:

MAC Address for Wake-on-LAN

Wake-on-LAN is a technology that enables you to power up a networked device remotely.
In order to enjoy this feature, the target device must be Wake-on-LAN enabled and you
have to know the MAC address of this device, say 00-11-22-33-44-55. Clicking "Wake up"
button will make the router to send the wake-up frame to the target device immediately.

Domain Name or IP Address for Test

Allow you to configure an IP, and ping the device. You can ping a secific IP to test whether it
is alive.

AirLive GW-300R User’s Manual 69



Appendices and Index

—>
Air Live
Appendices and Index

802.1x Setting

1 Equipment Details

PC 1
(USER A) ~ l
N
Wireless =~ . ¢
PC 2 —— Wired LAN
(USER B) OUTad ~y
| AuthenSeator C} '
192.168.1.254 i N
| ~
i Ruthentication Server
! { Windows 2000 Radius server)
192.168.0.33

Figure 1: Testing Environment (Use Windows 2000 Radius Server)
PC1:
Microsoft Windows XP Professional without Service Pack 1.
AirLive WN-200USB
Driver version:
PC2:
Microsoft Windows XP Professional with Service Pack 1a or latter.
AirLive WN-200USB
Driver version: 1.7.29.0 (Driver date: 10.20.2001)
Authentication Server: Windows 2000 RADIUS server with Service Pack 3 and HotFix
Q313664.
Note. Windows 2000 RADIUS server only supports PEAP after upgrade to service pack
3 and
HotFix Q313664 (You can get more information from
HHhttp://support.microsoft.com/default.aspx?scid=kb; en-us;313664UHH)
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Configuration:
Enable DHCP server.
WAN setting: static IP address.
LAN IP address: 192.168.1.254/24.
Set RADIUS server IP.
Set RADIUS server shared key.
Configure WEP key and 802.1X setting.

The following test will use the inbuilt 802.1X authentication method such as ,EAP_TLS,
PEAP_CHAPv2(Windows XP with SP1 only), and PEAP_TLS(Windows XP with SP1 only)
using the Smart Card or other Certificate of the Windows XP Professional.

3. DUT and Windows 2000 Radius Server Setup
Setup Windows 2000 RADIUS Server
We have to change authentication method to MD5_Challenge or using smart
card or other certificate on RADIUS server according to the test condition.
Setup DUT
Enable the 802.1X (check the “Enable checkbox®).
Enter the RADIUS server IP.
Enter the shared key. (The key shared by the RADIUS server and DUT).
We will change 802.1X encryption key length to fit the variable test
condition.
Setup Network adapter on PC
1.Choose the IEEE802.1X as the authentication method. (Fig 2)

Note.

Figure 2 is a setting picture of Windows XP without service pack 1. If users upgrade to
service pack 1, then they can’t see MD5-Challenge from EAP type list any more, but they
will get a new Protected EAP (PEAP) option.

Choose MD5-Challenge or Smart Card or other Certificate as the EAP

type.

3.1f choosing use smart card or the certificate as the EAP type, we select to
use a certificate on this computer. (Fig 3)
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4. We will change EAP type to fit the variable test condition.

-~ Wireless Metwork Connection Properties @E|

General | Wireless Metworks | Authentication | Advanced

Select thiz option to provide authenticated network, accessz for
wired and wirelezs Ethernet network s,

Enable network, acceszs control uzing IEEE 8021
EAP type: | Smart Card or ather Certificate W

MDB-Challenge

Smart Card or other Certificate

Authenticate az computer when computer information s avalable

[[] Awthenticate as guest when uger or camputer information iz
unavailable

[ Ok l [ Cancel

Figure 2: Enable IEEE 802.1X access control
Figure 3: Smart card or certificate properties

4. Windows 2000 RADIUS server Authentication testing:

4.1 DUT authenticate PC1 using certificate. (PC2 follows the same test procedures.)
Download and install the certificate on PC1. (Fig 4)
PC1 choose the SSID of DUT as the Access Point.
Set authentication type of wireless client and RADIUS server both to EAP_TLS.
Disable the wireless connection and enable again.
The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC1. (Fig 5)

Windows XP will prompt that the authentication process is success or fail

and end the authentication procedure. ( Fig 6)
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Terminate the test steps when PC1 get dynamic IP and PING remote host
successfully.

Certificates

Intended purpose: | <hll= L¥S |

Personal | Cther People | Intermediate Certification Authorities | Trusted Root Certificatior € *

Is Issued By Expiratia. .. FIE

< [Elrael WirelessCa 2612004 <Mone
\"‘"-.__‘______ __'_'_'_'_,_,..--l"

Certificate intended purposes

Wiew

Cloze

Figure 4: Certificate information on PC1

" Network Connections

Filz

Edit View Favorites Tools Advanced  Help —Eb

J lj /',..'SBarch i'i__" Folders v

‘;;. Metwark Connections

Address

v Qe

< | LAN or High-Speed Internet
| Network Tasks

’71 Create a new
connection

Q Set up a home or small
office network

fﬁ Local Area Connection Wirelpss hlebwork Conpeckion
Disabled Oftempting o authenticate
v e i iy

|__3 D-Link DFE-530TH PCI Fask EL. .. i =

Appendices and Index
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Figure 5: Authenticating

* Network Connections EJ@@

File Edit “iew Favorites  Tools  Advanced  Help iy

I'ﬁh / ) Search |- Folders v

Address ||’.}J Metwaork Connections by G0
| _ — _:'_f #| LAN or High-Speed Internet
Network Tasks (&) E
|

1 = 3 Local Area Conmection
3| Create anew rﬂ Disabled
connection M D-link DFE-530Tx PCI Fast EE..
v

=4 =

£y Sk up & home or small
—office network

Figure 6: Authentication success

4.2 DUT authenticate PC2 using PEAP-TLS.

PC2 choose the SSID of DUT as the Access Point.

Set authentication type of wireless client and RADIUS server both to PEAP_TLS.
Disable the wireless connection and enable again.

The DUT will send the user's certificate to the RADIUS server, and then

send the message of authentication result to PC2.

Windows XP will prompt that the authentication process is success or fail and end the
authentication procedure.

Terminate the test steps when PC2 get dynamic IP and PING remote host
successfully.

Support Type: The router supports the types of 802.1x Authentication:
PEAP-CHAPvV2 and PEAP-TLS.
Note.
PC1 is on Windows XP platform without Service Pack 1.
PC2 is on Windows XP platform with Service Pack 1a.
PEAP is supported on Windows XP with Service Pack 1 only.
Windows XP with Service Pack 1 allows 802.1x authentication only when data encryption
function is enable.
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WPA Settings

PC 1
(USER A)

P 2
(USER B)

WiEll LAN

Lan IP:192.168.1 254 \-.,_‘_‘ E

i Ruthentication Server
’ { Windows 2000 Radius server)
192.168.122.1

Wireless Router: LAN IP: 192.168.1.254
WAN IP: 192.168.122.216
Radius Server: 192.168.122.1
UserA : XP Wireless Card:Ti-11g
Tool: Odyssey Client Manager
Refer to: HHUwww.funk.comUHH
Download: HHUhttp://www.funk.com/News&Events/ody ¢ wpa preview pn.aspU

Or Another Configuration:
PC1
(USER A) R l
-
|
o9 |
Wireless ~ .|
PC2 '“ Wired LAN

(USER B)
192. 153 1.254 E

Authentication Server
{ Windows 2000 Radius server )

192.168.1.33

AirLive GW-300R User’s Manual 75



) Appendices and Index
Air Live

r Aalve
WPA:

For this function, we need the server to authenticate. This function is like 802.1x.

PC1

(USER A) ‘x

Wan IP:192.168.122.216

P 2

erel-ess
'“ ) Wired LAN
(USER B)
Lan IP: 192 168.1.254 E

Authentication Server
{ Windows 2000 Radius server )
192.168.122.1

The above is our environment:

Method 1:

1. The UserA or UserB have to get certificate from Radius, first.
HHUhttp://192.168.122.1/certsrvU

account : fae1

passwd : fae1

Connect to 192.168.122.1

=
25

Connecting bo 192.1658.122.1

User name: |ﬁ | vl :

Passwiord; | |

[ Remember my passwaord

L 8] 4 J [ Cancel

2. Then, Install this certificate and finish.
3. Go to the Web manager of Wireless Router to configure, like below:
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Metwork ID{S5I10) ;_1__2_-_5}_:}:

Channel I_EZ_:;

Security ._WP.E_E

RADIUS Server IP 19216812241 ]
RADIUS port 1812 |
RADIUS Shared Key |costra |

4. Go to Odyssey Client Manager, choose “Profiles” and Setup Profile name as “1”

Add Profile

W Prafile name: |1

User Info 1.-“-‘-.uthenti-:ati-::n] TTLS Settings | FEAP Settings

ﬂ Lagin narme; Ifae'l

- Pazzword -
¥ Permit login using paszword

" uzeWindows pazsword
" prompt for pazsword
* uze the following password:

]fae1

¥ Unmask

Certificate -

[+ Permit login using my certificate:

fael

Wiew . ‘ Browse ... ‘

] | Cancel |
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Login name and passwd are fae1 and fae1.
Remember that you get certificate from Radius in Step1.

5. Then Choose “certificate” like above.

Select Certificate

Personal Certificates

lzsued To | Iszued By | E

e | B |
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6. Then go to Authentication and first Remove EAP/ TLS and Add EAP/TLS again.

Prafile harme: |1
UserInfo Authentication | TTLS Settings | PEAP Settings |

Authentication protocolz, in order of preference:

EAP / TLS ~ | A |
Add ... |
Bemove |

W Walidate server certificate

k. Cancel
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7. Go “Network” and Select “1” and ok

Network Froperties

Appendices and Index

i~ Metwark,

MHetwark, name [S5100; 11 23kk

[ Conmect to any available netwark

Dezcnption [ophional]: |

MHetwork, type:

Azsociation mode;

Encryphion method:

J.-’-‘-.u:u:ess point [infrastructure mode)

- Authentizat

v Authenticate uzing profile:

i Pre-zhared key MwFA)-

¥ EKeys will be generated aufomafically for data privacy

-

o]

Cancel
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8. Back to Connection and Select “123kk.

Appendices and Index

If successfully, the wireless client has to authenticate with Radius Server, like below:

fwiik Fropartiss

Mstraek
Mol name [RSIDE

||.2.31v;l.

7 [Coenect in any aeiable nehwork

[eceagin |ophonal]

[y y Uhieud

Vs St s o et de 1o an aninsied g
T herrrangne o mer shewn, [rets [Ha]
Tes Aerrgumanty Ll s sorevs, pect [V

T o preimaarsanthy frust iy serven, check add thiy turted server io

Hrtwark e the datshane™ ard prea [rler]
IE e Cunmuctsan
i dapise [THETH 30 WLAN adacs fioruiecpiy chowr
BN Mol & . al e
i I Paohles A WisksislA
Ercryphon method: ; _l_h"" o i . e T by ki o b
-?-#nmr.m-. I Cgrnech o netwods (44 (178K
T @ 2k Seon ks
o Ayenicale i Loraeote o sher
e ol b ot ﬂ Tasstmd Sntvers ilnﬁ-:d Wiew
P o e —
5 : Wpbwod [SSID)
Prt-chiied key [aTA| Heine I pd i uthed server 1o tha detsbans
Packeh infout

Heconnes! ]

Seerver name M e v

Proceed la authenhc sts wilh the serve 7

‘e | ! HE‘

9. Result:

.@[. " Connection
it

Adapter |T-‘1IZTI 130°WLAH Adapter _-_rJ
{ 1 Frofies Avfapier yper  warrdnas
-,-&u.m.h W Cgrrectinnetuod: (s (17000 =]
ﬂﬁun—icm Lists e —_—— =k

- Corifiection infomation —_

ﬁ Tnedead Sererns Bk open and aathenticated

kL = fomra
.@“Wf Ntk (55001 T
Becass ponk 050-10400H0F 10
Packsts infout 12679113605
Brconnect Rpautkertican | d &, =
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1. The UserA or UserB have to get certificate from Radius,first.

HHUhttp://192.168.122.1/certsrvU

account:fae1
passwd:fae1

Connect to 192.168.122.1

2. Then Install this certificate and finish.

3. Setting on the router and client:

Router:

2
A
Connecting bo 192.1658.122.1
User name: | g | w | :
Passwiord; | |
[ Remember my passwaord
L (04 J [ Cancel
Network ID(S5ID) 123Kk
Channel |8 %
. P —
Security P, v |

B02.1X Settings
RADIUS Server IP
RADIUS port
RADILS Shared Key

1192168122 1

1812

||:|:-stra
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Client:

Go to “Network Connection” and select wireless adapter.

Choose “View available Wireless Networks” like below:

Advanced-> choose “123kk”

Select “WirelessCA and Enable” in Trusted root certificate authority:
L Wireless Network Connaction 4 Properties |2 [X

i_-.G.'?fE'.a_l-li _AUthenticati;i_ﬁﬁ_“{amed| Smart Card or other Certificate Properties E| r)__(|

; ; ; : i ting;
Select thiz option to pravide authenticated network. access for SELAEHE

wired and wireless Ethermet networks. () Use my smart card

(®) Use a certificate on this computer

= | Validate server certificates

[[] Conmect only if server name ends with:
T | |
e L
Trusted oot certific
Authenticate az computer when computer infarmation iz available |
[] Awthenticate as guest when user or computer infarmation is e i e el

unavailable

I Ok l[ Cancel ]

[ 0K J [ Cancel

. 123k properties

Asgociation i Authentication |

Jge Windows to configure my wirgless nebwork. settings Metwark namme (55101 | 1

Avallable networks: Wireless nebwork key

To connect to an availsble network, click Configure,

1 dal= Configure

1 amit0l

Thig netwo a ke for the following:

[0

etwork, Authentication:

ta encryption:

Prefered netwark s MNebwark ke | |

Automatically connect to available networks in the order listed

belaw: |
1 123k o up

[ Add... ] [ Remove ] ,_ Froperties ]

Learn abaout setting up wireless natwark,

confiquration.

Ok ][ Cancel ] [ Ok ][ Cancel

Then, if the wireless client wants to associate, it has to request to authenticate.
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FAQ and Troubleshooting

What can | do when | have some trouble at the first time?

1. Why can | not configure the router even if the cable is plugged in the ports of Router and
the led is also light?

A: First, make sure that which port is plugged. If the cable is in the Wan port, please
change to plugin Lan port 1 or Lan port 4:

4 K. . 1

Then, please check if the Pc gets ip address from Router. Use command mode as below:

WAN

C:“Documents and Settings“airlive—hpnbXipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IF Addiess. = = = = w5 w2 s e s e 8 A9 1681199
Subnet Mazk = 255 255 _25%5.8
Default Gateway : 192.168.1.254
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If yes, please execute Browser, like Mozilla and key 192.168.1.254 in address.
If not, please ipconfig /release, then ipconfig /renew.

snipeconfig Arelease

Jindows IP Configuration

thernet adapter Local Area Connection:

Connection—specific DMS Suffix . =
P Add¥ess. o0 w0 5% e = =
Subnet Maszk :
Default Gateway

swripeonfig Srenew

Jindows IP Configuration

thernet adapter Local Area Connection:

Connection—specific DHS Suffix . = 192_168.1.199

P Addyess: s o0 % g 2 §rRTEe & :
Subnet Mazk £ Aabedun b0

Default Gateway : 192.168.1.254

Whatever | setup, the pc can not get ip. Please check Status Led and refer to the Q2:

2.Why can | not connect the router even if the cable is plugged in Lan port and the led is
light?

A: First, please check Status Led. If the device is normal, the led will blink per second.
If not, please check How blinking Status led shows.
There are many abnormal symptoms as below:
Status Led is bright or dark in work: The system hanged up .Suggest powering off and on
the router. But this symptom often occurs, please reset to default or upgrade latest fw to
try again.
Status led flashes irregularly: Maybe the root cause is Flash rom and please press reset
Button to reset to default or try to use Recovery mode.(Refer to Q3 and Q4)
Status flashes very fast while powering on: Maybe the router is the recovery mode and
please refer to Q4.

3.How to reset to factory default?

A: Press Wireless on /off and WPS button simultaneously about 5 sec

Status will start flashing about 5 times, remove the finger. The RESTORE process is
completed.
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4 \Why can | not connect Internet even though the cables are plugged in Wan port and Lan
port and the leds are blink. In addition, Status led is also normal and | can configure web
management?

A: Make sure that the network cable from DSL or Cable modem is plugged in Wan port of
Router and

that the network cable from Lan port of router is plugged in Ethernet adapter. Then, please
check which wan type you use. If you are not sure, please call the isp. Then please go to
this page to input the

information isp is assigned.

- Choose WAN Type

Twpe Usage
O Static IP Address ISP azsigns you a static IP address.
® Dynarmic IF Address Obtain an IP address from 3P automatically.
C Dwynamic IP Address with Road Runner Session Management.(e.o. Telstra BigPaond)
0 PPP over Etharnet Some ISPs reguire the use of PPPOE to connect to their services.
) PPTR Some ISPs require the use of PPTP to connectto their services.
O L2TP Some |SPs require the use of L2TP to connect to their services.

5.When | use Static IP Address to roam Internet, | can access or ping global IP
202.93.91.218, But | can not access the site that inputs domain name, for example
HHUhttp://espn.comUHH ?

A: Please check the dns configuration of Static IP Address. Please refer to the information
of ISP and assign one or two in dns item.
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How do | connect router by using wireless?

1.How to start to use wireless?

A: First, make sure that you already installed wireless client device in your computer. Then
check the Configuration of wireless router. The default is as below:

- Wireless Setting [ HELP ]
tem Setting

FiWireless OEnable @ Disable

F Metwork ID(SSI0) default

b Wireless Mode O 11 igin Mixed O 110 anly

» 8810 Broadtast ® Enanle O Disakle

¢ Channel 11 el

b Security Mone ]

| save || Undo || wDS Setting... |
| MAC Address Control... | | wireless Client List... |

About wireless client, you will see wireless icon:

L5 ‘-j-'!

Then click and will see the ap list that wireless client can be accessed:

" default Signal Strength: ool
Related Tasks " Non-secure wireless network
\_1 Change preferred " BombTest Signal Strength: |:|I]|]|][|
wireless network a

Security-enabled wirsless network y
K

:, Learn about wireless

If the client can not access your wireless router, please refresh network list again. However,
| still can not fine the device which ssid is “default’, please refer to Q3.
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Metwork Tasks Choose a wireless network
2 Refresh Click. an item in the list below to connect to a wireless network in range or to get more
network list inFarmation,
" default Signal Strength: nl]l][”]
7 Hon-secure wireless network Connected

Choose the one that you will want to connect and Connect:

= default Signial Strengthe 11
~}~
Related Tasks i Mon-secure wi 5 niebwork,

Iﬂ Change preferred e - . = m .
el Wireless Metwork Connection

Learn about wirele
networking

>

"default" does not require a network key, Information sent over this network is
not encrypted and may be wisible ko others,

D

e, Change settings ol
# conneckion

IF wou are sure wou wank to connect to this network, click Connect, Otherwise,
click Cancel.

Conneck ‘ Cancel |

If successfully, the computer will show

-
jrj Wireless Network Connection 5 is now connected | X

Speed: 54.0 Mbps

nmand Prompt | 1._';* untitled - Paint | 2 l}t\?gll

and get ip from router:

Ethernet adapter Local Area Connection 5:

Connection—specific DHS Suffix

IP address. . . . . 192.168.1.165
Subnet Mask . . . 255.255.255 .8
Default Gateway . 122.168.1.254
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2.When | use AES encryption of WPA-PSK to connect even if | input the correct pre-share
key?

A: First, you must check if the driver of wireless client supports AES encryption. Please
refer to the below:

Related Tasks ‘[ Mon-secure wireless network,
|£| Change preferred o) 217 Signal Strength: gl
wireless netwark *r Security-enabled wireless network

L=

Lt
i Learn about wireless
+ networking

ZyXEL Signal Strength: poplll
Mon-secure wirgless network

".
=%

<., Change settings of this
# conneckion

C = Aaron2 Signal Strength: |:|IZI|]|]|]

If SSID is default and click “Properties” to check if the driver of wireless client supports AES
encryption.

default properties ﬂﬂ

Azzociation l Authentication ] Conkection ]

Metwark, name [S5100; |

Wireless network key

Thiz netwark, requires a key for the following:

M ebwark, Authentication:

Doata encryption:

M etwork key: |

Confirm nebwork, key: |

k. | Cancel
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3. When | use wireless to connect the router, but | find the signal is very low even if | am
close to the router?

A: Please check if the wireless client is normal, first. If yes, please send the unit to the
seller and verify what the problem is.
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