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Introduction

1.1 Overview

Instead to restrict the access right of communication software, the AirLive brings you a
brand new model of Internet Activity Recorder, IAR-5000. It can record the defined service
packets in its hard disk, and provide the log to administrator for monitoring. With Sniffer
mode or Bridge mode, network administrator will not need to change current network
topology, and construct the advanced secure mechanism to protect the confidential
information.

1.2 Firmware Upgrade and Tech Support

If you encounter a technical issue that can not be resolved by information on this guide, we
recommend that you visit our comprehensive website support at www.airlive.com. The
tech support FAQ are frequently updated with latest information.

In addition, you might find new firmwares that either increase software functions or provide
bug fixes for IAR-5000. You can reach our on-line support center at the following link:
http://www.airlive.com/support/support 2.jsp

Since 2009, AirLive has added the “Newsletter Instant Support System” on our website.
AirLive Newsletter subscribers receives instant email notifications when there are new
download or tech support FAQ updates for their subscribed airlive models. To become an
AirLive newsletter member, please visit: http://www.airlive.com/member/member_3.isp

@ hittp e adtlive comimemberimember 3 registration jsp

Monthly news @[] Subseribe Language :

Instant Support - Subscribe Language @ | English v

Product Secondary

Praduct Main Category C hodel WO

ategory
Print Server | MESH Cutdoor AP/Bridge Airtlaxd
Router 11a/big Outdoor AP/Bridge WWHASSOOCPE-PCEA
Security Gateway 119 Outdoar AR/Bridge WHA-SS00CPE
Skype 11b Outdoar AR/Bridge WH-S4A00CPE-ESD
Switches e |3GHZ Qutdoor Bridge o |WH-S420CPE
“olP Outdoor Booster

YWirelegs Indoar
YWireless Accessory
YWireless Outdoar
Application Flash %

Cutdoor CPE

Figure: AirLive Newsletter Support System
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1.3 Features

B Sniffer and Bridge mode

B SMTP, POP3/IMAP, HTTP, IM, Web SMTP, Web POP3, FTP, and Telnet Content
Record

m M, P2P, Web mail signature pattern update

IM Management

Application Management for Peer-to-Peer Sharing, Multimedia Streaming, Online
Gaming, VPN Tunneling, and Remote Controlling program

User Authentication
Content Auditing
Anomaly Flow IP

Remote Backup

AirLive 1AR-5000 User’s Manual 2
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2. Install the 1AR-5000

2 Installing the IAR-5000

This section describes the hardware features and the hardware installation procedure for
the IAR-5000. For software configuration, please go to chapter 3 for more details.

2.1 Before You Start

It is important to read through this section before you install the IAR-5000

The IAR-5000 is built-in with hard disk installed, so please install IAR-5000 gently
and carefully.

The default hard disk type and size is IDE 160 GB, you can change higher
capacity of hard disk to replace the original one.

You must power off IAR-5000 before to change hard disk. When new hard disk is
installed and power on IAR-5000, system will format hard disk automatically.

The maximum capacity of IDE hard disk is 750 GB.

2.2 Package Content

The IAR-5000 package contains the following items:

One IAR-5000 main unit

User’s Guide CD

Quick Start Guide

CAT-5 UTP Fast Ethernet cable

CAT-5 UTP Fast Ethernet cross-over cable
RS-232 cable

Power code

Rack mount kits and accessories

._aﬁ '@’ﬁ 3| e

Power code R5-231 cable RJ-45 Cable RJ-45 Cross-over cD QG

3 AirLive 1AR-5000 User’s Manual
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2.3 Knowing your IAR-5000

Below are descriptions and diagrams of the product:

No Port Description
1 Console Port 9-pin serial port connector for checking setting and
restore to the factory setting
Use this port to connect to a router, DSL router, or
2 Port 1
Cable modem router
Port 2 Use this port to connect to hub, switch, or switch’s
mirror port
4 USB Not Available
AC Power Input \_/oltages ranging from 100 ~ 240 VAC, and with
a maximum power output of 85 watts.

AirLive IAR-5000 User’s Manual 4
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2.4 LED Table

IAR-5000:
No LED Color Status Description
1 POWER Green On Power on the device
2 Hard Disk Green Blinking |Data reading / accessing

3 Portl (L) Orange Blinking |Sending / Receiving

Portl (R) Green On 100 Mbps
4 Port2 (L) Orange Blinking |Sending / Receiving

Port2 (R) Green On 100 Mbps

IAR-5000 v2:
No LED Color Status Description
1 POWER Green On Power on the device
2 Hard Disk Green Blinking |Data reading / accessing
Portl (L) Orange Blinking |Sending / Receiving
3 -- Off 10 Mbps
Portl (R) Green On 100 Mbps
Orange On 1000 Mbps
Port2 (L) Orange Blinking |Sending / Receiving
4 - Off 10 Mbps
Port2 (R) Green On 100 Mbps
Orange On 1000 Mbps

5 AirLive 1AR-5000 User’s Manual
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2.5 Hardware Installation

m  Bridge Mode: Connect the Port 1 to the firewall or gateway and Port 2 to a LAN
hub or switch.

i
Internet
*
e Firewall

IAR-5000

Izevyivrey vrreivMy
SNMP-FSH2602MG v2

|

L L L

AirLive IAR-5000 User’s Manual 6
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m  Sniffer Mode: Connect the Port 1 to the mirror port of a core switch or any port
available on a LAN hub and Port 2 to the network adaptor of the management PC.

SNMP-FSH2602MG v2

IAR-5000

Sniffer Mode Bridge Mode
Deployment Conngct ’Por§1 to hub or | Between LAN and firewall
switch’s mirror port Router
Anomaly Flow IP Alert only Alert and Block connection
Application Management N/A Yes
IM Management N/A Yes
Authentication N/A Yes

7 AirLive 1AR-5000 User’s Manual
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2.6 Restore Settings to Default

2. Install the IAR-5000

If you have forgotten your IAR-5000s IP address, you can restore your IAR-5000 to the

default settings by console. Please see diagram below for details.

1. Connect 9-pin RS-232 cable to PC and IAR-5000 console port.
2. Open Hyper Terminal program and configure the following settings.

3. Specify a name to the program

Connection Description

“& Mew Connection

Enter a name and chooze an icon for the connection;

M ame:

|IAF-5E,

|zar:

4. Select COML1 as the connecting type

Connect To

[ Detect Carrier Loss
=
=

ok | Cancel

| =
li
|
Connect uzing: | COM1 j
Configure. .. |

AirLive IAR-5000 User’s Manual 8
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5. Fill in Port Setting as following value and click OK to save the setting

COM1 Properties

PDHSEHMQS]

Bitz per zecond

Data bits: |3 |
Parity: |None Rd

Stop bits: |1 =l
Flow contral |Mone |

Restore Defaultz |

] | Cancel |

6. Press “Enter” and input Login name “admin” and password “airlive”.

‘s ESAK - SRR M9[=][E3
wWERE REE WRO 9o @ HeAm

Recorder

IAR-5000 login: admin
Password:

Recorder->

<

JEfR0000:14  EEH{AEl | 9600 8-N-1 NUM

9 AirLive 1AR-5000 User’s Manual
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7. Type “Is” to display the command list

‘g ES-AK - B FRiE

2. Install the IAR-5000

wEE REE WR

Al #EED SR

Recorder
Password:
Recorder->1s
Command :
ifconfig
reset
help
?
exit

Recorder->

IAR-5000 login: admin

passwd_recover

Show Internal IP

Reset Factory Setting
Administrator Password Recover

Help
Help
Exit

Bahigil

9600 8-N-1

NUM

8. Type “reset” to reset the device as default.

AirLive IAR-5000 User’s Manual
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Configuring the
3 IAR-5000

You can configure through standard web browser (http), secured web (https) management.
In this chapter, we will explain IAR-5000’s available management interfaces and how to get
into them. Then, we will provide the introduction on Web Management and recommended
initial settings.

3.1 Important Information
The following information will help you to get start quickly. However, we recommend you

to read through the entire manual before you start. Please note the password is case
sensitive.

d The default IP address is: 192.168.1.1  Subnet Mask: 255.255.255.0
a The default user name: admin

a The default password:  airlive

3.2 Prepare your PC

The IAR-5000 can be managed by a PC. The default IP address of the IAR-5000 is
192.168.1.1 with a subnet mask of 255.255.255.0. This means the IP address of the PC
should be in the range of 192.168.1.2 to 192.168.1.254.

To prepare your PC for management with the IAR-5000, please do the following:

1. Connect your PC directly to the Portl on the of IAR-5000
2. Set your PC’s IP address manually to 192.168.1.100 (or other address in the same
subnet)

11 AirLive 1AR-5000 User’s Manual
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3. Configuring the 1AR-5000

Internet Protocol (TCP/IP) Properties i ﬂil
General |
‘You can get |P zettings assigned autcmatically if your network. supports
thiz capability. Othamwizs, you naad to azk your nebwork administrator for
the appropriate IP settings.
{~ Dhtain an IP addiess automatically
—(% ilze the following IP address:
P address: 192 0168 . 1 100
Subnet mask: I 285 .85 .85 . 0
Default gatewmay: | ; 3 ]
7 OhtaimDNS server address automatically
—% Lse the following DNS server addresses———————————————
Freferred DMS server. I . . .
Alternate DMS server: I . . .
Advanced.. |
0K I Cancel |

You are ready now to configure the IAR-5000 using your PC.

3.3 Management Interface

The IAR-5000 can be configured using one the management interfaces below:

B Web Management (HTTP):
address in the web browser.

management interface. We

You can manage your IAR-5000 by simply typing its IP
Most functions of IAR-5000 can be accessed by web
recommend using this interface for initial configurations.

To begin, simply enter IAR-5000's IP address (default is 192.168.1.1) on the web

M 113 H M ”
browser. The default password is “airlive”.
N Intermet hoibvlty Becorder - Microsedt Intermet Dxplorer =]
Fle Edt Vew Faortes Took  belp [
\ A 3 2 i
Qe - O [ @ P o @ - 57 =5- JEH @
e T TR | = B s
System > Installabion Wimed
e
= Agmin
Trie winard will guids you Twough the nisletor, Peans cick Met 5 contros
- rdietice
= Samngs
» DalwTima
* Parmaed IP5
® Languige | mexi= |
& ekt WS end
# Lesgont
= Sobeare Updaie
[ mentcaton |
f* Musapanent |
¥ foplicaton Minagamant |
FRoes |
[ cotenthugirg |
[ AmomaFlow P |
[ Fatnole oty |
[PRegang |
EET
] torm 0 e

AirLive IAR-5000 User’s Manual
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B Secured Web Management (HTTPS): HTTPS is also using web browser for
configuration. But all the data transactions are securely encrypted using SSL
encryption.  Therefore, it is a safe and easy way to manage your IAR-5000. We
highly recommend the Internet service provider to use HTTPS for management.

To begin, simply enter https://192.168.1.1 on your web browser. A security alert
screen from your browser will pop up. Please grant all permission and get certificate
to IAR-5000. After you pass the security warning screen, you will enter the
IAR-5000's secured web management interface. The default password is “airlive”.

B Intersst Activity Recorder - Microsedt Interset [aplorer
Fls Edt Wew Fyewies Teol Help

Gn.d~___, !:_i-}/mm_-rme_’!:'-

e YR 1601,

L - nstalasen Wiz
- Agimin
Thi wizard wil guide you Shecugh e irtaletion, Plests cick Met & contrus
- It
- Salings
= CintaTima
#* Parmmied IMs
= Language | Wexi= |
@ Iriktallibin Wezand
* Lot
» Sobeare Update
e |
[ umintcaton, |
f* MMsaparrant |
FRoes |
[ CotentAuging |
[F AremayFlow P |
[Flocaimisk |
[* Romote Batiap |
[*Repatng |
T
ﬂm 0 e

3.4 Introduction to Web Management

The 1AR-5000 offers both normal (http) and secured (https) Web Management interfaces.
Their share the same interface and functions, and they can both be accessed through web
browsers. The only difference is HTTPS are encrypted for extra security. Therefore, we
will discuss them together as “Web Management” on this guide.

If you are placing the IAR-5000 behind router or firewall, you might need to open virtual
server ports to IAR-5000 on your firewall/router

B HTTP: TCP Port 80
B HTTPS: TCP/UDP Port 443

This procedure is not necessary in most cases unless there is a router/firewall between
your PC and IAR-5000.

13 AirLive 1AR-5000 User’s Manual
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Normal Web Management (HTTP)
To get into the Normal Web Management, simply type in the IAR-5000’s IP address (default
IPis 192.168.1.1) into the web browser’s address field.

A Internat Activity Recorder - Microsoft Internet Explorer
Fle Cdt Vew Favoribes Took  Help 8

Gm' 3 n :‘i , - seah Favortes 454 - & a ¥ - K -é;

g {192, 164.1.0 v | 3 5o

Secured Web Management (HTTPS)

To get into the Secured Web Management, just type “https://192.168.1.1" into the web
browser’s address field. The “192.168.1.1" is IAR-5000’s default IP address. If the IP
address is changed, the address entered in the browser should change also.

[ Interne Aclivily Recorder - Microsoll Inlernel Explorer

Bl Edt View Favorbes Tooks  Heb H

Qua- @ W] @ Pswsn lornns @ -5 & -[JE &

hittgesef192, 1681, v Y0

A security warning screen from your browser will then pop-up depending on the browser
you use. Please follow step below to clear the security screen.

O Internet Explorer: Select “Yes” to proceed

Security Alert E|

W Information pou exchange with this site cannot be viewed ar
?. changed by others. Howewer, there iz a problem with the site's
- zecLity certificate.

& The zecurity certificate waz izzued by a company you hawve
not chozen ko brust, YWiew the certificate to determine whether
yoLl want ko bzt the certifying authaority,

a The securty certificate date iz valid.

& The name on the zecurity certificate iz invalid or doss not
match the name of the zite

Do pou want o proceed?

[I es I ] [ Ho | [ Yiew Certificate

AirLive IAR-5000 User’s Manual 14
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O Firefox:

1. Select “or you can add an exception”

Secure Connection Failed

W
| A 192,168.1.1 uses an invalid security certificate.

The certificate is not trusted because it is self signed.
The certificate is not valid for any server names.

{Error code; sec_error_untrusted_issuer)

= This could be a problem with the server's configuration, or it could be sormeone
trying to impersonate the server,

= If you have connected to this server successfully in the past, the error may be
temporary, and you can try again later.

@ | Or vou can add an exception...

2. Click on “Add Exception”

Secure Connection Failed

&

| 192.168.1.1 uses an invalid security certificate,

The certificate is not trusted because it is self signed.
The certificate is not walid for any server names,

(Error code: sec_error_untrusted_issuer)

= This could be a problem with the server's configuration, or it could be someone
trying to impersonate the server,

= If you have connected to this server successfully in the past, the errar may be
temporary, and you can try again later,

‘fou should not add an exception if you are using an inkernet connection that you do not trust
completely or if vou are not used to seeing a warning For this server.

o ] ®

3. Click on “Get Certificate”. Then, please enter IAR-5000's IP address. Finally,
please click on “Confirm Security Exception.”

15 AirLive 1AR-5000 User’s Manual
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Add Security Exception |§J

Yo are about to override how Firefox identifies this site,
_Legitimate banks, stores, and other public sites will not ask you to do this.

[, -

Server
Location | https:(/192.168.1,1/ _ | Get Certificate

Certificate Status

This site: attempts to identify ikself with invalid infarmation,

Wrong Site

Certificate belongs bo a different sike, which could indicate an identity theft,
Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recoanized authority,

Permanently store this exception

[gonfirm Security Exception] [ Cancel

3.5 Initial Configurations

We recommend users to browse through IAR-5000’s web management interface to get an
overall picture of the functions and interface. Below are the recommended initial
configurations for first time login:

Stepl. Connecting the administrator’'s PC and IAR-5000 (portl or port2) to the same hub
or switch, and then use the web browser ” IE or Netscape” to connect IAR-5000.
The default IP port address in IAR-5000's management interface is
http://192.168.1.1.

Step2. The browser prompts you for the user name and password.
u User Name: admin
[ | Password: airlive
u Click on OK

Enter Network Password 2| =]

% Fleasze type your user name and pazswiord.

Site: 192.168.1.1

Fealm Internet B ecorder &dminiztration Toolz

Ilzer Hame Iadmin

Pazsword I“*’“‘“*’“‘

¥ Save thiz password in your password list

k. I Cancel

AirLive IAR-5000 User’s Manual 16
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Step3. You will be brought to the Installation Wizard screen during your first login. It will
guide you through the settings.

Installation Wizard

Thiz wizard wil guide you through the inztallation. Pleaze click Next to continue.

| Next> |

Step4. Select the language and character encoding for your management interface.

Step 1 Default Language and Character Encoding for Display

Pleaze =zelect the default language and character encoding for dizplay and then click Next.

* The default language for display : | English Version bt

& The default character encoding for data recording : | Unicode(UTF-3} w

When the character iz unknown, the syztem will uze the default =etting to 2ave the data into databaze.

Caution: Data will become unreadable, provided different character encoding iz applied. Pleaze select the
character encoding according to your case.

| Next> |

ﬁ Default character encoding will be used on emails with unspecified

character encoding

Step5. Tick Synchronize with an Internet time server as well as configure the offset
hours from GMT to ensure the time correctness.

System time | Wed Jul 1 19:12:44 2009
] Synchronize with an Internet time server
Set [ hours offzet from GMT

Enable daylight =aving time from | | fl1 to |1 i

Server IPINarne:lZ 0.0.0 |Assist

Update Interval : I:I minutes { 0 - 9% 559 0 : update upon a system reboot )

Synchronize system clock with this computer

| <Back || Mext> |

17 AirLive 1AR-5000 User’s Manual
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Step6. Select an operating mode based on how the device is deployed.

Step 3 Device Deployment

Select to specify how you will deploy the device and then click Hext.

+ fBridge Mode :

Connect one of the two ports to the firewall or gateway and the other to a LAN hub or
switch.

& Sniffer Mode :

Connect port 1 to the mirror port of a core switch or any port available on a LAN hub and port
2 to the network adaptor of the management PC.

(*) Bridge Mode

{:} Sniffer Model Port 1 for traffic mirroring; Port 2 for svstem management )

| <Back || Next> |

Step7. Choose the basis for recording users’ online activities.

Step 4 - Username Binding

& Us=sername-IP Binding :

Recordings are generated based upon the IP address. Whoever uges the IP addregs will be treated
as the =ame u=er.t iz recommended if using static IP addresses.

* U=zername-MAC Binding :

Recordings are generated based upon the MAC address. Whoever uses the MAC address will be
treated as the =ame uszer. It iz recommended if uzing dynamic IP addrezses distributed by DHCP =erver.

# |zername-Loginname Binding :

Recordings are generated based upon the Active Directory (AD) login name.Whoever uses the uzer

login name to log in to a domain will be treated as the =ame user. i i recommended if uging an AD
SEMVEr.

* U=sername-Authname Binding :

Recordings are generated based upon the authentication name. Uzers need to be authenticated to
access the Internet. Bridge mode deployment iz required for uzername binding.

Pleaze =zelect a binding method that best fitz your caze and then click Next.

lzernames are bound to : (%) |p addresses

O MAC addreszes

O AD server ' Help l
O Authentication names ' Help l

| <Back || Next> |

AirLive IAR-5000 User’s Manual 18
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Step8. Configure the related interface addresses.
[ | Type a valid IP address from the LAN subnet in the IP Address field and
configure its netmask, default gateway and DNS address accordingly.
[ | To use VLAN, tick Enable VLAN over Port 1 or 2 based on your case and
also assign a VLAN ID to the port.

[ | Specify the maximum downstream and upstream bandwidth respectively.

Step 5 Interface Addresses

Enter the neces=ary information for each blank field bazed on vour network topology. When done, click

Next.

P Address: 192.168.1.254 |

Netmask |255.255.255.0 |

Default Gateway: 192.188.1.1 |

Primary DNS Server: 168.95.1.1 |
|

Secondary DNS Server: |

[] Enable WLAN owver Port 1

[] Enable WLAN over Port 2

wane [ Jeo-soss)
Max. Downstream Bandwidth: | 102400 Kbps (1 -102400 )
Max. Up=ztream Bandwidth: 102400 Kbps (1 -102400 )

| <Back || Next> |

For your reference, you may configure your management address
based on the subnet ranges below:

10.0.0.0 - 10.255.255.255

172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255

19 AirLive 1AR-5000 User’s Manual
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Step9. Configure the device to record the online activities of specific departments or
groups by specifying its subnet and mask address.

Step 6 : Recording Target Subnet

Specify the =ubnet address and itz mask for recording az well as decide itz department or group by
uging the drop-down list. When done, click Finish . tll take few seconds or o for settings to take effect
and then you'll be brought to the sy=stem information page. Note: If the “IP addresz" field in Step 5 has
been changed, then vou’ll have to manualky log on to the new [P address, i.e. the management addrezs.

Metmask Department / Group
| —

| Eaaas | Eaas | R
B B e v
B e e vl
B e e v
B P e v
B P e v
B e e vl

 <Back || _Finish |

Step10. Click on Finish.

Installation Wizard

Thiz wizard has already finizhed all the =2ettings. The page will autematically re-connect in 3 geconds.

Stepll. Navigate to User List = Settings, and then give each department or group a
friendly name.

User List Importf Export Settings

Export User List

Import User List | |[ Browse... |

[ e user_setosy )

Cepartment f Group ( Max. 20 characters )
=3 100 |Group_10 11: |Group_11 12 |Group_12
oK | | cancel |
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Stepl12. Under User List = Logged, users within the same subnet as the management
address will be included in the same subnet category. In another word, IAR-5000
classifies users by the identity of subnet. Also, the device allows system
administrator to customize user lists for users resided in other subnets.

View : ,!. Subnet Address @4 Department / Group
Subnet : f Add 1
User: { Remeve © || Movetolgnored | (Change Deparment/ Group)
Logged : 2 lgnored : 0 141

e oo U1 WoditySutmet | Remavasumer |1
Sometratess 10210 s s
= SubnetAddress - 1921685 S Wonyswner | Remoeswmet |

11

3.6 About IAR-5000's Menu Structure

The device’s user interface consists of the following two areas:
[ | The left panel contains all the selectable menu items.
[ | The configuration panel on the right provides all the available settings for
any selected menu item.
[ | Click on OK

—_> p ]
- - ®
(www.airlive.com)
Air Live . ... (nwavecom)

Interface Addresses

= Interface

= Settings

| Datermime Defaut Gateway: E—

% Permitted IPs Primary DNS Server:

e O

|- = Installation Wizard [ Enable VLAN over Port 1

|- = Logout

L Software Update VAR, I:I (04,095 )
BRI
* Authentication VLAN ID: I:I (D-4,085)
* IM Management
F Application Management Metwork Bandwidth
. Downsram s 162600 | kags (1 10240)
* Content Auditing Max. Upstream Bandwidth: Kbps (1-102400 )
* Anomaly Flow IP
#Local Disk ; 2

Interface allows access by : Ping HTTP HTTPS
* Remuate Backup
il Repcrr‘til‘lg .__ﬁ_ l fi}ilﬁ _._I.]
# Status
Main Menu Configuration
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System

The so-called system administration refers the competency to manage the 1AR-5000. In
this Chapter it will be defined to the Admin, Interface IP, Setting, Date/Time, Permitted IPs,
Language, Logout and Software Update.

The IAR-5000 is managed by the main system administrator. The main system
administrator can add or delete any system settings and monitor the system status. The
other group administrator have no competency to modify the system settings (the
administrator’'s name is set by the system main administrator), only can monitor the system
status.

4.1 Admin

Administrator/ Group administrator:

B The name of system administrator and group administrator. Administrator is the default
name of system administrator in IAR-5000, and it can not be canceled; otherwise the
group administrator can change or cancel it.

B The default system administrator can add or modify the other administrator, and also
can decide if the group administrator has the competency to write into main system.

B On the other hand, the group administrator who has the write privilege can modify the
competency of default system administrator, or only has the competency to read.

B There must be at least one administrator who has the competency to read and write in
IAR-5000.

The default of system administrator in IAR-5000: Account /

password: admin / airlive.

Privilege:

B The administrator, who has the competency to read/write, can change the system
settings, monitor the system status, to add and cancel other administrators.

B The administrator, who has the competency to read, only can monitor the system
status, but has no competency to change any settings.

Password/New Password/Confirm Password:
B To add or modify the main group administrator password.
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Group Monitoring:

B The group administrator can divide the internal network into several groups. And he
can appoint the specific administrator to view the group but can not view across
groups.

Add New Group-Admin:

Stepl.
Step2.

In admin setting window, click the New-Group Admin.

In add new group-admin window, enter the following information. (Figure 4-1)
[ | Group-Admin set group_admin.

[ | Password enters 12345.

[ | Confirm Password enters 12345.

[ | In View Groups column, select the permitted group record to see.

Click OK to login the user or click cancel, to delete the new group administrator.

Group Monitoring Privilege

Select All Groups Clear All Groups

Beows  2BFeww2 2 Fowss 4 Oowps

Figure 4-1 Add new group-admin

Change Admin password:

Stepl.

Step2.

Step3.

Find the administrator’'s name that correspond to the right column, then click
modify.

Modify admin password or modify group admin password window. And then
enter the following information

B Password enters airlive.

B New Password enters 52364.

B Confirm Password enters 52364. (Figure 4-2)

Click OK to modify the password or click cancel to cancel the setting.
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Group Monitoring Privilege

Select All Groups Clear All Groups

M Beops  2Bewe2 2Hewss 4 Howes
S HBoops 6 Howps 7 Hewss 8 Hewes
o Hoops  WHewpn  0Hewn  2Feewn

Figure 4-2 To change the admin password

4.2 Interface

Interface Address:
B The administrator can set the IP login information in IAR-5000.

Ping:

B Enable the function, the user can send Ping (ICMP) packets to Interface.

HTTP:

B Enable this function, the user can login IAR-5000 Web Ul through HTTP protocol.

HTTPS:

B Enable this function, the user can login IAR-5000 Web Ul through HTTPS protocol.

Download Bandwidth and Upstream Bandwidth:
B The system administrator should set the accurate bandwidth of WAN, in order to be the
basic operation of IAR-5000.

Stepl. In System -> Interface, enter the following setting:

Enter the available IP of the LAN subnet in IP Address, Netmask and
Default Gateway column.

Enter DNS server 1 or DNS server 2.

If necessary, select to enable VLAN feature and provide the VLAN ID
based on the setting.

Enter Max Downstream Bandwidth and Max Upstream Bandwidth.

(It depends on the applied flow statistics of the user.)

Enable the setting of Ping, HTTP and HTTPS function.

Click OK. (Figure 4-3)

AirLive IAR-5000 User’s Manual 24



4. System

—>
Air Live

Interface Addresses

P Address: |172.16.3.254 |
Netmask: |255.255.0.0 |
Default Cateway: 1172.16.0.1 |
Primary DNS Server: 168.95.1.1 |

|

Secondary DNS Server: |

[] Enable WLAN over Port 1

v ST

[] Enable WLAN over Port 2

v ST

Metwork Bandwidth
Max. Downstream Bandwidth: | 102400 Kbps (1 -102400 )

Max. Up=tream Bandwidth: 102400 Kbps (1-102400)

Interface allows access by Ping HTTP HTTES

Figure 4-3 The interface IP setting

Please do not cancel HTTP and HTTPS before setting the Interface,
because it will let the system administrator could not enter the WebUI

of IAR-5000.

4.3 Settings

System Settings:

B The system administrator can import or export the system settings, or they can also
reset the factory setting and format the disk.

Database Check / Repair:

B The records can be inspected and / or fixed if damaged or displayed improperly. To
obtain the best performance, please execute it when the network traffic is low in order
to avoid system overload.

System E-mail Notification:
B To activate this option, the system administrator will receive the caution message
automatically when IAR-5000 is in the unpredictable trouble.

Device Deployment:
B Bridge mode operates as: Port 1 and port 2 function individually.
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B Sniffer mode operates as: Port 1 serves as a packet receiver connected to the mirror
port of a core switch whereas port 2 connected to any other port available on that core
switch acting as a management use for system administrator.

Management over Web Browser:

B Management port enables the device to be remotely accessed from anywhere via a
Web browser. The port number for whether HTTP or HTTPS protocol is alterable.

B If a wrong password has been entered and it exceeds the maximum allowed attempts,
the users IP address can be blocked to prevent unauthorized modification.

Log Storage Time

B System administrator can set the log storage time.

When the port number of HTTP and HTTPS had been changed, if the
system administrator wants to log in to WebUI, he must change the

WebUI port number. (For example: http://172.16.3.254:8080 and
https:// 172.16.3.254:1025)

Export the configured file:

Stepl. In System -> Setting > System Settings, select Export System settings,
and click the Export button at the right place.

Step2. When it appeared File Download window, click Save button, and it will show
where the file will be saved, then click Save button again. The settings of
IAR-5000 will be copied to the appointed directory. (Figure 4-4)

System Seftings

SRR File Download
Impart Systs

Do you want to save this file?

[] Resett B Mame: I4_Recorder.conf
'

[] Format

Type: Unknown File Type, 9,50 MB
From: 172.16.3.254

Save II_ Cancel ]

[] Enakle

@ While files from the [nternet can be useful, some files can patentially
Compal

harm vour computer. |F pou do not st the source, do not save this characters, ex: My Company )

. file, WWhat's the rigk?
Device 8. 2eha £ N8 N30 characters, ex: Internet Activity Recorder )

Sender Addrezs: (Required by zome [ZPz) | | M=z, B0 characters, ex sender@mydomsin.com )

Figure 4-4 Choose where the export file will be saved
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Import the configured file

Stepl. In System - Setting = System Settings, select Import System Settings,
then click Browse button at right place.

Step2. In Choose File window, choose the directory of former saved file in IAR-5000,
and choose the correct setting, then click Open. (Figure 4-5)

Step3. Click the lower right OK, the window will closed.

Step4. Click the OK inside the confirm dialogue box, the setting will import to IAR-5000.
(Figure 4-6)

Systern Settings

Export System Settings' Export '

Import System 3

Choose file

[] Reset to 14 Look i |@ Temp j (€ 2 = M-
[] Farmat the ‘_.2_ [ database
Diatabase Ch - E:lma“ -
My Recent I@ErnaiI_SEr\r'er_.\?'.|:||:|Iianu:E_.Cm:lu:lressBDDk_EDEIEI1EIZ‘EJ.CS\-'
Tao check and ! Diocuments 1A _Recorder.conf
- , Fr—
Systern Email L -
[] Enable em: Desktop
Campany ;
Y,
Device Mal ___J proder
Sender A DB am
SMTF Ser ré !
Motificat =
fiesten My Computer )
Matifications Im )
Enable SM ‘g

zername: My Metwark File name: |IA_H ecorder. conf ﬂ Open |
Places
Paszward) Files of type: | A Files [*.7] ﬂ Cancel

Sent a testbreme TTCITNO

Figure 4-5 Import the file name to the directory to saved

Microsoft Internet Explorer, f'EI

P, Click "OK" to confirm system update.
- g .
‘-\(J Please wait 60 seconds during software update and do nok turn off the power or close the page.

Ok, l [ Cancel

Figure 4-6 Confirm the import setting
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Reset Factory Default

Stepl.

In System = Settings > System Settings, select Reset Factory Setting and
Format Hard Disk.

Step2. Click the OK in the lower right, it will restore to the factory setting of IAR-5000

and format the disk at the same time. (Figure 4-7)

Systern Settings

Export System Seﬁings' Export '
Import System Settings | |[ Browsze... ]

[ ex: |&_Recorder conf )

Reset to factory settings

Format the buitt-in bard disk

Database Check ! Repair

To check and / or repair database, click | Repair Now 1

Figure 4-7 Select Reset Factory Setting

Configure System Email Notification

Stepl.
Step2.

Step3.
Step4.

Stepb.
Step6.

Step?.

Step8.

Select Enable email notification under System Email Notification section.
Company Name, enter the name of the company which belong the IAR-5000.

Device Name, enter the name of IAR-5000.

Sender Address, sending the e-mail address of the sender. Some of the ISP
have request to enter in the sender address column

SMTP Server, enter the IP address of the delivered e-mail in SMTP server.

Notification Address 1, enter the e-mail address in the first one position to
receive the alarm message.

Notification Address 2, enter the e-mail address in the second position to
receive the alarm message.

Click the lower right OK to set the function of message alarm. (Figure 4-8)
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System Email Motification

Enable email notification

Company Name: |Airl'rve Corp. | { Max. 32 characters, ex: My Company }

Device Name: |l-"\F{—5WU“-’2 | { Max. 30 characters, ex: Internet Activity Recorder )
Sender Address: (Required by =ome ISPs) |iar@air|i'.re.u:nm | ( Max. 80 characters, ex: sender@mydomain.com )
SMTP Server: |ﬂif|'NE-CDITI | { Max. 80 characters, ex: mail. mydomain.com )
Notification Address 1: |mi3@airl'rve.curn | { Max. 80 characters, ex: userl@mydomain.com )
Motification Address 2 | | { Max. 80 characters, ex: user2@mydomain.com }

Enable SMTF authentication

Username: |iar |
Password: |-.-...“ |
Sent a test mai (Test Now|

Figure 4-8 Enable the instant mail message alarm of IAR-5000

Select Enable SMTP authentication and enter the username and
password, then click Mail Test button to test Notification Address 1

and Notification Address 2, to see if the e-mail sending address can
receive the current caution message.

Device Reboot
Stepl. Click on the Reboot button next to Reboot System.

Step2. A confirmation conversation box appears saying, "Are you sure to reboot ?*
Step3. Click OK to reboot IAR-5000, or click Cancel to cancel reboot IAR-5000.
(Figure 4-9)

Management over Web Browser

HTTP Pott: RS )

X

Microsoft Internet Explorer,
HTTPS Port:

After Dtimes of unsucd

Log Storage Time

025 - 65,535 )
\ ? } Are your sure vou want ko reboot 7 minLtez). (0-933, 0 not biocking )

b )

IMP2PEvent Log Storage Durst [ K ] [ e ]

Device Rehoot

Reboot System | Reboot |

Figure 4-9 Reboot the internet recorder appliance
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4.4 Date/Time

System Clock Settings

B The date and time settings can be configured by either syncing to an Internet time
server or syncing to the computer’s clock.

GMT

B The short form for Greenwich Mean Time. It is the international standard time.

Daylight Saving Time

B Daylight saving time (DST, also summer time) is the portion of a year in which a
region's local time is advanced by an hour from its standard official time.

Stepl. Select Enable Synchronize with an Internet Time Server. (Figure 4-10)

Step2. Click Set Offset Hours from GMT pull down menu, and choose the correct
time.

Step3. Enter the Server IP address into Server IP / Name.

Step4. Enter the frequency of the updating time in Update interval minute.

System time : Mon Nov 30 15.07.02 2009

Synchronize with an Internet time server

Set| +8 ¥ | hours offset from GMT Assist

|:| Enable daylight =aving time from ! to !
Server IP/ Name: | 140.109.1.10 fzsist
lpdate Interval ; |60 minutes ( 0 - 99,959, 0 : update upon a system reboot )

Synchronize system clock with this computer | Syne

Figure 4-10 System time setting

Select Synchronize - Sync button, the system time in IAR-5000, will
synchronize to the administrator’s computer.

The settings of Set offset hours from GMT and Server IP can be
entered with using Assist.
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ﬁ If the local area executes the daylight saving time, then enable the

daylight saving time setting.

4.5 Permitted IPs

Creating a Permitted IP Address

Stepl.

In System - Permitted IPS = New Entry, add the new setting: (Figure 4-11)
Name enters master.

IP Address enters 172.16.0.2.

Netmask enters 255.255.255.255.

Service selects Ping, HTTP and HTTPS.

Click OK.

Complete Permitted IPs settings. (Figure 4-12)

Create a Permitted IP Address

Hame : |master | (Max. 20 characters)
P Address : 1172.16.0.2 |

Netmask : |255255.255.255 |

Access by / via: ping [vluTTP [v]HTTPS

Figure 4-11 The Permitted IPs setting

tone |___Prosessiomes ___L e | ke ks | comovain__|

master

172.16.0.2 | 255 255.255.255 J J & MM

Figure 4-12 Complete the Permitted IPs setting

é If you want the Permitted IPs to be real working, when it must be

connected from the administrator to the interface of IAR-5000 WebUI,
but the settings of Ping, HTTP and HTTPS all must be canceled.

Before you cancel the interface address of HTTP and HTTPS, you
have to set the Permitted IPs first or it will not connect to WebUI
through the internet.
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4.6 Logout

Logging out the Management Interface

Stepl. Click the Logout icon in the up right of Web Ul, it can let the system
administrator to log out from the system admin anytime, and also prevent other
person change the settings of IAR-5000. (Figure 4-13)

Microsoft Internet Explorer, E|

H?f/ Are wou sure wou wank to logout of the management interface ¢

O l [ Cancel

Figure 4-13 Confirm to logout

Step2. Click OK, it shows the logout information. (Figure 4-14)

Internet Activity Recorder Web Server Information

Your current connection has expired, you have now been logged out.

If you want to login, please restart your browser.

Figure 4-14 The logout WebUI

4.7 Software Update

Updating Firmware

Stepl. In System - Software Update, the user can update the firmware step by step:
B In Version Number, we can know the current version of the software. Go on
the internet to gain the newest version of the firmware and download into
the storage disk in IAR-5000.
B Click Browse - Choose file, select the newest version of the software.
B Click the lower right OK, it will process the update. (Figure 4-15)
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Software Lpdate

Yersion Mumber ws 07 .00

Software Update - | [ Browse... |

{ &x: Ovislink_IAR-5000_050700_6 img )

Figure 4-15 Software update

It needs 3 minutes to update the software, and will reboot after
updated the system. Please do not turn it off, off line and exit the web

page during the update, or it will cause the error in IAR-5000. (It is
recommended using the LAN to update.)

33 AirLive 1AR-5000 User’s Manual



==y 5. User List
Air Live

User List

This chapter is about the users can be monitored by the IAR-5000. It can automatic search
and add the new users, and the system administrator can add the lists by himself.

User List Configuration

B Administrator can export the monitor user list and some related settings to the PC or
import these settings into IAR-500.

Department / Group

B The administrator can group the users according to the network structure, so that he
can manage the system more easily.

The company can be divided into several departments, and part of the user
(department) settled in different subnet.

Stepl. In User List - Setting, set the following settings

B To set the Department / Group depends on the real network deployment.
B Click OK (Figure 5-1)

User List Import ! Export Settings

Export User List | Export |
mport User List | |(Browse.|

[ e user_setcay )

Department f Group (Max. 20 characters )

Figure 5-1 Set the user list

Step2. In User List 2 Logged, add the new user.

B Click @ of 172.16.0.0 subnet and the IAR-5000 will search the new user in
the subnet. (Figure 5-2)

B Wait 1~2 minutes until search complete. (Figure 5-3)

B If system administrator wants to search users in specific subnet, set the
search IP range and click search.

B Select the new user to add, click New User. (Figure 5-4, 5-5)
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@8 Department / Group

View : 4%, Subnet Address

Subne C o

User : | HRemeve | Movetolgnored | (ChangeDepariment / Group|
Logged: 4 lgnored: 0

F Subnet Address : 172.16.0.0 *

% Subnet Address | 192.168.0.0 | Sy SSapr=y——"

. i} 1

= Subnet Address : 192 168.139.0

111

Figure 5-2 Click search new user button

Subnet Address [ Subnet Mask: 172.16.0.0 / 255.255.0.0

Scan IP addrez=es from
172.16.0.0 |t [172.16.0.255

Scanningl = = = = @®

Scan
Stop
Please wait for 1-2 minutes while scanning.

After the scanning completed, click New User button to add the detected IP addresses
to Logged list.

Address DMS Mame

MAC

IP Address

Computer Mame

Figure 5-3 Starting to search new user

Subnet Address [ Subnet Mask: 172.16.0.0 / 255.255.0.0

Scan IP addrezzes from
1172.16.0.0 |10 [172.16.0.255

=

v IP Address MAC Address OMS Mame

B 1721602 oospesotITEA  — =
| NewUser |

Computer Name

Figure 5-4 Select the new user to add
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View :
Subnet :

User :

2y Subnet Address
Rdd |
Remove ¥ || Movetolgnored | [Change Depariment/ Group|

Logged : 4 Ignored : O

=l

Selectall Selectnone 1 Modify Subnet = Remove Subnet

L] 81721600 [] 8172.16.03 [ 8iacky

I Modify Submet ~* Remove Subnet
Selectall Selectnone (1 Modify Subnet = Remove Subner

Figure 5-5 Complete to add the new user

The subnet in which management address resided is set to be the first
subnet on user list. Users from that subnet will be shown under User
List > Logged.

A user will be automatically added on Logged list once the device
detects his / her accessing the Internet.

Given that the Primary DNS Server (or secondary) is using an
internal DNS server, then the device would request that DNS server
for users’ DNS names while performing user searching.

User names may be displayed in various forms. The display name of
a user / client will be chosen from its computer name, its entry from
the DNS server, then its IP / MAC address. (If computer name and
DNS name are not available, then IP or MAC address will be used.
Whether IP or MAC address will be used is determined by the User
names are bound to IP / MAC addresses setting under Record 2>
Settings = Settings.)
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Step3. Modify the user in user list

Click User Name of JACKY

User Name, enter Jacky PC.

Department / Group, select Laboratory.

Click OK. (Figure 5-6, 5-7, 5-8)

Click User Name of OCT1005.

User Name, enter Gateway.

Department / Group, select Device_Room.

Select move this user to ignored user list.

Click OK, then the user will be removed to ignore user list. (Figure 5-9, 5-10,
5-11)

Repeat the steps to complete modifying the user list. (Figure 5-12)

Subnet :

User:

= Subnet Addres:

Logged : 4 Ignored : 0 111

oly Subnet Address 88 Department / Group

[
| Remowe &~ | [ Maovetolgnored | (Bhange Department/ Group)

Figure 5-7 Enter the user information to modify

= Subnet Addr

View : wiy Subnet Address @8 Department / Group
Subnet T
User : { Remove [ || Movetolgnored | (Change Depariment/ Group)

Logged : 4 Ignored : 0 141

Subnet Addres:

2.16.0.0

Figure 5-8 Complete to modify the user information
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View : 42y Subnet Address 88 Department / Group
wonete f a0
User: [ Memove ¥ || Movetolunored | (Change Depariment / Growp]
Logged : 4 lgnored : 0 171

sl P A clciress : 172.16.0.1

MAC Address . 00:4f:68:00: 2k 37

11

Modify Username

View o Sutnel Acdrens MR Decarmmen Grs
| Bemove = || Movetnlogged | (Cha

(wwwr.alrive.com

Figure 5 -11 Move the user to ignored user list

AirLive IAR-5000 User’s Manual 38



5. User List

—>
Air Live

imir List = Lenged

e View oy Subnet Aoaress W Decanvenl / G
tmeist - fom
% Satings User | Bemove = || Mévelolgnered | (Changs Departmest ] Groms
W oo
# ignored Logoed: 3y  ignoned . 1 1

~ By Addiwss - 192 188 1290

Figure 5-12 Complete to modify the user list

In Ignored user list, the system administrator can also select the

user to move to logged user list.

Step4. In User List - Logged, add the new subnet:

B Click Add.
B Subnet, enter 192.168.139.1.
B Netmask, enter 255.255.255.0.
B Add a New user to this Department / Group, select RD.
B Click OK. (Figure 5-13)
Add a Subnet
Subnet Address: 192.168.139.1 |
Netmask: | 255.255.255.0 |
Clagsify new users into:

Figure 5-13 Add a new subnet

ﬁ The Department / Group that selected by system administrator,

which will become the default Department / Group in this subnet.

Step5. Repeat Step 2 to Step 4 until finish to set the user list.
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Change the user list by import the user list configuration (excel list)

Stepl. In User List - Setting > User List Configuration > Export User List to
Client PC - click ' Pewniad

Step2. When it appears File Download, click Save, choose the position to save the

download file, then click Save again. The user list settings will be saved in
IAR-5000. (Figure 5-14)

User List Import § Export Settings

SN File Download

Import User List
Do you want to open or gave this file?
oerer o [l et e
Type: Microsoft Office Excel Comma Separated Yalues Fil. ..
: Fiom: 172.16.3.254 T z
o |§ DOpen l l Save ] [ Caticel l 1 12 |Group_12

‘While files from the Internet can be useful, zome files can patentially lL’ l M‘
harm paur computer. | you da not trust the source, do nat open or
zave thig file. What's the risk?

Figure 5-14 Select the position to save the download file

Step3. Under User List = Settings, import the edited user list onto IAR-5000.

B Run Excel to edit the previously downloaded user list. (default file name:
user_set.csv) (Figure 5-15)
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#ormat:
#~1 Group 1 How to use the

User List?

The setting of Department
f Group :

The User List can set 36

\  Department/ Group

The name of
Department /
Group

Department § Group

The number of
Department / Group

The first subnet The first default subnet Group

]\

The first subnet

of the subnet . .
information

e 1
2 Tha T.ad al
92168139216

[N LS w Pl | e | 11
00:12:0E:2E: CF: DA,

172.19.0.0
1721910510
1721940011

*E0:18: 25:F4:BC
00:02: 44:8E:B7:C7F

[Tuue
i

User's Department/Group /

User Hame

User's IP = | Logged / lgnored Name List

User List —

Figure 5-15 Editing the User List in Excel

Step4. Change the information of Department / Group.
B Change the 8th Department / Group information, and the original
Customer_Service will change into Support.
B Add the 12th Department /Group information, and change Group_12 into
R.D._2. (Figure 5-16)
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. |Department / Group : Department / Group :

b [~ Internal Sales ~] Internal Sales

L |~ Asian Sales ~ Asian Sales

) |~3 Eurcpean Sales ~3 European Sales
p |~d American_ Sales ~d American_ Sales

[ |~D Bursary ~5 Bursary

5 |~0 Human Eesouces ~ Human Eesouces
F ~ Marketing ~ harketine

| |~3 Customer Service ~3 Support

[ |~9 R.D. 9 R.D.

 [~10 Lahoratory ~ 110 Laboratory

b [~11 Device Eoom ~]11 Dievice Eoom
- [~12 Group 12 ~12 E.D. 2

h (~13 Group_13 ~13 Group_L3

Figure5 -16 Change the Department / Group information from excel

Step5. To add and modify the user information in the first subnet. (Figure 5-17)
B Change 192.168.1.2 Jacky Department/ Group information, and change
the 1" Department / Group into 9" Department / Group.
B Insert a row under the user list in the first subnet, and enter the new user
information in the row. User IP , User Name, PC Name, Logged / Ignored
User List, User MAC, User Department / Group

User List : User List :

192.168.1.0 | 255.255.25! 1 192.168.1.0 | 255.255.25! 1

192.168.12 Jacky  WRITTER 3 00D0:59¢ 1 * 19216812 Jacky  WRITTER 3 00:0059: 9|

192.168.1.10( * OCTL00S | 3 00OD88: 1 * |192.468.1.100 * OCTI005 3/ 00.0D88: 1 *

192.168.1.101 Jacky_NB | JACKY-M 3 00:16:36:% *@1 lacky_NB  JACKY-M_ 3 00:16:36:6 12 *

192.168.1.1 | Gateway | - 1100:1794:0 11 % |192.008.1.1  Gateway | —— 1 00:17:04:7 11 %
[192.168.1.10 Iohn PM 6 00:15:547 6 *

Figure 5-17 To add or modify the user’s first subnet information from the excel

In the Logged / Ignored user information, the ” 0” number represents
Ignored, the “ 3 “ number represents Logged.

A The “ ** symbol represents no information in the excel tablet.
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Step6. Add the third subnet and user’s information. (Figure 5-18)
B Please enter the third subnet basic information under the second subnet

user list. the range of IP, Netmask, and Default Group
B Please enter the basic user information under the third subnet. User IP, User
Name, PC Name, Logged / Ignored List, User MAC, User Department /

Group
192.168.1.1 Gateway - 1 00:17:548:2 11
192.168.1.1]1ohn Fhd 6 00:15:54: 6
72.16.0.0 255.255.25. i)
172.16.0.1 James * 2 00:18:66:4 7
172.16.0.2 | losh * 3 00:011:82: 7
T2 1605 Mare Product | 3 00:10:72:1

Figure 5-18 Add the user’s information in the third subnet by excel\

é Leaving a blank row as a separator in between any two subnet

information is essential while editing user list in Excel.

Step7. Save File user_set.csv

Step8. In User List - Setting, Click User List Configuration - Import User List
from Client PC - Browse.

Step9. Inthe Choose File window, select the modified user list setting, then Click Open.
(Figure 5-19)
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User List Import § Export Settings
Expart Uszer List | Expont |
Import Uzer List

Choose file

Look in: IBTemp j €] ¥ £ G-

Departrment f Grou

@ |)dakabase :I

4 =) mail -

MyRecent B Email_Server_appliance_AddressBook_20091029,csv _B

Documerits IA_Recorder.conF II
L =

&

Desktop | 1 | cancel |

iy Documents

i

tdy Campuiter

P N etwork, File narme: Iuser_set. oy j Open I

Places
Files of type: IAII Files %] ] Cancel a'

&

Brigure 5-19 Selecting the Edited User List to Import

Stepl10. Click the lower right OK, the user list setting files will import into IAR-5000.

Modify the Information of the desirable user:

Stepl. Click on the desirable user to change its user information. (Figure 5-20)
Step2. Type a proper user name.

Step3. Select the proper dept. / group. (Figure 5-21)

Step4. Modification is completed.

View ,i‘ Subnet Address 88 Department / Group
Subnet : f Add ‘
User: | Remove ~ | | Movetolgnored | (Change Department/ Group|

Logged @ 5 lgnored : 0

101
Moty subr | somavsutan |

(] 8wRITER-MeGIR. [ SWRITTERMGE1RS..

[ 8192168038 P Address: 172.6.0.3
MAC Address  004F63:01:37.EA

Figure 5-20 Selecting the Desirable User to Change User Information
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Figure 5-21 Modifying the User Information

System administrator can record or ignore the online activities of a
specific internal user simply by selecting the user on the user list and

then click on Logged or Ignored button on the top of the first list.

Add a new subnet:

Stepl. Navigate to User List - Logged, and then add a new subnet.

Click on Add next to Subnet.

Subnet Address: Type 192.168.139.0

Netmask: Type 255.255.255.0

Classify new users into: Select R.D. (customize accordingly)

(Figure 5-22)

B Referto Step 2 in page 34 to add users resided in the subnet. (Figure 5-23)

Add a Subnet

= o

Figure 5-22 Adding a Subnet to be Recorded

View ,?g Subnet Address 88 Department J Graup

Subnet

C e
User : | Remove ¥ || Movetolgnored | (ChangeDepariment/ Gromp|

Logged : 5 lgnored ; O 101

= Subnet Address : 172.16.0.0

Scan for P addresses

Figure 5-23 New User List Added
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Authentication

The device supports four types of authentication: RADIUS, POP3, LDAP and the device’s
inbuilt user authentication. The IT administrator may regulate users’ Internet access using
these authentication mechanisms.

6.1 Settings

Authentication Settings:

B Authentication Port: The port number used for authentication mechanism. It is “82”
by default.

B Log users off if idle for: You can specify a period of time to log off idle users. If the
idle time of a user has exceeded the value specified, the authentication of the user will
automatically expire. Default value is “30”.

B Disable multiple logins using the same authentication name: Users will fail to be
authenticated if using the same name.

B Automatically direct the authentication user to the web page: Users will be taken
to the web page specified right after authentication. If leaving the field blank, users will
have direct access to their desirable web page.

B The message to display on the authentication window: The informative or greeting
message (support HTML language) for authenticated users. To discard the setting and
leave the field blank.

B Authentication-Free List: Users can be exempted from the authentication
mechanism by specifying their IP addresses on the list.

Procedure to pass Authentication:
B Define the Authentication settings. (Figure 6-1)

Authentication Port o2
Log users off if idle for 30 minute(s) (Range : 1- 1000 )
Log users off after user has logged in for 1 hour(s) ( Range: 0 - 24, 0: means unlimited )

Alluw password modification
Dizable multiple loging using the =ame authentication name

Automatically direct the authentication user to the web page: | www.airlive.com
The meszage to dizplay on the authentication window :

To gain access to the Internet, you need to be authenticated by the Internet
Recorder.

Figure 6-1 General Authentication Settings
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Surf any webpage, user will see: (Figure 6-2)

User Login
U=er Name | |

You must pass the authentication before to access Internet.

Figure 6-2 The Login Screen for Authentication Mechanism

The designated web site will show up after passing authentication. (Figure 6-3)

= |7 'l'.

Ow -0 @G

i ] ety pwse irive com]

6. Authentication

Figure 6-3 The Designated Web Site for Authentication Login

The device’'s authentication mechanism

deployment.

—_
= -
Air Live
Flease click on this bumon to logout [ LEGOUT Adtentcetion Liser Frar el 1 A P LR g
Compary  Products  Suppo or enter this url hitpe 192 1681 1:8 Mogout him|
b begout of your currenty Guthenticated session
[P p—
AirLive.SIP
— AirLive Selutions « Hll-TRALAY
1 1. AirLive Hama : :
Corpur o Wews & WLA S AR
Wewr eemice & Al fuit 2. AbrLive Offica Sppart WD 4k
kil Liaiy 3. AlrLiva WISP bt s
] ™ i
— Lil bl
e
p“i“_ WL A-S00K e e New WL ATBAN
T3 inE an 0 ARt L
lard TH £ 1
L i
pa:s — —. 6
iy oy AR ; Air Lises’ i Air Live’
el it s ol 807118 Mysti-Fimciion Qunoor CFE B0 Hatip Dl Rachio Access Pair [ = Suppanlews |
Foh 200 # Al Qive 807,113 T08MBps Dufckoor ® bt Dusal Blgenat Dl Raetin
- (=3 FSMany Acesx Poir for WIER W L
oy dia WP
st pare Wi ViATE
Lve L3547 ' — — L. Thos ToaHis Coviral i g bt
¥

& Incemet

requires Bridge mode

The login screen for authentication is available by a manual input of
the device’s management address appended with the authentication
port number in the Address field of a web browser.
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6.2 Auth User

Auth Name:
B The authentication name for a user.

Password:
B The password for the authentication.

Confirm New Password:
B The confirmation of the password.

Regulate Users’ Internet Access:
Stepl. Under Authentication = Auth User, create as many authenticated users as
needed. (Figure 6-4)

Auth Mame Expiration Date Configuration

Figure 6-4 Creating Authenticated Users

Step2. The login screen for authentication will show upon users’'s web browsing
attempt. If the login information is correctly applied, the authentication will be
successful. (Figure 6-5)

User Login

User Authentication

You must pass the authentication before to access Internet.

Figure 6-5 The Login Screen for Authentication Mechanism
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Step3.

6.3 RADIUS

6. Authentication

To log out of the authenticated session, click on Logout in the Authentication
Logout window. If the window has been closed, please enter http://device’s

management address:authentication port/logout.html (ex. http://192.168.1.1:82)

Please click on this button to logout [

LG0T Authentication-User

or enter this url http: 192 168 1. 182/ ogout htmi
to logout of your currently authenticated session.

i Inkernet

in the Address field of a web browser to re-open the window.. (Figure 6-6)

& hitp://192.168.1.1:82 - LOGOUT Authentication-User - Microso... [= |51 |[5]

Figure 6-6 The Window for Logging Out the Authenticated Session

RADIUS Server Secret
B The password for the RADIUS authentication.

802.1x RADIUS Server Authentication
B Provides your RADIUS authentication with Port-based Network Access Control

How to setup a Windows-based RADIUS server

Stepl.

Step2.

(Figure 6-7)

Windows Components Wizard E |

Windows Components

You can add ar remove companents of Windows.

To add or remove a component, click the checkbox. A shaded box meanz that only
part of the component will be installed. To zee what's included i a component, click
Dretails.

Components:

[ & Indexing Service 00ME =/
é Internet Explorer Enhanced Security Configuration 0.0ME

| E:] M anagement and Monitoring Tools B2 ME —

: o1 Metwarking Services
1 2= Mther Metwnrk File and Print Services kR ;I

Dezcription: Containg a warniety of zpecialized, network-related zervices and protocaols.

Tatal dizk space required: 17 .8 MB
Space available on disk: 8304 7 MB
¢ Back Memut = Cancel Helg

Figure 6-7 Windows Components Wizard

Navigate to Start = Settings = Control Panel > Add/Remove Programs
and then click on Add/Remove Windows Components from the left panel.
Networking Services from the components and then click on Details.
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Step3. Select Internet Authentication Services. (Figure 6-8)
Networking Services |

To add or remove a companent, click the check box. & shaded box means that only part
of the component will be ingtalled. To zee what's included in a component, click Details.

Subcomponents of Metworking Services:

Du:umain M arme Syztem [DMS] 1.7MB &
Dyrarnic Host Canfiguration Pratocal [DHCP) 0.0rE

™ f Service 0.0 ME
Remote Access Quarantine Service 01 KB
o= RPC over HTTP Prosy 0.0 MB
Simple TCP/IP Services OOME =
Windu:uws Internet Mame Service [WwINS] 0.3 mMB ;I

Deszcrption:  Enables authentication, authaorization and accounting of dial-up and %PH
uzers, 145 supports the BADIUS protocal,

Total dizk space required: 17.8 B Dietails, |
Space available on dizgk: 3304.7 MB
s I Cancel |

Figure 6-8 Adding Internet Authentication Services from the Subcomponents

Step4. Navigate to Start = Control Panel - Administrative Tools and then select
Internet Authentication Service. (Figure 6-9)

fb Accessibility Options
== Add Hardware
;j Add or Remove Programs

L Toc 4 @] Certification Autharity
4 Automatic Updates Z6j1 Cluster Administrator
)‘7 Date and Time @ Component Services
o =N Display Compuker Managernent
Adminisirator = _ Q _ _
| Folder Options 4 Configure Your Server Wizard
— =
— Faonts ‘el Data Sources (QDBC
a Manage Your Seryer 35 My Computer =1 ¢ )
s Game Controllers @ DHCP
—
o Control Pane 4 Internet Opions Distributed File System
f / Windows Explorer |l’ Control Panel ) P '? ¥
—_ @@ Keyboard 2, DNS
iﬁ:’g administrative Tools » o . )
g Licensing 23| Event viewer
Command Prampt ~,—3 Printers and Faxes Y Mouse Internet Authentica .
~ & Network Connections » ¥5 Internet Information Services (I15) Manager
@ Motepad Q) Help and Support E,. Phone and Modem Cptions & Licensing
e - @ Portable Media Devices 3 @ Local Security Policy
,..) earc
- 4%y Power Options B Manage Your Server
{—J Run... C..-.\d Printers and Faxes 3 % Microsoft \MET Framewaork 1.1 Configuration
@ Reqional and Language Options B Wicrosoft NET Framewark 1.1 Wizards
A ;
‘_Q Windows Security % Scannets and Cameras 3 g Metwork Load Balancing Manager
uj Scheduled Tasks 4 @ Performance
@, Sounds and Audio Devices [#4 Remate Deskiops
gj Speech E Routing and Remote Access
. stored User Names and Passwords 8y Services
All Brograms ¥ 43 System Tﬁl Terminal Server Licensing
a Taskbar and Start Menu ,, Terminal Services Configuration
Log Off @ Shut Down ) .
WMiware Tools F Terminal Services Manager
IL‘E‘ Start J @ & J 'Ly Add or Remove Programs | f My Com| & Windows Firewal Gl WINS

Figure 6-9 Selecting the Internet Authentication Service
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Step5. Right-click on RADIUS Clients and then select New RADIUS Client.

(Figure 6-10)

{_;;_F' Internet Authentication Service

File  Action Wiew Help

= @2 0@

Ry tew RADILS Client

% Remate Acc

: [
-1 Connection —

Refresh

Help

i Welcome to Internet Authentication
“em, Service

Use Internet Authentication Service (TAS) ko authenticate,
authorize, and account For dial-up, YPH, wireless and
Ethernet connections ko wour netwark, You can also
configure IAS to Forward authentication requests to any
access server that is compatible with Remote Authentication
Dial-In User Service (RADIJS).

To configure IAS to read the remoke access properties of
user accounts in Ackive Direckory, on the Action menu, click
Reqister Server in Ackive Directary,

For more information about setting up IAS, deplovment
scenarios, and troubleshooting, see Help,

Mew Client

Figure 6-10 Adding a New RADIUS Client

Step6. Type a name and the client address (the device’s management address)

respectively in the corresponding fields. (Figure 6-11)
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New RADIUS Client

MHame and Address

Type a friendly name and either an [P &ddress or DHS name for the client.

Eriendly narme; 64

Client addrezs [IF ar DRST:

|1?2.1 9.1.254) Werify... |

% Back I Mest » I Cancel

Figure 6-11 Configuring the New RADIUS Client

Step7. Select RADIUS Standard for the Client-Vendor, enter the shared secret and
then confirm it. (Note: The shared secret must be identical with the one
specified for IAR-5000.) (Figure 6-12)

New RADIUS Client

Additional |nfarmation

If wou are wzing remote accesz policies based on the client vendor attibute, specify the
wendor of the BADIUS client.

ClientYendar;

RADIIS Standard j
Shared zecret; Ixxxxxxxxx
Confirm zhared secret; Ixxxxxxxm1

[ Bequest must contain the Message duthenticator attibute

< Back I Finizh I Cancel

Figure 6-12 Selecting the Client-Vendor and Entering the Shared Secret
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Step8.

Step9.

Right-click on Remote Access Polices and then select New Remote Access
Policy. (Figure 6-13)

'(,.;;.I'-' Internet Authentication Seryice

File  Action Wiew Help

€~ | B@m BB 2

@3 Internet Authentication Service (Laocal) Marne | Order I
{:l RADIUS Clients E% Connections ko Microsoft Routing and Remote ... 1
B Remote Access Logging 5% Connections bo other access servers z

@ Remote Access
B-{_] Connection

e »
View 3
Refresh

Export List, ..

Help

|New Remaoke Access Palicy | |

Figure 6-13 Creating a New Remote Access Policy

Select a policy configuration method and then type a policy name. (Figure 6-14)
Mew Remote Access Policy Wizard

Pohcy Configuration Method
The wizard can create a bppical policy, or you can create a custom policy.

How do pou want o set up this policy?

{* Lse the wizard to et up a typical policy for a common cenario

™ Set up a custom policy

Type a name that dezcribes thiz paolicy.

Palicy name: IHa.jiug|

Example: Authenticate all WPN connections.

< Back I Mest > I Cancel

Figure 6-14 Selecting a Policy Configuration Method and Typing a Policy Name
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Stepl0. Select Ethernet for the access method. (Figure 6-15)
Mew Remote Access Policy VWizard

Access Method
Policy conditions are bazed an the method uzed to gain access to the netwark.

Select the method of access for which you want to create a policy.

i WPN
I1ze for all W¥PM connectionz. Tao create a palicy far a zpecific ¥PH tupe. go back ta the
previouz page, and select Set up a custom policy.

" Dialup
IJze for dial-up connections that use a traditional phone line or an Intearated Services
Digital Metwork [ISOM] line.

i wireless
Ize fFor wireless LAN connections anly.

i+ Ethemet

Ermerirmeeeenanad

I1ze for Ethemet connections, such as connections that use a switch.

< Back I Mest = I Cancel

Figure 6-15 Selecting Ethernet for the Access Method

Stepl1l. Grant access based on User. (Figure 6-16)

Mew Remote Access Policy Wizard

User or Group Access
Y'ou can grant access to individual users, or yau can grant access bo selected
qQroLps.

Grant acces: based on the following:

|lzer access permissions are specified in the user accaunt.

i Group
[ndividual uzer permiszions overide group permizzions.

[Fraup Fanme;

A,

Bemaowve

[

< Back I Mest = I Cancel

Figure 6-16 Granting Access Based on User
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Stepl2. Select MD5-Challenge for EAP type. (Figure 6-17)

Mew Remote Access Policy VWizard
Authentication Methods |-Ql
EAP uzes different types of securnity devices to authenticate uzers. ﬁIJ

Select the EAF twpe far this policy.

Configure ... |

< Back I Mest = I Cancel |

Figure 6-17 Selecting MD5-Challenge for EAP Type

Step13. Right-click on the newly added policy and then select Properties. (Figure 6-18)

'(,.;;.I'-' Internet Authentication Seryice

File  Action Wiew Help

€= | Am XTRB| 2]+ +

@3 Internet Authentication Service (Local)
-] RADIUS Clients

{:l Remote Access Logging Connectic [ove Up

@ Remote Access Policies Connecti-: Move Down
{:l Connection Reguest Processing -

Delete
Rename

Help

Opens property sheet For the current selection, | |

Figure 6-18 Configuring the Properties of the Newly Added Policy
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Stepl4. Choose Grant remote access permission, remove the existing policy
conditions and then click on Add. (Figure 6-19)

Radius Properties EE
Settings |

Specify the conditionz that connechion requests must match.

Palicy conditions:

MAS-Port-Tupe matches “Ethemet”

sgd. | Edi. [

|F connechion requests match the conditions specified in thiz policy, the
azzociated profile will be applied to the connection.

Edit Prafile... |

Unlezs individual access: permiszions are specified in the uzer profile, this
policy controls accezs to the netwaork.

[f & connection request matches the specified conditions:
" Deny remote access permission

{* iGrant iemote access PEMiZZIon

(1] I Cancel | Apply |

Figure 6-19 Configuring the Properties of the Policy

Stepl5. Select Service-Type from the attribute types. (Figure 6-20)
msclectatrbite @K

Select the type of attribute to add, and then click the Add buttan.

Attribute types:
Mame | Description :l
Called-5tation-d Specifies the phone number dialed by the us
Calling-5tation-ld Specifies the phone number from which the ¢
Client-Friendly-H ame Specifies the fiendly name for the BADIUS ¢
Client-IP-Address Specifies the |P addrezs of the BADIUS clier
Client-vendar Specifies the manufacturer of the RADIUS m
Day-tind-Time-Restric...  Specifies the time penods and days of week
Framed-Protocol Specifies the protocol that iz uzed.
MS-RAS Wendor Dezcription not yet defined
Ma&S-Identifier Specifies the string that identifies the MAS th.
MA&S-IP-Address Specifies the IP addrezs of the MAS where t
MA&S-Port-Type Specifies the type of physical port that iz uge
Service- [ ype Specifies the type of service that the uzer ha
Turnel-Type Specifies the tunneling protocols uzed.
Windows-Groups Specifies the Windows groups that the uger t:
< | L

agd. | cancel |

Figure 6-20 Adding a New Attribute Type
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Stepl6. Select Authenticate Only from available types and then click on Add.
(Figure 6-21)

Service-Type |

Ayailable wpes: Selected types:

Administrative Authenticate Only

Call Check =
Calback Administrative << Bemove |
Calback Framed —
Callback Login

Callback Mas Prompt

Framed

Login

MAS Prompt

Cutbound

4| | »] 1] | ]

k. | Cancel |

Figure 6-21 Adding a Service Type

Stepl7. Click on Edit Profile button and then Authentication tab. Next, select
Unencrypted authentication (PAP, SPAP) as the method. (Figure 6-22)

Edit Dial-in Profile EHE

Diakin Constraints | IP | Multlink
Authentication | Encryption I Advanced

Select the authentication methods you want to allow for thiz connection.

EAP Methods

[ Microsoft Encrupted Authentication version 2 [MS-CHAP 2]
™| Wzer can change password after it has expired

[ Microsoft Encrypted Authentication [MS-CHAP)
™| Wzer can change password after it has expired

[~ Encrpted authentication [CH&P)

v Unencpted authentication [PAP, SPAPE

Unauthenticated access

r Allow clientz bo connect without negotiating an authentication
method.

Qk. Cancel Apply

Figure 6-22 Selecting the Authentication Method
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Stepl18. Navigate to Start - Control Panel - Administrative Tools and then select

Computer Manag

ement. (Figure 6-23

Triban Pook

- Dvert Vs

] ﬁ}lum} Folder s

Local Lisars and Groups
Prerfermaion Lo afe] dder:

B e Manacer
= [ Sorage

[ serien ol 2 TE Ak Plarcenare

] Scheculed Tasks v [ Ferformance

B Sounds and Audc Devices (3 Famote Desibaps

o Spemch 3 meutineg and Remotn Adteis

pe—— i Seored Liier Mames arel Pariowords :m

o0 System Terminl Serves Licensing
= : ol Testbar and St Maru i Terminal Servioes Configustion
MM L ”hn Vs Fook A Tormral Servcet Manage:

ey =} computer Mansgemant ek broveal <l wee

j“,“' A eoeisblty Ophiors
L B B Proge et

W Aot Uedabes

O e ] # Date ared T
Administrator *
L) Folder Oty
Flanage Toor Server oy Compuber 3 Feris
! 3 T Game Cartrolers
» P Inbwmat Optiors
St |
= = — , B Eyboard
Wy tamtrainen ! Lesnsing
-"-“""""""""""’l o Prinbers and Paes: ) Mouss
W Mstvork Sorrections b T Inberrat Information Services (T15) Manager
[3 Fctrpad W)tk ared Sgpert T e ared Mocdors Cgtions T Lieersing
}_) 1 ontatie Meda Bervices v [ Local Securty pokey
B Posss Options 1 Manags Vour Server
e & Prinbeey andi Faaes ¢ Moosolt HET Framework 1.1 Configuration
W Eegonal v Languige Ction i Mrcniolt KET Frameerk 1.1 Wisards
__J" Sk Soturlly = Scarrers ared Camiras -'mmmm

Figure 6-23 The Location of Computer Management on the Start Menu

Step19. On Local User and Groups, right-click on Users and then select New User.

(Figure 6-24)

E Computer Management !E

-- Event Viewer
5 Shared Folders

EGuest
1SR _MUSCF. .
0 raet_NUSG,

FT_SS. .

-5 Local Users and Groups
[:l QroL
v Perform.
,.E..[.;_-. Device I

[

Wiew
Mews Window From Here

Storage
& Remowa  Refresh
Af Disk Def  Expart List...
g Disk. Mar
[ﬂ--& Services anc Help

< 1

| 2

g File aAction Wiew Window Help | ===l
& = |[Bm| 2

g Computer Management {Local) Marme | Full Marne | Descripkion

Eﬁs System Tools Administratar Built-in account far administering k-

Built-in account For guest access to
Inkernet Guest Account
Launch 115 Process Account
Ch=Microsoft Corporation. ..

Built-in account for anonymous acc
Built-in account for Internet Inform
This is a vendor's account For the -

|Creates a new Local User account,

Figure 6-24 Creating a New User
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Step20. The RADIUS server setup is completed.

Step2l. Under Authentication - RADIUS, type the IP address, port number and
shared secret respectively in the corresponding fields. (Figure 6-25)

RADIUS Server

Enable RADIUS Server Authentication Test connection
RADIUS Server ( Hostname or [P Address ) : |1?2.19.25I].1 0 | (Max. 80 characters)
RADIUS Server Port 11812 | (Max. 5 characters)
RADIUS Server Secret . |mas.ter | {Max. B0 characters)

[] Enable 802.1x RADIUS Server Authentication

Figure 6-25 Configuring the RADIUS Server Settings

é Click on Test connection to test the connection to the RADIUS

server.

Step22. The login screen for authentication will show upon users’s web browsing
attempt. If the login information is correctly applied, authentication will be
successful. (Figure 6-26)

User Login
User Name peter |

You must pass the authentication before to access Internet.

Figure 6-26 The Login Screen for Authentication
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6.4 POP3
Using a POP3 Server to Regulate Users’ Internet Access:

Stepl. Under Authentication = POP3, type the IP address (or domain name) and port
number respectively in the corresponding fields. (Figure 6-27)

POP3 Server

Enable POP3 Server Authentication Test connection
POP3 Server ( IP or Domain Name ) : |mail.airl'n.le.cnm | (Max. 80 characters)
POP3 Server Port 110 | (Max. 5 characters)

Figure 6-27 Configuring the POP3 Server Settings

A Click on Test connection to test the connection to the POP3 server.

Step2. The login screen for authentication will show upon users's web browsing
attempt. If the login information is correctly applied, the authentication will be
successful. (Figure 6-28)

User Login
User Name peter |

You must pass the authentication before to access Internet.

Figure 6-28 The Login Screen for Authentication
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6.5 LDAP

LDAP Search Distinguished Name:
B The distinguished name for the LDAP authentication.

LDAP Filter:

B The criteria to use in selecting elements within scope.

User’s Distinguished Name:

B The distinguished name for the LDAP authentication.

Configuring LDAP Server on Windows Server 2003:

Stepl.

Step2. Click Add or remove arole. (Figure 6-29)

ﬁ Manage Your Server

=| Manage Your Server

6. Authentication

Go to Start - Administration Tools = Manage Your Server.

search Help and support Center | | [ AN =)

Managing Your Server Roles

Use the tools and information Found here to add or remove roles
and perfarm your daily administrative tasks,

Wour server has been configured with the Following roles:

s
=

»

»

Application Server

Application servers provide the core technologies required to
build, deploy and operate ¥ML \Web Services, Web
applications, and distributed applications. Application server
technaologies include ASP.MET, COM+, and Internet
Information Services (I15).

DNS Server

DS (Domain Marme System) servers translabe domain and
computer DMS names to IP addresses.

DHCP Server

DHCP {Dynamic Host Configuration Protocol) servers assign
1P addresses ko netwark clients.

E‘_}J &dd or remove a role
@) Fead about server roles

@) Read about remate
administration

(7)) Read about application
servers

(7)) Read about Web Interface
Far Remote Administration
of ‘Web servers

@) Review the next steps for
this role

gj Manage this DNS server

) Review the next steps for
this role

E_,J Manage this DHCP server

@) Review the next steps for
- Llio .olo

Tools and Updates

Administrative Tools
More Tools
windows Update

Computer and Domain Mame
Information

Inkernet Explorer Enhanced
Security Configuration

See Also

Help and Support
Micr osoft TechMet
Deployment and Resource Kits

List of Common Administrative
Tasks

Windows Server Communities
What's New

Strategic Technology Protection
Program

Figure 6-29 The Login Screen for Authentication
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Step3. Click Next. (Figure 6-30)
Configure Your Seryver Wizard
Preliminary Steps

You can ensure that wou successfully configure wour server by completing the Following steps before [=]
continuing. e

Before continuing, verify that the Following steps have been completed.

& Install all modems and nebwork cards,

&  Attach all necessary cables,

® If vou plan ko use this server For Internet connectivity, connect to the Internet now,
& Turn on all peripherals, such as printers and external drives.

& Have vour Windows Server 2003 Setup CD available, or know wvour network installation path.

‘hien wou click Mext, the wizard will search for network connections,

< Back Cancel | Help |

Figure 6-30 Server Configuration Wizard

Step4. Select Active Directory then click Next. (Figure 6-31)
Configure Your Server Wizard | x|

Server Role

You can set up this server to perform one or more specific roles, IF wou want to add more than one
role to this server, wou can run this wizard again,

Lan

Select a role, IF the role has not been added, vou can add ik, IF it has already been added, vou can
remove it, IF the role wou want bo add or remove is not lisked, open Add or Remove Programs,

Server Role | Configured | Domain Controller {Active

File: server ! Directory)

Prink server Mo

Application server (115, ASP.MET) es Comain controllers skore direckary data
Mail server (POP3, SMTP) Mo and manage user logon processes and
Terminal server Mo directory searches,

Remote access | WPN server Mo

Ciomain Controller {active Direckary) Read sbout domain conkrollers

DMS server Yes

DHCP setrver Yes

Streaming media server Mo

WINS server Yes

< Back I Mext = I Zancel Help

Figure 6-31 Server Role
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Step5. Click Next. (Figure 6-32)

Summary of Selections
Wiew and confirm the options wou have selected,

Surnrnary:

Fun the Active Directory Installation Wizard to set up this server as a domain controller

To change your selections, click Back. To continue setting up this rale, click Mext,

< Back Cancel Help
Figure 6-32 Summary of Selections
Step6. Click Next. (Figure 6-33)
Active Directory Installation Wizard

Welcome to the Active Directory
Installation Wizard

Thiz wizard helps you inzstall Active Directony services an this
gerver, making the server a domain controller.

[f thiz iz the first time vou have installed Active Directon, it is
recommended that you firzk read the overview in Active
Directory Help.

To continue, click West,

< Back

Cancel |

Figure 6-33 Installation Wizard
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Step7. Click Next. (Figure 6-34)

Active Directory Installation Wizard
Operating System Compatibility /
Improved security settings in \Windows Server 2003 affect older versions of
Windows.

Dramain controllers mwinning Windows Server 2003 implement zecurity settings that
require clientz and other zervers to communicate with thoze domain controllers in a maore
SECUNE Wal.

Some older verzsionz of Windows, including *%indows 95 and 'Windows MT 4.0 5P3 or
earlier, do not meet these requirements. Similarly, zome nonXindows systems, including
Apple Mac 05 X and SAMBA clientz, might not meet these requirements.

For more information, zee Compatibility Help.

Cancel |

< Back

Figure 6-34 Installation Wizard

Step8. Select Domain Controller for a new Domain then click Next. (Figure 6-35)

Active Directory Installation Wizard
Domain Controller Type /
Specify the role you want this zerver to have.

Lo pou want thiz zerver o become a domain controller for a new domain or an
additional damain contraller for an existing damain?

iy Dlomain controller for a new domaire

Select thiz option to create a new child domain, new domain tree, or new forest,
Thiz zerver will become the firzt damain contraller in the new damain.

" Additional demain contraller for an existing domain

& Proceeding with thiz option will delete all local accounts on this server.

All cryptographic keys will be deleted and should be exported befare
continuing.

All encrypted data, such az EFS-encrypted files or e-mail, should be decrypted
befare continuing ar it will be permanently inacceszible.

< Back I Mest = I Cancel

Figure 6-35 Domain Controller Type
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Step9. Select Domain in a new forest then click Next. (Figure 6-36)

Active Directory Installation Wizard
Create Hew Domain /
Select which type of domain to create.

Create a new:

v Diomain in & hew forest

Select thiz ophion if thiz iz the firzt domain in pour organization ar if you wank the new
domain to be completely independent of paur current forest,

" Child domain in an existing domain tree

[f pou want the new domain to be a child of an existing domain, select thiz option.
Far example, you could create a new domain named
headguarters. example. microzoft. com as a child domain of the domain

example. microsoft. com.

" Domain tree in an existing forest

[F wou don't want the new domain bo be a child of an exizting domain, select this
option. Thiz will create a new domain tree that is separate from any existing trees.

< Back I Mest = I Cancel |

Figure 6-36 Create New Domain

Stepl0. Type the DNS name for the domain then click Next. (Figure 6-37)

Active Directory Installation Yizard

Mew Domain Name /
Specify a name for the new domain.

Twpe the full DMS name for the new domain
[for example: headquarters. example. microzoft. com].

Full DMS name for new domairn;

Im_l,l.u:u:un'l

< Back I Mest = I Cancel

Figure 6-37 New Domain Name
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Stepll. Enter the NetBIOS domain name then click Next. (Figure 6-38)

Active Directory Installation Wizard
MetBl0OS Domain Name /
Specify a MetBI0S5 name for the nesw domain.

Thiz iz the name that uzers of earlier verzsions of Windows will uze to identify the new
domain. Click Mest to accept the name shown, or type a new name.

Damain MetB10S name: Iﬁ

< Back I Mest = I Cancel |

Figure 6-38 NetBIOS Domain Name

Stepl2. Enter the Domain NetBIOS name then click Next. (Figure 6-39)

Active Directory Installation Wizard
Databaze and Log Folders /
Specify the folders to contain the Active Directon databaze and log files.

For best performance and recoverability, store the databaze and the log on separate
hard digksz.

YWhere do pau want to store the Active Directary database?

Databaze folder:

Browze. ..

Log folder:
C:NWANDOWSANTDS Browse...

YWhere do pou want to store the Active Directary log??

< Back I Mest = I Cancel

Figure 6-39 Database and Log Folders
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Stepl3. Enter the folder location then click Next. (Figure 6-40)

Active Directory Installation Wizard

Shared System Yolume /
Specify the folder to be shared as the system volume.

The S%'SWOL folder stores the zerver's copy of the domain's public fles. The contents
af the 5%'SWOL folder are replicated to all domain contrallers in the domair.

The S%'5W0L folder must be located on an MTFS walume.
Enter a location for the SvYSYWOL folder.

Enlder lacation:

Browse. .. |

< Back I Mest = I Cancel

Figure 6-40 Shared System Volume

Stepl4. Select | will correct the problem later by configuring DNS manually.
(Figure 6-41)

Active Directory Installation Wizard

DHS5 Regiztration Diagnoshics /
Yerfy DMS support, or ingtall DMS on this computer.

Diagnostic Failed -

The reqgistration diagnostic haz been min 2 times.

Warning: Domain Contraller functions like joining a domain, logging onto a damairn,
and Active Directory replication will not be available until the DHS infrastructure for
Active Directany iz corectly configured.

T o allows computers to locate domain rezources, thiz domain controller needs to be
regiztered with a DMS server. The DMNS server with which thiz domain contraller will
register does not support the denamic update protocol or the primary authoritative

zohe iz not confiaured to allow deharmic uodates. LI

" | have comected the problem. Perform the DM S diagnostic test again.

" Install and configure the DNS zerver on this computer, and zet this computer to use
thiz DMS zerver az its preferred DMS zerver.

= | will comect the problem later by configuring DNS manually. [fdvanced)

< Back I Mest » I Cancel

Figure 6-41 DNS Registration Diagnostics
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Stepl5. Select Permissions compatible only with Windows 2000 or Windows

Server 2003 operating systems. (Figure 6-42)

Active Directory Installation Wizard

Permissions ’
Select default permizzions for uzer and group objects.

Some server programs, such as Windows NT Femote Access Service, read information
ztored on domain controllers.

" Pemiszions compatible with pre-wWindows 2000 server operating systems

Select thiz option if you run zerver programs on preSwindows 2000 zerver operating
gystems or o Windows 2000 or ‘Windows Server 2003 operating systems that are
members of pretwfindows 2000 domainz.

& Anonymaus ueers can read information on thiz damair.

¥ Pemizzions compatible anly with *indows 2000 or ‘Windows Server 2003
operating sustems

Select thiz option if you run zerver programz only on Windows 2000 or Windows
Server 2003 operating systems that are members of Active Directon domaing. Only
authenticated users can read information on this dornain.

< Back I Mest > I Cancel

Figure 6-42 Permissions

Stepl6. Enter a restore mode password and retype it in the Confirm password field.

(Figure 6-43)

Active Directory Installation Wizard
Directory Services Restore Mode Administrator Pazsword /
Thiz pazsword iz uged when you start the computer in Directory Services Restore
M ode.

Type and caonfirm the password wou want ko azzign to the Administrator account uzed
when thiz server iz ztarted in Directon Services Restore Mode,

The restore made Administrator account iz different from the damain Adrinistrator
account. The pazswords for the accounts might be different, 2o be zure to remember

both.
Restore Mode Password: I-“"“vul
Confirrn password: I'l" sssnen

Far maore infarmation about Directany Services Restore Mode, see Active Directorny Help.

< Back I et » I Cancel

Figure 6-43 Directory Services Restore Mode Administrator Password
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Stepl7. Click Next. (Figure 6-44)

Active Directory Installation Wizard
Summary p
Feview and canfirm the options pou selected.

TYou chose to;
Configure this server as the first domain controller in a new forest of domain rees. ;I

The new domain name is my.com. Thig iz alzo the name of the new forest,
The MetBIOS name of the domain iz MY
[ atabaze folder: C:MWINDOWSSHTDS

Log file falder: C:\wMNDOWSAHTDS
SYSYOL folder: C:A\WIMDOWSASYSYOL

The pazsword of the new domain administrator will be the zame az the pazsword of
the administrator of this computer.|
L]

To change an option, click Back. To begin the operation, click Mest.

< Back I Mest = I Cancel |

Figure 6-44 Summary

Stepl18. Settings complete (Figure 6-45).

Active Directory Installation YWizard

Completing the Active Directory
Installation Wizard

Aetive Directany iz now inztalled on this cormputer for the ;I
dormain my.con,

T hiz domain contraller is agzigned to the site
Drefault-First-Site-Mame. Sites are managed with the
Btive Directary Sites and Services adminiztrative tool,

To cloge thiz wizard, click Finish.

< Back I Finizh I LCancel

Figure 6-45 Active Directory Settings Complete
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Stepl9. Go to Start - Administrative
Computers. (Figure 6-46)

Administralor
g Manage Your Server

- ]
A Windows Explorer
...\/ P

-
5! My Computer

Tools

AW orrnand Prompl

@ Matepad

B’ Control Panel ¥

Fl‘ff Administrative Tools

Eé Printers and Faxes

9) Help and Support
/':) Search

7 Run...

&ll Brograms ¥

“:E] Windmes Security

Log OFf E Shut Dawn

[#/start | [ & |

'@'@ Active Directory Damains and Trusts
ﬁ Active Directory Sites and Services

= and Computers

@ Cerl

Clusker Administrakor
@ Component Services

cation Authority

g Compuker Managermenk

i Configure Your Server Wizard
% Data Sources (ODBC)
DHCP
Distributed File System
DS
Domain Controller Security Policy
Domain Security Policy
Event Yiewer
Internst Authertication Service
Internet Information Services (I15) Manager
Licensing
Manage Your Server
Microsoft \MET Framework 1.1 Configuration
Microsoft JMET Framewark 1.1 ‘Wizards
Metwork Load Balancing Manager
Perfarmance
Remate Desktops
Routing and Rerote Access
Services
Terminal Server Licensing
Terminal Services Configuration
Terminal Services Manager
WINS

el 5 ) G g e B b e £ T S S BV D e B 1D

6. Authentication

- Active Directory Users and

Figure 6-46 Active Directory Settings Complete

Step20. In the Active Directory Users and Computers window, right click on Users
and create a new user. (Figure 6-47)
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#% Active Directory Users and Computers

< Eil=

Action  Yiew  Window  Help

6. Authentication

&= (Bm| s .x=

5| 2

qva o

@ Active Directory Users and Computer | Users 23 objects

-1 Saved Queries Name

|T|:-e

| Descripbion

E--@ T . Com ﬂ Adminiskratar

% iu“tin t ﬁCert Publishers
. omputers

Lser

Security Graup ...

€5 SUPPORT 38,
ﬁTeInetCIients

N €7 WINS Users

K —

(@) Domain Contrallers ﬁDHCP Admini,.,  Security Group ...
-[Z1 ForsignaecurityPrincipals ﬁDHCP Us_ers Securfty Group ...
a ﬁDnsAdmlns Security Graup ...
Dielegate Conkral. . sUpdatePr... Security Group ...
Find. .. main Admins  Security Group ...
L o Cenup
Mew Computer
all Tasks 3 Contact
Wiew 3 Group
e indow from Here TEICTERET e )
MSMQ Queue Alias
Refresh Frinker
Expork Lisk,..
Cromertins Shared Folder
= SR_MUSCF... User
Help AM_NUSO.., User
RAS and 145 .., Security Group ...
ﬁSchema Admins  Security Group ...

User

Security Group ..,
Security Graup ...

Built-in account For admini. .

Members of this group are. ..
Mernbers who have admini...

Mernbers who have view-...
DS Adrministratars Group

DhS clients who are permi. ..
Designated administrators, .,
Al workstations and serve. ..
All domain controllers in th..,

&l domain guests
all domain users

Designated administrators, .,
Members in this group can...

Built-in account For quest ...

Group for the Help and Su...

115 Worker Process Group
Built-in account For anaomy...

Built-in account For Intern...

Servers in this group can ...

Designated adrministrators. ..
This is a wendor's account ...

Members of this group ha...
Members who have view-...

|Create a new ohject. ..

Figure 6-47 Creating a New User

Step2l. Enter in the user’s data, then click Next. (Figure 6-48)

iNew Object - User | x|

: g Create i my.comdzers

Iitials: I

Eirzt narne: I aitlive
Last name; I
Full narne: I airlive

Uzer lagon name:

I airlive |@m_'r'.-::|:um j
I1zer logon name [prewindaws 2000]:
|MY‘\ I airlive

¢ Back | Mest » Cancel

Figure 6-48 Creating a New User
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Step22. Enter in a password and click Next. (Figure 6-49)

New Object - User |
g Create e my.comdUzers
Pazzword: I---------
Confirm pazsgword: quu-“

™ User must change password at next logon

[ User cannot change password

¥ Pazsword never expires

[T Accourt iz dizabled

¢ Back I Hest > I Canicel

Figure 6-49 Creating a New User

Step23. Settings Complete. (Figure 6-50)

MNew Object - User | x| |

g Create . my.com/zers

YWhen vau click Finizh, the fallawing object will be created:

Full name: airlive ;I
Uzer logon name: airliveEmng. com

The password never expires.

Figure 6-50 Settings Complete
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Step24. Go to Authentication - LDAP and enter the settings. (Figure 6-51)

LDAP Server
Enable LDAP Server Authentication Test connection
LDAP Server ( IP or Domain Name ) |192.1BB.1 3919 | (Max. 0 characters)
LDAP Server Port 389 | (Max. 5 characters)
LDAP Search Distinguizhed Mame : |UC=W.C|'3=CD"1 | {Max. 512 characters, ex: dc=mydomain,dc=com)
LDAP Filter : |(Dbiectﬂlass=*} | (Max. 255 characters, ex: (objectClass=*))
User's Distinguished Name : |Cﬂ=ﬂiF|WE.'3ﬂ=US'EF3.d'3=m| (Max. 1,024 characters, ex: cn=users,dc=mydomain,dc=com)
Password : |--“-- | {Max. 128 characters)

Figure 6-51 LDAP Server Settings

server.

é Clicking on Test connection provides a connectivity test to the LDAP

Step25. When the user attempts to access the Internet though a browser, the following
screen will appear requesting authentication via the IAR-5000. (Figure 6-52)

User Login
User Name peter |

You must pass the authentication before to access Internet.

Figure 6-52 The Login Screen for Authentication
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IM Management

IM management provides system administrator with the flexibility and the facility to manage
IM access. IAR-5000 can be configured to grant or deny IM access based on account or IM
application.

IM Management comprises three major settings:

1. Login Notice: System administrator may compose a message to advise users not to
abuse the IM access for private use or to announce company policy. The message is
issued automatically to users who logs on to his / her IM account.

2. Default Rule: IM access can be regulated according to what specific IM application or
Web-based messenger is used. For newly detected IM users, IAR-5000 will use the
default rule on them.

3. Account Rule: Accounts are classified into four categories, namely default account,
accept account, accept account (no file transfer) and drop account. System
administrator may regulate the IM access by arranging users in different categories.

IM Management “ONLY” functions when IAR-5000 is deployed as

Bridge mode.
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7.1 Login Notice

When a user successfully logs on to his / her IM account, he /she shall receive the login
notice via a NetBIOS broadcast, or receive the alert notification from IAR-5000 presented in
a conversation window of the IM application.

Following are the configuration example:
Stepl. Select IM Management - Configure - Login Notice
Step2. Tick Enable NetBIOS Login Notice
Step3. Tick Enable MSN Login Notice (Bridge Mode Only)
Step4. Tick Enable ICQ / AIM Login Notice (Bridge Mode Only)
Step5. Tick Enable Yahoo Login Notice (Bridge Mode Only)
Step6. Type a name as the Notice Sender name
Step7. Compose the content of the login notice
Step8. Click on OK (Figure 7-1)
Step9. Users receive alert notification right after login (Figure 7-2, 7-3, 7-4, 7-5)

IM Login Motice Settings

v The IP addrezs to test NetBIOS legin notice:
+| Enable NetBIOS Login Motice
] J | | Msg.Test |

Enable MSN Login Notice { Bridge Mode Onby )
Enable ICQ / AN Login Motice { Bridge Mode Only )
Enable ¥ahoo Login Notice ( Bridge Mode Onby )

Motice Sender: |Internet Activity Recorder { Max. 40 characters, e.g., System Administer )

Compos=e the login notice here: ( Max. 1024 characters )

Hotice:

A1l instant message wWill be logged by the Internet Activity Recorder and
are subject to archival monitoring or disclosure to someone other
than the recipient.

Figure 7-1 IM Login Notice Settings

essengerservce x

Message From Internet Recorder bo REGGIE on 4)11/2008 2:55:03 PM

Matice: Al instant messages sent ko ar From this account will be recorded by the Musaft Internet Recaorder and are subject ko
archival monitoring or disclosure to someone okther than the recipient,

Figure 7-2 Login Notice Sent through a NetBIOS Broadcast
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v Internet Activity Recorder <network@administer. 684169

Internet Activity Recorder (osfiine)

i Internet Activity Recorder is not in your contact list. Add to contactlist

Internet Activity Recorder says:
= Motice;

All instant message will be logged by the Internet Activity Recorder and
are subject to archival monitoring or disclosure to someone other
than the recipient

Last message received at 10:56 AM on 12/1/2009
wv ;:-rll oy L "E.Bi' £ A

“«
Internet Activity Recorder {11:29 AM):
| Motice:
HAl Instant message will be logoged by the Internet Activity Recorder and
are subject to archival monitoring or disclosure to someone other -
ithan the recipient, S Inter...
| megvee]
¥ - o
«

.-Ih:*h:;Lr'ill --L- i nli[-ri h-‘-'uj*:ﬂl-_-lt:ﬁil]n:u bt (b 4

i

TR TN AT g T T R I T

Figure 7-4 Login Notice Shown in an ICQ Conversation Window
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Corversakion  Edit

Wiew  Ackions  Help

@ Call - Ev @

IMWironment  Activities Phatos

o administer.634f69 - Internet Activity Recorder

& AddUser O Ignore User ¢ °
|' T =
| Report as Spam
administer.684f69: Motice:

All instant message will be logged by the Intermet Activity Recorder
and =
are subject to archival monitoring ar disclosure to someone other
than the recipient. I

W
: e -
© & Tk & &
Seridl

Figure 7-5 Login Notice Shown in a Yahoo Conversation Window
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7.2 Default Rule

MIS engineer can make the default IM rule for MSN, Yahoo, ICQ, QQ and else IM software.
IAR-5000 will follow the Default Rule setting to assign the access right for new account.

Import / Export Settings of IM Account Rule

The account rule can be exported as a file for archive purposes and later imported onto
IAR-5000 device to restore the settings.

Default Login Rule Settings (Bridge Mode Only)

You may customize the default access rule for MSN, Yahoo, QQ, ICQ, AIM, Skype,
Gadu-Gadu, Google Talk and other Web-based messengers.

[Accept: Everyone / Drop: None]: Everyone is granted with IM access.
[Accept: None / Drop: Everyone]: IM access is denied to everyone.

[Accept: Unencrypted message / Drop: Encrypted message]: Only users sending
unencrypted messages are granted with IM access.

[Accept: Valid password / Drop: Invalid password]: To have QQ messenger access,
users must verify their account by logging on to the management address appended
with “/qq” (use lower case only), such as http://192.168.1.1/qq.

[Accept: User running IR_Plugin.exe / Drop: Others]: To have Skype messenger
access, users must have the “IR_Plugin.exe” running in the background.

[Accept: Official MSN Web Messenger / Drop: Others]: Only Web-based MSN
messenger users are granted with IM access.

QQ uses encryption to transmit its messages, therefore the IAR-5000
must obtain the associated account name and password to decrypt
and record the messages. If the Default Rule for QQ is set to Accept:
Everyone; Drop: None or Accept: Authenticated User; Drop:
Unauthenticated User, the IAR-5000 will not only be able to record
messages.

The encrypted messages over MSN or Gadu-Gadu messenger are
not recordable.

So far, MSN Web Messenger is the only recordable Web-based
messenger.

Default File Transfer Settings (Bridge Mode Only)

Decides whether to permit or block file transfer over MSN, Yahoo, QQ, ICQ, AIM,
Gadu-Gadu, and Google Talk.
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7.3 Account Rule

Default ... Accounts (Rule Status)
B Accounts resided in this category are subject to default rule.

Accepted ... Accounts
B Accounts resided in this category are granted with IM access.

Accepted ... Accounts (No File Transfer)
B Accounts resided in this category are granted with IM access, yet without the support
of file transfer.

Dropped ... Accounts
B Accounts resided in this category are denied with IM access.

The symbols used in Account Rule:

\Symbol ‘ Meaning Description

The tick mark signifies the input QQ account and
password are valid. This means the device can
decrypt the encrypted messages over QQ
messenger.

¥ | Password Valid

The exclamation mark indicates QQ account and
password have not been given to IAR-5000, or the
A Unauthenticated |authentication has failed. This means the
encrypted messages over QQ messenger will not
be recordable.

The cross mark denotes the input QQ account and
password are invalid. This means the encrypted
messages over QQ messenger will not be
recordable.

2 |Password Invalid

IAR-5000 can verify the correctness of QQ login information once a

QQ user has logged in.
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7.4 Configuration Example

Configuring the Default Rule for IM Access

Navigate to IM Management - Rule = Default Rule, and then set as below: (Figure 7-6)
B Select Accept: Everyone for MSN, Yahoo, ICQ / AIM, Skype, Gadu-Gadu and Google
Talk as the default rule.

B Select Accept: Authenticated user with valid password Drop / Unauthenticated
user or invalid password for QQ as the default rule.

B Select Accept: User running IR_Plugin.exe / Drop: Others for Skype as the default
rule.

B Select Accept: Official MSN Web Messenger for Web IM as the default rule.

B Select Accept to permit file transfer over MSN, Yahoo, ICQ / AIM, Gadu-Gadu and
Google Talk.
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Figure 7-6 Configuring the Default Rule for IM Access
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Stepl. To record Skype conversations, it requires installing the plug-in (IR_Plugin.exe)
onto clients’ PCs. (Please refer to chapter 9 for advanced configuration)

Step2. To access QQ messenger, users must verify their account by logging on to the
management address appended with “/qq”, such as http://192.168.1.1/qq.
(Figure 7-7, 7-8)

Add/ Modify QQ Accounts

4134924596

-

Figure 7-7 Creating an Account on the Device for Account Verification

Add/ Modify QQ Accounts

Microsoft Internet Explorer, |g|
| : {0k 1 (Cancel
' Add Mesw Q0 Account successFul,

Figure 7-8 New QQ Account Added

Step3. Under IM Management - Rule = Account Rule, there it shows:
B The newly added QQ account without being authenticated. (Figure 7-9)

B The new QQ account user will be authenticated once he / she logs on to QQ
messenger.

Select an IM Application: st B soee @@ vanon $icoram Boo @ GoogeTak {F Gadu-Gadu
( Bridge Mode Only )

111

= Default QQ Accounts (Rule Status)

- -___

= Accepted QQ Accounts
= Accepted Q ounts (Mo File Transfer)

= Dropped Q

Figure 7-9 Unauthenticated QQ Account
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When the QQ password has been changed, please go to the

management address appended with  “/gq’, such as
http://192.168.1.1/qq, to modify the original password.

Step4. Users merely have the access to MSN Web Messenger. Access to other
Web-based messengers will be denied.

The 1AR-5000 is capable of denying access to Web-based
messengers. The system will automatically update itself with new
Web-based messenger signatures when they become available.

Step5. To export the account rule for archive and editing, navigate to IM Management
- Rule = Default Rule and then follow the steps below:
B Click on Export button on the right of Export IM Account Rule Settings.
B In the File Download conversation box, select Save this file to disk and
then click on OK. Next, specify the storage location and then click on Save.
(Figure 7-10)

Impaort / Export Settings of IM Azcount Rule
Export I Account Rule Settings [ Export |
Import I Account Rule Settings

File Download

Default Login Rule Setti

Do you want to open or zave this file?

2 msn zj] Mame: IM_Rule_List.csv

] Accept: Unencry ! Type: Microsoft Office Excel Comma Separated Values Fil. ..
Drop: Encrypte Fram: 172.16.3.254

# Accept: Authertic IR_Pluigin &xe
Drop: Unauthen Open ] [ Sawe ] I Cancel

(O Accept: Authertic
: Unavth - . .
Drop: Unather whhile files from the Internet can be useful, some files can potentially

O Accept: Everyong harm pour computer. If vouw do not brust the source, do not open or
zave this file. ‘What's the rigk?
Drop: Mane
) Accept: Mone

Drop: Everyone

Figure 7-10 Export the Account Rule as a “.csv” File onto Your Local PC

Step6. To import the edited account rule onto the IAR-5000 device, navigate to IM
Management - Rule - Default Rule and then follow the steps below:
B Run Excel to edit the previously downloaded account rule. (default file name:
IM_Rule_List.csv) (Figure 7-11)
B Modify specific MSN account information. (customize accordingly)

€ Change the rule from Default into Accept. (Figure 7-12)
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7. IM Management

€ Modify the IP and MAC addresses. (Figure 7-13)

Create a new Yahoo account: Insert a blank row right beneath the last row of
MSN accounts and type all necessary information. (Figure 7-14)

After edited, click on File = Save on the menu bar and save the file as

“IM_Rule_List.csv”.

Click on Browse button on the right of Import IM Account Rule Settings to
locate the edited account rule and then click on OK. (Figure 7-15)

In the confirmation conversation box, click on OK to confirm the import
process. (Figure 7-16)

Acconnt

Eule

AuthName| [F

FRERHEEE BRERERERERRRERARE FHFEEF

MAC Auth Type

Between the two lines of pound sign
are column headings.

J

FREREEET RERRES AR (R

MEN airlive_testd] @hotmail.com Default | sales 172.19.50.24 00:0C:29:2A:BR46 | USER
MEN atrlive _test)2@hotmailcom | Defanlt | account | 1721970201 | 00:0A:48:0C:AB
MEN atrlive _test03@hetmaileom | Accept | account | 172195026 O00A 420 AR
MEN atrlive _test0d @hotmail.com | Drop support | 1721970204 | 00:05:50:95:5B:C6
ahoo atrlive testdl Default | support | 1721970202 | 00:0AA2:.0C:AR20 | USER
Yahoo airlive _test04 Default | support | 1721970204 | 00:05:50:95:5B:.C6 | FOP3
Q0 539236064 Defanlt 1721270203 | 00:05:50:95:58:C6
Q0 339330473 Defanlt | sales 172195025 00:0B:DC:20:84A:CC | -
Q0 339337471 Defanlt | sales 192.1270,203 | 00:05:50:05:5B:Ch
[5G 292420150 Defanlt 172195026 00:04:42:0C:A6:20
VI Application Ml fceonrd & peess Perrassion Uszer's [P Address & uthentication Wethod
Suthertication Marne Uzer’s WIAC Address
Figure 7-11 Rules Shown on the Account List
ST attlive_testd] @hotmail com I Defanlt | gales 172,19,50,24 00:0C:20:24:BE:46 | USEE
—
MM atrlive _test0] @hotmail.com l Accept ‘aales 172,19,50,24 00:0C:20:24:BE46 | UZEE
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MEN

SN

Yahoo

'
atrlive testd] @hotmail.com Accept | sales | 172.19.50.24 00:0C:29:84:BE46

[
airlive_test0] @hotmail.com | Accept | sales |mw

Figure 7-13 IP and MAC Addresses Changed

Diefault | -

Figure 7-14 New Yahoo Account

airlive_test3

7. IM Management

UISER

USER

17219770204 00:05:5D:95:5B:C6

Export I Accourt Ruld

Import Ik Account Rulg

Default Lagin Rule £

2 ni=n

O Accept:
Drop:
® Accept:
Drop:
O Accept:
Drop:
O Accept:
Drop :
O Accept:
Drop:

!‘] “ahoo

Import [ Export Settir

Lok, in; |_J Temp ﬂ €] G A
N ) database
LD om
ty Recent @EmaiI_Server_nppliance_AddressBook_ZUDQIDZQ.CSV
Desments IA_Recorder,conf
7[ N 1M _Rule_List.csy
@user_set.csv
Uren Desktop
Encr
Suthd '__/
Uretl iy Documents
Authe
[WLETH | :‘!l}_g
Ever My Cornpuiter
Mone _
Mone ..’]
-

Everd  MyMetwork  File name: IM_Fiule_List osv =] Open |

Places

Files of type: |8l Filess (7] ~] Cancel

Whether an account is purposely or accidentally deleted during
editing, it does not affect the existing account rule on IAR-5000 after
imported the edited file. Only newly added account(s) or account(s)
had been modified makes changes in the account rule.

The authentication method should not be modified. When
authentication is used, the wuser must set the appropriate
authentication data in the authentication interface.

Choose file

T 10G 1 A
Figure 7-15 Choosing the Edited Account Rule
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Microsoft Internet Explorer x|

@ Are wou sure vou wank ko import account lisk #
04 I Cancel |

Figure 7-16 Confirming to Import the Account Rule

Step7. Navigate to IM Management - Rule > Account Rule, and then follow the

steps below:

B On the Default ... Accounts (Rule Status) list, grant IM access to the
specific accounts by ticking them.

B Click on To the accepted and then click on OK on the confirmation
conversation. (Figure 7-17)

B On the Default ... Accounts (Rule Status) list, block file transfer of specific
accounts by ticking them.

B Click on To the accepted (no file transfer) and then click on OK on the
confirmation conversation. (Figure 7-18)

B On the Default ... Accounts (Rule Status) list, deny IM access to the
specific accounts by ticking them.

B Click on To the dropped and then click on OK on the confirmation
conversation. (Figure 7-19)

B On the Default ... Accounts (Rule Status) list, click on Add to add a new
account.

B In the Add Account Policy screen, type the new account to be added and
then tick the desirable rule for it. (Figure 7-20, 21)

B Click on OK to complete adding a new account.

B To delete unwanted accounts, tick the specific accounts and then click on
Remove. (Figure 7-22)

B Modification is completed. (Figure 7-23)

Select an IM Application: Rrsn skee @vaion $icoram Moo @0 cooe Tak B Gadu-cadu

[ Bricdge Mode Only )

v 8 WRITTER-MGE1RY.. E|

zebastienkoi@ho..

‘:\!) Are wou sure you wank ko accepk ?

[ Ok ] [ Cancel ]

Figure 7-17 Granting IM Access to Specific Accounts
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Select an IM Application: Bowen Boowe @vohoo S Wicasan Moo ©cooge Tok B cadu-Cadu
[ Bridge Mode Only 3

111

= Default

i oK i[ Canicel J

Figure 7-18 Blocking File Transfer of Specific Accounts

Select an IM Application: Bwsn Bsowe @vohoo S Micasam Boo ©0cooge Tak B Gadu-Gadu
[ Bridge Mode Only 3

111

i O, i[ Cancel J

Figure 7-19 Denying IM Access to Specific Accounts

unt Folicy

B y -

Figure 7-20 Denying IM Access to Specific Accounts

Select an IM Application: sy Bskpe @vahon B Micosam Moo G coode Tak 8 cadu-Gadu
[ Briclge Mode Cnly )

1481

= Default m!

Figure 7-21 Denying IM Access to Specific Accounts
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Select an IM Application: Bmzn Eskwne @vshoo EMicosam Moo G0 cooge Tak B Gadu-Gadu
[ Bridge Mode Cnly )

1M

Microsoft Internet Explorer

\ ? ) Are you sure yvou wank ko remmove ?

‘ oK I[ Canicel J

Figure 7-22 Confirming to Remove an Account

Select an IM Application: Ronzn Ezkwe @vohon oo Moo ©9cooge Tak B cadu-cadu
[ Bridge Mode Cnly )

1M

Figure 7-23 Modification Completed

IAR-5000 will use default rule (see Rule Status) on newly added IM

accounts.
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Application Management

Application Management determines the users’ right to access applications (peer-to-peer
sharing, multimedia streaming, online gaming, VPN tunneling and remote controlling).
System administrator may grant or deny access to applications based on which application
is used or who the user is.

Application Management comprises two major settings:

1. Default Rule: IAR-5000 is now capable of controlling the access to five kinds of
applications, namely peer-to-peer sharing, multimedia streaming, online gaming, VPN
tunneling and remote controlling. Newly detected application users will be subject to
default rule.

2. Custom Rule: Accounts are classified into three categories, namely default account,
accept account and drop account. System administrator may regulate application
access by arranging users into different accounts.

. Application Management “ONLY” functions when IAR-5000 is
deployed as Bridge mode.

. Peer-to-Peer Sharing: eMule/eDonkey, BitTorrent, WinMX, Foxy,
KuGoo, Appleduice, AudioGalaxy, DirectConnect, iMesh, MUTE,
Thunder 5, GoGoBox, QQDownload, Ares, Shareaza, BearShare,
Morpheus, LimeWire, KaZaa.

. Multimedia Streaming: PPLive, PPStream, UUSee, QQLive,
ezPeer, QvodPlayer.

. Online Gaming: GL World, QQGame.

. VPN Tunneling: VNN Client, Ultra-Surf, Tor, Hamachi.

. Remote Controlling: TeamViewer, VNC, Remote Desktop.

8.1 Default Rule

Default Rule for Applications (Bridge Mode Only)
m  Permits or blocks the access to peer-to-peer sharing, multimedia streaming, online
gaming, VPN tunneling and remote controlling.
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Configuring the Default Rule for Application Access

Stepl.

(Figure 8-1)

B Select Drop for all Peer-to-Peer sharing applications.

8. Application Management

Navigate to Application Management - Default Rule, and then set as below:

Default Rule for Applications ( Bridge Mode Only )

Peer-to-Peer Sharing :
& eMulerFlashget
Q Foxy
& AudioGalaxy
Bl wuTe
&7 QoDownload
ﬁ BearShare

m KaZaa

BT/Flashget
3 KuGoo

O Accept @ Drop
O Accept @ Drop
O Accept ® Drop

O Accept ® Drop &~ Thunder 5
O aAccept @ Drop 'ﬂ' Ares
O Accept @ Drop (&) Morpheus

O Accept @ Drop

ﬂ DirectConnect

O Accept @ Drop
C‘ Accept @ Drop
O Accept ® Drop
O Accept @ Drop
C‘ Accept @ Drop
O Accept ® Drop

@ winnx O Accept & Drop
é Appleluice OAcoept @DrDD
@ iMesh OAcoept @Drup

[, GoGoBowClubbox () Accept (%) Drop

@ Shareaza

() LimeWire

C‘ Accept @ Drop
O Accept ® Drop

Figure 8-1 Configuring the Default Rule for Application Access

Step2. After configured the default rule, eMule will not be accessible. (Figure 8-2)
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Figure 8-2 eMule Failed in Connecting to the Server
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8.2 Custom Rule

... Users under Default Rule (Rule Status)
B Users resided in this category are subject to default rule.

Accepted ... Account
B Accounts resided in this category are granted with application access.

Dropped ... Account
B Accounts resided in this category are denied with application access.

Configuring the Custom Rule for Application Access
Stepl. Navigate to Application Management - Custom Rule, and then set as below:

B From the Select an Application drop-down list, select Peer-to-Peer
Sharing.

B In the Default eMule/eDonkey Accounts list, grant P2P access to the
specific accounts by ticking them.

B Click on To the accepted and then click on OK on the confirmation
conversation. (Figure 8-3)

B Onthe ... Users under Default Rule (Rule Status) list, deny P2P access to
the specific accounts by ticking them.

B Click on To the dropped and then click on OK on the confirmation
conversation. (Figure 8-4)

B Modification is completed. (Figure 8-5)

Select an Application! Bricoe Mode Only 3 | Peer-to-Peer Sharing | v |

& emuleFlashoet [@ ETFiashuet @ i @roxy @ uGoo
@ Lopleduice & sudioGalay @8 Directconnect & mesh BlnuTe
& Thunder 5 _CnCoAnailybhn By Ares a Shareaza

ﬁ Bearshare

\ ? ,h' Are vou sure you wank ko accepk ?

= Default eMulefFlashoet Acco

L[] €1721601 Lok J[ concel Ra.. B WRITTER-MGG1RY..

= Accepted ebMulefFlashget Accounts

i [] §WRITTER-MGG1RS..

= Cropped eMule/fFlaghget Accounts

Figure 8-3 Granting P2P Access to Specific Accounts

91 AirLive 1AR-5000 User’s Manual



8. Application Management

—>
Air Live

Select an Application( Bricge Mods Only ) : | Peer-to-Peer Sharing lv,|

{5 emuleFlashost [R ETFlashuet i (@ Foxy (@ Hucoo
@ LovleJuice & AudioGalay @ DirectConnect & iesh BlmuTE

@ Thunder 5 L (n o iy L £ shareara
i Bearshare Microsoft Internet Explorer

Figure 8-4 Denying P2P Access to Specific Accounts

Select an Application( Bricge Mods Only ) : | Peer-to-Peer Sharing lv,|

{5 emuleFlashost [R ETFlashuet o i (@ Foxy (@ rucoo
@ LovleJuice & AudioGalay @ DirectConnect & iesh BlmuTE

@ Thunder 5 [€, GoGoBoxiCiubn: 2 2oDovwnlnad iy Ares £ shareara
a Bearshare 3 Morpheus @ Limeire In halas

Figure 8-5 Modification Completed

IAR-5000 will use default rule (see Rule Status) on newly added P2P

accounts.
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Record: Settings

IAR-5000 can record the user’s internet activities, and administrator easy to manage all of
the information by clearly group / department division. And assure the data transmission
security and monitor the employee's internet activities. In other words, IAR-5000 can
prevent the employee to use the network resources to access private activity via internet.

9.1 Settings

Signature Definition Status (Web Mail / IM / Application):

Signature definitions will be updated to reflect any changes to the packet transfer
mechanisms of web mail, IM and application to ensure the devices functionality
remains up-to-date.

IAR-5000 automatically checks for the availability of newer signature patterns every
hour. It features two ways to update your device, automatic update and manual
update.

Username Binding:

For companies using fixed IP addresses, select IP Addresses (Username-IP
Binding). Network packets from the same IP address will be treated as one user.

For companies using dynamic addressing, such as DHCP addressing, select MAC
addresses (Username-MAC Binding). Binding user names to MAC addresses
effectively prevents users with malicious intentions and untraceable IP addresses from
tampering with the system.

For companies using Active Directory (AD) server, select AD Server (Username —
Loginname Binding). The user name, i.e. the AD account name, is not only used for
logging on to Windows, but also for the basis of recording IP services.

Authentication names (Username-Authname Binding) can be used as the basis of
recording. Any recordings from the authenticated account will be associated with the
same user. It can be used for users who also require authentication to access the
Interent. (Note: Requires Bridge mode deployment)

When the router is connected between the LAN user and the
IAR-5000 device, the MAC IP address of the packets will be replaced

with the MAC address of the router before being sent to the IAR-5000
device. Therefore, if this is the case, please select Username-IP
Binding.
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Plug-In for Binding Username to AD Server and Recording Skype Conversations
(Text & Voice)

B Plug-In installation location:
€ AD Server:
® The user’s computer will automatically install and run the plug-in when the
user logs on to the AD server. Skype text and conversation will be recorded.

€ On the user’s computer:

® When AD server (Username-Loginname Binding) is chosen as the
recording basis, but the network is not operating with an AD server, the local
PC’s login will be used as the basis to record Skype text and conversation.

® When using MAC addresses (Username-MAC Binding), AD server
(Username-Loginname Binding) or Authentication names
(Username-Authname Binding) as the recording basis, the device will
record Skype text and conversation.

Choosing the recording basis, in combination with the plug-in's installation location will
produce the following scenarios:

B When IP addresses (Username-IP Binding) is chosen as the recording basis the
installation of the plug-in becomes irrelevant. The user’s IP address forms the basis
of recording.

B When MAC addresses (Username-MAC Binding) is chosen as the recording basis
the installation of the plug-in becomes irrelevant. The user’s MAC address forms the
basis of recording.

B When AD server (Username-Loginname Binding) is chosen as the recording
basis the installation of the plug-in becomes irrelevant. The user’s AD server login
name forms the basis of recording.

Installation Location Login used Recording Basis when an AD
of the Plug-In Server is Used
AD login AD quin IS uged as the
Installed on the AD recoridng basis
server Local computer’s User’s IP address is used as
login the recording basis
AD login User’s_AD Iogin is used as the
Installed on User’s recording basis
Computers Local computer’s User’s local computer’s login is
login used as the recording basis
: User’s IP address is used as
AD login : :
Not Installed the recording baS|§
Local computer’s User’s IP address is used as
login the recording basis

B When Authentication names (Username-Authname Binding) is chosen as the
recording basis the installation of the plug-in becomes irrelevant.
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The IAR-5000 automatically modifies the plug-in file to suite the

currently attached network. Thus, it is important to download the
plug-in only once the network has been deployed.

LAN to LAN Activity Recording:
IAR-5000 is capable of recording the data transmission among LANS. Supposing users
must access the Internet through an on-site proxy server, then that is the case it is used.

Service Content / Log Recording Settings:
B Enables you to decide whether to record a service completely. You may record an IP
service completely, or simply the log, or nothing at all.

€ |If set to “Content”, then both the contents and logs of the service will be
available for viewing. Accordingly, it takes up more hard disk space.

€ |If setto “Log”, then merely the logs of the service will be available for viewing. It
takes only a few bytes (a couple of hundred bytes at most) in size per each
service log.

€ If setto “Not Recording”, then the 8 major services will not be recorded.

Service Log Display Setting:
B Determines the maximum entries displayed per page.

Report Browsing Settings (Search Results / Audit Report):

B Provides users with access to service contents by hyperlinks. Service contents are
accessible through the designated IP address and port number within a specific
period of time.

Default Character Encoding for Recording:
B The default setting will be applied to data of an unidentified character encoding.
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9.2 Settings Example
Binding User Names to IP Addresses:

Stepl. Navigate to Record - Settings = Settings, and then set as below:
(Figure 9-1)

Username Binding

User names are bound te (3 |P addresses ( Username-IP Binding )
0 MAC addres=es ( Username-MAC Binding )
O AD =erver ( Username-Loginname Binding }i_ Illh i
) Authentication names ( Username-&uthname Binding )i_ Help i

Figure 9-1 Record Analysis Settings

Step2. Under User List = Logged, you will see: (Figure 9-2)
B Users are identified by computer name or DNS name.
B |P address is used for user identification if no information (e.g., user name,
DNS name, etc.) is available for displaying.

View ,i,, Subnet Address @8 Department / Group

Subnet - [

User: | Remove ¥ [ Movetolonored | (Change Depariment / Group!
Logged : 5 Ignored : 0 1M
= Subnet Address - 172.16.0.0

Username : YWRITTER-MGE1 RIS
Department ! Group : R.D.

P Address 0 1721602

MAC Address : O04F:63:01:37.EA

Figure 9-2 User Names Binding to IP Addresses

Step3. User name helps track and control user’s online activities. Eight kinds of IP
service logs are available under Record = Service. (Figure 9-3)

| 2009-11-30 (25 records) v |

Date/Time Usemame

Username: WRITTER-MGE1RIS
Department § Group: R.D.

Computer Mame: WRITTER-MGG1RIS
IP:17216.0.2

MAC: 04F63:01:537 EA

Figure 9-3 User’s Online Activities
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Binding User Names to MAC Addresses:

Stepl. Navigate to Record - Settings - Settings, and then set as below:
(Figure 9-4)

Username Binding

User names are bound to () P addreszes ( Username-IP Binding }
@ MAC addresses ( Username-MAC Binding )
O AD =erver ( Username-Loginname Binding }i_ “lll i
(O Authentication names { Username-Authname Binding )i_ Help i

Figure 9-4 Record Analysis Settings

Step2. Under User List = Logged, you will see: (Figure 9-5)
B Users are identified by computer name or DNS name.

B MAC address is used for user identification if no information (e.g., user name,
DNS name, etc.) is available for displaying.

View : 3!5 Subnet Address @A Department / Group
Subnet : [
User : | Remove [ || Mavetolgnored | [Change Department / Group!
Logged @ 1 lgnored : 0 141

Cepartment ! Group : R.D.
Sl b e P address  172.16.0.2
MAC Address : 000416530137 ea

Figure 9-5 User Names Binding to MAC Addresses

Step3. User name helps track and control user’s online activities. Eight kinds of IP
service logs are available under Record - Service. (Figure 9-6)

| 2009-11-30 (25 records) v |

DatelTime Username Web Site

Computer Mame: JACKY
P 17216.03
MG OO 4F:63:01:37:EA

Figure 9-6 User’s Online Activities
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Binding User Names to AD Server:

Stepl. Navigate to Record - Settings - Settings, and then set as below:
(Figure 9-7)

Username Binding
User names are bound to () P addresses ( Username-IP Binding }
C‘ MAC addresses ( Username-MAC Binding )
@ AD server [ Username-Loginname Binding ) 'Ml

AD Server [P or Domain Name |192.1BB.1.25EI | Test connection

AD Server Fort 389 | (389 or 1,025 - 65,535 )

AD Search Distinguizshed Name |uu=air|ive,dc=rn:.r1 ,dc=cun| { Max. 512 characters, ex; dc=mydomain,dc=com )

Fitter Rule |(DD}EC'EC|333=' | { Max. 255 characters, ex: (objectClass=*) )
Admin Account |WEST | { Max. 1024 characters, ex: cn=users,dc=mydomain,dc=com )
Admin Password |““.“ | { Max. 128 characters }

) Authentication names { Username-Authname Binding )' Help I

Figure 9-7 Record Analysis Settings

Step2. Right-click on your domain, point to New, and then click on Organizational Unit.
Next, create as many users as desirable in the newly created Organizational
Unit folder. (Figure 9-8)

4% Active Directory Users and Computers L 10| x|
@ File  Action Wew Window Help | = |5’Ii|
e D@ s e XFRE R BPETLEE
[:l Zonsale Rook Mame | Tyvpe | Description |
E@ Active Directary Users and Compl ﬂ jack User
(-] Saved Queries € ioch Lsar
E@ [Ei_l_rlllve..lc.um ¥ rayearth User
ot ﬂ simsan User
[:I S ﬂ skeve User
-{&] Domain Controllers € ket i
----- [:l ForeignaecurityPrincipals ednk il
N ||

Figure 9-8 Creating an Organizational Unit and Its Members
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1. Each AD object has a unique identifier known as a Distinguished

Name (DN). DNs are used to uniquely identify entries in an LDAP
directory. The following string-type attributes represent the set of
standardized attribute types for accessing an LDAP directory.

DC - DomainComponent

CN - CommonName

OU - OrganizationalUnitName

O - OrganizationName

STREET — StreetAddress

L - LocalityName

ST - StateOrProvinceName

C — CountryName

UID Userid

2. Attribute Values Based Upon AD Server Data

B dc=myl, dc=com refers to the domain name myl.com
(Figure 9-9)

B cn=Administrator,cn=Users,dc=my1, dc=com refers to the User
named Administrator (Figure 9-10)
cn=josh,ou=airlive,dc=my1,dc=com refers to the User named
josh under the organizational unit name airlive (Figure 9-11)

1.‘? Active Directory Users and Computers
:@ File  Action Yiew indow Help | _Iﬁllﬂ
¢« B@E e XFRE R el vET
@ Ackive Directory Users and Computer | Musoft & objects
- Saved Queties MName | Type / | Description |
- ] myl.cu?n.'u 7 jack ser
- % Ewilkin € iosh User
o Comp.uters €7 rayearth ser
[#-{] Domain Cantrallers € <imean Lser
----- [:l ForeignSecurityPrincipals ﬂ ; u
: steve ser
i Lsers
D ¥ sukent Lser
N i

Figure 9-9 Searching for Users by AD Logon Name
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-.? Active Directory Users and Computers
@ File  Action Wew Window Help |;[i|5|
e» @ seXFRE 2 BB TE D
@ Ackive Directory Users and Computer | Users 21 objects
{1 5aved Gueries Marme | Tvpe ¢ | Description |
E‘@ my1.com ECert Publishers Security Group - Domain Local Members of this group are. ..
{3 Buiin mDHCP Adrinistrators Security Group - Domain Local Mermbers who have admini.. .
@ Comp!.lters fﬁDHCP |Jsers Security Group - Domain Local Members who have view-, ..
< Dom‘,aln Cl:lntrlollerls ) ﬁ:Dns.ﬂ.dmins Security Group - Domain Local DMS Administrators Group
[:l Foreign3ecurityPrincipals . .
e ﬁ:IIS_WPG Security Group - Domain Local 115 Worker Process Group
. ﬁERF\S and IAS Servers Security Group - Domain Local Serwvers in this group can ...
ﬂzWINS |Jsers Security Group - Domain Local Members who have view-, ..
ﬁ:DnsUpdateProxy Security Group - Global DM clients who are permi, .
mDnmain Admins Security Group - Global Designated administrators. .,
ﬂanmain Computers Security Group - Global Al warkskations and serve. ..
ﬁanmain Contrallers Security Group - Global Al domain contrallers in th...
ﬁ:Dnmain Guesks Security Group - Global All domain guests
ﬁzDumain sers Security Group - Global all domain users
ﬂzEnterprise Admins Security Group - Global Designated administrataors. ..
ﬁ:Grnup Palicy Creator Owners Security Group - Global Members in this group can...
fz Schema Admins Security Group - Global Designated administrators. .,
Adrninistrator | ser Built-in account for admin. ..
&Guest User Built-in account For guest ...
ﬂ Hung User
ﬂ IUSR _AIRLIVE-RVZIXETP User Built-in account For anony...
ﬂ TWaAM_AIRLIVE-RWTIXETP ser Built-in account For anany...
N I -]
| |

Figure 9-10 Searching for Users Inside Containers

{' Active Directory Users and Computers

<3 Fle  Action  Wiew Window  Help |-|5’|5|
¢ @m0 XFRE @ gl vEgE

@ Active Direckary Users and Computer | Musoft 6 objects

----- (L] 5aved Queries Name | Type 7 | Description |
EI@ I‘ﬂvl-C?"'_1 € jack User
23 Builtin fiosh | Liser
-[_ Computers
) f1 rayearth IIser
{&3] Domain Controllers )
ﬂ simsan User

[:l Foreign3ecurityPrincipals
ﬂ steve

[:l Users

User
ﬂ sukent User

3 - |

Figure 9-11 Searching for Users Inside Organizations Units
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Step3. Under User List - Logged, you will see: (Figure 9-12)
B Users are displayed by the given name from the Organizational Unit in the
AD server.

B |P address is used for user identification if the plug-in has not been installed
onto the client’'s computer or user itself has not been authenticated.

View : _-,?, Subnet Address &4 Department / Group
User : | Remove ¥ || Movetolgnored  [Change Depariment/ Group)
Logged : 1 lgnored : 0 111

= Department / Group : R.D.

ST sername : 172.6.0.2

Lngnn Mame : 1721602
Department § Group : R.D.

Sl B il MAC Address | 00047630137 ea

= Departmen

Figure 9-12 User Names Binding to AD Server

Step4. Download the plug-in from the device and install it into your AD server.
(Figure 9-13, 14)

File Download - Security Warning

Do you want to run or save this file?

Mame: LAR_Plugin. exe
Twpe: Application

From: 172.16.3.254

Fun ][ Save ][ Cancel ]

il YWhile filez from the Internet can be useful, this file type can
@ potentially harm your computer. IF you do nok trugt the source, do nok

run or zave thiz software, What's the righ?

Figure 9-13 Downloading the Plug-In from the Device

sysInstall 32-bit (v1.1.23)

Install to PC Uninstall from PC

Install to AD server Urninstall from AD server

it

Figure 9-14 Installing the Plug-In onto AD Server
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9. Record: Settings

Download the plug-in and installed it onto the AD server:

Navigate to Start - All Programs - Administrative Tools - Active
Directory Users and Computers, and then right-click on the domain and
choose Properties. (Figure 9-15)

Select the Default Domain Policy and then click on Edit. (Figure 9-16)

In the Group Policy Object Editor window, select User Configuration -
Windows Settings > Scripts (Logon/Logoff). After that, double-click on
Logon scripts. (Figure 9-17)

Select the “sysProtect.exe” and then click on Edit. (Figure 9-18)

Click on OK after finish editing. (Figure 9-19)

Click on OK in the Logon Properties window. (Figure 9-20)

Setting completed. The plug-in will be automatically installed onto and
executed on all AD clients’ computers when they have logged on to AD
server.

<3 File

1.‘? Active Directory Users and Computers

Ackion

Wiew  Window  Help

= =N

e ven

S
B
B2
=L
R
&

@ Active Direckary Users and Conputer
(2] saved Queries

= B
Delegate Contral. ..

myl.com 6 objects

| Tvpe / | Description |
m builkinCanmain

pukers Container

Mame
[

Default container For upar...

Find. ..

Conneck ba Domain...

Conneck ko Domain Contraller,
Raise Domain Functional Level...
Operations Maskers., ..

Mew 3
All Tasks »

Wiet +
Mew Window Fram Here

Refresh
Exporkt List, ..

ignIecurityPrincipals

min Controllars
ft

by

Help

I I [

Conkainer
Cankainer
Qrganizational Linik
Organizational Unik

Default container For secu..,
Default container For upgr...
Default container For dom...

|Opens property sheet for the current selection. |
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my l.com Properties ﬂ I

Generall tanaged By Group Policy I

Ta improve Group Policy management ) o the Group Policy

td anagement Conzole [GPRC].

i
Current Group Palicy Object Links for myl
SEREEE

Group Policy Object Links | Mo Overide | Digabled |
Default Dramain Palicy

Group Policy Objects higher in the list have the highest pricrity.
Thiz lizt obtained fram: airlive-reFisgp.myl . com

New | agd. | Edt | Up |
Dptions... | Delets... | Propertiez | [rawm |

[ Block Policy inheritance

ak I Cancel | Al |

Figure 9-16 Domain Properties

'{ii Group Policy Object Editor [_Tal=]

Eile Action Wew Help
=] ol E

f—_j Default Domain Policy [ airlive-rv7is H] Scripts {Logon,/Logoff)
EI@ Computer Configuration
E1-[C1) Software Settings

i g Software installation
=[] Windows Settings

Scripts (Startup)Shutd
¢ [P Security Settings Description:

=-120 Admiristrative Templates | “ontains user logan scripks.

D Sysktem
7] Metwork
D Printers
[:I Windows Components
I'_—'I@ User Configuration

E|[:| Softweare Settings
: g Software installation
[ Windows Settings
43 Remate Installation el
-] Scripts (Logon/LogafF)
Security Settings
[#-(_7] Falder Redirection
B4 Internet Explorer Mainl
-7 Administrative Templates

Logon

Display Properties

2

B=r:

K ™ Extended { Standard 7

Figure 9-17 Group Policy Object Editor
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i Logon Properties ﬂ E
Scrpts |

Remaove |

To wiew the zchipt files stored in thiz Group Policy Object, press
the button below.

Show Files. ..

] Cancel Apply

Figure 9-18 Logon Properties

Edit Script EE

Script Mame:

Browse... |

Script Parameters;
AD_LOGON

DHE% I Cancel

Figure 9-19 Editing Logon Script
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Logon Properties E

Scripts I

zyzProtect. exe A0 LOGOMN Up

Remove

_feme |

To view the zcript files stored in thiz Group Policy Object, press
the button below,

ShowFies.. |

I:II<{\\ | Cancel Apply

Figure 9-20 Logon Script Configuration Completed

Step6. A user logs on to Windows using Active Directory authentication. (Figure 9-21)

Log On ko Windows
Professional
Built on NT Technology

e N |

[

Lser narme; IjOSh

Password: I el

Log on ka: ||"-"|‘r"1 j

[ Log on using dial-up connection

Zancel Shutdown. .. | Options <<

Figure 9-21 Logging on to an AD Domain
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For non-AD client users, you may download the plug-in yourself and
install it onto your computer. The device will then be able to use your
user name, namely the name you use to log on to Windows, as a
basis for recording online activities. (Figure 9-22, 23, 24)

Log On to Windows
Professional
Built on NT Techrnalogy
[ Ea

User nanne: [ ecbermri=trakor

Password:

Logeonto: | ANLIVE-25-3 {Hhiz Comribec =]

[ Log on using dial-up connection

Cancel Shutdawn. .. ( Options <= (

SigratureBefl| File Download - Security Warning

Last updste che
“ergion D 1.75 (]

Updste signaturg MNarme: TAR_Plugin.exe
Mote: Connecting Type: Application = the LDP port 23,

User names are
Run l [

Do you want to run or save this file?

Save ]I Cancel l

Py ‘whhile files from the Internet can be useful, this file tppe can
0 potentially harm vour computer. IF pou do not bast the source, do not

this software. YWhat's the risk?
run or save this software. ‘What's the ris Ty m

Current Wersion: T.1.23
Plug-in (14F_Plugin.exe: J nmhg“ |
— -
Communication Port: |BDDD |( 1,025 -65,535)

Figure 9-23 Downloading the Plug-In from the Device
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sysinstall 32-bit (v1.1.23)

Install to PC

Uninstall from PC

Install to AD server Uninstall from AD server

it

Figure 9-24 Installing the Plug-In onto Client PC

9. Record: Settings

Step7. User name helps track and control user’s online activities. Eight kinds of IP
service logs are available under Record = Service. (Figure 9-25)

| 2009-12-02 (38 records) v |

Q
DE=

Username: 172.16.0.2
Logon Mame : 172.16.0.2
Department § Group: .0

IP:17216.0.2
MG O04FB3:01: 37 EA

Web Site

Figure 9-25 User’s Online Activities

Binding User Names to Authentication Names:

Stepl. Navigate to Record -> Settings > Settings, and then set as below:

(Figure 9-26)

Usernames are boundte () |P addresses ( Username-IP Binding }
O MAC addresses ( Username-MAC Binding )
O AD =erver ( Username-Loginname Binding )i_ I'IIII ]

Username Binding

(¥) Authentication names | Username-Authname Binding }i_ Help ]

Figure 9-26 Record Analysis Settings
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Step2. Under User List - Logged, you will see: (Figure 9-27)
B Users are identified by authentication name.

B |P address is used for user identification if no information (e.g., user name,
DNS name, etc.) is available for displaying.

View : w3y Subnet Address @ Department / Group

User | Remove ~ || Movelolgnored | (ChangeDepariment/Group)

Logged : 1 Ignored : 0
= Department / Group : R.D.

= Department/ Group : Group_2

= Department/ Group : Group_3

Figure 9-27 User Names Binding to Authentication Name

Step3. User name helps track and control user’s online activities. Eight kinds of IP
service logs are available under Record - Service. (Figure 9-28)

2009-12-02 (46 records)
| |

Q
| sorime- | usemane

Authertication Mame: stan

Department § Group: R.D.
IP:17216.0.2
MAC: O0:4F:63:01:3TEA

Figure 9-28 User Names Binding to Authentication Name
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Record: User and
10 Service

The AirLive IAR-5000 classifies the most frequently seen online activities into 8 services.
By monitoring 8 services of each user, system administrator may easily secure the
corporate information assets and also avoid network bandwidth from being abused for
private purposes.

Today Log:

B The recording of a user’s online activities via SMTP, POP3/ IMAP, HTTP, IM (MSN,
Yahoo Messenger, QQ, ICQ, AIM, Skype, Gadu-Gadu), Web SMTP, Web POP3,
FTP and Telnet of the day is obtainable through the Today Log menu.

10.1 SMTP

Search Emails Sent via SMTP:

B Records are available if searched by criteria, such as recipient, sender, subject,
content, session direction, no attached file, attached file and date, as keyword or
pattern.

€ Under System - Settings, tick Enable email notification and configure its
related settings; and then navigate to Record - Settings - Settings to
Enable report hyperlinks as well as configure its related settings. Refer to the
steps below to start a search:

Sender: Type a key word from the email address

Username: Type a key word from the user name

Enable the searching duration and specify a period of time to search within.
Click on Search. (Figure 10-1)

Click on Send Report.

Mail out the search results to the designated recipient. (Figure 10-2)

N o o bk wDd e

Click on Download Report to download the search results as a “.txt” file
onto local computer. (Figure 10-3, 4)

8. Click on Export Mail to download the search results as a “.mbx” file onto
local computer. (Figure 10-5)
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Search Emails Sent via SMTP

Enter your search criteria :

Recipient : | | (Max. 100 characters)
Sender : | | (Max. 100 characters)
Subject : | | (Max. 100 characters)
Content : | | (Max. 100 characters)
Username : | | (Max. 80 characters)
Paddress: [ |
O No Attachment
|:| Attachment File Name : | | (Max. 100 characters)

Start a search from: [ 2009 v |;[12 v ;[ 01 v] [00 ][00 ||

To: [2009 v s[ 12 (s s[ 02 ] [17 (][] 04 +]

| search | | MailReport |{ Download Report | | Expart Mail |

| Help |
Results
[2008-12-02 (12 records) v |
@1
|:| Sue Cick viewdlal)
12/02 16:42 ACKY pm3iairlive .com stan@test.com - RE: MW-2000S
|:| 12102 16:42 JACKY pm3iairlive .com michaeligtest .com - RE: MW-20005

Figure 10-1 Searching for a Specific Log

& Internet Recorder - Search result (SMTP) - Linics -0 x|

J File Edit Miew Tools Message Help |

= 3
o @ @ X >
Reply Reply &l Forward Prink Delete Prewvious
From: pimageairlive .com
Date: viednesday, Dec 2, 2009 6:45 PM
To: stanitest com

Subject: Internet Recorder - Search result (SMTP)
Attach: FE'Internet Recorder - Search result (SMTPY Rkl (34,1 KE)

=

|
/

Figure 10-2 The Search Results of SMTP Attached to an Email
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IAR-5000 - Search result (SMTP)

12/02 16:42 JACKY i3 gairlive. com stani@test.com RE: MwW-20005
12002 1642 JACKY prm3Eairlive.com michael@test.com RE: Myy-20005

Figure 10-3 The Search Results of SMTP

A Click on a desirable message subject to read its contents

Search E File Download E|

Do you want to open or save this file?

= Marme: Search_Result_SMTP_20091202_1739.kxt (M=, 100 characters)

= Type: Text Document (Ma. 100 characters)
Fram: 172.16.3.254

(Max. 100 characters)

Open ] [ e ] I ] l (Ma. 100 characters)

[Max. 50 characters)

harm pour computer. [F you do not trust the source, do not open or
zave thiz file. What's the risk?
Mz, 100 characters)

[ ] Start asearch from: i i

@ Wwhile files from the Internet can be useful. zome filez can potentially

Ta: I I

{ Search | | MailReport |f n%num | { Export Mail |

Figure 10-4 Downloading the Search Results as a “.txt” File
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Search EnprlEiir: X
Do you want to open or save this file?

@ Mame: Search_Result_SMTP_20091202_1735.mbox (M= 100 characters)

Type: HTML Dacument (Max. 100 characters)

From: 172.16.3.254
(Mze. 100 characters)

Dpen ] [ B ] I ] (Max. 100 characters)
(M=, 80 characters)

While filez from the Intermet can be useful, some filez can potentially
harm wour computer. [f you do not bust the source, do not open or

zave thiz file. What's the risk?
(M=, 100 characters)

L] Start s search from: i !

To: i !
| Search | | MailReport |i Download Report | | Eunnﬁgan 1

Figure 10-5 Exporting the Search Results as a “.mbx” File

é How to open a “.mbx” file on your local computer:

B Convert the “.mbx” file into a “.eml” file with a mbx2eml application
(e.g., IMAPSize) and then run Outlook Express to open the “.eml”
file.
Run IMAPSize, navigate to Tools = mbox2eml on the menu bar,
and then click on it. (Figure 10-6)
In the mbox2eml window, click on “Select mbox files to convert”
button, locate the “.mbx” file, click on Open, and then click on
Convert to start converting the file into “.eml” file.
(Figure 10-7, 8, 9)

B Run Outlook Express to open the “.eml” file. (Figure 10-10)
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Fil:  Accoont  Wiew | Tools i Help

10. Record: User and Service

=10l ]

I—L, & emldmbox.. ] | i

emldmboxes...

Mailba o ] | =| | 2| | I

K7

Search I @ @ @

 From | To | Subject | Date Size Spam 5c. ..

Message LID

| | [
Figure 10-6 Navigating to Tools = Mbox2eml on the Menu Bar
1 L A S
f|_h K - TN :
T Y Y = <1 1
=l

rave=mi e

Thes s el bl o cotvvrt B files 0 el Mibed,
"oun ok £ e o mmiltiydn s ke b one,
T sk meaiple ke, bk dhosn Hiwe CTRL bery bl

safiecting Hles n the Hie diabeg
Sebect mbion: Hiss to comvet | Cleer List I
o] St e o conversion . /£
| —— Swwn e Bt
|+ fren I1e |
Flensoe  [Tearh_Foesid_DWTF_000005_1410
Fimolhew.  [LUrecmalbo fle [ mbos| =] Canctl |§

Figure 10-7 Specifying the “.mbx” File to be Converted

113 AirLive 1AR-5000 User’s Manual




10. Record: User and Service

—>
Air Live

Semn IMA =1l x|
File  Accownt  Wiew Tools  Help
[ aas ot e
|| Mailba | el Feai| =1 =] | J
Xl
This dialog wil help you convert mbox files to eml files,
Yfou can cenvert single or multiple mbox filzs at once.
To select multiple files, hold down the CTRL key while
selecting files in the File dialog.
Select mbaox files to converk I Clear List l

C\MailiSearch_Result_SMTP_20080305_1410.mbx ﬂ

J o of

4]
Sesich I @ @ i [v Dots in mbo: file represent folders separators
/ From | 10 Select the destination Folder For eml files, & subfolder 28 Spam=c... | Message UID |
will be created far each mbox file specified sbove
IC:'l, b |

Cancel |

|
Figure 10-8 Converting the “.mbx” File into a “.eml|” File

; =10l x|
File  Account  ¥iew  Tools  Help

[ laes o8N %

l___]MaIlI"Jclx | @l @I QI @I I _I

@ Messages successfully converted Ll;l

4]
Search | % K % = |
/ From | To : Size Spam St... | Message LD |

Figure 10-9 File Conversion Completed
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Fuders x|[rTa e [ren [ subge [ nacaiuad ©
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120 Lol Fobders
& e ek vew Foortes Tos et [

o} oo ek + = - (0] | Psearch ThFokders 2
T Sert Toemer Bkl |_'Il::|.l:-o-cnrr-b'tsa'-d':-eltmrs|.l:uclj P
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o T fechives
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0 A waskly
2 Spemmal
3 Transdabion Warks

iyl
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3 Wirus el (For best oy} Type:Inkerm 39ME [ My Computer =

k]

fontadts = Frome T

There b s imeriiags welocto,

=l =
[ messageis), Dureesd (M wongories [ Eme ]

Figure 10-10 Click oning and Dragging the “.eml” File into Outlook Express to Open It

10.2 HTTP

Search Visited Webpages via HTTP:
B Records are available if searched by criteria, such as Web site address, content,
session direction, transmission direction and date, as keyword or pattern.

€ Under System - Settings, tick Enable email notification and configure its
related settings; and then navigate to Record > Settings = Settings to
Enable report hyperlinks as well as configure its related settings. Refer to the
steps below to start a search:

Web Site: Type a key word from the Web site address.

Username: Type a key word from the user name.

File Transfer: Tick both Upload and Download.

Enable the searching duration and specify a period of time to search within.
Click on Search. (Figure 10-11)

Click on Send Report.

Mail out the search results to the designated recipient. (Figure 10-12, 13)
Click on Download Report to download the search results as a “.txt” file onto
local computer. (Figure 10-14)

ONoOR~WNE

115 AirLive 1AR-5000 User’s Manual



—
Air Live

10. Record: User and Service

Search Visited Webpages via HTTP

A
[}
wn
c
=
w

Enter your search criteria :

Web Site

(Max. 80 characters)

Username :

(Max. 80 characters)

IP Address :

Content :

| (Max. 80 characters)

File Transfer :
Start a search from:

Ml upload  [¥] Download

To:

2009-12-02 (8 records)

e o

| Search | | MailReport || Download |

Figure 10-11 Searching for a Specific Log

Internet Recorder - Search result (HTTP) = Unicode (Ui =] =4

nternet Recorder - Search result (HTTPY Rl (32,9 KB)

Figure 10-12 The Search Results of HTTP Attached to an Email
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|AR-5000 - Search result (POP3 / IMAP)

Date / Time

1202 17:02
1202 17:02
12021702
12021702
12021702

Lsername

JACKY
JACKY
JACKY
JACKY
JACKY

IIllrlllllE! |::| E: |tE'

semvers.defvpu.stamp

prod-ay provpu.stamp

ticrasoftrootcert. crl

MSMCantentPCA.cr

mMESMContentCAcrl

Figure 10-13 The Search Results of HTTP

A Click on a desirable Web site log to view the visited page.

Search Vi

m

v

Type: Text Document
From: 172.16.3.25¢

Do you want to open or save this file?

Wame: Search_Result_HTTP_20091202_1531 ket :I (Ma. 80 characters)
(hazx. 80 characters)
(hazx. 80 characters)

Open ] [ Save ] [ Cancel l —

while filez from the Intermet can be uzeful, some files can potentially
harm wour computer. [F pou do nat trust the source, do not open or
zave thiz file, What's the rigk?

02 | |00 w00 w

02 | |18 |- (30w

( Search | | MailReport || nut%lgu l

Figure 10-14 Downloading the Search Results as a “.txt” File

117 AirLive 1AR-5000 User’s Manual



10. Record: User and Service

—>
Air Live

10.3 IM

Search IM Conversations:

B Records are available if searched by criteria, such as type, session direction, user
account, participants, content, file name, auth name and date, as keyword or
pattern.

€ Under System - Settings, tick Enable email notification and configure its
related settings; and then navigate to Record - Settings = Settings to
Enable report hyperlinks as well as configure its related settings. Refer to the
steps below to start a search:

IM Application: Select “All”.

Username: Type a key word from the user name.

IM Account: Type a key word from the user account.

Enable the searching duration and specify a period of time to search within.
Click on Search. (Figure 10-15)

Click on Send Reporrt.

Mail out the search results to the designated recipient. (Figure 10-16, 17)
Click on Download Report to download the search results as a “.txt” file onto
local computer. (Figure 10-18)

ONoOr~WNE

Search IM Conversations

Enter your search criteria -

I Application : | Al ¥
IP Address
Username :| | (Max. 80 characters)
M Account : | | (Max. 100 characters)
Participant : | | (Max. 100 characters)
Content : | | (Max. 100 characters)
D Tranzferred File |

Name - (Max. 100 characters)

Start a search from : | 2009 % ;|12 % /|02 % | (00 % - |00
To:| 2009 ;12 |w ;|02 |» | [18 v | |40 |»

| Search | | MailReport | [ Dowmload |

Results
| 2009-12-02 (1 records) v |
@1
I e . S
|:| 18:39:52 — 18:39:52 (0.0 min.} JACKY - 3 sebastienko@hotmail... 4 airlive_jacky@hotmail. com
¢| 111

Figure 10-15 Searching for a Specific Log
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J File Edit Miew Tools Message Help |

= >
B @y = Pt a
Reply Reply &l Forward Print Delete Previous
From: PITC3EEirlive . com
Date: Wizdnesday, Dec 2, 2009 5:45 P
To: stanititest com

Subject:  Internet Recorder - Search result (Ih)
Attach: @Internet Recorder - Search resulk (IM).bREml (33,8 KEB)

=l
/

Figure 10-16 The Search Results of IM Attached to an Email

IAR-5000 - Search result (IM)
| Comerssiondurion | __Usemame | Pafigpen | Por_

18:39:52 - 18:39:52 (0.0min.) JACKY - (MSN) sebastienkoghotmail.. <= airlive_jacky@hotrail. 2

Figure 10-17 The Search Results of IM

é Click on the frequency number of a conversation to view its

conversation
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Search | BElREENG EJ

Do pou want to open or zave this file?

Mame: Search_Result_IM_20091202_1902 bxt
Type: Text Document
From: 172.16.3.254 (Maz. 80 characters)

)

(hlaz. 100 characters)
(Max, 100 characters)
Mz, 100 characters)

Open ] [ Save ] [ Cancel

While files from the Internet can be uzeful. some files can potentially (Maxx. 100 characters)
harm your computer. 1f you do not trust the zource, do not open or b | |00 w00 W

zave thiz file. What's the risk?
b 19 v 02 v

| Search | | MailReport | | nml%%!

Figure 10-18 Downloading the Search Results as a “.txt” File

10.4 Web SMTP

Search Emails Sent via Web-Based Email Services:

B Records are available if searched by criteria, such as recipient, sender, subject,
content, session direction, no attached file, attached file and date, as keyword or
pattern.

€ Under System - Settings, tick Enable email notification and configure its
related settings; and then navigate to Record -> Settings > Settings to
Enable report hyperlinks as well as configure its related settings. Refer to the
steps below to start a search:

1. Username: Type a key word from the user name.

2. Session Direction: Select “All”.

3. Enable the searching duration and specify a period of time to search within.

4. Click on Search. (Figure 10-19)

5. Click on Send Report.

6. Mail out the search results to the designated recipient. (Figure 10-20, 21)

7. Click on Download Report to download the search results as a “.txt” file onto
local computer. (Figure 10-22)

8. Click on Export Mail to download the search results as a “.mbx” file onto local

computer. (Figure 10-23)
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Search Emails Sent via Web-Based Email Services

Enter your search criteria :

Recipient : | | (Max. 100 characters)
Sender : | | (Max. 100 characters)
Subject : | | (ax. 100 characters)
Content : | | (Max. 100 characters)
Uszername : | | (Max. 100 characters)

Pagdress: [ |

H No Attachment

O Atiachment Fie : | | thax. 100 characters)

Starta search from: | 2008 | f[12 »[;[ 04 | [00 w[[00 ]

To: [2009 |w|r[12 v]/[04 %] [10 [¥][51 ]

| Search | | Mail Report | i Dowmload Report | | Export Mail |

| Help |
Results
@i
] s/ Time - Subed Cice o iow e caie)
0 12/04 10:50 JACKY airlive_jacky@hotmail... jacky ko@airlive.com - |AR-5000 demo for WebSMTP connection
@i
( Clear /] (Clear Al |

Figure 10-19 Searching for a Specific Log

& Internet Recorder - Search resulk (\Web SMITPP =10 x|

J File Edit Miew Tools Message Help |

=z 3
B @ B Pt a
Feply Reply &l Forward Print Delete Previous
From: pim3gairlive.com
Date: Friday, Dec 4, 2008 4 0:57 Ak
To: stancitest .com

Subject:  Internet Recaorder - Search result (ieh SMTR)
Attach: I;Ellnternet Recorder - Search result (Web SMTPREml (34,0 KE

[

o
Figure 10-20 The Search Results of Web SMTP Attached to an Email
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IAR-5000 - Search result (Web SMTP)

12/04 10:50 JACKY airlive_jacky@@hotmail . facky kodBairlive com 1AR-5000 demo for WebSMTP connection

Figure 10-21 The Search Results of Web SMTP

A Click on a desirable message subject to read its contents.

File Download

Do you want to open or save this file?

[Max. 100 characters)
- Mame: Search_Result_‘Web SMTP_20091204_11Z25.txt {Mac. 100 characters)
Type: Text Document :I
Wax. 100 charact
From:  airlivedd.dyndns. org (Max characters)
[Max. 100 characters)

Open ] [ Save ] I Cancel l (Maix. 100 characters)

@ while filez from the Internet can be useful, zome filez can potentially
harm your computer. [ pou da not trust the source, da not open or Max. 100 characters
save thiz file. What's the risk? (Wiex. !

Start a search from = | 2009 % ;|12 v|;|n4 v| |un vHDU vl

To: |2009 v|;|12 v|;|n4 v| |11 vH24 vl

| Search | | Mail Report || nmmm%_n Export Mail |

Figure 10-22 Downloading the Search Results as a “.txt” File
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File Download

Do you want to open or save this file?

(Max. 100 characters)

; !E] Mame: Search_Result_‘Wweb SMTP_200291204_1130.mbx (M. 100 characters)

Type: HTML Document
From:  aitlive9a.dyndns.org (Max. 100 characters)

(Max. 100 characters)

Open ] [ Save ] l Caneel (Max. 100 characters)

@ Wwhile files from the Internet can be useful, some files can potentially
harm paur computer. [F you do not trust the source, do not open or Maoc. 100 characters
save thiz file. What's the rigk? (Mex. :

Start & zearch fram ;| 2009 & ;12 & |04 % | |00 % |00 &
To: [2009 % ;12 % || 04 % (11 % |24 »

| Search | | Mail Report |{ Download Report | | Elnuml[%%]

Figure 10-23 Exporting the Search Results as a “.mbx” File

A To open the exported “.mbx” file, please refer to Figure 10-6 to 10-10.

10.5 Web POP3

Search Emails Received via Web-Based Email Services:

B Records are available if searched by criteria, such as recipient, sender, subject,
content, session direction, no attached file, attached file and date, as keyword or
pattern.

€ Under System - Settings, tick Enable email notification and configure its
related settings; and then navigate to Record - Settings -2 Settings to
Enable report hyperlinks as well as configure its related settings. Refer to the
steps below to start a search:

1. Username: Type a key word from the user name.

2. Enable the searching duration and specify a period of time to search within.

3. Click on Search. (Figure 10-24)

4. Click on Send Report.

5. Mail out the search results to the designated recipient. (Figure 10-25, 26)

6. Click on Download Report to download the search results as a “.txt” file onto
local computer. (Figure 10-27)

7. Click on Export Mail to download the search results as a “.mbx” file onto local

computer. (Figure 10-28)
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Search Emails Received via Web-Based Email Services

Enter your search criteria :

Recipient : | | thtax. 100 characters)
Sender : | | thtax. 100 characters)
Subject : | | thax. 100 characters)
Content : | | (max. 100 characters)
Username : | | (Max. 100 characters)

PAddress: | |

O No Attachment

O Attachment File : | | tMax. 100 characters)

Starta search from: [ 2008 v /[ 12 v ;[ 04 v | [00 v [/00 +|

To: [2008 [ |;[ 12 [s] s[04 %] [11 v ][22 (%]

| Search | | Mail Report |i Dowmload Report | | Export Mail |

| Help |

Results
| 2009-12-04 (5 records) v |
1
Opm Sue Gl o viow e coren
12104 10:36 JACKY notification+2mk24.. - Jennifer Lu commented on her..

Figure 10-24 Searching for a Specific Log

& Internet Recorder - Search result (\Web POP3) - -0 x|

J File Edit Miew Tools Message Help |

=7 3
o G @ X >
Reply Reply &l Forward Print Delete Previous
From: pim3Eeairlive .com
Date: Friclay, Dec 4, 2009 10:57 A
To: staniCotest com

Subject:  Internet Recorder - Search result 0eb POP3)
Attach: @Internet Recorder - Search result (Web POP3).hEml (34,1 KE

[—

4
Figure 10-25 The Search Results of Web POP3 Attached to an Email
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IAR-5000 - Search result (Web POP3)

12/04 12:35 JACKY natification + 2mk24 sehastienko@@hotmsi.. Jennifer Lu command on her..

Figure 10-26 The Search Results of Web POP3

A Click on a desirable message subject to read its contents.

File Download

Do you want to open or save this file?

| (Maz. 100 characters)
Mame: Search_Result_web POP3_Z0091204_1203.txt | (b 100 characters)
Type: Text Document

| (Mazx. 100 characters)

Fram:  aitlivesa. dvndns.org

| (Maz. 100 characters)

Open ] [ Save l I Cancel ] |(Max.1DD characters)

@ YW'hile files from the Intemet can be useful, some files can potentially
harm your computer. If you do not bust the source, do not open or Maee. 100 characters
zave this file. Wwhat's the risk? | (M. )

Start & search from: 2009 v ;12 v|;[04 v| (00 v} o0 v |

To: (2009 w12 v[/j04 v| [12 v} 03 v

| Search | | Mail Report | § nmmm%u Export Mail |

Figure 10-27 Downloading the Search Results as a “.txt” File

125 AirLive 1AR-5000 User’s Manual



’-/ff——_-‘-.,—?) 10. Record: User and Service
[ L L ®
r aenwve

File Download

Do you want to open or save this file?

(Max. 100 characters)
; E%_I] MName: Search_Result_‘web POP3_20091204_1204.mbx (Max¢. 100 characters)
Type: HTML Document

Wax. 100 charact
From:  aitlived&, dvndns.org (Max characters)

(Mazx. 100 characters)

Open ] [ Save l I Cancel (Maix. 100 characters)

@ YWhile files from the Intermet can be useful, some files can potentially
harm your camputer. If you do nat bust the source, do not open or M. 100 characters
save this file. What's the rigk? (M. )

Start & search fram | 2009 % | ;|12 & ;04 % | (00 00
To: [2009 & [; 12 & |p|04 % [12 % |03 »

| Search | | Mail Report || Download Report | | “"""Q"g' 1

Figure 10-28 Exporting the Search Results as a “.mbx” File

A To open the exported “.mbx” file, please refer to Figure 10-6 to 10-10.

10.6 FTP

Search Files Transferred via FTP:
B Records are available if searched by criteria, such as file name, host name, user
name, size, session direction and date, as keyword or pattern.

€ Under System - Settings, tick Enable email notification and configure its
related settings; and then navigate to Record > Settings = Settings to
Enable report hyperlinks as well as configure its related settings. Refer to the
steps below to start a search:

Username: Type a key word from the user name.

Enable the searching duration and specify a period of time to search within.
Click on Search. (Figure 10-29)

Click on Send Report.

Mail out the search results to the designated recipient. (Figure 10-30, 31)
Click on Download Report to download the search results as a “.txt” file onto
local computer. (Figure 10-32)

R A
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Search Files Transferred via FTP

Enter your search criteria :

File Name - | | (Max. 80 characters)
Hostname | | (Max. 80 characters)
Username : | | (Max. 80 characters)

File Size : | Larger than v | || kBytes v | (1-9089)

Startﬂsearchfrnm:|2uu‘3 V|I|12 V|I|4 Vl |'} "‘|:|':I V|
To: 2008 v/ 12 [ |/[4 | [13 .| 18 ||

| Search | | MailReport | | Download |

Results
| 2009-12-04 (4 records) ¥ |
H1i
o] oo e e s | e rosves own | e neses
12404 12:05 JACKY  59.115.100.67 jacky : KB115 Download  |ARSK 45png 27T KB

Figure 10-29 Searching for a Specific Log

& Internet Recorder - Search result (FTP) = Linicods

J File Edit ‘Wwiew Tools Message Help

=" b
B @ B s 4
Reply Reply &l Forward Print Delete Previous
From: pimSEeairlive .com
Date: Friday, Dec 4, 2009 1205 Phd
To: stanritest .com

Subject:  Internet Recorder - Search result (FTF)
Attach: Fg"lnternet Recorder - Search result (FTP.hEml 33,0 KB)

=

[~
/4

Figure 10-30 The Search Results of FTP Attached to an Email
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IAR-5000 - Search result (FTP)

12/04 15:2 JACKY airlive15.dyndns.arg Jacky A Download  |AR-5K 48.pnag 33KB
12104 14-.3? JACKY airlive15.dyndns.arg jacky . FEEE Download  |AR-5K 47.pna 24 KB
12104 13:51 JACKY airlive15.dyndns.arg jacky  FFEE Download JAR-5K 46.png 21 KB
12104 12:05 JACKY 59.115.100.67 jacky  FFEEE Download JAR-5K 45.png 27 KB
12104 12:05 JACKY 59.115.100.67 jacky . *FEE Download  JAR-5K 44.png 28 KB
12104 11:31 JACKY 5911510067 jacky ;. FFEEE Download  JAR-G5K 43 png 2T KB
12104 11:28 JACKY 59.115.100.67 jacky  FFEEE Download JAR-5K 42 png 26 KB

Figure 10-31 The Search Results of FTP

A Click on a file name to download it onto your local computer

Do you want to open or zave this file?
[Max. 80 characters)

Mame: Search_Result_FTP_20091204_1350.kxk {Max. 80 characters)

Type: Text Document
[Max. 80 characters)
From:  aitlivess.dyndns.org

Open ] [ Save ] [ Cancel ] Hytes V| [1-9993)

Ef
@ Y'hile files from the Intemet can be useful, some files can potentially

v
harm pour computer. IF you do not trust the source, do not open or
save this file. What's the rigk? Search | | Mail Report | | n%u |

Figure 10-32 Downloading the Search Results as a “.txt” File
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10.7 Telnet

Search Sessions Established via TELNET:
B Records are available if searched by criteria, such as user name, host name,
session direction and date, as keyword or pattern.
€ Under System - Settings, tick Enable email notification and configure its
related settings; and then navigate to Record ->» Settings - Settings to
Enable report hyperlinks as well as configure its related settings. Refer to the
steps below to start a search:
Username: Type a key word from the user name.
Enable the searching duration and specify a period of time to search within.
Click on Search. (Figure 10-33)
Click on Send Report.
Mail out the search results to the designated recipient. (Figure 10-34, 35)
Click on Download Report to download the search results as a “.txt” file onto
local computer. (Figure 10-36)

UM LNE

Enter your search criteria :

Username :| |(|'.'Ia.x. &0 characters)

Hostname : (Max. 100 characters)
Start a search from: | 2009 % (12 % ;| 04 % | |00 & . (00 @
To:| 2000 w |j[12 & || 04 % | [14 %[ |17 | ¥

| Search | | Mail Report | | Download |

Results

| 2008-12-04 (1 records) ¥ |

a1

o

(] 12004 14:17 — 12104 14:17 (0.9 min.) JACKY bbs. ntu.edu.tw
<:: 111

Figure 10-33 Searching for a Specific Log
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& Internet Recorder - Search result (TELNET) =L -0 x|

J File Edit Miew Tools Message Help |

=g »
=PI < PR ¢ X &
Reply Reply &l Forward Print Delete Previous
From: pim3Eeairlive .com
Date: Friday, Dec 4, 2009 217 PM
To: staniCotest com

Subject:  Internet Recorder - Search result (TELRET)
Attach: @Internet Recorder - Search resulk (TELMET ), html (35,7 KE)

=l
/

Figure 10-34 The Search Results of TELNET Attached to an Email

IAR-5000 - Search result (TELNET)

12104 1417 — 12/04 1417 (0.9 min.} JACKY bbs.ntu.edu.tw =]

Figure 10-35 The Search Results of TELNET

ﬁ Click on the detail symbol "©" to view the captured image of a

TELNET session.
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Search Sessions Established via TELNET

File Download r5__<|
Do you want to open or save this file? (hax. 80 characters)
E] Mame: Search_Result TELMET 20091204 1436, txt ]—_l
= Type: Text Document, 345 bytes (M. 100 characters)
Fram:  airlive98.dyndns. arg el «| 0+ 1865} | 00 (8- | 00
e (|08 v | (14 v |38 W

Open ][ Save l[ Cancel l

Search | | Mail Report | | nmr&ﬁ !

harm vour computer. If you do naot trust the source, do not open or

RESUIt @ YWhile files from the Internet can be uzeful, zome files can patentially
zave thig file. What's the rizk?

@1
n Diate F Time = Llsername Hosthame Details
D 1208 1417 -- 1204 14:17 (0.9 min.) JBCHY bbs ntu ecu

171

Figure 10-36 Downloading the Search Results as a “.txt” File

10.8 Custom Log

The recording of a user’s online activities via SMTP, POP3/ IMAP, HTTP, IM (MSN,

Yahoo Messenger, QQ, ICQ, AIM, Skype, Gadu-Gadu), Web SMTP, Web POP3,

FTP and Telnet for a specified date is obtainable through the Custom Log.

Records are produced based on search criteria, such as user name, host name,

session direction, date, keyword or pattern.

€ Navigate to Record - User - Logged, click the user you want to search and
choose Custom Log. (Figure 10-37)

Select all recorded services.

Specify a period of time to search within.

Click Search. (Figure 10-38)

Click Send Report.

10-39, 40)

the local computer. (Figure 10-41)
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10. Record: User and Service

—>
Air Live

View : wiy Subnet Address $4 Department / Group

Figure 10-37 Custom Log

M Todav Log B surp B FOP3 / IMAP ¥ HTTP { HTTPS &m
B3 veb sutP 8 vieb POP3 2 e & TELNET /& Custom Log
Custom Log
Uzername : JACKY
Recorded Service : ] i3 syTp 15 por3 s mar [ & HTTR/HTTPS [#] T8 M
MESwebswte P16 webrors [ L2 FTP ] & TELNET
From: | 2009 %7 [12 %7 [04 | (00 % [00 &
o i i o . [
| Search | | MailReport | | Download |

Result

| 2008-12-04 (489 Records) @

105 B

Time

Figure 10-38 Searching for Specific Records
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.1 Internet Recorder - Search result {Custom Log) = Unicode (TR [=] 4

&] 0.1 Internet Recorder - Search result {Custom Log).html {35.1 KE)
=

Figure 10-39 Receiving the Searching Results

IAR-5000 - Search result (Custom Log)

JACKY
Event

Figure 10-40 Custom Searching Results
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M Todsy Log g, ShiTF B POPS £ IMAP FHTTP I HTTPS &m
B8 vieh TP & vieh PoP3 & FIP & TELHET #8 Custom Log
Custom Log
Username ; JACKY
Recorded Service © [V] 0 apre B@pop3 iMap [ & HTTR HTTRPS [#] 8 M
£ wish SMTP E8 sk POP3 5 FTP & TELNET
File Download ['5__<|
Do you want to open or zave thiz file? _! | Download |
= Mame: Custom_Log_Result_20091204_1520.kxk
Result = oA e -

Type: Text Document

From: airlivedd.dyndns.org

l 1150

[ Tme || Opn J [ Sove ][ Coned

151420 &HTT

151410 @HTT ‘whhile files from the Internet can be useful, zome filez can patentially
151408 @MHTT harm pour computer. [F youw do not trust the zource, do not open or
- zawve this file. What's the righ?

1515351 EE{POA | oiq), Attach...
151245 l_e'[HTTF' THTTPZS] j bt 207 46 113.93

151245 @[HTTP FHTTRS] j] hittps: (207 46113935

150634 @ [HTTR FHTTPS] bt dsue live com

Figure 10-41 Downloading the Records
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11. Record: Access Record

11 Record: Access Record

11.1 Accessing Emails Sent via SMTP Protocol

Navigate to Record - Service - SMTP to obtain the details of user’'s using SMTP
protocol.

To view an archived email, click on the desirable email subject. (Figure 11-1)

Then it displays the content of the email. (Figure 11-2)

To retrieve an archived email, tick the corresponding box and then click on “&
(Forward) at the top of the chart icon.

Designate both the sender and recipient email address in the Retrieve Mail window,
and then click on OK.

The email is sent to the assigned recipient. (Figure 11-3)

To remove unwanted emails, tick the corresponding boxes and then click on | Clear [ |
icon.

Click on OK to confirm to remove selected emails.

The selected emails are removed. (Figure 11-4)

To clean up emails by date, click on I EIéar 1 in the lower right corner.
Define the date and click on OK to confirm to clean up emails.
All emails (SMTP logs) are cleaned up. (Figure 11-5)

| 2008-12-08 (1 records) |

Q 8 B+

T ) O T

1208 11:32 JACKY ko@airlive.c.. airlive jacky@hotm.. - Ac Email via LAR-S000 demo

i
Subject ;. Access Email via 1AR-5000 demo i

Mzil Size: 2.7 KB

[Clear~ |] Clear |

Figure 11-1 Click on the Desirable Email to View
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—>
Air Live

<N http:Hairlive38. dyndns.org: 5000 - E-Mail - Microsoft Internet Explorer |Z||E|g|

\-b’anrwardl

From: "Jacky Wo" sjacky koairlive com:=
Date: Tue, & Dec 2009 11:30:32 +0800
To: =aitlive_jacky@@hotmail coms=
Subject: Access Email via |AR-5000 dema

Az title, you can check the mail content wia JAR-5000.,

Best regards,
Jacky Ko

Ovislink Corp.
Jacky Ko / Product Manager

Tel: 886-2-2218-6888 Ext. 835
Fax: 886-2-B667-6352

Web: www. airlive.com

E-mail: jacky.ko®@airlive.com

I@ Done # Internzt

Figure 11-2 An Archived Email

This window offers users not only a view of email content but also the

function to forward the email or to save the attachment.

2003-12-08 (1 records)

Subject (Click to view details)

JACHY jacky koidairlive ... airlive jackyi@hotm.. - Access Email via 1AR-5000 demo
— = 11
hut . . = - - r
23 http:/airlive?8. dyndns.org: 5000 - Retrieve mail - Microsoft. .. |._||E|E|
Sender : |airliveJacky@hcﬂmail.c:om|[ e sender@mydomain.com 'M‘ lM‘

Recipient : |airliveJacky@hcdmail.com|( e recipiert@mydomsin.com )

I 0K | I cancel ]

@ Done  Internet

Figure 11-3 Configuring to Retrieve the Archived Email
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—>
Air Live

2008-12-05 (1 records)

Q 8 %
n Date / Time = Llsername 2ecipien Subject (Click to view details)
12008 11:32 JACKY jmeky koi@airlive .. aitlive jackyiphotim.. - Access Bmail vis AR-5000 demo
1M1
Microsoft Internet Exploner “: at |l Clear |

\ ? J Do you really want to delete the selected itemis) 7

[ Ok, ][ Cancel l

Figure 11-4 Confirming to Remove the Selected Email

20091208 (1 recards) ¥ |

Usernarme Sender Recipient Subject (Click to view details)

) http://airlive¥8. dyndns.org: 5000 - Log... |._| __ |E

12005 11:32 | - Access Email via |AR-5000 demo

The date of log deletion ranges ... T
Fram: 2008 v |fl12 w03 w “}ha'p" Clear ]
Ta: 2009 v | fl12 v | fl08 v '
i ok 9
&] oone 8 Internet

Figure 11-5 Confirming the date of log deletion ranges

To import emails from MS Outlook (including Outlook Express) or
other email applications:

B Clickon %* to import the emails. (Figure 11-6)

B In the Email Import Settings window, specify the location and file

extension of the messages file. (Figure 11-7)

B Emails are chronologically archived according to their sending or
receiving time.
The imported emails can be located under Record - Service 2
SMTP. (Figure 11-8, 9)

| 2008-12-08 (1 records) v |

141

JACKY iacky ko@airlive.c.. airlive _jacky@hotm.. - Access Email via lAR-5000 demo

n Dats.:.h"i'"'-' Llsername
Impport E-Mails
& 32

111

Figure 11-6 Click on the Symbol to Import Email Messages
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X

ik ok

Outlook Express (dbx) liﬂ

| Impert || Cancel |
&] Dane % Internet

Figure 11-7 Importing a Messages File

| 2009-12-04 (4 recards) v

Figure 11-8 Imported Email Messages

test - Chinese Traditional (Big5) X
File Edit  View Tools Message Help #

8 & 8

Reply Reply & Forward

= X

Print Delete

© O

Previous Mext

W

Addresses

Fron: Test

Date: Friday, December 04, 2009 3:25 PM
To: AirLive_jacky

Subject:  test

|2

Best regards,

Tacky Ko

Product Dept.

CrrigLink: Corporation.
Tel: 886-2-2218-6888 1 835
Fax: BR6-2-B66T6352

Weh: www ATRLIVE. com

|£

Figure 11-9 Reading the Imported Email
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—>
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11.2 Accessing Emails Sent via POP3/IMAP Protocol

Navigate to Record > Service - POP3/IMAP to obtain the details of user’s using
POP3/IMAP protocol.

B To view an archived email, click on the desirable email subject. (Figure 11-10)

B Then it displays the content of the email. (Figure 11-11)

B To retrieve an archived email, tick the corresponding box and then click on “&
(Forward) at the top of the chart icon.

B Designate both the sender and recipient email address in the Retrieve Mail window,

and then click on OK.

The email is sent to the assigned recipient. (Figure 11-12)

To remove unwanted emails, tick the corresponding boxes and then click on [Clear |
icon.

Click on OK to confirm to remove selected emails.

The selected emails are removed. (Figure 11-13)

To clean up emails by date, click on [ Clear | in the lower right corner.
Define the date and click on OK to confirm to clean up emails.
All emails (POP3 / IMAP logs) are cleaned up. (Figure 11-14)

| 2008-12-08 (1 records) v |

wg 1101
Date / Time ~ Recipient Subject (Click to view details)

(m

111

Subject | Re: outgoing mail server
Iail Size : 39 KB

— Tewearar Clear |
Figure 11-10 Click on the Desirable Email to View
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22 http:/172.16.3. 254, - E-Mail - Microsoft Internet Explorer

L9",[F0r\.v\u'ardl
From: "Leo Chen" =leo cheni@sirlive coms
Date: Tue, & Dec 2009 11:51:42 +0500
To: "aitlive-tech" stechi@airlive coms=
CC:
Subject: Re: outgoing mail server
A
Dear Sir,
Dutgoing mail server is SMTP{Simple Mail Transfer Protocol) server.
Your mail will send out from the outgoing mail server.
If you hawe any questions and advices, please feel free to let me know.
Thanks for choosing AirLive products.
Best regards )
AirLive Support Team
----- Original Iessage----- v
@ Done  Internet

Figure 11-11 An Archived Email

This window offers users not only a view of email content but also the

function to forward the email or to save the attachment.

2003-12-08 (1 records)

Q8
n Date I Time = sehder tecipien Subject (Click to view details)
12051205 JACHY len chen@@airlive.c.. [Bcky ko@@airlive .. - Re: outgoing mail server
——— 11
23 http://172.16.3.254 - Retrieve mail - Microsoft Internet Exp... |._||_|E|
Sender : |Ieo.chen@airlive.com ||: e sender@mydomain.com 'M‘lMl

Recipient : |jacky.kn@airlive.cnm |[ e recipient@mydomain.com )

I 0K | I cancel ]

@ Done  Internet

Figure 11-12 Configuring to Retrieve the Archived Email
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[2008-12-08 (1 records) v |

Q +8
n Date | Time = XeCipien Subject (Click to view details)
12005 12:05 JECHY |eo.cheni@aitlive.c.. jacky koi@airlive.c.. - Re: outooing meil server
11
Microsoft Internet Explorer _ iClear = || clear |

\ ? ) Do you really want to delete the selected itemis) 7

L Ok, J[ Cancel l

Figure 11-13 Confirming to Remove the Selected Email

20091208 (1 recards) ¥ |

Usernarme Sender Recipien Subject (Click to view details)

2 hitp://172.16.3.254 - Log Deletion - Mi... _

12005 12:05 - Eer outooing mail server

The date of log deletion ranges .. 1i1
From : 2009 v | f{12 /|04 w lﬂhﬂlp“ Clear '
To: 2008 v (12 v |08 v
o 1
&] oone 8 Internet

Figure 11-14 Confirming the date of log deletion ranges

11.3 Accessing Visited Webpages via HTTP Protocol

Navigate to Record -> Service - HTTP to obtain the details of user’s using HTTP
protocol.

B To view a visited page, click on the desirable page. (Figure 11-15)

B Then it displays the visited page. (Figure 11-16)

B To remove unwanted visited pages, tick the corresponding boxes and then click on
(Clear ¥ | jcon,

Click on OK to confirm to remove selected visited pages.

To clean up visited pages by date, click on [ Clear | in the lower right corner.
Define the date and click on OK to confirm to clean up visited pages.
All emails (HTTP logs) are cleaned up. (Figure 11-18)

| 2009-12-08 (367 records) v |

Q 1148
[m | patmme- |
[0 12/08 14:48 JACKY hitp:ifsup.live.com... ity iy airlive com/
O 12/08 14:39 JACKY hitp:i/tools.qoogle.com...

Figure 11-15 Click on the Desirable Page to View
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(¢ L

Bt v Favorites  Took  Help

Er Live
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M- ZE00CAM gained sward Real Deal
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Outdoor POE Might Yision IP Camera
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G948 130 for KE 32064,
ViEL
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Errargancy Upqrads Firme s,
wardies k14, Tie wpyra,
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initial EU Srmwars ralesss
wariles k14, Far spgr

8 Bupport News

LR T T

By AP i pan e M £EID"
whea oy RIS cennncts

Bviril SNMP-24MGB WL-1700USE £ this AP, 1t drops

B N S0rCe N netwtirking will Be » GG

i ek ek T . i A | 5
£ )
] Do TTTTTTITIT W Intermat

Figure 11-16 An Archived Page

| 2008-12-08 (3 records) v |

Microsoft Internet Explorer

\ ? ) Da you really want to delete the selected item(s) 7

i O, i[ Cancel J

Figure 11-17 Confirming to Remove the Selected Pages
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2009-12-08 (3 records) v |

111

n DateiTirme~

1208 1450

Usermame

| hitp:#/172.16.3.254 - Log Deletion - Mi..

EEX

D 128 1448 The date of log deletion ranges ..
] 12005 1439
Fraom : 2009 w|f|12 W |f|05 W 1
To: 2009 s (f112 W |05 W
@ Dane 8 Internet

Figure 11-18 Confirming the date of log deletion ranges

11.4 Accessing Details of an IM Conversation

Navigate to Record - Service = IM to obtain the details of user’s using instant messaging

applications.

B Click on the corresponding total message entries on the right to access to the history
messages. (Figure 11-19)

B Then it displays the conversation between the two participants. (Figure 11-20)

B To remove unwanted conversations, tick the corresponding boxes and then click on
(Clear ¥ | jcon,

B Click on OK to confirm to remove selected conversations.

B The selected conversations are removed. (Figure 11-21)

m To clean up conversations by date, click on | Elear | in the lower right corner.

B Define the date and click on OK to confirm to clean up conversations.

[ |

All emails (IM logs) are cleaned up. (Figure 11-22)

| 2009-12-08 (1 records) v |

a] Conmasimougto | osmame or

Figure 11-19 Click on the Desirable Conversation to View
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Air Live
r aeiwve

2 http://172.16.3.254 - [MSN Recording] JACKY (2009-12-08 15.16.22 ~ 15.16.43) - Microsoft Internet Explorer [= |[B][X]
File Edit ‘“iew Favorites  Tools  Help -ﬁ'

Username sation Duration

‘3 JACKY 151622 - 15:16:43 (021 min.) sebastienko@hotmail com “ aitlive_jacky@hotmail .com

DateiTime

Content
ACKY: .omuene
|AR-32000 IM recard demao

12/05 15:16:22

airlive_jacky@hotmail.com :
1208 15016:37

QK
airlive_jacky@hotmail.com :
1208 13016:43
Igotit
@ Dane

8 Internet

Figure 11-20 History Messages

| 2009-12-08 (1 records) + |

11

Paticipant _
)

oh Duration =

131622 -- 15016:43 (0.21 min.) JACHY

- .3 =sebastienko@hotmail... 4 airlive_jacky@hotmail com

1M

Microsoft Internet Explorer, : 'cqgl 1l ciear |

\?) Do vou really want to delete the selected itemis) 7
L Ok J ’_ Cancel ]
Figure 11-21 Confirming to Remove the Selected Conversations
| 2009-12-08 (1 records) v |

1M

C Durgtion = Ername
R 2} hitp://172.16.3.254 - Log Deletion - Mi..

File Edit “ew Favarites Tools Help

Q
(m|
]

The date of log deletion ranges ...

(ciear = || clear |

Fram : 2009 s [f112 W | 04w i{}

To: 2009 v |12 v |flog v

ook

I@ Done  Internet

Figure 11-22 Confirming the date of log deletion ranges
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Checking Skype voice conversations:
1. The symbol # indicates a voice conversation. (Figure 11-23)

2. The voice conversation can be played online or downloaded onto a
local PC. (Figure 11-24, 25)

| 2009-12-08 (5 records) ¥ |

Q 141
it Conversation Duration Username Paticipant 0
[T | 4 | 21:15:15 -- 21:43:00 (27 45 min.) 1721910085 - “}j, airlive_jackyi@hotmail.. 4=+ support@test.com 43
| % | 16:38:53 - 16:39:33 (0.40 min.) 172195016 T | - airlivel testiahéyairlive2_testiah [}E
[T | 4 [ 161913 - 16:27:01 (7 48 min ) 172192012 - |8 airlive_jacky@hotmail.. <= chokchai_i@hotmail.com T
[T | 4 [ 11:12:06 - 15:23:50 (251 44 min.) 17219.2012 - |38, sirlive_jacky@hotmai.. 4= ulisis2g@hotmail com 55
[T | 4 | 10:02:50 - 10:08:40 (610 min.) 172192012 = 3 airlive_jackyi@hotmail.. <= maito_anuchiti@chaiyo.com 8
141
Clear [v Clear
Figure 11-23 Skype Voice Conversations

Type sernarme Conversation Duration b

S 172195016 16:38:53 -- 16:39:33 (0.40 min.) aitlivel _testiab = aitlive2_testlab

DatelTime Content

airlve?_testlah :
=partlist aft=""~

0602 16:38:53

=part identity="airlivel_testlah"=
=name=aitlivel_testlab=iname=
=lpart=
=part identity="aitlive2_testlah'=
=name=aitlive?_testlab=/iname=
=lpart=

=lipartlist=

0B/02 16:38:53

airive?_testlah :

o, il 57) [ (2145 KE)

Figure 11-24 Playing the Voice Conversation

Opening sukent400_20090107_113612.mp:

You have chosen ko open

sukent400_20090119_113612.mp3

which is a: MP3 Format Sound
from: http:/f172.19.0,1

i Open with

~ What should Firefax do with this file?

rap3file (defaulk)

[T Do this automatically For Files like this Fram now on,

Cancel

=

Figure 11-25 Downloading the Voice Conversation
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—>
Air Live

11.5 Accessing Emails Sent via Web-Based Email Service

Navigate to Record > Service - Web SMTP to obtain the details of user’s using Web
SMTP protocol.

B To view an archived email, click on the desirable email subject. (Figure 11-26)
B Then it displays the content of the email. (Figure 11-27)

B To remove unwanted emails, tick the corresponding boxes and then click on [ Clear |
icon.

Click on OK to confirm to remove selected emails.

The selected emails are removed. (Figure 11-28)

To clean up emails by date, click on [ elear | in the lower right corner.
Define the date and click on OK to confirm to clean up emails.
All emails (Web SMTP logs) are cleaned up. (Figure 11-29)

| 2008-12-04 (2 records) v |

o e~ Sujc Gk o vewn coren

]| 12/4 1533 JACKY - PW: IAR-5000 - Search result (TELNET)

A4 44
1AR-3000 dema far YebSMTP connecﬁon|

iciear = || clear |

Figure 11-26 Click on the Desirable Email to View

B p:A P2 6.3 9% - F Ml - Microsall Inlesned Explores

Sender: sk _psckniBhotned com
Date: Frl, 014 Dwer: 20060 10050018
Racipiant: = sacky ke £oms=;
Subject:  AR-S000 dem for Wb EHIP conmeclion

A=z taitle, thlr 1= & demo letter Tor LAR-LUOD WebIZATF connsctlon.

8] Cone & trivmer

Figure 11-27 An Archived Email
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ﬁ This window offers users not only a view of email content but also the

function to forward the email or to save the attachment.

| 20091204 (2 records) |

Q

n Date J Time = Lzername Sender ecipien Subject (Click to view the cantent)
12M4 1533 JACHY zsebastienkoi@hotmail.co..  jacky ko@@asirive.com - B IAR-5S000 - Search rezult (TELMET)
1204 10050 JACKY aitlive jackyid@hotmsil... jacky koi@aitlive com - AR-5000 demao for WehStTP connection

11

Microsoft Internet Explorern

iClear = || clear |
\g/ Are you sure vou want to delete the selected item(s) ?

[ oK l[ Cancel ]

Figure 11-28 Confirming to Remove the Selected Emails

| 2009-12-04 (2 recards) v |

Subject (Click to view the content)

- B IAR-S000 - Search result (TELMET)

[ 12041050 The date of log deletion ranges ... - |AR-5000 demo for WehSMTE connection
1M1
From : 2008 v |fl12 w04 w
Ta: 2009 s |f[12 % |/ 058 w "HEHI'F“ Clear '
i ox |
#&] Done  Internet

Figure 11-29 Cleaning up Archived Emails (Web SMTP Logs)

11.6 Accessing Emails Received via Web-Based Email Servi
ce

Navigate to Record = Service > Web POP3 to obtain the details of user’s using Web
POP3 protocol.

B To view an archived email, click on the desirable email subject. (Figure 11-30)
B Then it displays the content of the email. (Figure 11-31)

m To remove unwanted emails, tick the corresponding boxes and then click on |&lear|
icon.

Click on OK to confirm to remove selected emails.

The selected emails are removed. (Figure 11-32)

To clean up emails by date, click on ! €lear | in the lower right corner.
Define the date and click on OK to confirm to clean up emails.
All emails (Web POP3 logs) are cleaned up. (Figure 11-33)
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| 2008-12-04 (3 records) v |

11. Record: Access Record

|:|

12/04 17:29 JACKY jacky. koi@Dairlive.c.. sebastienkoi@hotmai..

- |AR-5000 - Search result (SMTP..

0 12041711 JACKY iacky ko@airive.c.. sebastienko@hotmai. - ﬂm&mﬂ SESIET) R -5000 - Search result (FTP) |

111

Figure 11-30 Click on the Desirable Email to View

N W 72063, 254 - F-Mail - Microsoll Infeom Exploner

Render:  jacky koo com
Date: 200081 2 M4E 5 07310
Racipiant: sebsstenkogahotmal.com

Subjirct:  WR-5000 - Search resul (FTF)

LAR-5000 - Search result (FTP)

Diate [Tiwne  Uzemame Hosmemme
1204 15:22 JACEY
12004 1437 JACEY

Lo Mame | Password  Deechion
ardire 15 dymdns. org  Jacky ; o=

arhue |5 dymdng org, jacky | YRS

12004 1351 JACKY  airkvel5.dyndns org jacky | =%
1204 12:05 JACEY  592.115.100.67 Jacky ; dokwax
1204 1205 TACEY 59 115 100,67 jacky | o
12004 11:31 JACKY 5911510067 Jarky ; e
1204 11:28 JACEY  59.115.100.67 Jacky ; dokwax

48] hittpe L 72163, 25489 fogi-hindre. ngioodee | T2 F. o 1KFrhaP X cri | Ve ofghPhFF »

Diowmload LAR-SE 48 pog
Dwmload TAR-SE A7 png
Dovamiload LAK-SKE 46 pong
Dewnload LAR-SK 45 png
Dwmload TAR-SE 44 png
Dovamiload LAE-SKE 43 png
Dewnload LAR-SK 42 png

File Mare File Ha
33EB
M ER
21 KB
2TEE
2EER
2T EB
26 KB

B Intesret

Figure 11-31 An Archived Email

This window offers users not only a view of email content but also the
function to forward the email or to save the attachment.

The attachment, if any, will not be archived, provided that it had not
been opened or downloaded. IAR-5000 merely records its file name
for users’ reference.
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[2008-12-04 (3 records) v |

Date [ Time = Uzername Sender LECipien Subject (Click to view the content)
12004 1728 JACKY jacky kogairlive.c.. sebastienko@hotmsi.. - IAR-5000 - Search result (SMTP..
120041711 JACKY jmcky ko@@airive.c.. zebastienkoi@hotmai.. - |4F-5000 - Search result (FTP..

12m4 1711 - IAR-5000 - Search result (TELMET ..

Microsoft Internet Explorern _ 111

:\!1) Are you sure vou want to delete the selecked iterm(s) 7 "} ar v " Clear l

[ oK H Cancel ]

Figure 11-32 Confirming to Remove the Selected Emails

| 2009-12-04 (3 recards) v |

Q
n Date [ Tirme ~ Use tecipien Subject (Click to view the content)
[ 1204 17:29 - |&R-5000 - Search result (SMTE..

[0 12044741 - 1AR-5000 - Search result (FTF.

The date of log deletion ranges ...

[ 12041711 - |AR-5000 - Search result (TELMET..
From : 2009 w | fl12 w|f| 04 W '
T 2008 v | f12 w08 w
oK ) IClear ¥ || clear |

#&] Done  Internet

Figure 11-33 Cleaning up Archived Emails (Web POP3 Logs)

11.7 Accessing Files Transferred via FTP Protocol

Navigate to Record - Service = FTP to obtain the details of user’s using FTP protocol.

B To open or download a transferred file, click on its file name. (Figure 11-34)
B Then a conversation box prompts you to open or save the file. (Figure 11-35)

m To remove unwanted files, tick the corresponding boxes and then click on [Elear
icon.

Click on OK to confirm to remove selected files.

The selected files are removed. (Figure 11-36)

To clean up files by date, click on | Clear | in the lower right corner.
Define the date and click on OK to confirm to clean up files.
All emails (FTP logs) are cleaned up. (Figure 11-37)
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Air Live

| 2008-12-08 (3 records) v |

Figure 11-34 Click on the File Name to Access the File

2009-12-08 (3 records)

Q File Download
n Direction File Marme
I Do you want to open or zave this file? Diovwvnload AR5k 18 KB
n ‘] Mame: IAR-5K_70.png ﬁ
n Type: PNGImage, 18.2 KB
From: 172.16.3.254 1 I
[ Open J ’_ Save J i Cancel i 'MI’ pi. Clear .

harm your computer. [F you do not trust the source, do not open or

@ While files from the Internet can be useful, some filez can potentially
zave thiz file. What's the risk™?

Figure 11-35 Saving the Archived File

| 2008-12-08 (3 records) v

! Date I Tirme Llsername | Hosthame gih MNarme i i i File Matme File Size
v 12005 16:52 JACHY 19216811041 jacky . cmd352 Doy nload |AR-SK F0.png 18 KB

1

lﬂ%ﬂ!! Clear |

Microsoft Internet Explorer,

\y Do wou really want to delete selected item(s)?

i []4 i[ Cancel J

Figure 11-36 Confirming to Remove the Selected Files
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2009-12-08 (3 records) v |
Q
n Date / Time + asSWare Direction | File Mame | File Size
[F1 Dovvnlosd 1AR-5K_ 70 png 18 KB
D The date of lag deletion ranges ... Downlogd IAR-SH 71 .pn 20kB
[] 12081 Downlosd  14R-5K 63 pog 29 KB
From : 2008 W |fl12 | fl04 w
111
To: 2009 w |fl12 v |fl08 w
b oK 1§ (Clear ¥ || clear |
@ Done £ Internet

Figure 11-37 Cleaning up Archived Files (FTP Logs)

11.8 Accessing Details of Sessions Established via TELNET
Protocol

Navigate to Record -> Service - Telnet to obtain the details of user’'s using Telnet
protocol.

To view the details of a session, click on the Details icon corresponding to the desirable
session. (Figure 11-38)

Then it displays the session in details. (Figure 11-39)

To remove unwanted session details, tick the corresponding boxes and then click on
(Clear ¥ | jcon,

Click on OK to confirm to remove selected session details.

The selected session details are removed. (Figure 11-40)

To clean up session details by date, click on | CIear | in the lower right corner.
Define the date and click on OK to confirm to clean up session detalils.
All emails (Telnet logs) are cleaned up. (Figure 11-41)

| 2009-12-04 (1 records) ¥ |

1711
a 1711

Figure 11-38 Click on the Desirable Session Details to View

g »
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3 L - ®
r eive

A hitp:Af1 72,163,254 - TELMET detail - Microeoft Internet Explorer

] Done 0 Intemet

Figure 11-39 Session Log

2009-12-04 (1 recards]

Q 111
12004 14:17 -~ 12004 14:17 (0.9 min.) JACHY bbz.riu.edu b =3
141

Microsoft Internet Explorer | l}l%l ~ 1l Clear |

?f} Do viou really want to delete the selected itemi(s) ?

I Ok l[ Cancel ]

Figure 11-40 Confirming to Remove the Selected Session Log

2009-12-04 (1 records) »

Q 111
- —— —
IERRPR| 3 hitp://172.16.3.254 - Log Deletion - ... [= |1 |[] T &

The date of log deletion ranges ... T

From ; 2009 | f142 v |f|0d w I Clear © F Clear |

To: 2009 | f142 v |fl0s v

P oK 1j
Ejl Daone ) Irternet

Figure 11-41 Cleaning up Session Logs (TELNET Logs)

AirLive IAR-5000 User’s Manual 152



e——Y 12. Content Auditing

i Live

12 Content Auditing

Internet services can be regulated through specifying inspection criteria for SMTP, POP3,
HTTP, IM, Web SMTP, Web POP3, FTP and TELNET respectively; IAR-5000 allows
system administrator to determine whether a service is subject to company policies.

Name:

The name for audit rule.

Service:

SMTP: When selected, IAR-5000 will inspect each SMTP session for sender, recipient,
subject, content, attachment, session direction, recipient’s / sender’s department / group
and user name. A corresponding audit report will be generated and sent to the
designated recipient.

POP3: When selected, IAR-5000 will inspect each POP3 session for sender, recipient,
subject, content, attachment, session direction, recipient’s / sender’s department / group
and user name. A corresponding audit report will be generated and sent to the
designated recipient.

HTTP: When selected, IAR-5000 will inspect each HTTP session for Web site, content,
transmission direction, session direction, browser’s department / group and user name.
A corresponding audit report will be generated and sent to the designated recipient.

IM: When selected, IAR-5000 will inspect each IM session for type, user account,
participants, content, file name, auth name, session direction, participant’s department /
group and user name. A corresponding audit report will be generated and sent to the
designated recipient.

Web SMTP: When selected, IAR-5000 will inspect each Web SMTP session for sender,
recipient, subject, content, attachment, session direction, recipient's / sender’s
department / group and user name. A corresponding audit report will be generated and
sent to the designated recipient.

Web POP3: When selected, IAR-5000 will inspect each Web POP3 session for sender,
recipient, subject, content, attachment, session direction, recipient's / sender’s
department / group and user name. A corresponding audit report will be generated and
sent to the designated recipient.

FTP: When selected, IAR-5000 will inspect each FTP session for file name, host name,
size, session direction, user’s department / group and user name. A corresponding audit
report will be generated and sent to the designated recipient.

TELNET: When selected, IAR-5000 will inspect each TELNET session for host name,
session direction, user’s department / group and user name. A corresponding audit
report will be generated and sent to the designated recipient.

Send Audit Report to:

Assigns a recipient to receive the audit report.
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Everyday at 00:30 a.m., the device automatically searches for logs of
the previous day that meet audit criteria, and then sends a summary
report to the designated recipient.

Apart from existing criteria, you may use Perl-compatible regular

expressions to search for more detailed information.

Regular Expression (RE): An expression that describes a set of
strings, giving a concise description without having to list all elements.
The following table shows the most commonly seen characters used
in regular expression:

(Reference source: http://docs.python.org/lib/re-syntax.html)

Character

N

$

\{n,m\}

I

Description
Matches the start of the string.

Matches the end of the string or just before the newline at the end of the string.
E.g., foo matches both 'foo' and ‘foobar’, while the regular expression foo$
matches only 'foo'.

Matches any character except a newline.

Either takes away the special meaning of the character following it, or it is the
start of a backslash or escape sequence.

Causes the resulting RE to match 0 or more repetitions of the preceding RE, as
many repetitions as are possible. E.g., Ab* will match 'a’, ‘ab’, or 'a’ followed by
any number of 'b's.

Matches the preceding element at least n and not more than m times. E.g.,
b\{2,4\} matches only "bb", "bbb", and "bbbb".

Used to indicate a set of characters. Characters can be listed individually, or a
range of characters can be indicated by giving two characters and separating
them by a "-". Special characters are not active inside sets. For example,
[akm$] will match any of the characters "a", "k", "m", or "$"; [a-z] will match any
lowercase letter, and [a-zA-Z0-9] matches any letter or digit. Character classes
such as \w or \S (defined below) are also acceptable inside a range. If you want
to include a "]" or a "-" inside a set, precede it with a backslash, or place it as
the first character. The pattern []] will match ', for example.

Causes the resulting RE to match 1 or more repetitions of the preceding RE.
ab+ will match 'a’ followed by any non-zero number of 'b's; it will not match just
‘a’.

Causes the resulting RE to match 0 or 1 repetitions of the preceding RE. E.qg.,
ab? will match either 'a’ or 'ab'.
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()

Example:

Matches either the expression before or the expression after the operator. E.g.,
abc|def matches "abc" or "def".

Allows the regular expression in the parentheses to be treated as a single unit.
E.g., severity:(1|2) matches the pattern severity:1 or severity:2.

Creating the Audit Rules for Services of SMTP, POP3, HTTP, IM, Web SMTP, Web
POP3, FTP and TELNET

Prior to creating audit rules, please enable “Enable report hyperlinks” and configure its
related settings under Record - Settings - Settings.

Stepl.

A

Under Content Auditing = Settings, create an audit rule for SMTP service:
(Figure 12-1)

Click on New Entry.

Type “SMTP_Audit” in the Name field.

Select “SMTP” for Service.

Type “[0-9a-zA-Z .-[+@[a-zA-Z_0-9.-]+\.[a-zA-Z_0-9.-]+" in the Content
field. (In the search of any email address)

More example for the content, “([0-9]{4}.){3}[0-9]{4}" indicates with
using RE to match the content of 1234-5678-9012-3456, 1234 5678
9012 3456, 4585-4566-3792-5616, 4585 4566 3792 5616, ...

B Select “No” for Attachment.
B Select “All” for Department / Group.
B Specify a recipient in the Send Audit Report to field.
B Click on OK to complete the audit rule. (Figure 12-2)
B The device automatically searches for logs according to the criteria and
generates a corresponding report. Designated recipient will be receiving
the report once it is generated. (Figure 12-3, 4)
Mame : SMTP_Audit (Max. 20 characters)
Service : SMTP b
Sender {Max. 100 characters)
Recipient : {Max. 100 characters)
Subject : (Max. 100 characters) | Help |
Content : [0-93-zA-Z_-]+@[a-zA-Z_0-8.| (Max. 100 characterz) | Help |
Attachment : Mo
Aftachment File Name (Max. 100 characters)
Department / Group : All w
Username : (Max. 100 characters)
Send Audit Report to mig@airlive.com (Max. 100 characters)

Figure 12-1 Creating an Audit Rule for SMTP Service
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| Help |
SMTP_Audit mis@airive.com m w

Figure 12-2 The Audit Rule Created for SMTP Service

J File Edit ‘Wiew Tools Message Help |

= >
Qo @ B Pat >
Reply Reply & Forward Prink Delete Previous
From: iatSkiZairlive . com
Date: Tuesday, December 08, 2009 3:32 AM
To: mizEaEitlive .com

Subject: Imternet Recorder - 200912058 Contert Audit Repart (SMTP)
Attach: Fg"lnternet Recorder - 200912 .08 Content Audit Report (SMTI

=l

B

Figure 12-3 The Audit Report of SMTP Service

|AR-5000 - 2009.12.08 Content Audit Report (SMTP)

Name : ; SMTP_Audit

12408 18:52 JACKY jacky kog@airlive.com airlive_jacky@hotmai.. - Demo for SMTP Content Auditing

Figure 12-4 The Audit Result of SMTP Service

Step2. Under Content Auditing = Settings, create an audit rule for POP3 service:
(Figure 12-5)

Click on New Entry.

Type “POP3_Audit” in the Name field.

Select “POP3” for Service.

Type “[0-9a-zA-Z_.-]+@[a-zA-Z_0-9.-]+\.[a-zA-Z_0-9.-]+" in the Content

field. (In the search of any email address)

é More example for the content, “([0-9]{3}.){2}[0-9]{3}” indicates with

using RE to match the content of 645-564-789, 645 564 789,
618-213-481, 618 213 481, ...
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Select “No” for Attachment.

Select “All” for Department / Group.

Specify a recipient in the Send Audit Report to field.

Click on OK to complete the audit rule. (Figure 12-6)

The device automatically searches for logs according to the criteria and
generates a corresponding report. Designated recipient will be receiving
the report once it is generated. (Figure 12-7, 8)

Modify Audit Rule

":1 Internet Recorder - 20091 2.08 Content Audit Report (POP

Figure 12-7 The Audit Report of POP3 Service
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Date / Time

Username Sender: Recipient : Subject:

IAR-5000 - 2009.12.08 Content Audit Report (POP3 /
IMAP)

MName : . POP3_Audit

Figure 12-8 The Audit Result of POP3 Service

Step3. Under Content Auditing - Settings, create an audit rule for HTTP service:
(Figure 12-9)

Click on New Entry.

Type “HTTP_Audit” in the Name field.

Select “HTTP” for Service.

Type “(yahoo|google).com” in the Content field. (Using RE to match the
content of “www.google.com” or “www.yahoo.com”)

Select “No” for Attachment.

Select “All” for Department / Group.

Specify a recipient in the Send Audit Report to field.

Click on OK to complete the audit rule. (Figure 12-10)

The device automatically searches for logs according to the criteria and
generates a corresponding report. Designated recipient will be receiving
the report once it is generated. (Figure 12-11, 12)

Madify Audit Rule

Figure 12-10 The Audit Rule Created for HTTP Service
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J File Edit ‘Wiew Tools Message Help |

2y G o = @« "

Reply Reply &l Forward Print Delete Previous
From: iarskizairlive.com
Date: Tuesday, December 05, 2009 832 Ak
To: mizE@airlive.com

Subject:  Internet Recorder - 200312 08 Content Audit Report (HTTR)
Attach: Fglllnternet Recorder - 2009.12.08 Content: Audit Report (HTTF

=

[-
/4

Figure 12-11 The Audit Report of HTTP Service

IAR-5000 - 2009.12.08 Content Audit Report (HTTP /
HTTPS)

Name : : HTTP_Audit

12/08 18:50 JACKY http:fitw rd. vahoo.com/
12/08 18:50 JACKY Google

12/08 18:50 JACKY Yahoo!l OO

12408 18:50 JACKY hitp:fiw wow. yahoo.com/
12/08 18:50 JACKY 302 Moved

12/08 18:47 JACKY Google

12108 18:47 JACKY 302 Moved

Figure 12-12 The Audit Result of HTTP Service

Step4. Under Content Auditing = Settings, create an audit rule for IM service:
(Figure 12-13)

Click on New Entry.

Type “IM_Audit” in the Name field.

Select “IM” for Service.

Select “All” for IM Application

Type “(iar|rs|es)-?[0-9]+” in the Content field. (Using RE to match the

content of IAR-5000, RS-3000, RS-2500, RS-1200, RS-2000, ES-4000,

ES-6000...)

Select “No” for Attachment.
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Select “All” for Department / Group.

Specify a recipient in the Send Audit Report to field.

Click on OK to complete the audit rule. (Figure 12-14)

The device automatically searches for logs according to the criteria and
generates a corresponding report. Designated recipient will be receiving
the report once it is generated. (Figure 12-15, 16)

Create an Audit Rule

":1 Internet Recorder - 200912 .03 Content Audit Report (IM).

Figure 12-15 The Audit Report of IM Service
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Dialogue Duration Username : Paricipant :

IAR-5000 - 2009.12.08 Content Audit Report (IM)

Name : : IM_Audit

Figure 12-16 The Audit Result of IM Service

Step5. Under Content Auditing = Settings, create an audit rule for Web SMTP
service: (Figure 12-17)

Click on New Entry.

Type “WebSMTP_Audit” in the Name field.

Select “Web SMTP” for Service.

Type “[A-Z][0-9]” in the Content field, it indicates with using RE to match
the content of A2, B368, S2693548, ...

Select “No” for Attachment.

Select “All” for Department / Group.

Specify a recipient in the Send Audit Report to field.

Click on OK to complete the audit rule. (Figure 12-18)

The device automatically searches for logs according to the criteria and
generates a corresponding report. Designated recipient will be receiving
the report once it is generated. (Figure 12-19, 20)

Modify Audit Rule

Figure 12-17 The Audit Result of IM Service

F—ule Mame Semnice Send Audit Report to C lrlfl:luuh on

Figure 12-18 The Audit Rule Created for Web SMTP Service
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J File Edit ‘Wiew Tools Message Help |

2y G o = @« "

Reply Reply &l Forward Print Delete Previous
From: iarskizairlive.com
Date: Tuesday, December 05, 2009 832 Ak
To: mizE@airlive.com

Subject:  Internet Recorder - 2003.12.08 Content Audit Report 0Melb ShiTk
Attach: |®_‘|1nternet Recorder - 2009.12.08 Content Audit Report (We,

=

[-
/4

Figure 12-19 The Audit Report of Web SMTP Service

IAR-5000 - 2009.12.08 Content Audit Report (Web
SMTP)

Name : . WebSMTP_Audit

12008 17:25 JACKY_PC jacky kog@airlive.com sebastienko@hotmail... - Pw: Demo: IAR-5000 Content Aud..
12/08 16:49 JACKY _PC jacky kog@airlive.com airlive_jacky@hotma.. - Fw: Demo: IAR-5000 Content Aud..
12108 15:23 JACKY _PC jacky kog@airlive.com airlive_jacky@hotmai.. - Demo: 1AR-5000 Content Audit f..
12/08 14:58 JACKY_PC jacky kog@airlive.com airlive_jacky@airliv.. - Demo: 1AR-5000 Content Audit f..

Figure 12-20 The Audit Result of Web SMTP Service

Step6. Under Content Auditing > Settings, create an audit rule for Web POP3
service: (Figure 12-21)

Click on New Entry.

Type “WebPOP3_Audit” in the Name field.

Select “Web POP3” for Service.

Type “[0-9a-zA-Z_.-[+@[a-zA-Z_0-9.-]+\.[a-zA-Z_0-9.-]+" in the Content

field. (In the search of any email address)

More example for the content, “http://.?2.?2.?\..2.?2.?\.” indicates with
using RE to match the content of http://x.x., http://x.xx, http://X.xxXx,

http://xx.x, http://xx.xx, http://xx.xxx, http://xxx.x, http://xxx.xx,
http://XXX. XXX, ...
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Select “No” for Attachment.

Select “All” for Department / Group.

Specify a recipient in the Send Audit Report to field.

Click on OK to complete the audit rule. (Figure 12-22)

The device automatically searches for logs according to the criteria and
generates a corresponding report. Designated recipient will be receiving
the report once it is generated. (Figure 12-23, 24)

Modify Audit Rule

S o

B o oo e el o
@6
T mmmaaa

Figure 12-21 Creating an Audit Rule for Web POP3 Service

Rule Mame Semnice Send Audit Report to Configuration
| webeoPsAw  wePors  msgarbecom  (Modify) (Remeve)

Figure 12-22 The Audit Rule Created for Web POP3 Service
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J File Edit ‘Wiew Tools Message Help |

2y G o = @« "

Reply Reply &l Forward Print Delete Previous
From: iarskizairlive.com
Date: Tuesday, December 05, 2009 832 Ak
To: mizE@airlive.com

Subject:  Internet Recarder - 200312 .08 Content Audit Report (Meb POPS
Attach: I::Ellnternet Recorder - 2008.12.08 Conkent Audit Report {We,

=

[-
/4

Figure 12-23 The Audit Report of Web POP3 Service

IAR-5000 - 2009.12.08 Content Audit Report (Web
POP3)

Mame : : WebPOP3_Audit

1208 1725 JACKY_PC airlive_jacky@hotmai.. - RE: Demo for IAR-5000 Gmail We..
12/08 16:49 JACKY_PC airlive_jacky@hotmai.. - - RE: Demo for IAR-5000 Gmail We..

Figure 12-24 The Audit Result of Web POP3 Service

Step7. Under Content Auditing > Settings, create an audit rule for FTP service:
(Figure 12-25)

Click on New Entry.

Type “FTP_Audit” in the Name field.

Select “FTP” for Service.

Select “All” for Department / Group.

Specify a recipient in the Send Audit Report to field.

Click on OK to complete the audit rule. (Figure 12-26)

The device automatically searches for logs according to the criteria and

generates a corresponding report. Designated recipient will be receiving

the report once it is generated. (Figure 12-27, 28)
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Figure 12-25 Creating an Audit Rule for FTP Service

Rule Mame Send Audit Report to Configuration
o Fraw e msgadbecom [ Modify ) (Remove)

Figure 12-26 The Audit Rule Created for FTP Service

Internet Recorder - 2009.12.08 Content Audit Report (FTP

Figure 12-27 The Audit Report of FTP Service
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IAR-5000 - 2009.12.08 Content Audit Report (FTP)

Figure 12-28 The Audit Report of FTP Service

Step8. Under Content Auditing = Settings, create an audit rule for TELNET service:
(Figure 12-29)

Click on New Entry.

Type “Telnet_Audit” in the Name field.

Select “TELNET” for Service.

Select “All” for Department / Group.

Specify a recipient in the Send Audit Report to field.

Click on OK to complete the audit rule. (Figure 12-30)

The device automatically searches for logs according to the criteria and

generates a corresponding report. Designated recipient will be receiving

the report once it is generated. (Figure 12-31, 32)

Modify Audit Rule

Figure 12-29 Creating an Audit Rule for TELNET Service

Rule Mame Sernvice Send Audit Report to Configuration

S Tenemws TN ms@edecon (Modiy) (Remove)

Figure 12-30 The Audit Rule Created for TELNET Service
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J File Edit ‘Wiew Tools Message Help |

2y G o = @« "

Reply Reply &l Forward Print Delete Previous
From: iarskizairlive.com
Date: Tuesday, December 05, 2009 832 Ak
To: mizE@airlive.com

Subject: Internet Recorder - 20091208 Content Audit Report (TELMET)
Attach: I::Ellnternet Recorder - 2009.12.08 Content Audit Report (TE.

=

[-
/4

Figure 12-31 The Audit Report of TELNET Service

|AR-5000 - 2009.12.08 Content Audit Report (TELNET)

Name : : Telnet_Audit

12/08 19:34 — 12/08 19:34 (0.22 min.) bbs.ntu.edu.tw

Figure 12-32 The Audit Report of TELNET Service
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13 Anomaly Flow IP

When the corporate network is under an attack (which causes excessive network traffic),
IAR-5000 will take action to against it. Besides, by joining forces with an IDP-enabled
switch, you can defend various threats from the Internet, avoiding losing revenue
opportunities as a result of the network being paralyzed.

This chapter will be discussing the functionality and application of Anomaly Flow IP.

The threshold for anomaly sessions per IP address is ... sessions / sec

B When the number of concurrent sessions from an IP address has exceeded the
threshold, IAR-5000 will treat the IP address as an anomaly flow IP. And then, block its
packet transmission as well as mail out the alert notification to designated recipient.

Anomaly Flow IP Blocking
B All sessions created by an anomaly flow IP will be dropped for the sake of keeping
others’ Internet access available.

Email Notification
B The victim user and system administrator will both receive an alert notification through
an email message or a NetBIOS broadcast when an anomaly flow occurs.

Safe IP Addresses
B Given that a local server is mistaken as an anomaly flow IP due to providing services to
public, then this server is suggested to be classified as a safe IP address.

Configuring to Alerts for Anomaly Flow and Block Intrusion Packets:

Stepl. Navigate to System -> Settings > Settings, and then select Enable email
notification. Navigate to Anomaly Flow IP = Settings, and then configure as
below:

B Configure The threshold for anomaly sessions per IP address is ...
sessions / sec accordingly. (100 by default)
B Tick Enable anomaly flow IP blocking and then configure the Blocking

Time (second) accordingly. (600 by default)

Tick Enable email notification.

Tick Enable NetBIOS notification.

Type “172.16.0.2” in the IP address of system administrator field.

Click on OK to complete the settings. (Figure 13-1)
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Anomaly Flow [P Settings

The threshold for anomaly =essions per IP address i sessionzs f=ec (1 -595559 )
Enable anomaly flow IP blocking Blocking time (zecond) : (1-999)

Enable email notification

IP addrezz of system

Enable NetBIOS notification el 1172.16.0..2 |
[] Enable co-defensze system

Switch Model : | |

izername | |

Password | |

I OK 1l Cancel |

Figure 13-1 Anomaly Flow IP Settings

To block intrusion packets, enable co-defense system to notify the
designated switch to act against the attack.

Safe IP Addresses can be used for excluding specific IP from
detection.

Step2. When a DDoS attack occurs, IAR-5000 will warn about the anomaly flow under
Anomaly Flow IP = Safe IP Addresses or alert both the victim user and the
system administrator about it through a NetBIOS broadcast. (Figure 13-2, 3, 4)

Threzhold Ses=zions / Sec: 100

JACKY _PC 172.16.0.2 00:4F:63:01:37 EA 2008-12-14 18:24:27

| Clear Alarms | | Download Alarms |

Figure 13-2 Virus Infected IP
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bressenger serviee x

Message From Inkernet Recorder ko JACKY_PC on 12 M14/2003
Bi24:27 PM

“Warning !!
Your compuker is transferring tremendous amount of packets,
it might be infected by a Virus | Warmm,

Please ask wour MIS department For assiskance.

Figure 13-3 NetBIOS Broadcast Shown to the Victim User

bressenger serviee x

Message From Inkernet Recorder ko JACKY_PC on 12 14/2009
G:24:27 PM

Warning !

IP Address: 172,16.0.2

MetBIOS Mame: JACKY PC

MaC Address: 00:4F:63:01:37:EL

It might be infected by a Wirus [ Warm,

Flease ask your MIS department faor assiskance.

K

Figure 13-4 NetBIOS Broadcast Shown to the System Administrator

Step3. The figure below shows the system administrator receives the alert notification
through an email message. (Figure 13-5)
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]

L]

=101 %]

J File Edit Yiew Tools Message Help |

By Gy o, = X a* "

Reply Reply Al Forward Prink Delete Previous

Internet Recorder Alarm of Virus-infecl

From: jacky koi@airlive.com

Dake: honday, December 14, 2009 5:24 P

To: miziEairlive.com

Subject: Irternet Recorder &larm of Virus-infected IP |

Time: Mon Dec 14 18:24:27 2009

The following machine may have been infected
by wiruses.

Source [P 17201602

MSC: O0:4F:63:01:37:EA

Lser Mame: JACKY _PC

MetBlOS Name: JACKY

=
| Y

Figure 13-5 The Alert Notification Sent through an Email Message

Step4. When a DDoS attack occurs, IAR-5000 will warn about the anomaly flow under
Anomaly Flow IP = Intrusion IP or alert the intruder and the system
administrator about it through a NetBIOS broadcast. (Figure 13-6,7, 8)

Threshold Sessions f Sec: 100 1 13 B

Intrusion IF Alarm Time
192165101 103 2007-10-3014:47:354
55 10.216155 2007-10-30 14:44:51
192.165.1:39.30 2007-10-3014: 253357
192168 169.50 2007-10-30 14: 2557
192.165.179.30 2007-10-3014: 25337
192 165.159.50 2007-10-30 14: 2557
192163101 103 2007-10-30 14:22:53
55 10.216155 2007-10-30 1 4:20:40
185.99.99.1 2007-10-30 14:19:356
1921651691 2007-10-30 14:17:42
192165.1539.111 2007-10-30 14:17:42
192165101 2007-10-30 14:17:42
192165101 .20 2007-10-30 14:17:41
17228 254 254 2007-10-30 14:17: 441
192.1.1.1 2007-10-30 14:15:350
192 168.351 2007-10-30 14:16:50
19216516351 2007-10-30 14:16:30
1921651651 2007-10-30 14:16:29
192165192192 2007-10-30 14:16:29
192 165.41 .33 2007-10-30 14:15:29

143 &

Figure 13-6 Intrusion IP Addresses
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pressenger serviee x

Message From Inkernet Recorder ko ALEX on 10/30/2007 1:04:30 PM
Warning !!

Your computer is transferring tremendous amount of packets,

it might be infected by a Virus [ Warm,

Flease ask wour MIS department for assistance,

Figure 13-7 A NetBIOS Broadcast Shown to the Intruder

pressenger serviee x

Message From Inkernet Recorder ko ALEX on 10/30/2007 1:04:30 PM
Warning !!

IP Address: 192,168.139,.201

MetBIOS Mame: BLEH.

MaC Address: 00:11:43:05:44:3E

It might be infected by a Wirus [ worm,

Flease ask wour MIS department for assistance,

Ik

Figure 13-8 A NetBIOS Broadcast Shown to the System Administrator

Step5. The figure below shows the system administrator receives the alert notification
through an email message. (Figure 13-9)
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Air Live

& Internet Recorder Alarm of Virus-infectes =10 x|

J File Edit Miew Tools Message Help |

PN « CR ¢ X & 7
Reply Reply &l Forward Print Delete Previous
From: steve
Date: Tuesday, Ockober 30, 2007 6:29 AM
To: miz@airlive.com
Subject: Irternet Recaorder Alarm of Wirus-infected IP |
-

Time: Tue Oct 30 14:28:52 2007
The following machine may have been infected by wiruses.

source IP: 192,168,139 201
Tl C: Q002588 D AC
Tser Mame: ATEX
NetBIOS Wame: ATEX

[~
/

Figure 13-9 The Alert Notification Sent through an Email Message

173 AirLive 1AR-5000 User’s Manual



=y 14. Local Disk
ir Live

14 Local Disk

The records of online activities are stored in the built-in hard disk. Local Disk has a
utilization summary of each service according to which system administrator may decide
the storage time for records of every kind separately. This helps optimize the use of built-in
hard disk, avoiding insufficient storage space for new records.

14.1 Storage Time

Total Hard Disk Drive Space:
B The total available storage space on IAR-5000’s built-in hard disk.

Service:
B The 8 major services to be recorded, namely SMTP, POP3, HTTP, IM, Web SMTP,
Web POP3, FTP and TELNET.

Duration (YY/MM/DD):
B The storage duration of records is shown in the format YY/MM/DD.

Avg. Traffic / Day:
B The average traffic per day of a specific service is derived from the storage duration.

Storage Time (0: Not Recording):
B Records of each service can be assigned a storage time and will be deleted when
expired.

Estimated Storage Utilization* (Percentage):

B The estimated used storage space is derived from the multiplication of Avg. Traffic /
Day and Storage Time; the percentage in total storage space is given as well.
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Configuring the Storage Time Based on the Traffic of Each Service:
Navigate to Local Disk = Storage Time and then configure accordingly. (Figure 14-1)

Total Hard Digk Drive Space : 140 GB

w%mﬁ%"m Avg. Traffic/ Day | Storage Time ( 0: Not Recording ) Estimated Storage Utilization® { Percentage )

09/12/08 - 09(12/09 19.36 KB -Days, 13549KB [  0.00%)
R POP3/MAP 09/12/04-09/12009  113.36 KB 7 |pays 79353KB(  0.00%)
Hﬁ;m 09/12/09 - 091209 1 KB Da,.s 1KB( 0.00%)
T W 09/12/08 - 09(12/09 1.44 KB Days, 1004KB( 0.00%)
€5 Web SMTP  09/12/04 - 09112409 294 KB 7 |pays 2059KB ([ 0.00%)
(3 WebPOP3  09/12/04-09M2109 1374 KB 7 |Days 9622KB(  0.00%)
L FTP 09/12/04 - 0912/09 8871 KB Days 62096KB (  0.00%)
@ TELNET  09/12/04 - 09112/08 1.15 KB Dﬁys BO4KE( 0.00%)

*Estimated Storage Utilization = Avg. Traffic * Storage 'I'|me' “'ll ]

14-1 Configuring the Storage Time for Each Service

14.2 Disk Space

Hard Disk Utilization:

B The indicative bar uses different colors to demonstrate the utilization of storage space.
Each color represents a service (the color white means available storage space.);
move the cursor over a color and then it shows what service it is and the used storage
space.

SMTP:

B Indicates the total used storage space of SMTP records and lists out the top 10 users.

POP3

B Indicates the total used storage space of POP3 records and lists out the top 10 users.

HTTP:

B Indicates the total used storage space of HTTP records and lists out the top 10 users.

IM:

B Indicates the total used storage space of IM records and lists out the top 10 users.

Web SMTP:

B Indicates the total used storage space of Web SMTP records and lists out the top 10

users.

Web POP3:

B Indicates the total used storage space of Web POP3 records and lists out the top 10
users.

FTP:

B Indicates the total used storage space of FTP records and lists out the top 10 users.
TELNET:

Indicates the total used storage space of TELNET records and lists out the top 10 users.
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Viewing the Used Storage Space and Top 10 Users of Each Service:

14. Local Disk

Under Local Disk = Disk Space, there it shows the details of built-in hard disk usage.

(Figure 14-2)

Disk Space Usage Status

Hard Disk Utilization (Total Capacity : 140 GB)

F3 SMTP E& POP3 [ IMAP

Traffic Indicatar (KB)

& HTTP I HTTPS 1& m

5 Web SMTP

@& TELNET

Total Used Disk S

Traffic Indicator (KB)
ST JACKY i € 53 100.00%

pace: 6.89 KB|

14-2 Viewing the Details of Hard Disk Usage
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15 Remote Backup

Running a storage is always a disaster especially when calling for archiving valuable
information for a long-term storage. Accordingly, IAR-5000 features Remote Backup which
helps resolve the storage quandary by periodically duplicating online activity records to a
remote storage device, such as a NAS or Samba server.

In this chapter, it will be discussing the functionality and application of Remote Backup.

é Benefits from using Remote Backup:

1. Extending the storage space without bounds.
2. Avoiding data lost caused by human factor or system error.
3. Browsing the archives remotely through a browser from any PC.

15.1 Backup Settings

Connection Status of Backup Storage Device:

B Displays the access validity, assigned access privilege (read/write), space requirement
for next backup and current available space of backup storage device.

Mailing Settings:

B Once enabled, the designated recipient(s) will receive a notification about the
completion of backup through an email.

Backup Settings:
B Determines of which service, destination and schedule to backup.
Immediate Backup:

B Used for performing a backup for selected service(s) / protocol(s) in a particular period.
Once the duration is defined, the required hard drive space will be displayed on the
screen.

Configuring IAR-5000 to Transfer Logs to the Designated Storage Device
Periodically:

Stepl. Navigate to Remote Backup > Settings = Backup Settings, and then
configure as below: (Figure 15-1)
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Connection Status of Backup Storage Device

Connection status: Dizconnect (Privilege: ---1

Required disk zpace far the backup (094 201 - 094 2531 12.2 MBytes
Hard Dizk Wilization (Total Capacity: ---, Free Disk Space; ---)

Mailing Settings

Send a notice wpon backup completion

Sent fram mail.airlive.com

Sent to mis@airlive.com

Backup Settings
Enable Remate Backup
Backup Path

Remate Server Computer Name 1P - 1192.168.110.1 |
Shared Directory Mame : |temp | ' Help '
Login 1D : |air|ive |
Pazzwoaord |-------- |
Connection status Test

Service logs fcontents to backup

SMTP POPS HTTP Id
Wl SMTP "Wigh POP3 TELKET FTP
Backup starts at |00 oo every day

{:} il EVErY Sundav

® |IZIIZI: 00w |c:n the | first day % |every marth

I oK || cancel |

Immediate Backup

Reguired disk space for the backup: ---

Service logs focontents to backup

SMTP POPS HTTF 1t
Wieh SMTP Weh POP3 TELMET FTP
oK |

15-1 Backup Settings
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15. Remote Backup

Step2. View the storage location and utilization: (Figure 15-2)

Connection Status of Backup Storage Device

Connection status: Succeeded (Privilege: Readhirite)
Required disk zpace far the backup (094 201 - 091 25317 122 MBytes
Hard Dizk Utilization (Total Capacity: 55.9 GBytes, Free Disk Space: 35.6 GBytes)

Mailing Settings

Send a notice wpon backup completion

Sent fram mail airlive.com

Sent to misiEaitlive com

Backup Settings
Enable Remate Backup
Backup Path :
Remete Server Computer Name /1P| 1192.168.110.1 |
Shared Directory Mame : |temp | . Help '
Login 1D : |air|ive |
Passwoard |““““ |
Connection status Test
Service logs f cortents to backup
SMTF POP3 HTTP I
Wigk SMTR Wik POP3 TELMET FTP
Backup starts at O |oo: oo every day
O |00 oo every  SUnday

® |IZIIZI: 00w ||:|n the | first day % |every marth

I oK || cancel |

Immediate Backup

Required disk space for the backup: ---

Service logs f contents to backup

SMTP PR3 HTTF 1t
Wieh SMTP Weh POP3 TELMET FTP
P oK

15-2 Viewing the Utilization of Backup Storage
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System administrator may backup logs of a specific period of time.

(Figure 15-3)

Reqguired dizk space for the backup (0912035 - 091 21087 10.5 MBytes

[«#] Fram 2009 % | p[12 w03 W
Ta 2009 % ;112 w108 W

Service logs § contents to hackup :

SMTP POP3 HTTP Ih
Wigh SMTP vigh POP3 TELMET FTP

15-3 Immediate Backup Settings

15.2 Browse Settings

Connection Status of Backup Storage Device:

B Displays the status of the connection to the remote storage, and the access privilege
(e.g., read / write) of backup storage device.

Browse Settings:
B Determines of which location to access archives.

Accessing to the service logs under Remote Backup -> Browse
requires configuring the Browse Settings under Remote Backup =>
Settings > Browse Settings.

For guidance on accessing the service archives under Remote
Backup - Browse, please refer to chapter 10.
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Configuring IAR-5000 to Gain Access to Archives:

Stepl. Navigate to Remote Backup -> Settings -> Browse Settings, and then
configure as below: (Figure 15-4)

Connection Status of Backup Storage Device

Connection status: — (Access Priviege: —)

Browse Settings

Browse Path :
Remote Server Computer Name / IP : 192.168.110.1 |
Shared Directory Name : |temp | l Help ‘
Legin IO : |airl'r'.re |
Pas=word : |----““ |
Connection status Te=st

15-4 Browse Settings

Step2. View the connection status and the access privilege of remote storage.
(Figure 15-5)

Connection Status of Backup Storage Device

Connection status: Succeeded (Access Privilege: Readnrite)

Browse Settings

Browse Path :
Remote Server Computer Name / IP 192.168.110.1 |
Shared Directory Name : |temp | l Help ‘
Login 1D : |airl'r'.rf= |
Pas=word : |----“- |
Connection status Te=st

15-5 Viewing the Connection Status of Backup Storage

Step3. Service logs are sorted by the eight services and duplicated periodically to the
designated NAS server or file server.
B Under Remote Backup = Browse, services are classified into separate
submenu items. Click on the desirable submenu item to access the logs.
(Figure 15-6)
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16 Reporting

Reporting delivers system administrator a quick insight to network traffic and storage space
utilization with graphical charts, enhancing the management on a corporate network.

In this chapter, it will be discussing the functionality and application of Reporting.

Periodic Report Scheduling Settings:
B |t generates and sends out the periodic report to the designated recipient(s) on
schedules.

History Report Retrieving Settings:
B |t generates the report of a specific date and instantly sends it to the designated
recipient(s).

€ Navigate to System - Settings = Settings to enable email notification and
configure its related settings. And then refer to the following to adjust settings
under Reporting - Settings:

1.

o0k wN

Tick Enable the mailing of Periodic Report and then tick Yearly report,
Monthly report, Weekly report and Daily report.

Click on OK. (Figure 16-1)

Recipient will be receiving reports on schedules. (Figure 16-2, 3)

Under History Report Retrieving Settings section, specify the date of issue.
Click on Send Report. (Figure 16-4)

Recipient shall receive report(s) by now. (Figure 16-5, 6)

Schedule for periodic report:
1. Yearly report is produced at 24 o’clock on January 1st of a year.

2. Monthly report is produced at 24 o’clock on the 1st of a month.
3. Weekly report is produced at 24 o’clock on the first day of a week.
4. Daily report is produced at 24 o’clock of a day.
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Periodic Report Scheduling Settings

16. Reporting

Enable the mailing of Periodic Report

“Yearhy report Monthhy report Weekhy report Daity report

I OK 1l Cancel |

History Report Retrieving Settings

'O Yearhy report
O Monthhy report
'O Weekhy report
O Daily report

FA LS L
2009 12
2005 12 0
2009 12 09 | Mail Report |
16-1 Periodic Report Scheduling Settings
J File Edit Miew Tools Message Help |
By @ W@ S X @
Reply Reply Al Forward Prink Delete Previous
From: rootiEairlive . com

Date: Tuesday, December 03, 2009 232 AM

To: misE@airlive.com

Subject:  Intermet Recorder : Dadly Report of Mail § 2008412 /0800:00 -- 2
Attach: @Daﬂy_RepDrt.pdf (533 EE)

-

&l
/4

16-2 Daily Report Sent through an Email Message
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AirLive Corp.

Daily Report of Hard Disk Utilization

16. Reporting

Hard Disk Utilization (Total Disk Space 140 GBytes)

23

Today's WHilization (20058/12/8)
KEMEEa
azi
=
240
1o0
b
; SR POPE F [MAR HTTF 1 WEE SMTP WEE PORS FTP TELKET Tokal
SMTP POP3 | IMAP
KBykezr KBykex
2l 32
15 1 4
i 1A
) —I B
[ a e
TLons o0n QF el 13 15 17 19 21 2 ol 93 oon oF g9 11 13 15 17 13 21 ZE3
HTTP 1M
Byte=x Bytex
2al a4
1.5 da3
1.0 aze
0.0 16l
B A .
ol B3 08 W7 08 11 13 1% 17 19 &l &3 Gl w3 oeE W o 11 13 1% 17 19 21 é3
Web SMTP Web POF3
Byt==x EBykex
6B = ¥
5L 3
A £
1 L
IS S A AU NN S [ — — Lo ] o
ol 03 05 07 08 11 13 1% 17 19 21 E3 ol 03 o5 o7 8 11 13 15 17 19
FTF TELNET
KBykex kByke=
156 B
117 5 3
B ™ 3
3= ] 2
s s P S —— o
ol 03 08 o7 09 11 13 1% 17 19 21 23 ol 03 o5 OF 911 13 1% 17 19 21 23
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Periodic Report Scheduling Settings

16. Reporting

|:| Enable the mailing of Periodic Report

“Yearhy report

History Report Retrieving Settings

Monthhy report Weekhy report Daity report

I OK 1l Cancel |

"O Yearhy report
O Monthhy report
'@' Weekly report
O Daily report

PALELE

R

PALELE <

|2009 v | (12 w| |06 ||

2009 12 09 | Mail Report |
16-4 History Report Retrieving Settings
J File Edit Miew Tools Message Help |
B @ B g X &
Reply Reply &l Forward Prink Delete Previous
From: rootiEaEirlive com
Dake: Tuesday, December 08, 2009 3:32 AM
To: mis@@airlive.com
Subject:

Irternet Recaorder : Histary Weekly Report of Mail [ 20090208
Attach: @Histury_Weekly_RepDrt.|:u:IF (35.6 KB)

=)

&l
/4

16-5 Weekly History Report Sent through an Email Message
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16. Reporting

AirLive Corp.
Weekly Report of Hard Disk Utilization
Utilization of this Week (2009126 — 2009/12/12)
KEutes
£an
i
GOl
LT
i wr ar
TP POPE [/ [MEP HTTP In  WEE SHTP WEE POPZ FTR TELMET  Total
SMTP POP3 | IMAP
KEibes | KEtes
G 180
27 135
18 an
e 45
» _IIE- _IJ.'-' -? [e=] an _11. _12 — * = r = =] in 11 1z
HTTP M
Bytes KEtes
2.0 4
1.5 3
1.0 2
0.5 L
0.0 _IIE- _I].'-' _I.'E _I.?E' _:lll _11. _12 — ” 5 [Fr) S .= in 11 12
Web SMTP Web FOP3
Bytes KEytes
i — i
6L 61
£l 34
L7 L7
» _IIE- _I?-l.'-' - = _I.?E' _:I.I?-l _:I.L _12 — s s =) = .= in il 12
FTP TELNET
KEites HEites
292 ‘ ]
218 B
145 2
73 z
EEENE ) N
P s wr s [r=) an 1L 12 — ¥ s o ns = in i1 1z
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16. Reporting

Stepl. Under Reporting > Storage Report, bar charts indicate the disk space
utilization of each service.

Step2. Inthe upper left corner, click on a time unit from which the bar charts are derived.
Click on Day for bar charts derived from daily operation; click on Week for bar
charts derived from weekly operation; click on Month for bar charts derived from
monthly operation; click on Year for bar charts derived from yearly operation.

Step3. How to read the histograms: (Figure 16-7)

B Y-axis indicates the used disk space in MB.
B X-axis indicates time
(Year | (Month) (Week ) (COay )
Hardt Disk itiization (Total Capacity : 140 GEytas)
(I
g O O O N | N O N ol

16-7 Storage Report
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17 Status

Status presents system administrator with the system performance, authentication, current
sessions and event logs.

17.1 System Info

System Info:
B The usage of CPU, hard disk, memory and RAM disk are illustrated separately in
different histograms. (Figure 17-1)

Under Status - System Info, there it shows the resource usage and system uptime.
System Uptime: The time the device has been up and running.

CPU Utilization: The resource usage of CPU.

Hard Disk Utilization: The resource usage of hard disk.

Memory Utilization: The resource usage of memory.

RAM Disk Utilization: The resource usage of RAM disk.
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Memary Size 512 MB
Hard Disk Status : OK
System Uptime © 6 day(s) 0 hour(s) 47 min(s) 34 sec(s)

CPU Utilization

100%
?52 PP | L
=
]
&
-
=
=
252 e e e e e e eaes e ea s e ea s e ea s e ea e e ea e e ea e e ea e e ea e e ea e e ea e e e ea e eee e ea e e e ea e e e e e e ea e e e s aaeas +
Ma: 17E
p Avg: B8
12:05 13:05 14:05 15:05 16:05 17:05 18:05

0505 0905 10:05 11:05
(Ten Minutes)

M CPU uzage W Maximum usage M Average usage

Hard Disk Utilization

100¥

?52 PP | L
z
g
&
-
5
=2

252 PP 4

o ¥ u ¥ ¥ t t t Flae: 1%
11:05 12:05 13:05 14:05 15:05 16:05 17:05 15:05

08105  09:05  10:05
(Ten Minutes)

M Disk usage W Maximum usage

MEmory Utilization

100%

?52 PP | L
'E
o
%
-
g Ma: 374

258

4
12:05 13:05 14:05 15:05 16:05 17:05 18:05

0505 0905 10:05 11:05
(Ten Minutes)

W Memory uzage W Maximum usage

RAM Disk Utilization
1008 4

TE

S

(Utilization?

25%

0

12:05 13:05 14:05 15:05 16:05 17:05 18:05
(Ten Minutes)
M Disk uszage W Maximum usage

05205 09:05 10205 11:05

17-1 System Info
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17.2 Authentication

Authentication:
B The related information of User Authentication, such as client’s IP address, login name,

login time, and the remove selection for administrator.

172.16.0.2 200912409 18:11:21 W

17-2 Authentication Info

17.3 Current Session

Current Session:
B Shows the traffic and amount of sessions created by each service, such as HTTP, FTP,

POP3, SMTP, IM, TELNET, Web Mail and applications.

Search Active Sessions:
B Records are available if searched by criteria, such as service, status, protocol, source
IP, destination IP and port number, as keyword or pattern.

€ Refer to the steps below to start a search:
1. Select “Active” for Session Status.
2. Select “TCP” for Protocol.
3. Click on Search. (Figure 17-3)

Search Active Sessions

Enter your search criteria :
IP Service : | — W
Session Status © | Active | W
Protocol: | TCP |»

Source P ; | (Max. 15 characters)
Destination IP : | (Max. 15 characters)
Port || |(1-85535)
| Search |
Results
Search results : 4 records
@11
192.168.110.1 S iH 3578 == 21 18:02:02 19 KB
ﬁ. POP3 /L. JACKY mail.airlive.com S 3577 == 110 18:01:34 94408 Active
|~ FIP JACKY 192.168.110.1 i M 3576 == 21 18:00:00 29KB Active
3 usn JACKY 65.54 43,85 i M 7940 == 18563 14:03:24 4386 KB Active
@11

17-3 Searching for a Specific Log
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Stepl. Under Status - Current Session, there it shows the sessions created by each
service. (Figure 17-4)

t Refresh ; Manually w

17-4 Current Sessions — Overall Information

Step2. Click on Total to view the used port number and traffic of each service session.
(Figure 17-5)

TOTAL IP Service
Q tm; Manualy v

CBwsv sacr essesses Q[Je0-188 140326 S67KE Acwe

L=RNE

17-4 Current Sessions — Specific Details

Step3. Inthe Total IP Service screen, a mouse click on a Source IP or Destination IP
will show its corresponding IP address, host name, domain name, port number
and traffic in a pop-up window. (Figure 17-6)

.m; Manually o~ 111

SR POPI/L A  melarvecon Q7110 dmerss  see08 adve
e smae essssss Q[fJ2e0-ies 140324 SH0TKE Adve
111

17-5 Current Sessions - Detailed Information of an IP Address

17.4 1M / Application Log

IM / Application Log:
B Depicts the status of each IM / application used.

Search IM / Application Logs:
B Records are available if searched by criteria, such as date, IM/ application event, IM
account and action, as keyword or pattern.
€ Refer to the steps below to start a search:
1. Specify the time duration to search within.
2. Select “Ignore” for Access.
3. Click on Search. (Figure 17-6)

191 AirLive 1AR-5000 User’s Manual



17. Status

—>
Air Live

Search IM / Applications Logs

Enter your search criteria :

[¥] Start a search from | 2002 % | [[12 v | [| 04 v | |00 v || 00 v
To:[2009 v /|12 v /|09 v |18 ¥ [:]16 |»

IM ! Applications : | (Max. &0 characters)

M Account :| |(I'.'Ia.x. 80 characters)

Access | lgnore W

| Search | | Download |

Results
| 2009-12-09 (1 Record) v |
@1
Dec 09 18.16:06 JACKY [IM] MSN Messenger sehastnenku@hutnﬂn com
~’.‘: 141

17-6 Searching for a Specific Log

17.5 Even Log

Event Log:
B Records all modifications on IAR-5000, such as deleting a setting.

Search Event Logs:
B Records are available if searched by criteria, such as event and date, as keyword or
pattern.
€ Refer to the steps below to start a search:
1. Enable the searching duration and specify a period of time to search within.
2. Click on Search. (Figure 17-7)
3. Click on Download to download the search results onto local computer.
(Figure 17-8)
4. Click on <3 icon to view the detailed event information. (Figure 17-9)
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17. Status

Results

Search Event Logs

Enter your search criteria :

Event:| |
[]start a search from: 2002 V|.r|12 V|f|3 vl |1? v|:|13 v|
To: [ 2009 v [ 12 ] i[9 [»] [18]]:[14 %]

Search result: 135 records

View:

Results

File Download

Do you want to open or save this file?

Mame: download.csv
.Eu Type: Microsoft Office Excel Comma Separated Yalues Filz

From: 172.16.3.25¢

[ Open ][ Save ]i Cancel I

harm your computer. [F pou do nat trust the source, do not open or
zave this file, What's the rigk?

e While files from the Internet can be useful. zome files can potentially

17-8 Downloading the Search Result
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2 http://172.16.3.254 - Event Log Detail - Microsoft Internet Explorer

Dec 917:32:30 admin 17216802 [System] Modify Setting

Before Modify Setting

em Email Motification

Enable email notification

Comparnry Mame: |-L‘\i"|-iVE Carp. |( Max. 32 characters, ex My Company )

Device Marme: ||-L‘\R-SUUU |( hax. 30 characters, ex; Internet Activity Recorder )
Sender Address: |jacky.ko@airlive.cnm |( Mazx. B0 characters, ex sender@mydomain.com )
SMTR Server: |mai|.air|ive.com |( Ma. B0 characters, ex: mailmydomain.com )
Metification Address 1 |sebas1ienkn@hutmail.cnm|( Wax. B0 characters, ex user! @mydamain.com ]
Motification Address 2 | |( Mz, B0 characters, ex User2@mydomain.com )

[] Enable SMTP authentication

Username: |jacky.ko@airlive.cnm |
Passward: |""““ |
Sert a test mail: .'I'm m -
Ll 3
I@ Done £ Internet

17-9 Details of an Event Log

AirLive I1AR-5000 User’s Manual 194



e——Y 18. Specifications
3 L - ®
r EeIve

18 Specifications

The specification of IAR-5000 is subject to change without notice. Please use the
information with caution.

Category Configuration Name Function Chapter
System Admin Used for creating and modifying | 4
system administration accounts.
Interface Used for setting the interface’s
IP address, subnet mask, etc.
Settings Used for importing/exporting

system settings, factory
resetting, hard disk formatting,
system email notifications,
deployment mode, management
port, log storage times, device
rebooting, etc.

Date/Time Used for setting the system’s
time.
Permitted IPs Used for specifying IP’s

permitted to access the
management interface.
Language Used for selecting the
management interface’s
language (English, Simplified
Chinese and Traditional

Chinese)

Installation Wizard Provides a quick method to
configure the device.

Software Update Used for upgrading the system’s
software version.

User List Settings Used for importing /exporting 5
user lists, specifying logged
group lists.

Logged Specifies user’s to be logged.

Ignored Specifies user’s to be excluded
from logging.

Settings Provides settings for the

authentication port number, idle
time, multiple logins, web site
displayed for successful logins,
display messages and
authentication free table.
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Auth User Specifies the authentication
name accounts.
RADIUS Used for enabling a Radius
server to manage
authentication.
POP3 Used for enabling a POP3
server to enable authentication.
LDAP Used for enabling an LDAP
server to manage
authentication.
Record Settings Settings Provides settings for: signature |9
Analysis definitions, content , username
binding,
Skype plug-in for AD Server
username binding, LAN to LAN
activity recording, recording
settings, maximum number of
logs displayed per page,
service logs display, report
browsing, default character
encoding for recording, etc.
User Logged Classifies the services used by | 10, 11
Service SMTP each user into SMTP,
POP3/IMAP | POP3/IMAP, HTTP, IM, Web
HTTP SMTP, Web POP3, FTP and
IM Telnet.
Web SMTP
Web POP3
FTP
TELNET
Behavior IM Login Notice | Provides messages to users 7
Management | Management upon login to MSN, ICQ/ AlM,
Yahoo, etc.
Default Rule | Provides login and file transfer
Account Rule | management for MSN
Messenger, Skype, Yahoo,
ICQ/AIM, QQ, Google Talk , etc.
Application Default Rule | Manages logins for applications | 8
Management | Custom Rule | such as eDonkey, BT, Thunder5,
etc.
Content Settings Audits the content of services 12
Auditing used by users and emails any
results matching the criteria to
the specified recipient.
Anomaly Settings Provides settings for the 13
Flow IP Virus-Infected | management and notification
IP upon detection of anomaly traffic
Intrusion IP flows.
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Local Disk Storage Time Provides individual storage time | 14
settings for each of the recorded
services based upon their
importance.
Disk Space Provides hard disk utilization
statistics based upon the
service, user and group.
Remote Settings Backup Provides settings for the remote | 15
Backup Settings backup of the devices records.
Browse Records can be backed up
Settings periodically or instantly to the
Browse SMTP specified network path. Access
POP3 / IMAP | to records stored remotely can
HTTP also be viewed here.
IM
Web SMTP
Web POP3
FTP
TELNET
Reporting Settings Charts present statistics based | 16
Storage Report upon traffic, storage and service
utilization data.
Status System Info Present statistics of the devices | 17

system, e.g. CPU utilization,
hard disk utilization, etc.

Current Session

Provides session statistics
based upon the services
recorded by the device.

IM/Application Log

Provides statistics of IM and
other applications managed by
the device.

Event Log

Provides a record of any settings
modified and logins made into
the device.
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