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Chapter 1. Before You Start

Chapter 1. Before You Start

1.1 Audience

This manual is intended for the system or network administrators with the networking knowledge to complete the

step by step instructions in order to use IAS-2000 for a better management of network system and user data.

1.2 Document Signal

For any caution or warning that requires special attention of readers, a highlight box with the eye-catching italic font

is used as below:

Warning: For security purposes, you should immediately change the Administrator’s password.

@ indicates that clicking this button will return to the homepage of this section.

0 indicates that clicking this button will return to the previous page.

m indicates that clicking this button will apply all of your settings.

M indicates that clicking this button will clear what you set before these settings are applied.

1.3 Glossary

802.11 standard
A family of wireless Local Area Network specifications. The 802.11b standard in particular is seeing widespread
acceptance and deployment in corporate campuses as well as commercial facilities such as airports and coffee

shops that want to offer wireless networking service to their patrons.

802.11a

An |IEEE specification for wireless networking that operates in the 5 GHz frequency range (5.725 GHz to 5.850 GHz)
with a maximum of 54 Mbps data transfer rate. The 5 GHz frequency band is not as crowded as the 2.4 GHz
frequency, because the 802.11a specification offers more radio channels than the 802.11b. These additional

channels can help avoid radio and microwave interference.
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802.11b

International standard for wireless networking that operates in the 2.4 GHz frequency range (2.4 GHz to 2.4835 GHz)
and provides a throughput up to 11 Mbps. This is a very commonly used frequency. Microwave ovens, cordless

phones, medical and scientific equipment, as well as Bluetooth devices, all work within the 2.4 GHz frequency band.

802.11g
Similar to 802.11b, but this standard provides a throughput up to 54 Mbps. It also operates in the 2.4 GHz frequency

band but uses a different radio technology in order to boost overall bandwidth.

VLAN

Defines changes to Ethernet frames that will enable them to carry VLAN information. It allows switches to assign
end-stations to different virtual LANs, and defines a standard way for VLANs to communicate across switched
networks.

Four bytes have been added to the Ethernet frame for this purpose, causing the maximum Ethernet frame length to
increase from 1518 to 1522 hytes. In these 4 bytes, 3 bits allow for up to eight priority levels and 12 bits identify one
of 4,094 different VLANs. 802.3ac will define the specifics of these changes for Ethernet frames.

802.1x

802.1x is a security standard for wired and wireless LANSs. It encapsulates EAP processes into Ethernet packets
instead of using the protocol's native PPP (Point-to-Point Protocol) environment, thus reducing some network
overhead. It also puts the bulk of the processing burden upon the client (called a supplicant in 802.1x parlance) and
the authentication server (such as a RADIUS), letting the "authenticator" middleman simply pass the packets back
and forth. Because the authenticator does so little, its role can be filled by a device with minimal processing power,

such as an access point on a wireless network.

802.3ad

802.3ad is an IEEE standard for bonding or aggregating multiple Ethernet ports into one virtual interface (also
known as trunking). The aggregated ports appear as a single IP address to your computer and applications. This
means no application changes are required. The advantages of aggregation are that the virtual interface provides
increased bandwidth by merging the bandwidth of the individual ports. The TCP connection load is then balanced
across the ports. In addition to load balancing, 802.3ad provides automatic fail-over in the event any port or cable
fails. All traffic that was being routed over the failed port is automatically re-routed to use one of the remaining ports.

This fail-over is completely transparent to the application software using the connection.

Access Point
A device that allows wireless-equipped computers and other devices to communicate with a wired network. It is also

used to expand the range of a wireless network.

Bandwidth

The amount of transmission capacity that is available on a network at any point in time. Available bandwidth
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depends on several variables such as the rate of data transmission speed between networked devices, network

overhead, number of users, and the type of device used to connect PCs to a network. It is similar to a pipeline in that
capacity is determined by size: the wider the pipe, the more water can flow through it; the more bandwidth a network
provides, the more data can flow through it. Standard 802.11b provides a bandwidth of 11 Mbps; 802.11a and
802.11g provide a bandwidth of 54 Mbps.

Baud Rate
A measure of the number of times per second a signal in a communications channel changes state. The state is

usually voltage level, frequency, or phase angle.

Beacon Interval

The frequency interval of the beacon, which is a packet broadcast by a router to synchronize a wireless network.

Bit
A binary digit.

Boot

To start a device and cause it to load executing instructions.

Bridge
A product that connects a local area network (LAN) to another local area network that uses the same protocol (for

example, wireless, Ethernet or token ring). Wireless bridges are commonly used to link buildings in campuses.

Broadband
A comparatively fast Internet connection. Services such as ISDN, cable modem, DSL and satellite are all considered
broadband as compared to dial-up Internet access. There is no official speed definition of broadband but services of

100Kbps and above are commonly thought of as broadband.

Browser
A browser is an application program that provides a way to look at and interact with all the information on the World
Wide Web.

Cable Modem
A kind of converter used to connect a computer to a cable TV service that provides Internet access. Most cable

modems have an Ethernet out-cable that attaches to the user's Wi-Fi gateway.

Client devices
Clients are the end users. Wi-Fi client devices include PC Cards that slide into laptop computers, mini-PCI modules
embedded in laptop computers and mobile computing devices, as well as USB radios and PCI/ISA bus Wi-Fi radios.

Client devices usually communicate with hub devices like access points and gateways.
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CTS

Clear To Send. A signal sent by a device to indicate that it is ready to receive data.

Database

A collection of data that is organized so that its contents can easily be accessed, managed, and updated.

DDNS
Dynamic Domain Name System. The capability of having a website, FTP, or e-mail server with a dynamic IP

address using a fixed domain name.

Default Gateway

A device that forwards Internet traffic from your local area network.

DHCP

A utility that enables a server to dynamically assign IP addresses from a predefined list and limit their time of use so
that they can be reassigned. Without DHCP, an IT Manager would have to manually enter in all the IP addresses of
all the computers on the network. When DHCP is used, whenever a computer logs onto the network, it automatically

gets an IP address assigned to it.

DHCP Servers

Dynamic Host Configuration Protocol Servers. PCs and other network devices using dynamic IP addressing are
assigned a new IP address by a DHCP server. The PC or network device obtaining an IP address is called the
DHCP client. DHCP frees you from having to assign IP addresses manually every time a new user is added to your
network.

A DHCP server can either be a designated PC on the network or another network device, such as the Router. By
default, the Router’s DHCP server function is enabled.

If you already have a DHCP server running on your network, you must disable one of the two DHCP servers. If you
run more than one DHCP server on your network, you will experience network errors, such as conflicting IP

addresses.

Diversity Antenna
A type of antenna system that uses two antennas to maximize reception and transmission quality and reduce

interference.

DMZ

Demilitarized Zone. A computer or small subnetwork that sits between a trusted internal network, such as a
corporate private LAN, and an distrusted external network, such as the public Internet.

Typically, the DMZ contains devices accessible to Internet traffic, such as Web (HTTP) servers, FTP servers, SMTP
(e-mail) servers and DNS servers.

The term comes from military use, meaning a buffer area between two enemies.
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DNS

A program that translates URLs to IP addresses by accessing a database maintained on a collection of Internet
servers. The program works behind the scenes to facilitate surfing the Web with alpha versus numeric addresses. A
DNS server converts a name like mywebsite.com to a series of numbers like 107.22.55.26. Every website has its

own specific IP address on the Internet.

Domain Name
The unique name that identifies an Internet site. Domain Names always have 2 or more parts, separated by dots.
The part on the left is the most specific, and the part on the right is the most general. A given machine may have

more than one Domain Name but a given Domain Name points to only one machine.

DoS Attack

A type of attack on a network that is designed to bring the network to its knees by flooding it with useless traffic.
Many DoS attacks, such as the Ping of Death and Teardrop attacks, exploit limitations in the TCP/IP protocols. For
all known DoS attacks, there are software fixes that system administrators can install to limit the damage caused by

the attacks. But, like viruses, new DoS attacks are constantly being dreamed up by hackers.

Download

To receive a file transmitted over a network.

DTIM

Delivery Traffic Indication Message. A message included in data packets that can increase wireless efficiency.

Dynamic IP Address
A temporary IP address assigned by a DHCP server.

Encryption

Encoding data to prevent it from being read by unauthorized people.

Encryption key

An alphanumeric (letters and/or numbers) series that enables data to be encrypted and then decrypted so it can be
safely shared among members of a network. WEP uses an encryption key that automatically encrypts outgoing
wireless data. On the receiving side, the same encryption key enables the computer to automatically decrypt the

information so it can be read.

ESSID
The identifying name of an 802.11 wireless network. When you specify your correct ESSID in your client setup you
ensure that you connect to your wireless network rather than another network in range. (See SSID.) The ESSID can

be called by different terms, such as Network Name, Preferred Network, SSID or Wireless LAN Service Area.

5 Air Live IAS-2000 User’'s Manual V1.0.



Chapter 1. Before You Start
Ethernet

International standard networking technology for wired implementations. Basic 10BaseT networks offer a bandwidth

of about 10 Mbps. Fast Ethernet (100 Mbps) and Gigabit Ethernet (1000 Mbps) are becoming popular.

Firewall
A system that secures a network and prevents access by unauthorized users. Firewalls can be software, hardware
or a combination of both. Firewalls can prevent unrestricted access into a network, as well as restrict data from

flowing out of a network.

Firmware
1. In network devices, the program that runs the device.
2. Program loaded into read-only memory (ROM) or programmable read-only memory (PROM) that cannot be

altered by end-users.

Fragmentation
Breaking a packet into smaller units when transmitting over a network medium that cannot support the original size

of the packet.

FTP
File Transfer Protocol. A standard protocol for sending files between computers over a TCP/IP network and the

Internet.

Full Duplex

The ability of a networking device to receive and transmit data simultaneously.

Gateway
In the wireless world, a gateway is an access point with additional software capabilities such as providing NAT and

DHCP. Gateways may also provide VPN support, roaming, firewalls, various levels of security, etc.

Half Duplex

Data transmission that can occur in two directions over a single line, but only one direction at a time.

Hardware

The physical aspect of computers, telecommunications, and other information technology devices.

Hotspot

A place where you can access Wi-Fi service. This can be for free or for a fee. HotSpots can be inside a coffee shop,
airport lounge, train station, convention center, hotel or any other public meeting area. Corporations and campuses
are also implementing Hot Spots to provide wireless Internet access to their visitors and guests. In some parts of the
world, Hot Spots are known as Cool Spots.

6 Air Live IAS-2000 User’'s Manual V1.0.



Chapter 1. Before You Start
HTTP

HyperText Transport Protocol. The communications protocol used to connect to servers on the World Wide Web.

IEEE
Institute of Electrical and Electronics Engineers, New York, www.ieee.org. A membership organization that includes
engineers, scientists and students in electronics and allied fields. It has more than 300,000 members and is involved

with setting standards for computers and communications.

Internet appliance

A computer that is intended primarily for Internet access is simple to set up and usually does not support installation
of third-party software. These computers generally offer customized web browsing, touch-screen navigation, e-mail
services, entertainment and personal information management applications. An Internet appliance can be Wi-Fi

enabled or it can be connected via a cable to the local network.

Infrastructure

Currently installed computing and networking equipment.

Infrastructure Mode

Configuration in which a wireless network is bridged to a wired network via an access point.

IP

Internet Protocol. A set of rules used to send and receive messages at the Internet address level.

IP address
A 32-bit number that identifies each sender or receiver of information that is sent across the Internet. An IP address
has two parts: an identifier of a particular network on the Internet and an identifier of the particular device (which can

be a server or a workstation) within that network.

IPsec

IP Security. A set of protocols developed by the IETF to support secure exchange of packets at the IP layer. IPsec
has been deployed widely to implement Virtual Private Networks (VPNSs).

IPsec supports two encryption modes: Transport and Tunnel. Transport mode encrypts only the data portion
(payload) of each packet, but leaves the header untouched. The more secure Tunnel mode encrypts both the
header and the payload. On the receiving side, an IPSec-compliant device decrypts each packet.

For IPsec to work, the sending and receiving devices must share a public key. This is accomplished through a
protocol known as Internet Security Association and Key Management Protocol/Oakley (ISAKMP/Oakley), which

allows the receiver to obtain a public key and authenticate the sender using digital certificates.

ISDN

Integrated Services Digital Network. A type of broadband Internet connection that provides digital service from the
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customer's premises to the dial-up telephone network. ISDN uses standard POTS copper wiring to deliver voice,

data or video.

ISP

Internet Service Provider. A company that provides access to the Internet.

LAN
Local Area Network. A system of connecting PCs and other devices within the same physical proximity for sharing
resources such as an Internet connections, printers, files and drives. When Wi-Fi is used to connect the devices, the

system is known as a wireless LAN or WLAN.

LDAP

Lightweight Directory Access Protocol. A set of protocols for accessing information directories. LDAP is based on
the standards contained within the X.500 standard, but is significantly simpler. And unlike X.500, LDAP supports
TCP/IP, which is necessary for any type of Internet access. Because it's a simpler version of X.500, LDAP is
sometimes called X.500-lite.

Although not yet widely implemented, LDAP should eventually make it possible for almost any application running
on virtually any computer platform to obtain directory information, such as email addresses and public keys.

Because LDAP is an open protocol, applications need not worry about the type of server hosting the directory.

Local User
A user that has signed up for an account from a specific ezboard community, enabling the user to participate only in
that ezboard as a registered user. Global user registration from the ezboard home page is recommended for full

access to all ezboard communities and the Control Center.

MAC

Media Access Control. Every wireless 802.11 device has its own specific MAC address hard-coded into it. This
unigue identifier can be used to provide security for wireless networks. When a network uses a MAC table, only the
802.11 radios that have had their MAC addresses added to that network's MAC table will be able to get onto the

network.

Mbps

Megabits Per Second. One million bits per second; a unit of measurement for data transmission.

NAT
Network Address Translation. A network capability that enables a houseful of computers to dynamically share a
single incoming IP address from a dial-up, cable or xDSL connection. NAT takes the single incoming IP address and

creates new IP address for each client computer on the network.
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Network

A series of computers or devices connected for the purpose of data sharing, storage, and/or transmission between

users.

Node

A network junction or connection point, typically a computer or work station.

Packet

A unit of data sent over a network.

Passphrase
Used much like a password, a passphrase simplifies the WEP encryption process by automatically generating the

WEP encryption keys for the company products.

POP

Post Office Protocol. Short for Post Office Protocol, a protocol used to retrieve e-mail from a mail server. Most e-mail
applications (sometimes called an e-mail client) use the POP protocol, although some can use the newer IMAP
(Internet Message Access Protocol).

There are two versions of POP. The first, called POP2, became a standard in the mid-80's and requires SMTP to

send messages. The newer version, POP3, can be used with or without SMTP.

POP3

Post Office Protocol 3. A standard protocol used to retrieve e-mail stored on a mail server.

Port
1. The connection point on a computer or networking device used for plugging in a cable or an adapter.

2. The virtual connection point through which a computer uses a specific application on a server.

PPPoE

Point-to- Point Protocol over Ethernet. PPPoE relies on two widely accepted standards: PPP and Ethernet. PPPoE
is a specification for connecting the users on an Ethernet to the Internet through a common broadband medium,
such as a single DSL line, wireless device or cable modem. All the users over the Ethernet share a common
connection, so the Ethernet principles supporting multiple users in a LAN combine with the principles of PPP, which

apply to serial connections.

PPTP

Point-to-Point Tunneling Protocol. A new technology for creating Virtual Private Networks (VPNSs), developed jointly
by Microsoft Corporation, U.S. Robotics, and several remote access vendor companies, known collectively as the
PPTP Forum. A VPN is a private network of computers that uses the public Internet to connect some nodes.
Because the Internet is essentially an open network, the Point-to-Point Tunneling Protocol (PPTP) is used to ensure
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that messages transmitted from one VPN node to another are secure. With PPTP, users can dial in to their

corporate network via the Internet.

Plug and Play
A computer system feature that provides automatic configuration of add-ons and peripheral devices such as

wireless PC Cards, printers, scanners and multimedia devices.

Proxy server
Used in larger companies and organizations to improve network operations and security, a proxy server is able to
prevent direct communication between two or more networks. The proxy server forwards allowable data requests to

remote servers and/or responds to data requests directly from stored remote server data.

RADIUS

Remote Authentication Dial-In User Service. An authentication and accounting system used by many Internet
Service Providers (ISPs). When you dial in to the ISP you must enter your username and password. This
information is passed to a RADIUS server, which checks that the information is correct, and then authorizes access
to the ISP system.

Though not an official standard, the RADIUS specification is maintained by a working group of the IETF.

Range
Most Wi-Fi systems will provide a range of a hundred feet or more. Depending on the environment and the type of

antenna used, Wi-Fi signals can have a range of up to mile.

RJ-45
Standard connectors used in Ethernet networks. Even though they look very similar to standard RJ-11 telephone

connectors, RJ-45 connectors can have up to eight wires, whereas telephone connectors have only four.

Roaming

Moving seamlessly from one AP coverage area to another with no loss in connectivity.

Router

A device that forwards data packets from one local area network (LAN) or wide area network (WAN) to another.
Based on routing tables and routing protocols, routers can read the network address in each transmitted frame and
make a decision on how to send it via the most efficient route based on traffic load, line costs, speed, bad

connections, etc.
RTS

Request To Send. A packet sent when a computer has data to transmit. The computer will wait for a CTS (Clear To

Send) message before sending data.
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Server

Any computer whose function in a network is to provide user access to files, printing, communications, and other

services.

SMTP

Simple Mail Transfer Protocol. The standard e-mail protocol on the Internet.

SNMP

Simple Network Management Protocol. A set of protocols for managing complex networks. The first versions of
SNMP were developed in the early 80s. SNMP works by sending messages, called protocol data units (PDUSs), to
different parts of a network. SNMP-compliant devices, called agents, store data about themselves in Management

Information Bases (MIBs) and return this data to the SNMP requesters.

Software

Instructions for the computer. A series of instructions that performs a particular task is called a "program”.

SOHO
Small Office/Home Office. A term generally used to describe an office or business with ten or fewer computers

and/or employees.

SSID

Service Set Identifier. A 32-character unique identifier attached to the header of packets sent over a WLAN that acts
as a password when a mobile device tries to connect to the BSS. (Also called ESSID.) The SSID differentiates one
WLAN from another, so all access points and all devices attempting to connect to a specific WLAN must use the
same SSID. A device will not be permitted to join the BSS unless it can provide the unique SSID. Because an SSID
can be sniffed in plain text from a packet, it does not supply any security to the network. An SSID is also referred to

as a Network Name because essentially it is a name that identifies a wireless network.

SSH

Developed by SSH Communications Security Ltd., Secure Shell is a program to log into another computer over a
network, to execute commands in a remote machine, and to move files from one machine to another. It provides
strong authentication and secure communications over insecure channels. It is a replacement for rlogin, rsh, rcp,
and rdist.

SSH protects a network from attacks such as IP spoofing, IP source routing, and DNS spoofing. An attacker who
has managed to take over a network can only force ssh to disconnect. He or she cannot play back the traffic or
hijack the connection when encryption is enabled.

When using ssh's login (instead of rlogin) the entire login session, including transmission of password, is encrypted;
therefore it is almost impossible for an outsider to collect passwords.

SSH is available for Windows, Unix, Macintosh, and OS/2, and it also works with RSA authentication.
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SsL

Secure Sockets Layer. Commonly used encryption scheme used by many online retail and banking sites to protect
the financial integrity of transactions. When an SSL session begins, the server sends its public key to the browser.
The browser then sends a randomly generated secret key back to the server in order to have a secret key exchange

for that session.

Static IP Address

A fixed address assigned to a computer or device that is connected to a network.

Subnet Mask

An address code that determines the size of the network.

Subnetwork or Subnet
Found in larger networks, these smaller networks are used to simplify addressing between numerous computers.
Subnets connect to the central network through a router, hub or gateway. Each individual wireless LAN will probably

use the same subnet for all the local computers it talks to.

Switch
A type of hub that efficiently controls the way multiple devices use the same network so that each can operate at
optimal performance. A switch acts as a networks traffic cop: rather than transmitting all the packets it receives to all

ports as a hub does, a switch transmits packets to only the receiving port.

TCP

A protocol used along with the Internet Protocol (IP) to send data in the form of individual units (called packets)
between computers over the Internet. While IP takes care of handling the actual delivery of the data, TCP takes care
of keeping track of the packets that a message is divided into for efficient routing through the Internet. For example,
when a web page is downloaded from a web server, the TCP program layer in that server divides the file into
packets, numbers the packets, and then forwards them individually to the IP program layer. Although each packet
has the same destination IP address, it may get routed differently through the network. At the other end, TCP

reassembles the individual packets and waits until they have all arrived to forward them as a single file.

TCP/IP

The underlying technology behind the Internet and communications between computers in a network. The first part,
TCP, is the transport part, which matches the size of the messages on either end and guarantees that the correct
message has been received. The IP part is the user's computer address on a network. Every computer in a TCP/IP
network has its own IP address that is either dynamically assigned at startup or permanently assigned. All TCP/IP
messages contain the address of the destination network as well as the address of the destination station. This

enables TCP/IP messages to be transmitted to multiple networks (subnets) within an organization or worldwide.
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TFTP

Trivial File Transfer Protocol. A version of the TCP/IP FTP protocol that uses UDP and has no directory or password

capability.

UDP
User Datagram Protocol. A network protocol for transmitting data that does not require acknowledgement from the

recipient of the data that is sent.

Upgrade

To replace existing software or firmware with a newer version.

Upload

To transmit a file over a network.

URL

Uniform Resource Locator. The address of a file located on the Internet.

VolP
Voice transmission using Internet Protocol to create digital packets distributed over the Internet. VolP can be less

expensive than voice transmission using standard analog packets over POTS (Plain Old Telephone Service).

VPN

Virtual Private Network. A type of technology designed to increase the security of information transferred over the
Internet. VPN can work with either wired or wireless networks, as well as with dial-up connections over POTS. VPN
creates a private encrypted tunnel from the end user's computer, through the local wireless network, through the

Internet, all the way to the corporate servers and database.

Walled Garden

On the Internet, a walled garden refers to a browsing environment that controls the information and Web sites the
user is able to access. This is a popular method used by ISPs in order to keep the user navigating only specific
areas of the Web, whether for the purpose of shielding users from information -- such as restricting children's access
to pornography -- or directing users to paid content that the ISP supports. America Online is a good example of an
ISP that places users in a walled garden.

Schools are increasingly using the walled garden approach in creating browsing environments in their networks.
Students have access to only limited Web sites, and teachers need a password in order to leave the walled garden
and browse the Internet in its entirety.

The term walled garden also commonly refers to the content that wireless devices such as mobile phones have

access to if the content provided by the wireless carrier is limited.
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WAN

Wide Area Network. A communication system of connecting PCs and other computing devices across a large local,
regional, national or international geographic area. Also used to distinguish between phone-based data networks
and Wi-Fi. Phone networks are considered WANs and Wi-Fi networks are considered Wireless Local Area Networks
(WLANS).

WEP

Wired Equivalent Privacy. Basic wireless security provided by Wi-Fi. In some instances, WEP may be all a home or
small-business user needs to protect wireless data. WEP is available in 40-bit (also called 64-bit), or in 108-bit (also
called 128-bit) encryption modes. As 108-bit encryption provides a longer algorithm that takes longer to decode, it

can provide better security than basic 40-bit (64-bit) encryption.

Wi-Fi
Wireless Fidelity. An interoperability certification for wireless local area network (LAN) products based on the

Institute of Electrical and Electronics Engineers (IEEE) 802.11 standards.

WLAN
Wireless Local Area Network. Also referred to as LAN. A type of local-area network that uses high-frequency radio

waves rather than wires to communicate between nodes.

WPA-Enterprise (Wi-Fi Protected Access)
Stands for Wi-Fi Protected Access — Enterprise. It is Wi-Fi's encryption method that protects unauthorized network

access by verifying network users through a server.

WPA-Personal
Stands for Wi-Fi Protected Access — Personal. It is Wi-Fi's encryption method that protects unauthorized network

access by utilizing a set-up password.
WPA2

Wi-Fi Protected Access version 2. The follow on security method to WPA for Wi-Fi networks that provides stronger

data protection and network access control.
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Chapter 2. Overview

2.1 Introduction of IAS-2000

IAS-2000 is a Network Access Control System specially designed for simple small and middle-scaled wireless
network environments while retaining network efficiency. IAS-2000 delivers “manageability”, “efficiency” and
“friendly interface” and suits perfectly for campuses (or libraries, gymnasiums, etc.), small and middle enterprises,

factories, Hotspots and community hospitals.

Quick Installation - Get Online Immediately

The installation and setup of IAS-2000 can be easily done without changing the existing network architecture. The
system can be installed and logged within a short amount of time to establish the security mechanism. With the
protection by 1AS-2000, users must be authenticated before logging in to the network, and the administrator can

assign a fine-grained priority to each user stratifying the scope and right of using network resources.

Friendly Management and Application Interfaces

IAS-2000 is not only easy to install, but also has multilingual management interface with operation logic that is easy
to use. All of the functions of the system can be performed with a simple few clicks. The full web-based management
interface allows users to operate and manage the system online via a browser. Users can easily log on to the

authenticated LAN ports via the browser without any additional software installation.

Integrating the Existing User Password Database

In general, most organizations use specific database system to centralize and manage user passwords before
introducing the wireless network into the organization. IAS-2000 supports Local, POP3 (+SSL), RADIUS and LDAP
external Public LAN mechanisms, and allows integration of the current user password database. This system also
provides a built-in user database, so that the administrator can create or upload the Public LAN data by a batch

process.

2.2 System Concept

IAS-2000 is responsible for controlling all network data passing through the system. The users under the managed
network must be authenticated in order to obtain the right to access the network beyond the managed area. The
authentication mechanism at the user’s end is provided by the 1AS-2000 server, and the SSL encryption is used to

protect the webpage. In the system, IAS-2000 is responsible for authentication, authorization, and management
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functions. The user account information is stored in the IAS-2000 database, or other specified external

authentication databases.

IAS-2000

(1) AClienttries < *
to access the ¢

IP Network

network (e.g. Internet, Interanet) , ,
4
’ ’
I' ,
I
-* - F 4
,
+,
4
- e
i to the network _ _ = ~ (2) IAS-2000 authenticates
Client - - client via web interface

- -
-------—_---#-

The process of authenticating the user’s identity is executed via the SSL encrypted webpage. Using the web
interface, it can be ensured that the system is compatible to most desktop systems and palm computers. When a
user authentication is requested, the IAS-2000 server software will check the authentication database at the rear
end to confirm the user’s access right. The authentication database can be the local database of IAS-2000 or any
external database that IAS-2000 supports. If the user is not an authorized user, IAS-2000 will refuse the user’s
request for the access. In the meantime, IAS-2000 will also continue blocking the user from accessing the network.
If the user is an authorized user, then IAS-2000 will authorize the user with an appropriate access right, so that the
user can use the network. If the online user remains idle without using the network for a time exceeding a
predetermined idle time on IAS-2000 or the online user logs out of the system, 1AS-2000 will exit the working stage
of such user and terminate the user’s access right of the network.

The following figure provides a simple example of setting up a small enterprise network. IAS-2000 is set to control a
part of the company'’s intranet. The whole managed network includes cable network users and wireless network
users. In the beginning, any user located at the managed network is unable to access the network resource without
permission. If the access right to the network beyond the managed area is required, an Internet browser such as the
Internet Explorer must be opened and a connection to any website must be performed. When the browser attempts
to connect to a website, IAS-2000 will force the browser to redirect to the user login webpage. The user must enter
the username and password for authentication. After the identity is authenticated successfully, the user will gain

proper access right defined on 1AS-2000.
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Chapter 2. Overview

Attention: Public LAN is referred to as the LAN port with the authentication function enabled from where the
Authentication is required for the users to get access of the network; And, Private LAN is referred to as the LAN

port with the authentication function disabled.

Network

Network

Public LAN

Manage Network EEEEEEE.

Public LAN

miaiaiaiaialaialy Trusted Network

))_))

Another setup example is shown in the following figure. The WAN1 and WANZ2 of IAS-2000 simultaneously supports
the Switch of 802.3ad (Support Port Trunk), and the bandwidth of the Switch will be the sum of the WAN1 and WAN2
bandwidths, which aims at eliminating the bottleneck caused by the narrow bandwidth between IAS-2000 and the
802.3ad Switch.

> * —
Internet
CSU/MDSY  Fire Wall /I\Router
- T

internet . "

Switch (Support Port Trunk)
B SEEHREHEEH

Another Managed
Natwork

--------------------- Trusted Network
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Chapter 3. Hardware Installation

3.1 Panel Function Descriptions

Front Panel
Link LED: ] WANI1/WAN2:
It stands for being connected gﬁwelrdLlE% d IAUX Port. dqf Connects to the
to RJ45 connectors. ould lig ts_tan S tis reserved for Intranet or Internet
for the power is on. future usage.

by Switch

Internet Access Gateway

Act LED: Status LED: Console Port: /LANllLANZ: \
It stands for Black indicates It resumes the Connects to the open
transmitting data. BIOS running. Blink factory network environment.
light indicates OS defaults or It can be chosen to
running. Solid light reconfigures require or not require
indicates the the system. authentication to
system ready. access network

Qesources and internet/

LCD: There are four kinds of LCD, power, status, port speed and link/act LCD, to indicate different status of the

system.

AUX Port: It is reserved for future usage.

Console Port: The system can be configured via HyperTerminal. For example, if you need to set the Administrator’s
Password, you can connect a PC to this port as a Console Serial Port via a terminal connection program (such as
the super terminal with the parameters of 9600, 8, N, 1, None flow control) to change the Administrator's Password.
LAN1/LANZ2: The two LAN ports can be independently configured such that users cannot access Internet before
authentication. Thus, administrators can choose to force the authentication for users connected to these ports.
WAN1/WAN2: The two WAN ports are connected to a network which is not managed by the IAS-2000 system, and
this port can be used to connect the ATU-Router of ADSL, the port of Cable Modem, or the Switch or Hub on the
LAN of a company.
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Rear Panel

System Fan

System Fan: Keeps the machine cool.

Power Socket: The power cord attaches here.

Power Switch: Turns on and off the machine.

3.2 Package Contents

The standard package of IAS-2000 includes:

IAS-2000 x 1

CD-ROM x 1

Quick Installation Guide x 1
Power Cord x 1

Ethernet Cable (Crossover) x 1
Ethernet Cable (Straight) x3
Console Cable x 1

Accessory Packing x 1

Chapter 3. Hardware Installation

Power Switch

Power Socket:

System Fan The power cord

attaches here.

Warning: Using a power supply with different voltage rating will damage this product.
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3.3 System Requirement

. Standard 10/100BaseT including five network cables with RJ-45 connectors
. All PCs need to install the TCP/IP network protocol

3.4 Installation Steps

Please follow the following steps to install IAS-2000:

1. Connect the power cord to the power socket on the rear panel.

2. Turn on the power switch on the rear panel. The Power LED will light up.
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Internet Access Gateway

3. Connect an Ethernet cable to one LAN Port with the user authentication function enabled on the front panel.
The default ports are LAN1 and LANZ ports. (Note: Authentication is required for the users to access the
network via these LAN Ports. The LAN port with authentication function is referred to as Public LAN.) Connect
the other end of the Ethernet cable to an AP or switch. The LED of this LAN should be on to indicate a proper
connection.

4. Connect an Ethernet cable to one LAN Port with the user authentication function disabled on the front panel.
The default ports are LAN3 and LAN4 ports. (Note: No authentication is required for the users to access the
network via these LAN Ports. The LAN port without authentication function is referred to as Private LAN and
the administrator can enter the administrative user interface to perform configurations via Private LAN.)
Connect the other end of the Ethernet cable to a client's PC. The LED of this LAN should be on to indicate a
proper connection.

5. Connect an Ethernet cable to the WAN Port on the front panel. Connect the other end of the Ethernet cable to
ADSL modem, cable modem or a switch/hub of the internal network. The LED of this WAN should be on to

indicate a proper connection.

Attention: Usually a straight RJ-45 could be applied if IAS-2000 is connected to a hub/computer which supports
automatic crossover, such as the Access Point. However, after the Access Point hardware reset, IAS-2000 should
not be able to connect to Access Point while connecting with a straight cable unless the cable was pulled out and

plug-in again. This scenario does NOT occur while using a crossover cable.

After the hardware of IAS-2000 is installed completely, the system is ready to be configured in the following sections.

The manual will guide you step by step to set up the system using a single IAS-2000 to manage the network.
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Chapter 4. Network Configuration on PC

After IAS-2000 is installed, the following configurations must be set up on the PC: Internet Connection Setup and
TCP/IP Network Setup.

4.1 Internet Connection Setup

4.1.1 Windows 9x/2000

i

| Fle Edt view Favortes Took Help ‘

J 4=Each - = - | Qhsearch [ Falders  {#History | i G > 1y | E-

J Address I@ Control Panel j 6o
= ] = — — ; =

(I i

L Accessibiity  Add/Remawve  AddiRemove Administrative  DatefTime
Control Panel Options Hardware Frograms Tools

) '
Internet Options Eﬁr @ %
A

Configures your Internet display
and connections settings Display  Folder Options Fanks Game
Controllers

1. Choose Start > Control Panel > Internet Options.

Wwindows Update

Windows 2100 Support @ @ @

Keyboard Mouse Metworkand  Phone and  Power Options
Dial-up Co...  Modem ...

=@ ® & & &

Printers Regional  Scanmersand  Scheduled  Sounds and
Options Zameras Tasks Multimedia
System Wiware Tools 3
|configures your Internet display and connections settings [ & My Computer

2l x|
2. Choose the “Connections” label, and then click General| securty | Content  Connections | programs | advenced |

.1 Use the Internet Connection Wizard to
1 conneck wour compuker ko the Inkernet,

— Dial-up settings

Setup.

Add...

Remove |
Sethings. .. |
% Wever dial & conmection

| Dial whenever a network conneckion is nok present
! Always dial my default connection

Current one Sek Default |

—Local Area Mebwork (LAMN) settings

LAM Sekkings. .. |

Ok I Cancel I Apply |
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Internet Connection Wizard x|

Welcome to the Internet
Connection Wizard

3. Choose “l want to set up my Internet connection
manually, or | want to connect through alocal area
network (LAN)”, and then click Next.

The Internet Connection wizard helps you connect your computer
to the Intermet. v'ou can use thiz wizard to zet up a new or
existing Internet account,

| want to sigh up for a new Intemet account. [My telephone ine
iz connected to my modem. |

€ | want to transfer my existing Intermet accourt to this computer,
[My telephone line is connected ta my modem.]

& | want to set up my Intemet connection manually, or | wart to
connect through a local area network, [LAM].

To leave your Intemet settings unchanged, click Cancel.

Tolearn more about the Intermet, click Tutarial. Tutarial

4. Choose “I connect through a local area network X

Selting up your Internet connection

(LAN)” and click Next.

If you have an Intemet service provider account, you can use your phone ine and a madem
to connect ko it IF your computer iz connected to a local area netwark (LAN), pou can gain
access to the Internet over the LAN.

How do you connect ta the Internet?

| connect thiough a phane line and a modem

@t thiough a local area netwark [LAM]

<Back‘| Mext » I} Cancel |

TSsS—

5. Do NOT check any option in the following LAN window ]

Local area

for Internet configuration, and just click Next.

Select the method pou would like to use to configure pour proxy settings. |f you are not
sure which option to select, select automatic discovery or contact your netwark,
administrator. Automatic configuration may overide manual settings. Ta ensure the use
of manual settings, disable autamatic configuration

Automatic Configuration
I Automatic discovery of prowy server [recommended]

™ Use automatic configuration script

Address:

™ Manual Prowy Server

< Back (INEK[ ﬁl Cancel

S ——
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6. Choose “No”, and click Next.

7. Finally, click Finish to exit the Internet Connection

Wizard. Now, the setup has been completed.

4.1.2.Windows XP

1. Choose Start > Control Panel > Internet Options.
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Internet Connection Wizard

X

Set Up Your Internet Mail Account

An Internet mail program is installed on your computer. Inkemet mail alows you to
receive and send e-mail messages.

To successfully sat up vour Internet mail account, you must have already signed wp for
an e-mail account with an Internet service provider and obtained important connection

information. If pou are missing any information the wizard asks you to provide, contact
wour Internet service provider.

Do yow want to g2t up an Intemet mail account now?
O Ya

<Back< I Mext > I >Eanca| |

TS

Internet Connection Wizard x|

Completing the Internet Connection
Wizard

“'ou have successfully completed the Internet Connection wizard.
“our computer iz now configured to connect to your Internet
account.

Internet at any time by double-clicking the Internet

After you close this wizard, you can conhect to the @
Explorer icon on your desktop.

r To connect to the Intermet immediately, select this box and then
click. Finish.

To close the wizard, click Finish

< B aE(IFimsﬁl Cancel
 — —

B- Control Panel

File Edit Wiew Favorites Tools  Help
& \ 74
address | [ Control Panel

-
ﬂ“ Control Panel ) -

Accessibility  Add Hardware Add or Administrative Date and Time
i Remoe .. Tools

®)
D seach [ Fokders

@ Switch ta Category Yiew

— P A .
See Also % =/ e G
Display  Folder Options ~ Fonks
& Windows Update Controllers
@) Help and support =
Keyboard Mouse Network  Phoneand  Power Options

Connections Modem ...

' - T A @
= 4 § = 4
Printers and ~ Regional and  Scanners and  Scheduled Sounds and

Language ... Cameras Tasks Audio Devices

© @

Taskbar and  User Accounts YMware Tools v

Speech System
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2. Choose the “Connections” label, and then click

Setup.

3. Click Next when Welcome to the New Connection

Wizard screen appears.

4. Choose “Connect to the Internet” and then click

Next.
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Gereral | Security | Privacy | Content | Connections Advanced

Programs

-
3

To set up an Internet connection, click
El.. Setup,

Dial-up and “irtual Private Metwork, settings

Choose Settings if vou need to configure a proxy
server for a connection.

Local Area Metwark, [LAM] zettings

LAMN Settings do not apply to dial-up connections,
Choose Settings above For dial-up settings.

Cancel

New Connection Wizard

)

Welcome to the New Connection
Wizard

Thiz wizard helps you:
* Connect to the Intemet.

* Connect to a private network, such ag pour workplace
nietwark.

* Setup ahome or small office netwark.

To continue, click Nest.

[ Mest> | D Cancel

New Connection Wizard

Metwork Connection Type
‘wihat do you want to do?

&)

ou can browse the Web and read email.

() Connect to the network at my workplace
Connect to a buginess network [uzing dial-up or WYPN] 20 you can work. from home,
a field office, or another location.

(O Set up a home or small office network

Connect to an existing home or small office network. or zet up a new one.

() Set up an advanced connection

Connect directly to anhather computer using vour serial, parallel, or infrared port, ar
et up this computer so that other computers can connect ta it

T —
[ <ﬁac( “ Mewt » ]D Cancel
——
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5. Choose *Set up my connection manually” and then

click Next.

6. Choose “Connect using a broadband connection

that is always on” and then click Next.

7. Finally, click Finish to exit the Connection Wizard.

Now, you have completed the setup.
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Getting Ready
The wizard is preparing to set up vour Intermet connection.

How do you want to connect to the Intermet?

() Choose ternet service providers [I5Ps]

or @ aig OTTEC T, Wil need your account name, password, and a
phone number for your ISP, For a broadband account, you won't need a phone
nurmber.

() Use the CD | got from an ISP

P ——
[ <Eacl( ” Mext > ]D Cancel
e

New Connection Wizard

quires a user name and

Internet Connection
How do you want to connect to the Intermet?

() Connect using a dial-up modem
Thig type of connection uges a modem and a regular or [SOM phone line.

dhand

() Connect using a b that

password
Thiz iz a high-speed connection uzsing either a DSL or cable madem. Your ISP may
refer to thiz type of connection as PPRCE.

A
[ < Back (H Mext » ]) Cancel
—

New Connection Wizard
Completing the New
. Connection Wizard

“Your broadband connection should already be configured
and ready ta uze. IF your connection i nat working
properly, click the following link.

Leamn more about f

To cloge this wizard, click Finish.

[ < Back H Finish l) Cancel
V
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4.2 TCP/IP Network Setup

If the operating system of your PC is Windows 95/98/ME/2000/XP, then just keep the default settings without any
change to directly start/restart the system. With the factory default settings, during the process of starting the system,
IAS-2000 with DHCP function will automatically assign an appropriate IP address and related information for each
PC. If the Windows operating system is not a server version, the default settings of the TCP/IP will regard the PC as
a DHCP client, and this function is called “Obtain an IP address automatically”.

If you want to check the TCP/IP setup or use the static IP in the LAN1/LAN2 or LAN3/LAN4 section, please follow
the steps below

4.2.1.Check the TCP/IP Setup of Window 9x/ME

£3 Control Panel -[8]x]
1. Choose Start > Control Panel > Network. —
J File Edit View Go Favoites Help ‘
: BNCT 4 | X .
Back Fanyard| Up Cut Caopy Paste Undo Delete  Properties | Yiews
JAgdlass I Control Panel j
T e ; H
Q e poqj
Accessibilty  AddNew  Add/Remove  Date/Time
co I‘Itl'0| Options Hardware Programs
Panel L a4 &
- S = Lo}
Display Fonts Game Intemet
Network Controllers Options
Configures network
hardware and software. @ @ @ %
&P
Keyboard Modems Mouse Multimedia
Microsoft Home
Technical Support -
] ODBCData  Passwords Power
Sources [32bit] Management
SN Y (mml ]
‘Eﬂnhgurss network hardware and sol ‘g‘ My Computer
H : Met k
2. Choose “Configuration” label and select “TCP/IP > e = <]

Configuration I Identification I Accezs Contral I

AMD PCNET Family Ethernet Adapter (PCI-ISA)”,

T he following network components are installed:

Client for Microzoft Metworks

and then click Properties. Now, you can choose to use

DHCP or specific IP address. 3
2> AakD PCHET Family Ethernet Adapter [PCI-SA)
Luialllp Sdapter

Prirnany Metwork Logon:
ICIient for Microzoft Metworks LI

File and Print Sharing... I

Description
TCFPAPR iz the protocol you uze to connect to the Internet and
wide-area networks.

ak. I Cancel I
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3-1.Using DHCP: If you want to use DHCP, please choose
Bindings | Advanced | MetBI0S |

Obtain an IP address automatically” under the “IP DNS Configuration | Gatewsy | WINS Configuration 1P Address

Address” label and click OK. This is also the default

A |P addreszz can be automatically assigned to this computer.
If pour network. does ot automatically aszign IF addreszes. ask

Setting_ Then' reboot the PC to make sure an |p wour hebwork, administrator for an address. and then type it in

the space below.
address is obtained from 1AS-2000.

@ an |IP address automatim
—

" Specify an I[P address:

B Eddress: | i i H |

SuEriet kasks | A A . |

3-2.Using Specific IP Address: If you want to use specific IP address, you have to ask the network administrator

for the information of IAS-2000: IP address, Subnet Mask, Gateway and DNS server address.

Caution: If your PC has been set up completed, please inform the network administrator before modifying the

following setup.

*  Please choose “Specify an IP address:” and il =zl
. . . Bindings | Advanced | NetBIOS |
enter the information given to you from the DNS Configuration | Gateway | WINS Configuration  IP Address
network administrator in “IP Address:” and An IP address can be automatically assigned to this computer.
IF pouar net:zlkddn_e.g not mgrnali:da::lb assig:clili'hachiressis: ask
“ . “ ” our net ministrator al Fess. type
Subnet Mask:” under the “IP Address” label sl n == =n "

the space below.

and then click OK.

= Dbtain an

address automatically

1P Address:

Subnet M ask: I = i i |

C oD conce |
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Choose “Gateway” label and enter the gateway
address of IAS-2000 in the “New gateway:”
and then click Add and OK.

Choose “DNS Configuration” label. If no DNS
Server is defined in the DNS Server column,
please click Enable DNS and then enter a
known DNS address or the DNS address
provided by ISP. Then, click Add and click OK.
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DMS Configuration

The first gateway in the Installed Gateway list will be the default.
The address order in the list will be the order in which these
machines are used.

MHew gateway:
[ 1 . ] . (@ Add

Inztalled gatewayps:

Eemowe I

G ateway I WwkS Configuration I IP Address

TCFP/IP Properties =
Bindings | Acvanced | MetBI0S ]

Cancel
TCP/IP Properties B Ed
Bindings | Achanced | MetBI0s ]

DHS Configuration I Gateway | "WINS Configuration | IF Address |

L]

Host: I Diomair: I
DMS Server Search Order

| Bemove |

Cromain Suffix Search Order

| ol

| Hemove I

= P

Cancel
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4.2.2.Check the TCP/IP Setup of Window 2000

1. Select Start > Control Panel > Network and Dial-up BIETE

J File Edit VYiew Favorites Tools Help |

Connections. | =Eack - = | @search CyFolders CfHstory | S X X o | EE-
J Address I@ Contral Panel j @Gu

: - e‘.l_i—g
Control Panel % ‘ﬁr @ %)

Game Internet Keyboard Mouse
Network and Dial-up Controllers Cptions

Connections
a

Connects ko other computers,
networks, and the Internet

Phone and  Power Options Printers
Maderm ...

v 2 e

Date/lTime Display Falder Cptions Fants ;I

‘Windows Update
‘WWindows 2000 Support

Regional Scanners and  Scheduled Sounds and

Options Cameras Tasks Multimedia

System Usersand  YMware Tools LI
Connecks to other computers, networks, and the Internet | |Q‘ My Computer v

[ Network and Dial-up Connections - 5[

JFMe Edit Wiew Favorites Tools Advanced Help ‘

J FBack - = - | Qsearch [Folders & BHistory “E X @ ‘ EH-

2. Click the right button of the mouse on “Local Area

Connection” icon and then select “Properties”.

J Address I Metwark and Dial-up Connections j e
=Y [ '
1 ]
U B
- IMake Hew
Network and Dial- Connection z
up Connections Disable

Status

Local Area Connection Create Sharkout

Type: LAN Cannection Delete
Re]

Status: Enabled

AMD PCNET Family PCT Ethernet
Adapter

{5 pisplays the properties of the selected connection.

3. Select “Internet Protocol (TCP/IP)” and then click x|

) General I
Properties. Now, you can choose to use DHCP or

Connect using:

specific IP address. I Hg AMD FCMET Family POl Ethernet Adapter

Components checked are used by thiz connection:

Client for Microzoft Mebworks
o £ = st for Microsoft Metwarks

Istol.. Wrinstol [ Puopeties ]

— Diescription

Transmizzion Control Protocol/lnternet Pratocol. The default
wide area nebwork protocol that provides communication
acrozs diverse interconhected netwarks.

[ Show icon in taskbar when connected

Ok Cancel I
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Chapter 4. Network Configuration on PC
4-1.Using DHCP: If you want to use DHCP, please choose 2

General
“Obtain an IP address automatically” and click OK. |

“ou can get IP settings assigned automatically if pyour network supports

This is also the default setting. Then, reboot the PC to el CHo e o e o S Db St 1

make sure an IP address is obtained from IAS-2000. @ L e

—{" Uze the following IP address:
1P address: I

Subnet mask: I

Lefault gatevsay: |

i+ Ohbtain DMS gerver address automatically

—{" Use the following DMS server addresses:

Erefermed DHE servern |

Altermate DRSS senver: |

Advanced... |
( ak I ) Cancel I

P —

4-2.Using Specific IP Address: If you want to use specific IP address, you have to ask the network administrator

for the information of IAS-2000: IP address, Subnet Mask, Gateway and DNS server address. .

Caution: If your PC has been set up completed, please inform the network administrator before modifying the

following setup.

»  Please choose “Use the following IP Intermet Protocol (TCP/IP) Properties 2l x|

. . 5 General
address:” and enter the information given from |

*ou can get [P settings azzigned automatically if wour network zupports

the network administrator in w IP add ress:n and :::: ;:Dapp:jlzlliit;lt.eﬂlgig\t«tliizgou need to aszk your nebwork. administrator for

“Subnet mask:” as well as “Default b ik it
” . i+ Lze the following 1P add 2
gateway:” If the DNS Server column is blank, o the Tolowing P adcess

1P addreszs: I

please choose “Use the following DNS server Subnet mask: I

addresses:” and then enter a known DNS Default gateway: |

address or the DNS address provided by ISP  Dhicialis — W
Wewet adc@,
and then click OK. Preferred TEIVET, —! .

Alternate DNS zerver: I

Ok Cancel
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Then, click Advanced in the window of

“Internet Protocol (TCP/IP) Properties”.

Choose the “IP Settings” label and click Add
below the “Default gateways” column and the
“TCP/IP Gateway Address” window will
appear. Enter the gateway address of IAS-2000
in the “ Gateway:” of “TCP/IP Gateway
Address” window, and then click Add. After
returning to the “IP Settings” section, click OK

to finish.

32

Internet Protocol {TCP/IP) Properties

General I

Chapter 4. Network Configuration on PC

2=l

*'ou can get I[P settings assigned automatically if your netwark. supports
thiz capability. Othenwize, vou need to ask vour network. administrator for
the appropriate IP settings.

' Obtain an IP address automatically
—{ Usze the follawing IP address:
1P address: I

Subnet mazsk: I

efault gatewayw: |

' Obtain DMS server address automatically

—i* |sze the following DHS server addresses:

Preferred DMS server: I |

Alternate DNS zerver: |

e T

Ok I Cancel I

Adwvanced TCP/IP Settings

IP Settings | DNS | WwiNS | Options |

21l

— P addresses

IF address | Subnet mask

DHCF Enabled

£dd | Edit Femove |
— Default gatewayps:
Gateway | M etric |
Add. . EdiL... Femove
—m

Interface metric:

TCFP/IP Gateway Addreszs

Gatewan:

Jid el

e ——

fd etric: I

W Sutomatic metnic
@ Cancel |
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Chapter 4. Network Configuration on PC
4.2.3.Check the TCP/IP Setup of Window XP

B Control Panel

1. Select Start > Control Panel > Network

File Edit View Favorites Tools  Help 'E.

) pack J lj; psaarch u_ Folders  [13%]-

Address | [ Contral Panel v‘ Go
> ~

== § p— : 9 ]
B/ Control Panel 6 = @ %
Accesshilty  Add Hardware add or Administrative Date and Time
B switch ko Category Yiew Options Remov... Taoks
[ - A C /

N
Display Folder Options Fonks Game Inkernet
Controllers Options

Connections.

See Also

“ Windows Lipdate:

(7)] Help and Support &-5 G o 1
Keyhoard Mouse Phone and  Power Options

= @ 2 9

Prinkers and  Regional and  Scanners and  Scheduled  Sounds and
Faxes Language ... Cameras Tasks Audia Devices
¥ © 4 a8
Speech Syskem Taskbar and  User Accounts Wiware Tools ~
. . “ - . =
2. Click the right button of the mouse on the “Local Area RIS [ Bl
File Edit View Favortes Tools Advanced Help 'a.

Connection” icon and select “ Properties” Qo - ) (F DOsewch 7 rotes [T

Address | &) Network Connections

#| LAN or High-Speed Internet
Network Tasks

[5] create anew

conneckion

% Setup ahome or smal

= office network.

@ Disable this netwark
device

Disable
Status
Repair

% Reepair this connection
®i Rename this connection

& Vizw status of this
connection

Change settings of this )

EBridge Connections

Create Shorkeut

Delete
Ry =

connection

Other Places =

[ Control Panel
& My Network Places
(Y My Dacuments

-4 Local Area Connection Properties

3. Select “General” label and choose “Internet Protocol

General | Aunthentication " .&dvancedl

(TCP/IP)” and then click Properties. Now, you can

Connect using:

| HE AMD PCMET Family POl Ethemnet Adapter ‘

choose to use DHCP or specific IP address.

This connection uszes the following items:

g Client for Microsaoft Metwarks

g Filz and Printer Sharing for Microsoft Hebworks
[im) o

al [TCP/FP)

Intermet Pro

Inztall...

Dezcription

Uninztall

T

e et
Transmission Contral Protocal/ ntermet Protocol. The default

wide area network. protocol that provides communication
across diverse interconnected networks.

[ Show icon in notification area when connected

o I

Cancel ]
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Chapter 4. Network Configuration on PC

4-1.Using DHCP: If you want to use DHCP, please choose [T d e tra N fa (I NI e it ?x

“Obtain an IP address automatically” and click OK. General | Aleiaie Confiouration
.. . You can get I[P settings assigned automatically if pour network supports
ThIS IS alSO the default Settlng_ Then, reboot the PC to thiz capability. Othenwize, you need ta ask your network. administrator for

the appropriate IF zettings.

make sure an IP address is obtained from IAS-2000. Q )
Obtain an IP addrezz automaticall
() Use theTanswm address:

() Obtain DMS server address automatically
() Use the following DMS server addresses:

I Ok ] [ Cancel ]

4-2.Using Specific IP Address: If you want to use specific IP address, you have to ask the network administrator

for the information of IAS-2000: IP address, Subnet Mask, Gateway and DNS server address.

Caution: If your PC has been set up completed, please inform the network administrator before modifying the

following setup.

. Please choose “ Use the fO”OWil’lg IP Internet Protocol (TCPAIP) Properties @E|

| General |

address:” and enter the information given from

“rou can get [P settings assigned automatically if pour network, supports

the network administrator in “IP address:” and thiz capability. Othensize. you need to ask your network. adminiztrator for
the appropriate IP gettings.

“Subnet mask:” as well as “Default gateway”

autarnatically
(&) Uze the following 1P address:
1P address: !-

If the DNS Server column is blank, please
choose “Use the following DNS server LA
addresses:” and then enter a known DNS Default gatevay:

address or the DNS address provided by ISP e Dt 5

. (%) Use the following DMS server addresses:
and then click OK.

Preferred =R

Alternate DMS zerver:

I k. l [ Cancel ]
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Chapter 4. Network Configuration on PC

Then, click Advanced in the window of Internet Protocol (TCP/IP) Properties

“Internet Protocol (TCP/IP) Properties”. Ganeral | Akemate Configuration]

“'ou can get |P settings assigned automatically if wour network, supports
thiz capability. Othenwize, you need to ask vour network. administrator for
the appropriate |P settings.

(®) Obtain an IP address autamatically
() Use the fallowing IP address:

() Obtain DMS server address automatically

(&) Use the following DMS server addresses:
Preferred DMNS server: | . . . |

Alternate DNS server: | . . . |

I aE. l [ Cancel ]

\Z

Choose the “IP Settings” label and click “Add” | lais i s i [? ][]

IP Settings | DNS | wINS | Options |

below the “Default gateways” column and the

IP addrezszes

“TCP/IP Gateway Address” window will IP address St el
DHCF Enabled

appear. Enter the gateway address of IAS-2000

in the “ Gateway:” of “TCP/IP Gateway Add. Edit... Remoyve

Address” window, and then click Add. After Default gateways:

G atevway ketric

returning to the “IP Settings” label, click OK to

finish.

Add. . EdiL... Femove

Aytomatic metric

L 1

( DKjD Cancel ]

Gateway: (¢ [ & : : )

Autamatic metrnic

ek | |
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Chapter 5. Web Interface Configuration

Chapter 5. Web Interface Configuration

This chapter will guide you through further detailed settings. The following table shows all the functions of IAS-2000.

Hetwork
Configuration |

Welcome to Administration System

In this web administration interface, you may configure networking parameters, enable and

customize network services, as well as manage and monitor all users.

Administration functions are separated into five categories:
System Configuration . Network Confiquration , User Authentication , Utilities , and Status.

System Network User
OPTION Utilities Status
Configuration Configuration Authentication
Configuration Network Address Authentication
Change Password System Status
Wizard Translation Configuration
System Policy Backup Restore
Privilege List Interface Status
Information Configuration Strategy
WAN1 Black List
Monitor IP List Firmware Upgrade Current Users
Configuration Configuration
FUNCTION WAN2 Walled Garden Guest User
Restart Traffic History
Configuration List Configuration
LAN1 Proxy Server Additional Notification
Configuration Properties Configuration Configuration
LAN2
Dynamic DNS Online Report
Configuration
IP Mobility

Caution: After finishing the configuration of the settings, please click Apply and pay attention to see if a restart

message appears on the screen. If such message appears, system must be restarted to allow the settings to take

effect. All on-line users will be disconnected during restart.

36
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Chapter 5. Web Interface Configuration
After the previous installation is completed, IAS-2000 can be further configured with the following steps
1. Use the network cable of the 10/100BaseT to connect a PC to the authenticated port, and then start a browser

(such as Microsoft IE). Next, enter the gateway address for that port, the default is https://192.168.2.254. In the

opened webpage, you will see the login screen. Enter the default username, “admin”, and the default

password, “sohoware”, in the User Name and Password column. Click Enter to log in.

|Eng|ish "l

Welcome To Administrator Login Page!
Please Enter Your User Name and Password To Sign In.

# A
ﬁ User Name: (ladmin ]
Wireless BEEE [ ]
Service
Gateway 3 | ENTER [ CLEAR | A

Caution: If you can't get the login screen, you may have incorrectly set your PC to obtain an IP address
automatically from authentication LAN port or the IP address used does not have the same subnet as the URL.

Please use default IP address such as 192.168.2.xx in your network and then try it again.

2. After successfully logging into IAS-2000, you can enter the web management interface and see the welcome

screen. There is a Logout button on the upper right corner to log out the system when finished.

Welcome to Administration System

In this web administration interface, you may configure networking parameters, enable and
customize network services, as well as manage and monitor all users.

Administration functions are separated into five categories:
System Configuration , Network Configuration , User Authentication , Whilities , and Status.
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5.1 System Configuration

This section includes the following functions: Configuration Wizard, System Information, WAN21 Configuration,

Chapter 5. Web Interface Configuration

WANZ2 Configuration, LAN1 Configuration and LAN2 Configuration.

Hetwork

guration

User

| -
[ Authentication | . i

Configuration Wizard

System Information.

WAH1 Configuration.

WAN2 Configuration.

LAN1 Configuration

LAHZ Configuration

System Configuration

Configuration Wizard

System Information

WAN1 Configuration

System Configuration

This wizard will guide you through the basic systern setup.

Configure systemn and network related parameters: system name,
administrator information, SNMP, and time zone.

Clients will he redirected to the URL entered it the "Home Page"
field after successful login.

Administrator may limit remote administration access to a specific
IP address or network segments. When Remote Management IF is
configured, only the devices with the IF addresses or from this
netwark segment may enter system administration web remotely.
Metwork Time Protocol{MTF)Server allows system to synchronize its
time/date with the configured external time server.

Configure static [P, DHCP, or PPPoE client on WAN1 port.

Configure static IP or DHCP client on WARNZ port. If WARNZ 802.3ad

Link Aggregation is enabled, WARNZ will be combined with YWAN1

interface and use the WAR1 port setting. Both WiAMT and YWwak2

ports are still functional.

Clients from LARM must login hefore accessing netwark, excluding

those devices that are listed on the Privilege IP or MAC List.

LAN Configurations  The LAMN interfaces can operate in MAT mode or Router mode.
Available options includes DHCR Server, DHCP Relay, and up to 32

@

WAN2Z Configuration

5.1.1 Configuration Wizard

There are two ways to configure the system: using Configuration Wizard or change the setting by demands
manually. The Configuration Wizard has 7 steps providing a simple and easy way to guide you through the setup of
IAS-2000. You just need to follow the procedures and instructions given by the Wizard to enter the required
information step by step. After saving and restarting IAS-2000, it is ready to use. There will be 7 steps as listed
below:

Change Admin’s Password

Choose System’s Time Zone

Set System Information

Select the Connection Type for WAN1 Port

Configure LAN1

Select Authentication Method

N o o M 0w DN PR

Restart

38 Air Live IAS-2000 User’'s Manual V1.0.



Chapter 5. Web Interface

Now, click System Configuration to go to the System Configuration page.

LConfiguration Wizard

System Information.

WAN1 Configuration.

WAHNZ Configuration.

LAN1 Configuration

LANZ Configuration

] System Configuration

Configuration Wizard

System Information

WAN1 Configuration

WANZ Configuration

LAN Configurations

System Configuration

Thig wizard will guide you through the basic systern setup.

Configure systerm and network related parameters: systerm name,
administrator information, SMMP, and time zone.

Clients will he redirected to the URL entered in the "Home Page"
field after successful login.

Administrator may limit remote administration access to a specific
IF address or network segments. When Remote Management IF is
configured, only the devices with the IP addresses or from this
network segment may enter systerm administration web remotely.
Mletwork Time Protocol{MTRISerer allows system to synchronize its
timeidate with the configured external time server.

Configure static IP, DHCF, or PPFOE client on WAR1T port.

Configure static IF or DHCP client on WARZ port. IFWARZ 802 3ad
Link Agaregation is enabled, WARNZ will be combined with YWAMN1
interface and use the WAN1 port setting. Both WARNT and YWARZ
ports are still functional.

Clients from LAN must login before accessing netwoark, excluding
those devices that are listed on the Privilege [P or MAC List.

The LAM interfaces can operate in MAT mode or Router mode.
Ayailable options includes DHCE Server, DHCP Relay, and up to 32

ad

Configuration Wizard and click the Run Wizard button to start the wizard.

Configuration Wizard

1AS-2000 is a Network Sendce Gateway with high throughypt Ethernet Ports and the
functions of network control and user management. i is designed for a medium to large
network with wired and wireless access. The wizard will guide you through the process of
creating a haseline setting. Please follow the wizard step by step to configure the system.

Configuration

Click the System Configuration from the top menu and the System Configuration page will appear. Then, click on
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. Running the Wizard
First of all, you will see a welcome screen to briefly
introduce the 7 steps. After a brief overview of the whole

process, click Next to begin.

. Step 1: Change Admin’s Password
Enter a new password for the admin account and retype
it in the verify password field (twenty-character maximum
and no spaces).

Click Next to continue.

. Step 2: Choose System’s Time Zone
Select a proper time zone via the pull-down menu.

Click Next to continue.

40
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Welcome to the 1AS2000 Setup Wizard. The wizard will help you
configure 1AS-2000 through these seven quick steps. Begin by clicking
on Next.

Step 1. Change Admin’s Password

Step 2. Choose System'’s Time Zone

Step 3. Set System Information

Step 4. Select the Connection Type for WANT Port
Step 5. Configure LAN1

Step 6. Select Authentication Method

Step 7. Restart

Step 1: Change Admin's Password

You may change the password of admin account by entering a new
one. Click Next to continue.

New Password: qu.u. '
Verify Password: quuu '

- S .

Step 2: Choose System's Time Zone

Select the appropriate time zone for the system. Click Next to
continue,

| (GMT+D8:00) Taipei =l

- S .
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Step 3: Set System Information

Home Page: Enter the URL that users should be
directed to when successfully authenticated or use the
default.

NTP Server: Enter the URL of external time server for
IAS-2000 time synchronization or use the default.

DNS Server: Enter a DNS Server provided by your ISP
(Internet Service Provider). Contact your ISP if you are
not sure of the DNS IP Address.

Click Next to continue.

Step 4: Select the Connection Type for WAN1 Port
Three are three types of WAN port to select: Static IP
Address, Dynamic IP Address and PPPoOE Client.
Select a proper Internet connection type and click Next
to continue.
» Dynamic IP Address
If this option is selected, an appropriate IP address
and related information will automatically be
assigned.

Click Next to continue.

» Static IP Address: Set WAN1 Port’s Static IP
Address
Enter the “IP Address”, “Subnet Mask” and
“Default Gateway” provided by your ISP.

Click Next to continue.
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Step 3: Set System Information

Enter System Information. Click Next to continue.

Home Page: |http:IMww.g00gIe.com

(&, hitp o ovislink. co md)

NTP Server: |tock.usn0.naw.mil =

(&g todk usno.nawy. mif)

DNS Server: |168.95.1.1 =
- @Gl .

Step 4: Select the Connection Type for WAN1T Port

Select the connection type for WANT port. Click Next to continue.

 Static IP Address SetWWAN1 portwith a static IP address.

SetWaAN1 portto obtain an IP address
& Dynamic IP Address automatically. (For most cable modem
users)
Setthe Usemarne and Password for

€ PPPoE Client FFFOE dial-up.(For most DEL users.)

- IS .

Step 4: Set WAN1 Port’s Static IP Address

Set WANT port's static IP address. Click Next to continue.

IP Address: I .
Subnet Mask: I '
Default Gateway: | :

- GEIES TS
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» PPPoE Client: Set PPPoE Client’s Information
Enter the “Username” and “Password” provided by
your ISP.

Click Next to continue.

Step 5: Configure LAN1's Information

IP Address: Enter the Public LAN port IP Address or use
the default.

Subnet Mask: Enter the Public port Subnet Mask or use
the default.

Disable DHCP Server: If the DHCP server is disabled,
the Public LAN clients must be configured with an IP
address manually.

Enable DHCP Server: When the option is selected,
IAS-2000 will automatically provide the necessary IP
address to all Public LAN clients.

Click Next to continue.

Step 5: Set LAN1 DHCP Server

If the Enable DHCP Server option is selected, fields
marked with red asterisk must be filled in.

DHCP Scope: These fields define the IP address range
that will be assigned to the Public LAN clients. (Note: Be
sure that IP address assigned in this range is NOT
used in other settings by IAS-2000.)

Domain Name: Enter a domain name provided by your
ISP (e.g. yahoo.com.tw).

WINS Server: Enter the IP address of the WINS Server
(Windows Internet Naming Service Server). This field is
optional.
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Step 4: Set PPPoE Client's Information

Enter the PPPoE Client’s information provided by your ISP. Click
Next to continue.

Username: | =

Passworid: I =

@ G T

Step 5: Configure LAN1T's Information

Configure LANT's information. Click Next to continue.

IP Address: |192.168.1.254 =
Subnet Mask: |255.255.255.D ®

" Disable DHCP Server

& Enable DHCP Server

- T T

Step 5: Set LAN1 DHCP Server

Configure DHCP settings. Click Next to continue.

Start IP Address: IW =
End IP Addlress: IW =
Domain Name: W =
WINS Server: l—
Preferred DNS Server: IW =
Alternate DNS Server: l—
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Chapter 5. Web Interface Configuration

Preferred DNS Server: The DNS Server settings are provided by your ISP. Only the Preferred DNS Server

field is mandatory. Contact your ISP if you are unsure of the DNS Server settings.

Alternate DNS Server: The DNS Server settings are provided by your ISP. This field is optional.

Click Next to continue.

Step 6: Select Default Authentication Server

Set the user’s information in advance. Enter an easily
identified name as the postfix name in the Postfix Name
field (e.g. Local), select a policy to assign to (you can use
the default), and choose an authentication method.

Click Next to continue.

» Local User- Add User

A new user can be added to the local user data base.

To want to add a user here, enter the Username (e.g.

test), Password (e.g. test), MAC (optional) and
assign it a policy (or use the default). Upon
completing a user adding, more users can be added
to this authentication method by clicking the ADD
bottom.

Click Next to continue.

43

Step 6: Select Default Authentication Server

Select default authentication server. Click Next to continue.
Postfix Name: W *Default Authentication Serven

' Local Server

' POP3 Server

' RADIUS Server

" LDAP Server

€ NT Domain

@ ErES T

Step 6: Add User

Click the "ADD" button to add a Local User. Click Next to continue.

Username: |

Password: I

MAC:
[EE LS ]

PolicyINone Vl

ADD

@ TS .
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» POP3 User- Authentication Method-POP3

Enter IP/Domain Name and server port of the POP3
server provided by your ISP, and then choose enable
SSL or not.

Click Next to continue.

RADIUS User- Authentication-RADIUS

Enter RADIUS server IP/Domain Name,
authentication port, accounting port and secret key.
Then choose to enable accounting service or not,
and choose the desired authentication method.

Click Next to continue.

LDAP User- Authentication Method-LDAP

You can add a new user to the LDAP user data base.
Enter the “LDAP Server”, “Server Port” and “Base
DN”. And then, you have to select one kind of
Binding Type and Account Attribute to access the
LDAP server.

If you select User Account binding type, the system
will use the Base DN to be the user account to

access the LDAP server.
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Step 6: Authentication Method-POP3

Configure POP3 Server information. Click Next to continue.

POP3 Server: I “(Domain NamedP Address)
Server Port: 110 *(Default 110)
Enable SSL [}

- T T

Step 6: Authentication Method-RADIUS

Configure RADIUS Server information. Click Next to continue.

RADIUS Server: I HDamain NameddP Address)

Authentication Port: *Default: 1812)

Accounting Port: I *(Default: 1913)

Secret Key:

Accounting Service | Enahle 'l *
Authentication Method ICHAP 'l"

- T

Step 6: Authentication Method-LDAP

Configure LDAP Server information. Click Next to continue.

LDAP Servel:l *Domain HamelP Address)
Server Port: | *(Default 3839)

Base DN: |

Binding Type |UserAccount 'l

Account Attribwte @& D ¢ cn 0 sAMACcoUnttame

S A T

HCN= do=,do=)

Air Live IAS-2000 User’'s Manual V1.0.



Chapter 5. Web Interface Configuration

If you select Anonymous binding type, the system

will access the LDAP servers without requiring

authentication. Step 6: Authentication Method-LDAP

Configure LDAP Server information. Click Next to continue.

LDAP Sewer:' HDomain Name/IP Address)
Server Port: | “(Default: 389)
Base DN: | EH=de= de=)

Binding Type | Anonymous ¥ I

Account Attribite & 0 crl O sAMACcountMame

- IS G

If you select Specific DN binding type, you have to

enter the username and password in the “Bind
RDN” and “Bind Password” fields to access the Step 6: Authentication Method-LDAP

LDAP server.

Configure LDAP Server infoermation. Click Next to continue.

LDAP Sewel:l *Domain HamelP Address)
Server Port: I “(Detault: 329)

Base DN: | HOHE domides)
Binding Type I Specified DM ‘I
Bind RDN: |

Bind Password: I

Account Attribate & o © o sAMAccounttame

- G T

If you select Windows AD binding type, please enter

the domain name of Windows AD to access the

LDAP server.
Click Next to continue Configure LDAP Server information. Click Next to continue.

Step 6: Authentication Method-LDAP

LDAP Sewenl “(Domain Hame/IP Address)
Server Port: | *{Detault: 389)

Base DN:| HCN=de=, de=)

Binding Type | Whiindows AD I
Dornain |

@O G .
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» LDAP User- Authentication Method-NT Domain
When NT Domain User is selected, enter the
information for “ Server IP Address”, and
enable/disable “ Transparent Login”. After this

setup is completed, click Next to continue.

Step 7: Restart
Click Restart to save the current settings and restart

IAS-2000. The Setup Wizard is now completed.

During IAS-2000 restart, a “ Restarting now. Wait for a
minute.” message will appear on the screen. Please do

not interrupt IAS-2000 until the message has
disappeared. This indicates that a complete and

successful restart process has finished.
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Step 6: Authentication Method-NT Domain

Configure NT Domain Server information. Click Next to continue.

Server IP Address: | *

Transparent Lgoin [

Step 7: Restart

The Setup Wizard has been completed. Click "Back™ for modification or
correction. Click "Restart™ to save the current settings and reboot the 1AS-
2000.

S G T

Setup Wizard

Restarting now. Please wait for a while..

Air Live IAS-2000 User’'s Manual V1.0.



Chapter 5. Web Interface Configuration

Configuration Wizard

1AS-2000 is a Network Service Gateway with high thr oughput Ethernet Ports and the
functions of network control and user management. it is designed for a medium te large
network with wired and wireless access, The wizard will guide you through the process of
creating a baseline setting. Please follow the wizard step by step to configur e the system.

Caution: During every step of the wizard, if you wish to go back to modify the settings, please click the Back button

to go back to the previous step.

5.1.2 System Information
These are some main information about IAS-2000. Please refer to the following description for these blanks:

System Information

System Name |OvisLink |AS-2000

WAN Failure Message |5E'“"!-f! The senice I e appear on the login page when WaN fails)

Device Name | (FROM for thiz deviee)

Home Page |http:1w.nvi5|ink.cnm (e g, http: At ovislink camd

el I'u'llglmﬂemem |U-U-U-UIU-U-U-U e g, 19218531 or 1921683 0/24)

¥ Enable  Disahble

Manaoer IP: |1EI.2.3.2IZIE %
SHMP Cammuanity; Iread =

SHMP w3 Account: |

SHMP w3 Fassward: |

Device Time: 20051 2701 15:08:04

{* Enable NTP

£ TP :
System Time ey ItUCk-USHD-naW-m” "e.g. tock.usno. navy.mil)
Time : s -
zone | (GMT+08:00)Taipel |

" Set Device Date and Time (JTC)

History ReportInterval | & 5 € 10 € 15 © B0 minutes
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System Name: Set the system’s name or use the default.

WAN Failure Message: Enter the Administrator’s information here, such as administrator’'s name, telephone
number, e-mail address, etc. If users encountered problems in the connection of the WAN port to the system,
this information will appear on the user’s login screen.

Device Name: FQDN (Fully-Qualified Domain Name). This is used as the domain name used in login page. For
example, if Device Name=1AS-2000.com, the URL of login page will be
https://IAS-2000.ovislink.com/loginpages/login.shtml

Home Page: Enter the website of a Web Server to be the homepage. When users log in successfully, they will
be directed to the homepage set. Usually, the homepage is the company’s website, such as

http://www.default.homepage.com. Regardless of the original webpage set in the users’ computer, they will be

redirect to this page after login.

Remote Manage IP: Set the IP block with a system which is able to connect to the web management interface
via the authenticated port. For example, 10.2.3.0/24 means that as long as you are within the IP address range
of 10.2.3.0/24, you can reach the administration page of IAS-2000. Another example is 10.0.0.3, if you are using
the IP address 10.0.0.3, you can reach the administration page of IAS-2000.

SNMP: IAS-2000 supports SNMPv2 and SNMPV3. If the function is enabled, you can assign the Manager IP
and the community of SNMPv2 and SNMPv3 to access the management information base (MIB) of the system.
System Time: IAS-2000 supports NTP communication protocol to synchronize the network time. Please specify
the IP address of a server and select the desired time zone in the system configuration interface for adjusting
the time automatically. (Universal Time is Greenwich Mean Time, GMT). You can also set the time manually

when you select “ Set Device Date and Time”. Please enter the date and time for these fields.

Device Time:2005/09528 14:27:06
" Enable NTP

System Time (% Set Device Date and Time (UTC)

|-- Ll fear | Ll tonth | vl Doay
I-- vI Hour |-- = Minute |-- = Secand

History Report Interval: Time interval for sending the history notice.

5.1.3 WANL1 Configuration

There are 3 methods of obtaining IP address for the WAN1 Port: Static IP Address, Dynamic IP Address, and
PPPoE.
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WAN1 Configuration

& Static IP Address

IF Address: I'IEI.'IEI.1EI.2EIB =
Subnet Mask |255.255.255.EI =
Default Gateway: |1IZI.1IZI.1IZI.254 =
RNt Preferred DNS Server:  [166.95.1.1 :

Alternate OMNE Server: |

[T Enable Bridge Mode

 Dynamic IP Address
" PPPoE Client

Static IP Address: Manually specifying the IP address of the WAN1 Port is applicable for the network
environment where the DHCP service is unavailable. The option of 802.3ad for WANZ2 is only available when
WANL1 is using a static IP address. The fields with red mark are required. Please fill in these fields.

IP Address: The IP address of the WANL port.

Subnet Mask: The subnet mask of the WANL1 port.

Default Gateway: The gateway of the WANL1 port.

Preferred DNS Server: The primary DNS Server of the WAN1 port.

Alternate DNS Server: The substitute DNS Server of the WANL1 port. This is not required.

Enable Bridge Mode: When you set WAN1 with a static IP address and check “Enable Bridge Mode”, WAN2

and all LAN ports will share the WAN1 IP address and go into bridge mode as well. See the following figures.

WANZ Configuration

WAN2 Bridge Mode

Lan 1 Configuration

LAN 1 Bridge Mode

Dynamic IP address: It is only applicable for the network environment where the DHCP Server is available in

the network. Click the Renew button to get an IP address.

WAN1 Configuration

" Static IP Address

WAN1T Port & Dynamic IP Address RE”E‘Nl
" PPPOE Client

PPPoOE Client: When selecting PPPOE to connect to the network, please set the “User Name” and
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“Password”. There is a Dial on demand function under PPPoE. If this function is enabled, you can set a

Maximum Idle Time. When the idle time is reached, the system will automatically disconnect itself.

WANT Configuration

7 Static IP Address
° Dynamic IP Address
% PPPGE Client

Usename: | 3
WAN1T Port

Fasswaord: | =

Maximum ldle Time: IIZI minutes

Dial on Dermand * Enahle T Disable

5.1.4 WAN2 Configuration

There are 4 methods of obtaining IP address for the WAN2 Port: None, Static IP Address, Dynamic IP Address,
and 802.3ad.
* None: The WAN2 Port is not functional.

WANZ Configuration

&% Mone

" Static IP Address

" Dynamic IP Address
" 802.3ad

WANZ Port

» Static IP Address: Specify the IP address of WAN2 Port, which is applicable for the network environment that IP

address cannot be obtained automatically. See the following figure.

WANZ Configuration
C MNone
@ Static IP Address
IP address: | =
WAN2 Port Subnet mask I =
Default Gateweay: | =

" Dynamic IP Address
" g02.3ad

* Dynamic IP Address: It is applicable for the network environment that the WAN2 Port can obtain IP address
automatically. For example, a DHCP Server is constructed on the network of the WAN2 Port. See the following
figure.
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WANZ Configuration

€ Mone
" Static IP Add
WAN2 Port il g
% Dynamic IP Address  Renew |
202 2ad

* 802.3ad: This mode will be available if WAN1 is set to Static IP Address. When 802.3ad is enabled, the
bandwidth of WAN1 and WAN2 are combined provided that WAN1 and WAN2 are connected to the same set of
Switch supporting 802.3ad. See the following figure.

WANZ Configuration

" Maone

" Static IP Address
 Dynamic IP Address
& 202 3ad

WANZ Port

5.1.5 LAN1/LAN2 Configuration

All of the following four LAN ports can enable or disable user authentication function. In this part, you can set the
related configurations about LAN1 port and DHCP server. The configurations of other three LANs are the same with
that of LAN1.

Lan 1 Configuration

Enahle WLan [T

Enahle User Authentication ¥

LAN 1 Dperation Mode |NAT vI

IF Address 1192.158.1.254 *

Subnet Mask |255.255.255.D *

¥ Disahle DHCP Server
" Enable DHCF Server
" Enahle DHCP Relay

DHCP Server
Configuration

* LAN1
Enable VLAN: If you want to split LAN1 into several interfaces, please select the Enable VLAN option on the
LAN interface. After Enable VLAN is selected, the following screen will appear. Choose the desired Item and
click Edit for further configuration. See the following figure.
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Lan 1 Configuration

LAN 1 Enable vLaN I
VLAN

ftem Tag Status
1 Dizable; edit
2 Dizable; edit
3 Dizable; edit
4 Dizahble, edit
a Disable; edit

The system will need confirmation for enabling individual VLAN segment. Click Enable to continue. See the

following figure.

VLAN Imterface Configuration

VLAN Enabled [

After enabling this VLAN segment, the following screen will appear. See the following description and figure for
details.

Enable User Authentication (on VLAN)

VLAN Interface Configuration

Enabled ¥
Enable User Authentication [

WLAR Tag | *

Mo Mode AT hd
IP Address [19216812254 =
Subnet Mask |255.255 255.0 *
G ¥ Digahle DHCP Server
Eontikrafioh " Enahle DHCP Server

" DHCP Relay

* Enable: Enable this VLAN segment.
* Enable User Authentication: Control the User Authentication according to individual VLAN segment.
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* VLAN Tag: Enter any integer number within the range of 2~4094 as the Tag for this VLAN segment.

* Mode: Two modes are provided: NAT mode and ROUTER mode.
1. NAT: All IP addresses externally connected through the VLAN port (these IP addresses must belong to
the same network for the VLAN port) will be converted into the IP addresses of the WAN1 port by IAS-2000
and onward to outside the network.
2. Router: All IP addresses externally connected through the VLAN port use its original IP address for
external connections. Thus, IAS-2000 acts like a Router.

* |P Address: Enter the desired IP address for setup.

* Subnet Mask: Enter the desired Subnet Mask for setup.

VLAN DHCP Configuration
¢ Disable DHCP Server: Disable the function of the DHCP Server.

& Dizahle DHCF Server
" Enable DHGF Server
" DHCP Relay

VLAN DHCP
Configuration

* Enable DHCP Server: If you want to use the DHCP Server function, you must set it up properly. Related
information needed on setting up the DHCP Server is described as follows: DHCP Pool Start IP Address,
DHCP Pools End IP Address, Preferred DNS Server, Alternate DNS Server, Domain Name, WINS Server,

Lease Time, and Reserved IP Address List. See the following figure.

" Disahle DHCP Server
¥ Enable DHCF Server

ODHCP Scope

Start IP Address

End IP Address

Preferred DMNE Server
VLAN DHCP

|
|
|
Configuration Alternate DNS Server |
|
|

Diomain Mame

WikE Server

Lease Time |1 Hour 'i

Feserved IP Address List

" DHCP Relay
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If you want to use the reserved IP address function, click on the Reserved IP Address List on the

management interface. Then, the setup of the Reserved IP Address List as shown in the following figure will
appear. Enter the related Reserved IP Address, MAC, and some description (not compulsory). When

finished, click Apply to complete the setup.

Reserved IP Address List -- VLAN Tag:

lterm  Reserved |P Address A Description

|

2| |

1| |

{Total:40) First Prev Next Last

* Enable DHCP Relay: If you want to enable this function, you must specify other DHCP Server IP address.

See the following figure.

" Disable DHCP Server
-
VLAN DHCP Enable DHCFP Server
Configuration & DHCF Relay
DHCF Server IF

* DHCP Server Configuration
1. Disable DHCP Server: Disable the function of the DHCP Server.

& Disahle DHCP Server
" Enakle DHCP Server
" Enahle DHCF Relay

DHCP Server
Configuration
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2. Enable DHCP Server: If you want to use the DHCP Server function, you must set it up properly. Related

information needed on setting up the DHCP Server is described as follows: DHCP Pool Start IP Address,
DHCP Pools End IP Address, Preferred DNS Server, Alternate DNS Server, Domain Name, WINS Server,

Lease Time, and Reserved IP Address List. See the following figure.

" Disable DHCP Server
¥ Enable DHCP Server

DHCP Server
Configuration

DHCF Scope
Start IF Address:

End IP Address:

f192.168.1.1 *

[192168.1.100 =

Freferred DMS Server: |1 92.203.23010 il

Alternate DME Server:

Dormain Mame:

Wik S Server:

Leaze Time

|d|:|main *

|
I'IDaﬁ,r -]

Eeserved IP Address List

" Enable DHCF Relay

If you want to use the reserved IP address function, click on the Reserved IP Address List on the

management interface. Then, the setup of the Reserved IP Address List as shown in the following figure will

appear. Enter the related Reserved IP Address, MAC, and some description (not compulsory). When

finished, click Apply to complete the setup.

Reserved IP Address List -- lan 1

ftern  Resemed |P Address

IiAC

Description

1

2

|
|
|
|
5| |
|
|
|
|
|

10

{Total:40} First Pr

Mext Last
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3. Enable DHCP Relay : If you want to enable this function, you must specify other DHCP Server IP address.

See the following figure.

" Disahle DHCF Server
Bt " Enahle DHCF Server
Configuration @ Enable DHCP Relay

DHCP Server IP *

5.2 Network Configuration

This section includes the following functions: Network Address Translation, Privilege List, Monitor IP List,

Walled Garden List, Proxy Server Properties, Dynamic DNS and IP Mobility.

Network Configuration

Hetwork Add Ti late :
Ay LERRTANS Network Configuration

Privilege List Network Address Systermn provides three types of Metwork Address Translation: DMZ,
Translate Yirtual Server and FortIP Redirection.
Monitor IP List System provides Privilege 1P Address List and Privilege MAC

Address List. Authentication is MOT required for those listed
devices, Palicies defined in "User Authentication” can be applied to
Walled Garden List devices in MAC Address List as well.

System can monitor up to 40 network devices using IP packets

Privilege List

Monitor IP List

Proxy Server Properties periodically.
Walled Garden List U_p to 2_0 LURLs or IP addresses_could_be defined |n_WgIIed Garden
Dynamic DHS List. Clients may access these sites without authentication.
Proxy Server System has one built-in Proxy Server and supports up to 20 external
1P Mobility Properties Provy Serveres.
Dynamic DNS System supports dyngmlc DHE (DDMS) to translate WAN IP to a
domain name automatically.
IP Mobility System supports [P PRP and Mohile [P Configuration

=T

5.2.1 Network Address Translation

There are three parts, DMZ, Virtual Servers and Port and IP Redirect, need to be set.
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Network Address Translate
DMZ

Virtual Servers

Port and IP Redirection

DMZ

De-Militarized Zone. A computer within a DMZ is unprotected by firewall and typically all port accesses are
routed through to that computer. A router will forward all traffic to the computer specified in the DMZ if it does not
otherwise have a rule for how to forward traffic on a given port. There are 40 sets of static Internal IP Address

and External IP Address available. These settings will become effective immediately after clicking the Apply

Item Internal IP Address External IP Address

button.

10

h

Virtual Servers

This function allows the administrator to set 40 virtual servers at most, so that the computers not belonging to
the managed network can access the servers in the managed network. Please enter the “External Service
Port”, “Local Server IP Address” and “Local Server Port”. According to the different services provided, the
network service can use the TCP protocol or the UDP protocol. In the Enable column, check the desired server

to enable. These settings will become effective immediately after clicking the Apply button.
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Virtual Servers

ftem S:rﬂgg‘;'; - L“:Lgf:;:’ 2 Local Server Port Type  Enable
Nl | | &um | D
2| | | omr | o
s | | | Tk
] | | ot | 1
s | | | &um | D
6 | | jf;g; m
7| | | o e | B
8 I | ,‘f;‘;; m
s | | | &um | D
o || | | o e | O

Port and IP Redirect

This function allows the administrator to set 40 sets of the IP addresses at most for redirection purpose. When
the user attempts to connect to a destination IP address listed here, the connection packet will be converted and
redirected to the corresponding destination. Please enter the “IP Address” and “Port” of Destination, and the
“IP Address” and “Port” of Translated to Destination. According to the different services provided, choose

the “TCP” protocol or the “UDP” protocol. These settings will become effective immediately after clicking

Apply.
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Port and IP Redirection

COriginal Destination Fedirect to
ftem Type
IP Adidress Port IP Adidress Port

TCP
DF

TCP
DP

TCF
DR

TCF
LIDP

TGP
DpP
TCPR
LDP
TCP
DP

TCF
LD

TCF
DR

TCR
LD

o | ! | |

DO D000 D000 D030 (00

5.2.2 Privilege List

There are two parts, Privilege IP Address List and Privilege MAC Address List, need to be set.
Privilege List

Privilege IP Address List

Privilege MAC Address List

* Privilege IP Address List
If there are some workstations belonging to the managed server that need to access the network without
authentication, and enter the IP addresses of these workstations in this list. The “Remark” blank is not
necessary but is useful to keep track. IAS-2000 allows 100 privilege IP addresses at most. These settings will

become effective immediately after clicking Apply.
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Privilege IP Address List

ftem Privlege IP Address Remark
1 I |
2 I |

10 | |

Warning: Permitting specific IP addresses to have network access rights without going through standard

authentication process at the authenticated LAN may cause security problems.

* Privilege MAC Address List
In addition to the IP address, you can also set the MAC address of the workstations that need to access the
network without authentication in this list. IAS-2000 allows 100 privilege MAC addresses at most. The list can be
created by entering data in the table or by import from a file. The list can be exported as well.
If you want to manually create the list, be sure to enter the MAC address (the format is Xx:Xx:xx:xx:xx:xx) as well
as the remark (not necessary), and select a policy for the individual entry. These settings will become effective

immediately after clicking Apply.

Attention: No matter how you choose to create the list, you must select an Access Gateway first.
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Privilege MAC Address List
| MAC Search | Import List Export List

ftem MAC Address Paolicy Remark

|Policyt ~] |

|
2 | |Policyt =] |
3 | |Policyt ~] |
4 | |Policyt =] |
5 | | Policyt =] |
B | |Policyt ] |
7 | |Policyt =] |
8 | |Policyt ] |
g | |Policyt ] |
1w | Policyt =] |

Warning: Permitting specific MAC addresses to have network access rights without going through standard

authentication process at the authenticated LAN may cause security problems.

Import List: Select an Access Gateway and then click Import List to enter the Upload Privilege MAC
Address List interface. Click the Browse button to select the text file for the user account upload. Then click
Submit to complete the upload.

Mote: The format of each line is "MAC, Policy, Remark” without the quotes. There must be no

space between the fields and commas. The Remark field could be omitted bat the leading

comima must be retained. While uploading the list, existing MAC address in the Privilege
MAC Address List will not be replaced.

Upload MAC Address

File Name | Browse... |

The uploading file should be a text file and the format of each line is " MAC, Group, Remark" without the quotes.
There must be no spaces between the fields and commas. The MAC field could be omitted but the trailing
comma must be retained. When adding user accounts by uploading a file, the existing accounts in the

embedded database will not be replaced by new ones.
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policy
MAC ‘ remark

( 00:00:00:00:00:00, 1,the a'dmin]

( 00:00:00:00:00:00,1,]

MAC policy

Export List: Click this to export the Mac List to create a .txt file and then save it on disk.

File Download x|

Do you want to open or zave this file?

=" Mame: privilege_mac_address.bxk

Type: Text Docurent
From: 10.2.3.207

Open Save

harm your computer. |F you do not trust the source, do not open or

@ While files from the Internet can be useful, some files can potentially
zave thig file. What's the rizhk?

5.2.3 Monitor IP List

The system will send out a packet periodically to monitor the connection status of the IP addresses on the list. If the
monitored IP address does not respond, the system will send an e-mail to notify the administrator that such
destination is not reachable. After entering the related information, click Apply and these settings will become

effective immediately. You can click Monitor to check the current status of all the monitored IP. The system provides
40 IP addresses a most on the “Monitor IP List”.
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Monitor IP List

Monitor Email

Send From |
Send To |
Interval m
SMTP Server |
Auth Method Im
ltem IP Adidress ftem IP Adidress
1 2 |
3 4 |
5 B |
7 5 |

[L=]
L
=

11 12 |
13 14 |
15 16 |
17 18 |
19 20 |

(Total40) First Prev Mewt Last

Send From: The e-mail address of the administrator in charge of the monitoring. This will show up as the
sender’s e-mail.

Send To: The e-mail address of the person whom the monitoring result is for. This will be the receiver’s e-mail.
Interval: The time interval to send the e-mail report.

SMTP Server: The IP address of the SMTP server.

Auth Method: The system provides four authentication methods, Plain, Login, CRAM-MD5 and NTLMv1, or
“None” to use none of the above. Depending on which authentication method you select, you have to enter the
Account Name, Password and Domain.

IP Address: The IP addresses under monitoring.
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5.2.4 Walled Garden List

192.168.1.200
1921681100
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Monitor IP result

IP Address

Result

This function provides some free websites to the users to surf without logging in and authenticating the server. Up to

20 addresses or domain names of the websites can be defined in this list. Users without the network access right

can still have a chance to experience the actual network service free of charge. Please enter the website IP

Address or Domain Name in the list and these settings will become effective immediately after clicking Apply.

Walled Garden List

ltem Adidress

1

3

11

13

14

17

19

5.2.5 Proxy Server Properties

ftem

2

10

12

14

16

18

20

Address

IAS-2000 supports Internal Proxy Server and External Proxy Server functions. Please perform the necessary

configurations.
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Proxy Server Properties

Internal Proxy Server

" Enahle @ Disakle

External Proxy Server

ftem Server IP Port

1 | |
: | |

* Internal Proxy Server: IAS-2000 has a built-in proxy server. If this function is enabled, the end users will be
forced to treat IAS-2000 as the proxy server regardless of the end-users’ original proxy settings.

* External Proxy Server: Under the IAS-2000 security management, the system will match the External Proxy
Server list to the end-users’ proxy setting. If there isn’t a matching, then the end-users will no be able to reach
the login page and thus unable to access the network. If there is a matching, then the end-users will be directed
to the system first for authentication. After a successful authentication, the end-users will be redirected back to
the desired proxy servers depending on various situations.

Please click Apply and these settings will become effective immediately.

5.2.6 Dynamic DNS

IAS-2000 provides a convenient DNS function to translate the IP address of WAN port to a domain name that helps
the administrator memorize and connect to WAN port. If the DHCP is activated at WAN port, this function will also
update the newest IP address regularly to the DNS server. These settings will become effective immediately after

clicking Apply.
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DDNS " Enable & Disable
Provider |3322.Urg(Dﬁ;namic} .ll
Host name |1111111
Username /E-mail |2222222
PasswordKey |333333

DDNS: Enabling or disabling of this function.

Provider: Select the DNS provider.

Host name: The IP address/domain name of the WAN port.
Username/E-mail: The register ID (username or e-mail) for the DNS provider.

Password/Key: The register password for the DNS provider.

Please click Apply and these settings will become effective immediately.

5.2.7 1P Mobility

Enable Mobile IP [T Enahble

Enable IP PNP [ Enahle

Enable IP PNP

At the user end, you can use any IP address to connect to the system. Regardless of what the IP address at the
user end is, you can still authenticate through IAS-2000 and access the network.

Enable Mobile IP

If you construct a network environment using several sets of IAS-2000, a user can use the same group of IP
configurations. When you roam into different locations, the connection will be kept alive; therefore no

disconnection will occur for example when downloading data.

5.3 User Authentication

This section includes the following functions: Authentication Configuration, Policy Configuration, Black List

Configuration, Guest User Configuration and Additional Configuration.
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Hetwork |

L e

[i:] User Authentication

Authentication Configuration {iser Ruthartication

Policy Configuration. Systern provides four external server configurations (POP3,
RADIUS, LDAP and NT Domain), ane internal user DB (Local
Usery and two pre-defined mechanisms for paving users (On-
Black List Configuration. Demand User and PMS) to authenticate user access. Each
Authentication authentication method can apply one Black List profile and one
Guest User Configuration Configuration Folicy for traffic contral.

F Regarding paying users, On-Demand Senrer Configuration
supports printout of user account information from an optional
Additional Configuration. ticket printer. &5 for PMZ, PMES Server Configuration supports

unified Micros Fidelio Property Management Systern Billing.

Systermn supports one Global and five policies for traffic control.
Paolicy Configuration Administrator can define a policy with the fireweall profile, specific
route profile, login schedule profile, and bandwidth.

System supports five Black Lists for authentication.
Black List Configuration On-Demand and PMS Server DOES MOT support Black List
configuration.

System provides up to 10 guest accounts. Guest accounts hawve
Guest User Configuration permission different from general user accounts. Guest accounts
are stored on embedded-database under Glabal palicy.

System supports other authentication settings, such as:

ldlefSession timeout, Multiple login enablefdisable, Friendly
Additional Configuration  logout, and Permit WMAC address list.

It also supports wploading customized loginflogout pages and

cedificate file.

ag

5.3.1 Authentication Configuration

This function is to configure the settings for different authentication servers. The system provides 5 servers (Local,
POP3, RADIUS, LDAP and NT Domain), one On-demand User and one PMS User that the administrator can apply
with different policy. Click on the server name to set the related configurations for that particular server. After
completing and clicking Apply to save the settings, you can go back to the previous screen to choose a server to be

the default server and enable or disable any server on the list.
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Serer Mame Auth Method P osti Folicy Default  Enahled
Local Server LOCal lacal Policy oy 2
FOFP3 Server FOP3 Fostix2 Folicy " ¥
BADILUS Server RADILIS Postfix3 Folicy T "
LOAP Server LDAR Postfixd Folicy [ ¥
MT Dornain MTOHO AN Postfixa Policy O ¥
On Demand User OMDEMARD honaling Policy [ v
EMs Lser FMS MyHotel Folicy T "

5.3.1.1 Local Server
This server is only for “Local User”, you can't change the authentication method for the server.

Authentication Server - Local Server

Server Name |L|:u:al Server *%(|= senver name.)
Server Status | Enahle
Postfix |F'|:|stﬂx1 **[ltz postfix name)
Blacklist [More =+
Local User Account Local User Setting

Policy Name I Folicyl vI

. Server Name: Set a hame for the server using numbers (0 to 9), alphabets (a to z or Ato Z), dash (-),
underline (_) and dot (.) with a maximum of 40 characters, all other letters are not allowed.

. Sever Status: The status shows that the server is enabled or disabled.

. Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server using numbers (0 to 9), alphabets (a
to z or Ato Z), dash (-), underline (_) and dot (.) with a maximum of 40 characters, all other letters are not

allowed.

Warning: The Policy Name cannot contain these words: MAC and IP.

. Black List: There are five sets of the black lists. You can select one of them or choose “None”. Please refer to
5.3.3 Black List Configuration

. Local User Account: Click the Local User Setting hyperlink to set the further configuration.

. Policy Name: There are four policies to choose from to apply to this particular server.

Click the Local User Setting hyperlink for further configuration.
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Local User Setting

Edit Local User List

Radius Roaming Out % Enable ¢ Disable
B02.1x Authentication % Enable  Disable

Radius Client List

Edit Local User List: Click this to enter the “Local User List” screen and click the individual Username to

edit that account.

addUser | importlist | Ewportlist | Refresh |

| Search |

Policy

Username Password MAC Crel All |

Remark
Policy

userl usert Delete
rermarkl
Policyl

users user? Delete
remarkz2
Folicy

usersd user3 Delete
remark3

Add User: Click this button to enter the Add User interface. Fill in the necessary information such as
“Username”, “Password”, “MAC” and “Remark” (optional). Then, select a desired Maximum Bandwidth,

Request Bandwidth and Group, and then click Apply to complete adding the user or users.
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Add User

Username
fkem
Password

| ! I
2
3
4

Uzersis) been added successtully:

aaaa bhbbh ccoo dddd

Add User

Username
kem
Password

—
—

Maximum Bandwidth Policy

MAC

(OO0 XX
Femark

- [None =
Noe = |
[one =
Mo = |
 [ore =]
Moe = |
 [Fore =]
oe = |

Request Bandwicdth

| Unlimited =]

| Unlimited =]

| Unlimited ~]|

| Unlimited x|

Maximum Bandwidth Paolicy

MAC

(30000
Remark

INDHE 'l

Request Bandwidth

IUnIimited vl
|N|:|ne j |

Import User: Click this to enter the Upload User interface. Click the Browse button to select the text file for

the user account upload. Then click Submit to complete the upload process.

MNote: The format of each line is "ID, Password, MAC, Policy, Remark” or "ID, Password,
MAC, Max bandwidth, Request bandwidth, Policy. Remark”™ without the quotes. There must
he no space between the fields and comimas. The MAC field could be omitted bart the trailing
comima must be retained. When adding user accounts by uploading a file, existing accounts
in the embedded database that are also defined inthe data file will not be replaced by the
new ones.

Upload User Account

Browse. ., |

File Name |

The uploading file should be a text file and the format of each line is "ID, Password, MAC, Group, Remark"

or “ID, Password, MAC, Max bandwidth, Request bandwidth, Policy, Remark” without the quotes. There

must be no spaces between the fields and commas. The MAC field could be omitted but the trailing comma
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must be retained. When adding user accounts by uploading a file, the existing accounts in the embedded

database will not be replaced by new ones.

password policy

1D MAC remark

( caﬁion,cadon,oo:OD:DD':DD:DD:DU,i,the admin ]

( test,test,,?,testing account ]
L L L L

ID policy

password remark

request bandwicth
password remark

ID | MAC  max bandwidth | policy |
| | | |
I

T | I | I |
(cadon,cadon,00:00:00:00:00:00.1 28kbps,256kbps,1,the admin ]

[test.test.,‘l28kbps.256kbps.2.testing account ]
l l l l

| | | |
ID max bandwidth | policy remark

password

request bandwicth

Export User: Click this to create a .txt file and then save it on disk.

File Download ) x|

Do you want to open or zave this file?

Mame: locallserlist.bxt

Type: Text Document, 2 byekes
From: 10.10.10.207

Open Save

harm your computer. |F you do not trust the source, do not open or

@ While files from the Internet can be useful, some files can potentially
zave thig file. What's the rizhk?
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Refresh: Click this to renew the list. Refresh button

Add User | importlist | Esportlist | Refresh |
| Search |
Policy
Username Password MALC Cral All |
Remark
Folicy
usert uzerl Delete
rermark
Folicy
userd uzers Delete
rermarkz2
Folicy
userd uzerd Delete
rermarks

Search: Enter a keyword of a username that you wish to search in the text filed and click this button to perform

the search. All usernames matching the keyword will be listed.

|test Search |
Group
Username Password MAC Cral All |
Remark
Mone
test test Delete
Mone
test test Delete
Faolicyl
testz testz Delete
Falicyt
TEST TEST Delete
{Total:4) First Previous MNext Last

Del All: This will delete all the users at once.

Delete: This will delete the users individually.
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Edit User: If you want to edit the content of individual user account, click the username of the desired user

account to enter the Edit User Interface for that particular user, and then modify or add any desired information
such as “Username”, “Password”, “MAC”, “Maximum Bandwidth”, “Request Bandwidth”, “Policy” and

“Remark” (optional) . Then, click Apply to complete the modification.

Edit User
Username |u5r4IZIIZI1 =
Passworil |u5r4IZIIZI1 =
MAC |

Maximum Bandwidth | LInlimited vI
Fequest Bandwicdth |N|:|ne vI
Paolicy |N|:|ne "I

Remark |

* Radius Roaming Out / 802.1x Authentication: These two functions can be enabled or disabled separately.

Local User Setting

EditLocal User List

Radius Roaming Out &' Enable ¢ Digable
B02.1x Authentication * Enable " Disable

Hadius Client List

Click Radius Client List to enter the Radius Client Configuration interface. Choose the desired type, Disable,

Roaming Out or 802.1x and key in the related information and then click Apply to complete the settings.

Radius Client Configuration

No. Type IP Adidress Segiment Secrat
1 |Disable x| [10.2.3.140 | 255.265.245.255 (32) | [cipherium

2 |Disable x| [10.2.3.245 | 255.265.245.255 (32) ] [cipherium

3 |Disable x| [10.10.10.203 | 255.265.254 255 ¢32) 7] |

4 |Disable x| [10.0.00 [ 255.0.0.0 ¢8) =l 12345878

5 |Disable x| |192.188.1.0 |255.265.265.0 g2y =] [12345678

Roaming Out: When you have selected “Roaming Out”, the local users can login from other sites using their
original accounts.
802.1x: This system support PEAP (Protracted Extensible Authentication Protocol) function. The
802.1x function must be used in LAN ports.
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5.3.1.2 POP3 Server
POP3, RADIUS, LDAP and NT Domain Server can change the authentication method. Choose “POP3" in the
Authentication Method field, the hyperlink beside the pull-down menu will become “POP3 Setting”.

Authentication Server - POP3 15erver

Server Name |F'OF'3 Senver "%t cerver name.)
Server Status Disable
Postfix lF'u:ustﬂxE *(lts postii name.)
Blacklist [More =]
Authentication Method  [FOP3 =] POPS3 Setting

Policy Mame

. Server Name: Set a hame for the server using numbers (0 to 9), alphabets (a to z or Ato Z), dash (-),
underline (_) and dot (.) with a maximum of 40 characters, all other letters are not allowed.

. Sever Status: The status shows that the server is enabled or disabled.

. Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server using numbers (0 to 9), alphabets (a
to z or Ato Z), dash (-), underline () and dot (.) with a maximum of 40 characters, all other letters are not

allowed.

Warning: The Policy Name cannot contain these words: MAC and IP.

. Black List: There are five sets of the black lists. You can select one of them or choose “None”. Please refer to
5.3.3 Black List Configuration

. Authentication Method: There are four authentication methods, POP3, RADUUS, LDAP and NT Domain to
configure from. Select the desired method and then click the link besides the pull-down menu for more
advanced configuration.

. Policy Name: There are four policies to choose from to apply to this particular server.
Click the hyperlink for further configuration. Enter the related information for the primary server and/or the secondary

server (the secondary server is not required). The blanks with red star are necessary information. These settings will

become effective immediately after clicking the Apply button.
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Primary POP3 Server

Serer [P I *Domadin HamelP Address)
Fort 110 *(Default: 1900
S5L Setting ™ Enahle 55L Connection
Secondary POP3 Server
Server P |
Port [ ]
S5L Setting "' Enable SEL Connection

* Server IP: Enter the IP address/domain name given by your ISP.
* Port: Enter the Port given by your ISP. The default value is 100.
* SSL Setting: If this option is enabled, the POP3 protocol will perform the authentication.

5.3.1.3 Radius Server

Choose “Radius” in the Authentication Method field, the hyperlink beside the pull-down menu will become

“Radius Setting”.

Authenmtication Server - POP2 Server

Server Name |RADIUB Server **(lfs server name.)
Server Status Disable
Postfix |F'|:|5tﬂx3 *(lts postii name.)
Blacklist [More =]
Authentication Method [Radius =] RADIUS Setling

Policy Hame ‘Radius

) LDAP :
LA MTDomain

Click the hyperlink for further configuration. The Radius server sets the external authentication for user accounts.

X

Enter the related information for the primary server and/or the secondary server (the secondary server is not
required). The blanks with red star are necessary information. These settings will become effective immediately after

clicking the Apply button.
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RADILUS Setting

' Enahble ¢ Disahle

302 1% Authentication : ; :
Radius Client List

Trans Full Mame & Enable  Dizahble
Primary RADIUS Server

Server IF | =

Authentication Part | “(Default: 18123
Accounting Port | F(Default: 1843)
Secret Key | =

Accounting Service " Enable ¢ Dizable

Authentication Protocol |CHAF‘ vl

Secondary RADIUS Server

SenerIP |

Authentication Paort |
Accounting Port |
Secret kKey |

Accounting Service ™ Enahle © Disable

Authentication Protocol |CHAF‘ vi

* 802.1X Authentication: Enable this function and the hyperlink of Radius Client List will appear. Click the
hyperlink to get into the Radius Client Configuration list for further configuration. Please refer to Radius
Roaming Out/802.1x Authentication in 5.3.1.1 Authentication Method — Local User.

* Trans Full Name: When enabled, the ID and postfix will be transferred to the RADIUS server for authentication.
When disabled, only the ID will be transferred to RADIUS server for authentication.

* Server IP: Enter the IP address/domain name of the RADIUS server.

* Authentication Port: Enter the authentication port of the RADIUS server and the default value is 1812.

* Accounting Port: Enter the accounting port of the RADIUS server and the default value is 1813.

* Secret Key: Enter the key for encryption and decryption.

* Accounting Service: Select this to enable or disable the “Accounting Service” for accounting capabilities.

e Authentication Protocol: There are two methods, CHAP and PAP for selection.

Notice: If Radius Server does not assign idle-timeout value, IAS-2000 will use the local idle-timeout instead.
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5.3.1.4 LDAP Server

Choose “LDAP” in the Authentication Method field, the hyperlink beside the pull-down menu will become “LDAP
Setting”.

Authentication Server - LDAP Server

Server Name |LDAF‘ Server "%t cerver name.)
Server Status Disable
Postfix |F'|:|5tﬂx4 *(lts postii name.)
Blacklist [More =]
Authentication Method [Loer =] LDAP Setting

Policy Mame

LDAP

v Ap[fiGNETNX  Clear

Click the hyperlink for further configuration. Enter the related information for the primary server and/or the secondary

server (the secondary server is not required). The blanks with red star are necessary information. These settings will

become effective immediately after clicking the Apply button.

Primary LDAP Server

Server IP I “Domain NamesdP Address)
Fort | *Detault: 2890
Base DN | HCN=, de=, de=)
Binding Type IUserAccnunt vl
_ il Account |
Account Attribute Anohymous saMAccountMame

Specified DR
Windows a0 PAP Server

server P I
Port [
Base DM |
Binding Type W
Account Attribute @D ©cN C saMAccounthame

* Server IP: Enter the IP address/domain name of the LDAP server.
* Port: Enter the Port of the LDAP server, and the default value is 389.
* Base DN: Enter the distinguished name of the LDAP server.
* Binding Type: There are four binding types, User Account, Anonymous, Specific DN and Windows AD to select.
»  User Account: Use the user account’s login username and password of the system, and then select one
Account Attribute (UID, CN or sAMAccountName) to access the LDAP server.
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Primary LDAP Server

Server [P | “Damain Mamef|P Address)
FPaort I—"(D efault: 2807
Base Dk I HCH= do= de=)
Binding Type |Userﬂu:cnunt vl
Account Attribute @ D © CH © saMAccounttlame

Anonymous: Access the LDAP servers without requiring authentication but only select one Account
Attribute (UID, CN or sAMAccountName).

Primary LDAP Server

Sermer IP I “Domain Mame/lP Address)
Fort I—"(D efault: 220,
Base Dk I HOH= de= do=)
Binding Type |Annnﬁ;mnus vi
Account Attribute & D © N saMAccountiame

Specified DN: Entering the specific DN username and password in the “Bind RDN” and “Bind
Password” fields, and then select one Account Attribute (UID, CN or sAMAccountName) to access the
LDAP server.

Primary LDAP Server

Semer IP I “Domain HamedlP Address)
Fort I—"(D efault: 389
Base DM [ H(CN= do=, de=)
Binding Type IBpeciﬂed Lk v|
Bind RON: |

Bind Fasswaord: |

Account Attribute FuD T cn  sAMAccountMame
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» Windows AD: Enter the domain name of Windows AD to access the LDAP server.

Primary LDAP Server

Serer P | Domain MameP Address)
FPaort I—"(D efault: 389)
Basge DM | HCH=,de=,de=)
Binding Type |Windnws AD 'I
Damain |

5.3.1.5 NT Domain Server

Choose “NTDomain” in the Authentication Method field, the hyperlink beside the pull-down menu will become

“NT Domain Setting”.

Awthentication Server - NT Domain

Server Name |NT Darmain =itz senver name.)
Server Status Disahle
Postiix |F'|:|5tﬂx5 il postii: name.)
Blacklist I Mone * I
Authentication Method MTDomain j T Darnain Setting
: FOP3
Policy Name Radius

Click the hyperlink for further configuration. Enter the server IP address and enable/disable the transparent login

function. These settings will become effective immediately after clicking the Apply button.

Domain Controller

Server P address | &

Transparent Login " Enahle ™ Disable

* Server IP address: Enter the server IP address of the domain controller.
* Transparent Login: If this function is enabled, when users log into the Windows domain, they will log into
IAS-2000 automatically.
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5.3.1.6 On Demand User

This is for the customer’s need in a store environment. When the customers need to use wireless Internet in the
store, they have to get a printed receipt with username and password from the store to log in the system for wireless

access. There are 2000 On-demand User accounts available.

Cn-Demand User Server Configuration

Server Status Dizahle
Postfix |mrislink “(a.q. awislink. hax: 40 chan
Receipt Header 1 IWeIcnme! (e.g. Welcomel)
Feceipt Header 2 iHeaderE
Receipt Footer |Thank foul (e.g. Thank Youl)
Monetary Unit @rone © £cer C€eur © $usp
Policy Name |F'|:||i|:ﬁ;1 vI
WLAN ESSID |avislink oA
WEP Key |
Remark | (for customer)
Eilling Notice Interval % 10minz © 15mins T 20mins

Users List Billing Configpmation Create On-Demand User

Server Status: The status shows that the server is enabled or disabled.

Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server using numbers (0 to 9), alphabets (a to z
or Ato Z), dash (-), underline (_) and dot (.) with a maximum of 40 characters, all other letters are not allowed.
Receipt Header: There are two fields, Receipt Header 1 and Receipt Header 2, for the receipt’'s header. Enter
your own receipt header message or use the default.

Receipt Footer: Enter your own receipt footer message here or use the default.

Monetary Unit: Select the desired monetary unit for your region.

Policy Name: Select a policy for the on-demand user.

WLAN ESSID: Enter the ESSID of the AP.

WEP Key: Enter the WEP key of the AP.

Remark: Enter any additional information that will appear at the bottom of the receipt.

Billing Notice Interval: While the on-demand user is still logged in, the system will update the billing notice of the
login successful page by the time interval defined here.

User List: Click to enter the On-demand User List screen. In the On-demand User List, detailed information will

be documented here. By default, the On-demand user database is empty.
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| Search |
On-demand Users List

Username Password  Bemmain Status Expire Tiine Delete All |
Timeolume

2005/06/02-

OH3P ER4543FE 2 hour 2 hour 172339 Delete
2005/06/05-

arLIL VWIBZ23847 2 hour 2 haour 11-4575 Delete

(Total:2) First Previous Mext Last

Search: Enter a keyword of a username that you wish to search in the text filed and click this button to perform
the search. All usernames matching the keyword will be listed.

Username: The login name of the on-demand user.

Password: The login password of the on-demand user.

Remain Time/Volume: The total time/Volume that the user can use currently.

Status: The status of the account. Normal indicates that the account is not in-use and not overdue. Online
indicates that the account is in-use and not overdue. Expire indicates that the account is overdue and cannot
be used.

Expire Time: The expiration time of the account.

Del All: This will delete all the users at once.

Delete: This will delete the users individually.

Billing Configuration: Click this to enter the Billing Configuration screen. In the Billing Configuration

screen, Administrator may configure up to 10 billing rules.

Billing Configuration

: Valid ;
Button Status Type Expired Info ik atian Price

-~ C Data [999  movte  [gog Days
Enahl
1 5 r.m e 395 Hrs IQEIQ Days I':'
Disable | ¢ Time
[59 wtins 1898 Hrs
& " Data IEI M bt IIZI Days
Enable I I
2 & i |EI Hrs Q Days |0
Disable | ¢ Time
[0 Mins  I0 Hrs
5 " Data |EI b bt |n Days
Enahble | I
3 & i |EI Hrs 0 Days |0
Disable | ¢ Time
[0 mins 2 IHrs
" T Data |D hbyte |u Days
Enable | I
4 e |EI Hrs D Days |0
Dizsable | © Time
[0 Mins 10 Hrs

Status: Select to enable or disable this billing rule.
Type: Type: Set the billing rule by “Data” (the maximum volume allowed is 999 Mbyte) or “Time" (the
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maximum time allowed is 999 hours and 59 minutes).

Expired Info: This is the duration of time that the user can use the account after the activation of the account.
After this duration, the account will self-expires (the maximum days allowed is 999 days and the maximum time
allowed is 999 hours).

Valid Duration: This is the duration of time that the user needs to activate the account after the generation of
the account. If the account is not activated during this duration, the account will self-expires.

Price: The price charged for this billing rule.

Create On-demand User: Click this to enter the On-demand User Generate screen.

On-Demand User Generate

Button Tupe Status Function

1 2 hrs 0 mins Enabled ﬂ
2 12 Mbyte Enabled ﬂ
3 M Disabled ﬂ
4 NI Disabled ﬂ
5 NI Disablad ﬂ

Pressing the Create button for the desired rule, an On-demand user will be created, then click Printout to

print a receipt which will contain this on-demand user’s information. There are 2000 On-demand user

accounts available.

Welcome!
Header2
Username 2CS0@ovishink
Passward TNTA9687
Price 2
Usage 1 hts 0 mins

ESSID : ondemand
Share WEF Keys:

Yaild to use until: 200510001 15:24:48

Thank You!
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5.3.1.7 PMS User

The system integrates a hotel in-door billing system, PMS, developed by Micros Fidelio, and it usually used in a
hotel environment. When the customers need to use wireless Internet in the hotel, they have to get a printed receipt

with username and password form the hotel to log in the system for wireless access.

PMS User Configuration

Server Status Dizable
PIMS Server IP I fe.g. 10.0.0.1)
PMS Server Port IQET?
Postfix Ipms “le.g. pms, Wax: 90 char
Policy Mame I Folicyl vl
Receipt Header 1 IWeIcnme! fe.g. Melcomel)
Receipt Header 2 IEnjny your stay
Receipt Footer IThank fou | {e.g. Thank Youlj
WLAN ESSID [pms ik o
WEP Key |
Remark |Have anice dayl {for customen

Users List Billing Configuration Create PMS User

Server Status: The status shows that the server is enabled or disabled.

PMS Server IP: Enter the IP address of the PMS server.

PMS Server Port: Enter the Port of the PMS server.

Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server using numbers (0 to 9), alphabets (a to z
or Ato Z), dash (-), underline (_) and dot (.) with a maximum of 40 characters, all other letters are not allowed.
Policy Name: There are five policies to select from.

Receipt Header: There are two fields, Receipt Header 1 and Receipt Header 2, for the receipt’'s header. Enter
your own receipt header message or use the default.

Receipt Footer: Enter your own receipt footer message here or use the default.

WLAN ESSID: Enter the ESSID of the AP.

WEP Key: Enter the WEP key of the AP.

Remark: Enter any additional information that will appear at the bottom of the receipt.

. Users List: Click to enter the PMS User List screen. In the PMS User List, detailed information will be

documented here. By default, the PMS user database is empty.
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| Search
— e —

Room  USer oo ceword RemainTime Status CXPireVaiid Celete Al |
Mo.  Name Time

(Total:
First Prev bext Last

Search: Enter a keyword of a username that you wish to search in the text filed and click this button to perform
the search. All usernames matching the keyword will be listed.

Room No.: The room number of the PMS user.

Username: The login name of the PMS user.

Password: The login password of the PMS user.

Remain Time: The total time/Volume that the user can use currently.

Status: The status of the account. Normal indicates that the account is not in-use and not overdue. Online
indicates that the account is in-use and not overdue. Expire indicates that the account is overdue and cannot
be used.

Expire/Valid Time: The Valid Time indicates the duration of time that the user needs to activate the account
after the generation of the account. If the account is not activated during this duration, the account will
self-expires. The Expire Time indicates the duration of time that the user can use the account after the
activation of the account. After this duration, the account will self-expires.

Delete All: This will delete all the users at once.

Delete: This will delete the users individually.

Redeem: This is used to increase the remaining time of the account. When the remaining time or data quota is
insufficient, the user has to pay for adding credit at the counter and the user will get a new username and

password.

Billing Configuration: Click this to enter the Billing Configuration screen. In the Billing Configuration

screen, Administrator may configure up to 5 billing rules.

Hr. Purchased Yalid Period : : Price
Flan Status (Hous) (Houm) Assign to Policy (o0 10.00)
¥ Enable
1 1 0:HWOME = 1.00
T Dizahble I I E I

" Enahle

0 0 MOMNE * 0
¥ Dizahle I I i I

" Enable

0:ROME = 0
¥ Disahle I b2 I

" Enahle

0 0 MOMNE = 0
¥ Dizahble I I b I

" Enahle
¥ Dizahble

1010010

o [o:monE =] o
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Hr. Purchased: This is the duration of time that the user can use the account after the activation of the account.

After this duration, the account will self-expires. You can enter 1-999 hours.

Valid Period: This is the duration of time that the user needs to activate the account after the generation of the

account. If the account is not activated during this duration, the account will self-expires. You can enter 1-999

hours.
Assign to Policy: Assign a policy for this billing rule.

Price: The price charged for this billing rule.

Note: There is an Auto Expired mechanism is for preventing that an account is created but never logged in. If the

account is created but never been logged in, the account will be invalid after a period. The auto expired time = the

exact created time of the account + Valid Period.

. Created PMS User: Click this to enter the PMS User Generate screen. There are 5000 PMS user accounts

available.

PMS User Generation

Plan Type Price Status

Configuration

W

1 100 | Enabled Room Number:
hrs

|

Maximum User:|1

W

1] 0 Disablad Foom Number:
hrs

|

Maximum User:|1

W

0 0 Disabled Foom Number:
hrs

Maximum User:|1

l

n : Room Numhel:l
h I Disabled

b Maximum User :I1
h?S 0 Disabled Room Numhel':l

I

Maximum User:|1

By default, the PMS user database is empty. While
you key in the “Room Number” and the
“Maximum User” and press the Create button by
the desired rule, a PMS user will be created, then
click Printout to print a receipt which will contain
this PMS user’s information. See the following

figure.

85

Welcome!
Enjoy your stay

Room Number 12345
Username 8225 @Hotel
Passward 6892BNTQ

Price L.02
Usage 10 hrs
ESSID : PMS
Shared WEP kevs:

COI]CU!I'EI'lt user acCcess: 1
IMust login before; 2005/01/26 22:21:58
Creating Time: 2005/01/26 11:21:58

Thank You !
————————————— cut here cut here ~——————
Room Number 12345
Username 8225@Hotel
Price 1.02
Usage 10 hrs

Concurrent user access: 1
Must login before: 2005/01/26 22:21:58
Signature:
Creating Time: 2005/01/26 11:21:58

[ Printout | ( Close |
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5.3.2 Policy Configuration

There are a Global policy and the other five policies. Every Policy has three profiles, Firewall Profile, Specific

Route Profile, and Schedule Profile as well as one Bandwidth setting for that policy. But Global policy only has

Firewall Profile and Specific Route Profile settings.

Global Policy

Policy Configuration
Select Policy: | Glohal =
Firewall Profile Setting

Specific Rote Profile Setting

Select Policy: Select Global to set the Firewall Profile and Specific Route Profile.
Firewall Profile: Click the hyperlink of Setting for Firewall Profile, the Firewall Profiles list will appear. Click
the numbers of Filter Rule Item to edit individual rules and click Apply to save the settings. The rule status will

show on the list. Check “Active” to enable that rule.

Profile Name: [IP Filter 1

Firewall Profile

Filter Rule kem  Active Action Mame SourcelP DestinationlP  Protocol MAC

1 [ Block By Ay All
2 r Block Ay Ay All
a [ Block Ay Any All
4 Bl | Block By Aty All
5 [ Block By Ay All

Edit Filter Rule

Rule ltem:
Rule Name:l ™ Enable this Rule
Action :|E||D'3k 'I ProtocollALL 'I
Source MAC A{I(Irem:l {For Specific MAC Address Filter)
Interface 1P Subnet Mask Efjar? Egﬂ
Source  [ALL ] | | 255.255.255.255 (32) = | |
Destination |aLL =] | | 255.255.265 265 (132) ¥ | |
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Rule Item: This is the rule that you have selected.

Rule Name: The rule name can be changed here.

Enable this Rule: After checking this function, the rule will be enabled.

Action: There are two options, Block and Pass. Block is to prevent packets from passing and Pass is to
permit packets passing.

Protocol: There are three protocols to select, TCP, UDP and ICMP, or choose ALL to use all three
protocols.

Source MAC Address: The MAC address of the source IP address. This is for specific MAC address
filter.

Source/Destination Interface: There are four interfaces to choose, WAN, Wireless, Public LAN
(LAN1/LAN2) and Private LAN (LAN3/LANA4).

Source/Destination IP: Enter the source and destination IP addresses.

Source/Destination Subnet Mask: Enter the source and destination subnet masks.

Source/Destination Start/End Port: Enter the range of source and destination ports.

Specific Route Profile: Click the hyperlink of Setting for Specific Route Profile, the Specific Route Profile list

will appear.

View System Rowute Table

Profile Name: [Policy Route 1

Global Route Table

[restination Gateway
Route em

IP Address Subnet Netmask IP Address
1 fr11111.111.1 | 255.255.255.256 (32) =] | [111.111.111.111
2 | |255.255.265.285 g3y x| | |
3 | |255.255 265 285 3y x| |
4 | |255.255.255.256 37y x| | |
5 | |255.255.255.255 g3 x| |
B | |255.255.255.255 g3y =| | |
7 | |255.255.255.255 g3y 7| | |
8 | |255.255.255.255 32y #] | |
g | |255.255.255.255 32y 7| | |
10 | |255.255.265.285 gazy x| | |
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Metwork Address

10.118.11.0
192.168.2.0
10.2.3.0
127.0.0.0
0.0.0.0

vV V V

» IP Address (Gateway): The IP address of the next router to the destination.

* Policy 1~Policy 5

Metmask

265.256.2585.0
265.256.2585.0
265.256.2685.0
265.0.0.0
0.0.0.0

Select Policy: | 2 Policy2

Policy Name 2: |

Firewall Profile

Specific Route Profile

Schedule Profile

Bandwidth

Folicyz

Setting

Setting

|Un|imited VI

Setting

Gateway

n.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
10.2.3.254

Profile Name: The profile name can be changed here.

Policy Configuration

£

Chapter 5. Web Interface Configuration
»  View System Route Table: Click the hyperlink to see the information of the hosts or the networks.

System Route Table

Interface

WA
eth3
SLAM
o
SLAMN

IP Address (Destination): The destination IP address of the host or the network.

Subnet Netmask: Select a destination subnet netmask of the host or the network.

fetric

[ T e A e R N o

Select Policy / Policy Name: Select a desired policy and you can rename it in the Policy Name field.

Firewall Profile: Click the hyperlink of Setting for Firewall Profile, the Firewall Profiles list will appear. Click the

numbers of Filter Rule Item to edit individual rules and click Apply to save the settings. The rule status will

show on the list. Check “ Active” to enable that rule.

Profile Name: |IF Filter 1

Firewall Profile [

] [
Active Action Mame SourcelP DestinationlP Protecol MAC

Filter Rule ftem
1

2

{=3] [Lm |F= [[25]

|4

[ Block
Block
Block
Block
Block
Block

Block

1S | B EL| ES

Ay
Ay
Any
Ary
Ary
Any

Ay

88

Ay
Ay
Arvy
Arvy
Arvy
Arvy

Ay

All

All

All

All

All

All

All
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Specific Route Profile: Click the hyperlink of Setting for Specific Route Profile, the Specific Route Profile list

Chapter 5. Web Interface Configuration

Edlit Filter Rule
Rule Item: 1
Rule Name:| "' Enable this Rule
Action :IE”DEK 'I Protocel |ALL ¥
Source MAC A(I(Iress:l {For Specific MAC Address Filter)
Interface IF Subnet Mask
Source facl = | | 255.255.255.256 (132) ¥ |
Destination  [alL =] | | 255.255.255.255 (132) 7|

Rule Item: This is the rule that you have selected.
Rule Name: The rule name can be changed here.

Enable this Rule: After checking this function, the rule will be enabled.

Action: There are two options, Block and Pass. Block is to prevent packets from passing and Pass is to

permit packets passing.
Protocol: There are three protocols to select, TCP, UDP and ICMP, or choose ALL to use all three

protocols.

Source MAC Address: The MAC address of the source IP address. This is for specific MAC address

filter.

Source/Destination Interface: There are four interfaces to choose, WAN, Wireless, Public LAN
(LAN1/LAN2) and Private LAN (LAN3/LANA4).

Source/Destination IP: Enter the source and destination IP addresses.

Source/Destination Subnet Mask: Enter the source and destination subnet masks.

will appear.

Profile Name: [Policy Route 2

Specific Route Profile

[restination Gateway
Rowte ftem Drefank

IP Address Subnet Netmask IP Adidress

1 | | 255 255.255.255 (132) ¥] | |

2 | | 255 255,265 245 132) =] | i

3 | | 255 255,255 255 (132) 7] | |

4 | | 255 255.265 245 132) =] | i

g | | 255 255.255.255 (132) ¥] | |
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Profile Name: The profile name can be changed here.

IP Address (Destination): The destination IP address of the host or the network.

Subnet Netmask: Select a destination subnet netmask of the host or the network.

YV V V V

IP Address (Gateway): The IP address of the next router to the destination.

»  Default: Check this option to apply the default values.
Schedule Profile: Click the hyperlink of Setting for Schedule Profile to enter the Schedule Profile list. Select
“Enable” to show the list. This function is used to restrict the time the users can log in. Please enable/disable
the desired time slot and click Apply to save the settings. These settings will become effective immediately after

clicking the Apply button.
Profile Nallle:IEChEdU|92 * Enable 7 Disable

Login Schedule Profile

HOUR SUN MON TUE WED THU FRI SAT
0 2 3 W ¥ 3 ¥ 3
1 2 3 W ¥ 3 ¥ 3
2 2 3 W ¥ 3 ¥ 3
3 2 3 W ¥ 3 ¥ 3
4 2 3 W ¥ 3 ¥ 3
5 2 3 W ¥ 3 ¥ 3

Bandwidth: Choose one bandwidth limit for that particular policy.

Paolicy Configuration

Select Policy: I 1:Folicy vI

Policy Name 1: |F'D|i'3Y1

Firewall Profile Setting
Specific Rowte Profile Setting

Schedule Profile Setting

Bandwitdth I Unlimited 'l

Unlirmited 8
15 kKhps | .
=64 Kbps 'I
128 Khps

2586 Kbps

512 Khps

1 Mbps =
2 Mbps
3 hhps
g Mbps
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5.3.3 Black List Configuration

The administrator can add, delete, or edit the black list for user access control. Each black list can include 500 users
at most. If a user in the black list wants to log into the system, the user’s access will be denied. The administrator

can use the pull-down menu to select the desired black list.

Elack List Configuration
Select Black List: I 1 Blacklist! 'l

Name |Ella|:klist1

Llzer Remark Deleta |
bbb Coh r
CLE hibh r
o gy r
kkk kkik r

(Total:4) Eirst Prev Mewt Last

Adid User to List import Black List Export Black List

* Select Black List: There are 5 lists to select from for the desired black list.
* Name: Set the black list name and it will show on the pull-down menu above.
e Add User to List: Click the hyperlink to add users to the selected black list.

Add Users to Blacklist Blacklist1

No Username Femark

1 |
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After entering the usernames in the “Username” blanks and the related information in the “Remark” blank (not

required), click Apply to add the users.

Added User({s): eeoe

Add Users to Blacklist Blacklists

No Username Remark

1 | |

If the administrator wants to remove a user from the black list, just select the user’s “Delete” check box and

then click the Delete button to remove that user from the black list.

Black List Configuration
Select Black List: I 1:Blacklist 'I

Name |Ella|:klist1

zer Remark
bbb LoE ¥
CoE [u]a]4] |
oy 4oy M
kikeks kkeks O

Import Black List: Click this to enter the Upload black List Account — (Blacklistl) interface. Click the Browse
button to select the text file for the user account upload to the black list. Then click Submit to complete the

upload process.
Mote 1:The format of each line is "ID, Remark™ without the quotes. There must be no space
bhetween the fields and commas. When adding user accounts by uploading a file, any

existing account in the embedded database that has the same user name as the one
defined in the uploaded file will not be replaced by the new one.

Uploaid Black List Account

File Name I Browse... |

92 Air Live IAS-2000 User’'s Manual V1.0.



Chapter 5. Web Interface Configuration
The uploading file should be a text file and the format of each line should be "ID, Remark" without the quotes.

There must be no spaces between the fields and commas. When adding user accounts by uploading a file,

existing accounts in the embedded database that are also defined in the data file will not be replaced by the new
ones.

IO remark

(telst,the admin ]

Export Black List: Click Export List to create a .txt file and then save it on disk.
x|

Do you want to open or zave this file?

Marne:  blacklist_1.kxt

i ".'- q

Type: Text Document, 1 bykes
From: 10.,10.10,207

Open Save

@ While files from the Internet can be uzeful, zome fles can potentially

harm your computer. |f you do not trust the source, do not open or
zave thig file. What's the rizhk’?
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5.3.4 Guest User Configuration

This function can permit guests to log into the system. Select “Enable Guest User” and click Apply to save the

settings.

Guest User Configuration

% Enable Guest User ¢ Disahle Guest User

Guest User List

Sesszion Length IUnIimit vI hours

Guest User Configuration

* Guest User List: IAS-2000 offers ten guest users for log in. To activate a guest user, just enter the password in

the corresponding “Password” text field for that guest account. Guest accounts with blank password will not be

Guest Users List

activated.

tem Username Password
1 gquestl |
2 guest? |
3 guest3 |
4 guestd |
5 auests |
4 quests |
7 guesty |
a guests |
2] guestd |
10 guest!D |

* Session Length: This restricts the connection time of the guest users. The default session length is 6 hours and

the available session time ranges from 1 to 12 hours or unlimited.
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5.3.5 Additional Configuration

Additional Configuration

Idle Tirner:l“iI minutes “Range: 1-1440

hultiple Login M

User Control (On-emand User and RACDIUE accounting do not suppart
multiple login.)
Friendly Logout
Session Timeout: IS minutes “Range: 5-144m
Roaming Cht Timer [dle Timeout: |3 minutes =Range: 1-120
Interirn Uipdate: |1 minutes =Range: 1-120)
htpi |

Iimternet Connection Detection

FailActinn:lﬂaSS "i

Cedificate Login Page Logout Padge
Login Success Page Logout Success Page

Uipload File

volume  Enable € Disable
|1 Mbkite  #(Default: 1; Range: 1-10)
Time & Enable  Dizahle

|5 minutes =(Default: 5; Range: 1-30)

POP3 Message Edit Mail Messadge

Credit Reminder

Enhanced User futhenticatication | & Enable ™ Disable

* User Control: Functions under this section applies for all general users.
Idle Timer: If a user has been idled with no network activities, the system will automatically kick out the user.
The logout timer can be set in the range of 1~1440 minutes, and the default logout time is 10 minutes.
Multiple Login: When enabled, a user can log in from different computers with the same account. (This function
doesn’t support On-demand users and RADIUS accounting.)
Friendly Logout: When a user logs into the network with wireless connection, a small window will appear to
show the user’s information and there is a logout button for the logout. If enabled. When the users try to close
the small window, there will be a new popup window to confirm the logout in case the users click the logout
button by accident.

* Roaming Out Timer
Session Timeout: The time that the user can access the network while roaming. When the time is up, the user
will be kicked out automatically.
Idle Timeout: If a user has been idled with no network activities, the system will automatically kick out the user.
Interim Update: The system will update the users’ current status and usage according to this periodically.

95 Air Live IAS-2000 User’'s Manual V1.0.



Chapter 5. Web Interface Configuration

Internet Connection Detection: Enter a specific URL or IP address and IAS-2000 will try to detect the network
connection by sending packets directly to that specific URL or IP address. If there is a problem in the connection
of the WAN port of the system such that the URL or IP address specified cannot be reached, there will be a
connection failed message showing on the users’ login screen.

Fail Action: Set to pass or block all the network connections when the WAN interface fails.

Upload File

1. Certification: The administrator can upload new private key and customer certification. Click the Browse

button to select the file for the certificate upload. Then click Submit to complete the upload process.

Upload Privaie Key

File Name Browse. ..

Upload Customer Certificate

File Name Browse. .

SetTo Default |

Click Set To Default and then click restart to use the default certificate and key.

You just overwrote the KEY & Certificate with default KEY & default Certificate file!

You should reboot IAS-2000 to activate the modification.Click to restart.

2. Login Page: The administrator can upload new login page. Click the Browse button to select the file for the

login page upload. Then click Submit to complete the upload process.

Upload Login Page

File Haime I Browse... |

Sutrmit | Use Default Fage |

Existing Image Files :
Total Capacity: 512 K
Now Used: 1 K

Upload Image Files

Lipload Images Browsze... I
Subimit I

Preview
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Click Use Default Page to use the default login page.

You just overwrite login page with default page!

After the upload process is completed, the new login page can be previewed by clicking Preview button at

User Login Page

Welcome To User Login Page!

the bottom.

Please Enter Your User Name and Password To Sign In .

&
@) User Name: |

Password: |

'V Submit B J Clear & JRemaining |

The user-defined login page must include the following HTML codes to provide the necessary fileds for

username and password.

=form action="us erlogin.s htmI” method="post” name="Enter”=
<input ty pe="text” name="myus ername">
<input type="password” name="mypassword">

<input type="submit” name="submit™” value="Enter-

zinput type="reset” name="clear” value="Clear”>
</form=

If the user-defined login page includes an image file, the image file path in the HTML code must be the

image file you will upload.

<img src="images/ ®x.jpyg” =

Then, enter or browse the filename of the images to upload in the Upload Images field on the Upload
Images Files page and then click Submit. The system will show the used space and the maximum size of
the image file of 512K. If the administrator wishes to restore the factory default of the login page, click the

Use Default Page button to restore it to default.

97 Air Live IAS-2000 User’'s Manual V1.0.



Chapter 5. Web Interface Configuration

Total Capacity: 912 K
Now Used: 0 K

Upload Image Files

Upload Images | Browze... I
Submit I

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file
and click Delete to delete the file.

Existing Image Files :
1102474548_732cn.gif [

Logout Page: The administrator can upload new logout page. The process is similar to that of Login Page.
Click Use Default Page to use the default login succeed page.

Upload Logowut Page

File Name | Browse... I

Submit | Lize Default Fage |

Existing Image Files :

Total Capacity: 512 1<
Now Used: 1 K

Upload Image Files

File Naime | Browse... |
Subrnit I

Preview

After the upload process is completed, the new login succeed page can be previewed by clicking Preview
button at the bottom.

Login Succeed Page: The administrator can upload new login succeed page. The process is similar to that

of Login Page. Click Use Default Page to use the default login succeed page.
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Upload Login Succeed Page

File Hame I Browse. .. I

Submit I Jse Default Page |

Existing Image Files :

Total Capacity: 512 K
Now Used: 0K

Upload Image Files

Upload images l Browsze. ., |
Subimit I

Freview

After the upload process is completed, the new login succeed page can be previewed by clicking Preview
button at the bottom.

5. Logout Succeed Page: The administrator can upload new logout succeed page. The process is similar to

that of Login Page. Click Use Default Page to use the default logout succeed page.

Upload Logowut Succeed Page

File Name | Browse... |

Submit I Uze Default Page |

Existing Image Files :

Total Capacity: 512 K
Now Used: 0K

Upload Image Files

Upload Images | Browse. |
Subrmit |

Freview

After the upload process is completed, the new logout succeed page can be previewed by clicking Preview
button at the bottom.

POP3 Message: Before the users log into the network with their usernames and passwords, the users will

receive a welcome mail from IAS-2000. The administrator can edit the content of this welcome mail.
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Edit Mail Message

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTHL :J
4.0 Transitional/s/EN">

<HTML><HEALD>

<METAL HTTP-EQUIV="Content-Type™
CONTENT="text/html; charset=us-ascii">
</HEAD>

<BODY >

<DIV:> -
<DIV:>

<FONT face="Times New Roman" size=6>
<ATRONG>We loome ! </ STRONG>

</ FONT>

</DIV>

<DIW>

<FCNT =2ige=4r<3TRONG:></STRONG:

</FCONT> hd

Text

* Enhance User Authentication: With this function, only the users with their MAC addresses in this list can log
into IAS-2000. There will only be 40 users allowed in this MAC address list. User authentication is still required
for these users. Please select “Enable”, enter the Permit MAC Address List to fill in these MAC addresses

and then click Apply.

MAC Address Control

ftem MAC Address ftem MAC Address
1 [D0:02:6F:20:43:10 2 |
3 | 4 |
5 | B |
7 | 8 |
g | 10 |
11 | 12 |
13 | 14 |
15 | 18 |
17 | 18 |
19 | 20 |

(Total40) First Prev Mext Last

Caution: The format of the MAC address is: XX:XX:XX:XX:XX:XX OF XX-XX-XX-XX-XX-XX.
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5.4 Utilities

This section provides four utilities to customize and maintain the system including Change Password,

Backup/Restore Setting, Firmware Upgrade and Restart.

] Utilities

Change Password

Liilities
Backup/Restore Setting Change Password  Change the administration passwaord.
- BackupRestore Backup and restore system seftings. Administrator may also reset
Firmware Upgrade Setting systern settings to factory default.
Firmware Upgrade  Upgrade to the latest systermn firmware.
Restart

Restart Restart the system.

au

5.4.1 Change Password

The administrator can change the passwords here. Please enter the current password and then enter the new

password twice to verify. Click Apply to activate this new password.

Change Passworil

Old Password | "
Hew Password | “(htax length: 100
Verify Password | =

Caution: If the administrator’s password is lost, the administrator’s password still can be changed through the text

mode management interface on the serial port, console/printer port.
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5.4.2 Backup/Restore Setting

This function is used to backup/restore the IAS-2000 settings. Also, IAS-2000 can be restored to the factory default

settings here.

Backup Curremt Setting

Restore system settings

File Name I Browse. .. |

Restore systermn settings |

Reset to the factory-default settings

* Backup Current Setting: Click Backup Setting to create a .db database backup file and save it on disk.

File Download ) x|

Do wou want to open or zave this file?

‘%] Mame: 20050303.db

Type: Data Base File
From; 10.2.3.70

Open Save | Cancel I

W always ask before opening this twpe of file

harm your computer. If you da not truzst the zource, do not open or

@ YWhile files from the Internet can be uzeful, some files can potentially
zave this file. What's the rizk?

* Restore Setting: Click Browse to search for a .db database backup file created by IAS-2000 and click Restore
Setting to restore to the same settings at the time the backup file was created.

* Reset to the Factory-Default Setting: Click Reset to load the factory default settings of IAS-2000.

Caution: Resetting to factory default settings will clear/restore all settings such as policies, billing plans, all user

databases, and any configuration to the initial states.
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5.4.3 Firmware Upgrade

The administrator can download the latest firmware from the website and upgrade the system here. Click Browse to
search for the firmware file and click Apply to go on with the firmware upgrade process. It might be a few minutes
before the upgrade process completes and the system needs to be restarted afterwards to make the new firmware

effective.

Firmmware Upgrade

Current Version 2.00.81

File Name Browsze... I

Note: For maintenance issues, we strongly recommend you hackup system settings hefore
upgrading finmware.

Warning: 1. Firmware upgrade may cause the loss of some of the data. Please refer to the release notes for the
limitation before upgrading the firmware. 2. Please restart the system after upgrading the firmware. Do
not power on/off the system during the upgrade or the restart process. It may damage the system and

cause it to malfunction.
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5.4.4 Restart

This function allows the administrator to safely restart IAS-2000 and the process should take about three minutes.
Click YES to restart IAS-2000; click NO to go back to the previous screen. If you need to turn off the power, we

recommend you to restart IAS-2000 first and then turn off the power after completing the restart process.

Caution: The connection of all online users of the system will be disconnected when system is in the process of

restarting.
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5.5 Status

This section includes System Status, Interface Status, Current Users, Traffic History, Notification

Configuration and Online Report to provide system status information and online user status.

OvisLi

www.ovislinkeomtw

ki status

System Status Status
Il Interface Status System Status Display the current systemn settings.
| Current Users Interface Status Display WART, WARNZ, and LAMNs configurations and status.

Dizplay online user information including: Username, 1P, MAC,
| Traffic History Currem Users packet count, byte count and idle time. Administrator may also kick:
| 4 out any on-line uger from here,

Hotification Configuration Traffic History Display detail usage information by day. & minimum of 3 days of
higtory can be logged inthe systern valatile memory,
| Online Report Notification Hlllsdtoncaldus;—agniI Iﬁg canE:te se?t autlomancally foa sbpecmcre-ma:::
- Configuration ﬁereress efined here. External syslog server can be configure

Display the online status for the system, services, network

Online Report ; :
! interfaces, and network sessions.
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This section provides an overview of the system for the administrator.

System Status

Current Firmware Version
System Name
WAN Failure Message
Home Page
Syslog server - Traffic History

Proxy Server

Friendly Logout

Femote Management IP
Management

SNMP

Retainable Days

History
Traffic log Email To
NTP Server
Time
[ate Time
Idle Timer
User Multiple Login
Guest Account
Preferred DNS Server
DNS
Alternate DNS Server
Server Status
PMS
IP:Port

1.00.41

Cwislink 1A5-2000

Sorryl The service is temporarily unavailable.

106

hitp:amin o slink.com
PIA T,
Dizahled
Disahled
0.0.0.000.0.0.0
Enabled
3 Dayis
MiA
tock.usno.nawy. mil
200581 2101 16:02:39 +0300
10 Mings)
Dizahled
Dizahled
61.64.127.1
168.95.1.1
Dizahle

MEAABTY
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The description of the table is as follows:

ltem Description
Current Firmware Version The present firmware version of IAS-2000
System Name The system name. The default is IAS-2000

) The information to be shown on the login screen when a user
WAN Failure Message )
has a connection problem.

Home Page The page the users are directed to after initial login success.

o The IP address and port number of the external Syslog Server.
Syslog server- Traffic History o ]
N/A means that it is not configured.

Enabled/disabled stands for the system is currently using the
Proxy Server
proxy server or not.

. Enabled/disabled stands for the setting of hiding/displaying an
Friendly Logout ) ] ) )
extra confirmation window when users click the logout button.

The IP or IPs that is allowed for accessing the management
Remote Management IP |
interface.
Management
SNMP Enabled/disabled stands for the current status of the SNMP
management function.
) The maximum number of days for the system to retain the
Retainable Days ) ]
) users’ information.
History - — : - -
) ) The email address that the traffic history information will be
Traffic log Email To
sent to.
NTP Server The network time server that the system is set to align.
Time
Date Time The system time is shown as the local time.
Idle Timer The number of minutes allowed for the users to be inactive.
. . Enabled/disabled stands for the current setting to
Multiple Login ] ] ]
User allow/disallow multiple logins form the same account.
Enabled/disabled stands for the current status of allowing
Guest Account )
Guest Accounts to log in.
Preferred DNS Server |IP address of the preferred DNS Server.
DNS
Alternate DNS Server |IP address of the alternate DNS Server.
Server Status The current status of the PMS server.
PMS
IP:Port The IP and Port information of the PMS server.
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5.5.2 Interface Status

Chapter 5. Web Interface Configuration

Provides an overview of the interface for the administrator including WAN1, WAN2, LAN1 and LAN2.

WAN 1

LAN 1

LAN 1 DHCP Server

LAN 2

LAN 2 DHCP Server

Interface Status

MAC Address

IP Adidress

Subnet Mask

Mode

MAC Address

IP Adidress

Subnet Mask

Preferred DHNS Server

Ahlernate DNS Server

Status

WINS IP Address

Start IP Address

End IP Adldress

Lease Time

Muode

MAC Address

IP Address

Subnet Mask

Preferred DHNS Server

Alternate DNS Server

Status

WINS IP Address

Start IP Address

End IP Adidress

Lease Time

108

no:anae:04:10:07
10.2.3.103
2852852550
AT
no:a00e:04:10:05
192.168.1.254
2552552550
168.95.1.1
A
Enahled
A
192.168.1.1
192.168.1.100
1440 Minis)
MAT
o0:90:0B:04:10:04
192.168.2.254
2552552550
168.95.1.1
[iA
Enabled
A
192.168.2.1
192.168.2.100

1440 Mings)

Air Live IAS-2000 User’'s Manual V1.0.



The description of the table is as follows:

Chapter 5. Web Interface Configuration

[tem Description
MAC Address The MAC address of the WAN1 port.
WAN1 IP Address The IP address of the WANL port.
Subnet Mask The Subnet Mask of the WANL port.
MAC Address The MAC address of the WANZ2 port.
WAN2 IP Address The IP address of the WAN2 port.
Subnet Mask The Subnet Mask of the WAN2 port.
Mode The mode of the LAN1 port.
MAC Address The MAC address of the LAN1.
IP Address The IP address of the LAN1.
LAN1
Subnet Mask The Subnet Mask of the LAN1.
Preferred DNS Server |The primary DNS server of the LANL1.
Alternate DNS Server [The secondary DNS server of the LAN1.
Enable/disable stands for status of the DHCP server on
Status
the LAN1.
The WINS server IP on DHCP server. N/A means that it is
LAN1 WINS IP Address ]
not configured.
DHCP Server
Start IP Address The start IP address of the DHCP IP range.
End IP Address The end IP address of the DHCP IP range.
Lease Time Minutes of the lease time of the IP address.
Mode The mode of the LAN2.
MAC Address The MAC address of the LAN2.
IP Address The IP address of the LAN2.
LAN2
Subnet Mask The Subnet Mask of the LAN2.
Preferred DNS Server |The primary DNS server of the LAN2.
Alternate DNS Server |The secondary DNS server of the LAN2.
Enable/disable stands for status of the DHCP server on
Status
the LAN2.
The WINS server IP on DHCP server. N/A means that it is
LAN2 WINS IP Address .
not configured.
DHCP Server
Start IP Address The start IP address of the DHCP IP range.
End IP Address The end IP address of the DHCP IP range.
Lease Time Minutes of the lease time of the IP address.
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5.5.3 Current Users

In this function, each online user’s information including Username, IP Address, MAC Address, Packets In, Bytes
In, Packets Out, Bytes Out, Idle Time and Logout can be obtained. Administrator can use this function to force a
specific online user to log out. Just click the hyperlink of Logout next to the online user’s name to logout that

particular user. Click Refresh to renew the current users list.

Current Users List

Username Pkts In Bytes In
ftem ldle Logout

Ip MAC Pkts Out  Bytes Out

guestd 12 1008
1 454 Logout
1921681107 00DOCEED01:04 12 1008 " =odEd

guests 14 1260
7 454 Logout
1921681100 00DOCEEDDT 05 15 120 "=

guesth 28 2100
3 64 Logout
1921681131 00DOCHEDDT 08 25 21pn, - |=odEd

guesty kil 2100
4 f4 Logaut
1921681 165 00DOCEEDDT 07 25 2100 -

guests 20 1680
5 395 Logaut
1921681200 00DOCHEDDT08 20 1680 L

guests 17 1428
B 395 Logaut
19216819 00DOCHEDDT 09 17 1428 ey

guestin 15 1260
7 424 Logout
1921681147 00DOCEEDDT0A 15 BT R s
4 guest] 651 1298260 |
192168.2.6 000423620400 648 ap2n4 | —oaod
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5.5.4 Traffic History

This function is used to check the history of IAS-2000. The history of each day will be saved separately in the DRAM

for at least3 days.

Traffic History

Date ltems Diovwnload Delete
2005-08-25 24 Download Delete

Interface Preformance

Date Iterms Diowenload Delete
2005-08-26 [ g40 Dowenload | Delete
2005-08-25 G64 Download Delete

Internal Senice

Date ltems Diowenload Delete
2005-08-26 1400 Diovenload [ Delete
2005-08-25 840 Dowenload Delete

System Performance

Date lterns Download Delete
2005-08-26 | 140 Dovenload | Delete
2005-08-25 a4 Dowenlogd Delete

0On-demand User Log

Date lterms Ciowenload Delete
2005-08-23 1 Download Delete

PMS User Log
Date lterns Download Delete
2005-08-23 1 Download Delete
Roaming Out Traffic History
Date [terms Download Delete

Roaming In Traffic History

Date [terms Diovetiload Delete

Caution: Since the history is saved in the DRAM, if you need to restart the system and also keep the history, then

please manually copy and save the information before restarting.
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Click Download, you can save every history log in a text file.

File Download )

.l
Do you want to open or zave thiz file?

[reve

Mame: TrafficHistory_2005-05-23, kxt
Type: Text Document
10.2.3.207

Fram:

Open Save

“While files fram the Internet can be uzeful, some files can potentially
harrn wour computer. [F vou do fok trust the zource, do not open or
zave this file. What's the rizk?

v

If the History Email has been entered under the Notification Configuration page, then the system will

automatically send out the history information to that email address.

Traffic History

As shown in the following figure, each line is a traffic history record consisting of 9 fields, Date, Type, Name, IP,

MAC, Pkts In, Bytes In, Pkts Out, and Bytes Out, of user activities.

2005-03-22
2005-03-22
2005-03-22
2005-03-22
2005-03-22

Interface Performance

+0&00
+0800
+0&00
+0800
+0&00

Traffic History 20050322

Type Name I MAC Fhkis In Bytes In Pkts Out Bytes Out
LOGIN userl@local tw 192 168 1 143 00:D0:C9:42:37:20 0 ] i ]

LOGOUT userl@local.tw 192 .168.1.143 00:D0:C9:42:37:20 3 252 2 252
LOGIN userZ@local tw 192 168.1.143 00:D0:C9:42:37:20 0 ] i ]

LOGOUT user2@local.tw 192 .168.1.143 00:D0:C9:42:37:20 3 252 2 252
LOGIN userl®@local tw 192 168.1.1  00:D0:C9:60:01:01 @ ] i ]

As shown in the following figure, the history record consists of 5 fields, Interface, Speed-IN (bps), Speed-OUT
(bps), Packet-IN (pps) and Packet-OUT (pps) for WAN and LAN status.

Interface Performance (2005.09-20)
|Interface !Speed—IN (bps) |Speed-OUT (bpz) |Packet—IN (pps) |Packet—DUT (pps)
|-14:25-

[WANZ 0.00 10.00 0.00 0.00
WaNL 3375000 K |L.145830 K 467 |L.33
[LANZ 000K 0.00 K 0.00 0.00
ILANL 000K 0.00 K 0.00 0.00
|-14:20--

[WANZ  0.00 K 0.00 K 0.00 0.00
WANL 0770830 K |1.145830K .33 .33
LaN2  [0.00 K 0.00 K 0.00 0.00
LANL (000K 0.00 K 0.00 10.00
|--14:15-

WANZ 000K 0.00 K 0.00 10.00
WANL 0927080 K |L.145830 K 167 |L.33
e e [mmm e P [mnm [mnm
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As shown in the following figure, the history record consists of 6 fields, DHCP Server, Syslog Server, SNMP
Server, HTTP Server, Agent, SSH Server, EMS Server, RADIUS Server, Proxy Server and Redirector

Server for network service status.

System Performance

Internal Service Status 2005-09-

12
|Service iStatus
|--16:55--
|DHCP |Running
Syslog [Stop
ISNMP [Stop
|HTTP |Running
|ngnt |Running
|SSH |Running
[RADIUS |Stop
IPROXY Running
|Redirector |Running

As shown in the following figure, the history record consists of 5 fields, CPU Usage %, Memory Usage %, Total
Memory (KB), Memory Used (KB) and Memory Free (KB) of IAS-2000 status.

System Performance @o0508:23)

%PU Usage gemory Usage Total Memory (KE) Memory Used (KE) Evliqeél;ory Free
|--17:30--

100 86.16 1034084 891044 143040
[--17:25--

100 87.06 1034084 900372 133712
[--17:20--

100 86.18 1034084 891252 142832
|--17:10--

100 85.23 1034084 881380 |L52704
|--16:40--

100 84.18 1034084 870580 163504
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On-demand User Log

As shown in the following figure, each line is a on-demand user log record consisting of 13 fields, Date, System
Name, Type, Name, IP, MAC, Pkts In, Bytes In, Pkts Out, Bytes Out, Expiretime, Validation and Remark, of

user activities.

On-demand User Log 2005-03-22

Systemn Phkts Bytes Pkis Bytes

Date Narme Type Mame P hAC n e | og | ot Expiretime Validtime Remark
igzgguggn My ice (Create_OD_UserP4SP 0.0.0.0/00:00:00:00:00:000 |0 o 2ONS 0528 Mone, [RE= T
EEEEEDSER MY iee (Create_OD_User62H6 0.0.0.0/00:00:00:00:00:000 |0 T 20050325 lgone 2RI 0
EEEEEDSEH N ico Create_OD_User886D (0.0.0.000:00:00:00:00:000 O (R 20030 2F Mewe  |EDIS R

PMS User Log

As shown in the following figure, each line is a on-demand user log record consisting of 14 fields, Date, Posting
Number, Type, Name, Room ID, IP, MAC, Packets In, Packets Out, Bytes In, Bytes Out, Expiretime,
Validation and Remark, of user activities.

PMSUserLogName 2005-08-23

date postingMurr type name roomliD ip matc packetzsin packetsOutbytesin bytesOut expidime validtime  remark
2005-08-23 339

10:50:15 2724Create PHS User T744 12340.0.0.000:00:00:00:00:00 0 i 0 i a hy 3596400
+0800 )

Roaming Out Traffic History

As shown in the following figure, each line is a roaming out traffic history record consisting of 14 fields, Date,
Type, Name, NSID, NASIP, NASPort, UserMAC, SessionID, SessionTime, Bytes in, Bytes Out, Pkts In,
Pkts Out and Message, of user activities.

Roaming Out Traffic History 2005-03-22
Date Type Mame MASID NASIP MNASPort UsertAC sessionll sessionTime Bytes In Bytes Out Pkis In Pkis Out Message

Roaming In Traffic History

As shown in the following figure, each line is a roaming in traffic history record consisting of 15 fields, Date,
Type, Name, NSID, NASIP, NASPort, UserMAC, UserlP, SessionlID, SessionTime, Bytes in, Bytes Out,
Pkts In, Pkts Out and Message, of user activities.

Roaming In Traffic History 2005-03-22
Date Type Name NASID MASIP NASPort UsertdAC UserlP SessionlD SessionTime Bytes In Bytes Out Plis In Plkis Out Message
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5.5.5 Notification Configuration

IAS-2000 will save the traffic history into the internal DRAM. If the administrator wants the system to automatically

send out the history to a particular email address, please enter the related information in these fields.

Motificatioin Configuration

Send From |

Send To I

Interval |1 Haour vI

SMTP Server [

Authentication Method | [T Lyt bl I

Account Marme I

History Email

Fassword I

Dormain |

Syslog To P Part: |

. Send From: The e-mail address of the administrator in charge of the monitoring. This will show up as the
sender’s e-mail.

. Send To: The e-mail address of the person whom the history email is for. This will be the receiver’s e-mail.

. Interval: The time interval to send the e-mail report.

. SMTP Server: The IP address of the SMTP server.

. Authentication Method: The system provides four authentication methods, Plain, Login, CRAM-MD5 and
NTLMv1, or “None” to use none of the above. Depending on which authentication method you select, you
have to enter the Account Name, Password and Domain.

NTLMv1 is not currently available for general use.

Plain and CRAM-MDS5 are standardized authentication mechanisms while Login and NTLMv1 are Microsoft
proprietary mechanisms. Only Plain and Login can use the UNIX login password. Netscape uses Plain.
Outlook and Outlook express uses Login as default, although they can be set to use NTLMv1.

Pegasus uses CRAM-MD5 or Login but you are not able to configure which method to use.

. Syslog To: It specifies the IP and Port of the Syslog server.
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This function provides real time on-line report of the IAS-2000 system including System Status, Service Status,

Network Interface Status and Network Session Status.

e System Status

Cnline Report

System Status

Senvice Status

Hetwaork iterface Status

Hetwiork Session Status

As shown in the following figure, the online report consists of 5 fields, CPU Usage, Memory Usage, Total

Memory, Memory Used and Memory Free of IAS-2000 status.

System Performance

CFU Memory Lotal Memory Memory
Usage % |Usage % (Keglorj,r Uszed (KE)  |Free (KE)
48 67.88 1034084 701980 (332104

e Service Status

As shown in the following figure, the online report consists of 6 fields, DHCP Server, Syslog Server, SNMP

Server, HTTP Server, Agent, SSH Server, RADIUS Server, Proxy Server and Redirector Server for network

service status.

Internal Service Status

|Sewice |Statu3
|DHCP iRunning
|Syslog |STOD
|SNBP Stop
IHTTP iRunning
!Agent iRunning
|SSH iRunning
IRADIUS Stop
IPROXY Running
|Redirector iRunning
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* Network Interface Status
As shown in the following figure, the online report consists of 5 fields, Interface, Speed-IN (bps), Speed-OUT
(bps), Packet-IN (pps) and Packet-OUT (pps) for WAN and LAN status.

Interface Performance
Histfaca Speed-IN  Speed-OUT  Packet-IN  Packet-OUT Sigis
(bps) (bps) (pps) (pps)
WANL %{'492344 3470703 K 2775 125 Up
[WAN2 |0.00 0.00 10.00 0.00 DOWN
ILANL [0.00 0.00 10.00 0.00 UP
ILANZ [0.00 0.00 0,00 0.00 UP

* Network Session Status
As shown in the following figure, the online report consists of 3 fields, IP, TCP session count and UDP session

count. This report tells how many connections each IP address uses now.

‘ Session Information
|IP |TCP session count |UDP session count
|lll].2.3.? |ll] |l
|lll].2.3.84 |2 |ID
|lll].2.3.2ll]? |2 |2
|lll].2.3.2ll]3 |Il] |l
|lll].2.3.123 |Il] |2
10231 [0 2
|lll].2.3.169 |Il] |l
|lll].2.3.45 |2 |ID
|lll].2.3.135 |Il] |2
|lD.2.3.lll |D |2
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5.6 Help

On the screen, the Help button is on the upper right corner.

Click Help to the Online Help window and then click the hyperlink of the items to get the information.

Online Help

Overview
Systern Configuration
Systern Information
WANT Confiquration
WAMNZ Confiquration
LAN Configuration
Metwork Configuration
Metwork Address Translation
Privilene List
Walled Garden List
Prosy Server Properties
Dynamic DMS
1P Wohility
User Authentication
Authentication Configuration
Authentication Server Configuration
Local User Setting
POP3 Configuration
RADIUS Configuration
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Appendix A External Network Access

If all the steps are set properly, IAS-2000 can be further connected to the managed network to experience the

controlled network access environment. Firstly, connect an end-user device to the network at IAS-2000’s

LAN1/LAN2 and set to obtain an IP address automatically. After the network address is obtained at the user end,

open an Internet browser and link to any website. Then, the default logon webpage will appear in the Internet

browser.

1.

First, connect a user-end device to LAN3/LAN4 port of
IAS-2000, and set the dynamical access network. After
the user end obtains the network address, please open an
Internet browser and the default login webpage wiill
appear on the Internet browser.

Key in the username and password created in the local
user account or the on-demand user account in the
interface and then click Submit button. Here, we key in
the local user account (e.g. test@Local for the username

and test for the password) to connect the network.

Login page appearing means IAS-2000 has been installed
and configured successfully. Now, you can browse the

network or surf the Internet!

But if you see the following screen with a sentence, “Sorry,
this feature is available for on-demand user only”, it
means that you have clicked the wrong button, the
“Remaining” button. This button is only for on-demand
users and if you are not an on-demand user, please just
click the Submit button.

119

User Login Page

Welcome To User Login Page!
Please Enter Your User Name and Password To Sign In .

®
@) User Name:
Password:

Hello, test@lcal

Flease close this window or click this buttan to

Thank youu.

Logintime: 2005-8-24 14:20:24

Sorry, this feature

is available for
on-demand user only.

)
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4. If you are an on-demand user, you can enter the
Redeem Page

username and password in the “User Login Page” and
. L. L Welcome To Redeem Page!
then click the Remaining button to know the remaining

Please Enter Your User Name and Password To Sign In .
time or data quota of the account.

a User Nane: [ ........................................................ ]

Pagywurd: | 000 |

.
5. When an on-demand user logs in successfully, the '
following Login Successfully screen will appear and it is _
a little different from the normal user’s login successfully
Hello, 3ACT G ovislink
screen. There is an extra line showing “Remaining o '
usage” and a “Redeem” button.
* Remaining usage: Show the rest of use time that the
on-demand user can surf Internet. Fiease close this window or click this button to
« Redeem: When the remaining time or data size is

insufficient, the user has to pay for adding credit at the
Thank you!!

counter, and then, the user will get a new username i
Remaining Usage:

and password. After clicking the Redeem button, you :g—. b 5’3‘5——'5 Wi i‘.jg‘—! Sar
will see the following screen. Please enter the new Login time: 2005824 14:18:7
username and password you got and click Redeem

Redeem |

button to merge the two accounts and add up the

available use time and data size by the system, and

then, you will see the total available use time and data

Welcome To Redeem Pagel

Please Enter Your User Name and Password To Sign In .

a uw Name: [_ ........................................................ ]

Caution: The maximum session time/data transfer is 24305 days/2003 Mbyte. If the redeem amount exceeds this

number, the system will automatically reject the redeem process.
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Appendix B Console Interface Configuration

Via this port to enter the console interface for the administrator to handle the problems and situations occurred
during operation.

1. To connect the console port of IAS-2000, you need a 2l x]

console, modem cable and a terminal simulation Part Settings |

program, such as the Hyper Terminal.

2. If you use Hyper Terminal, please set the parameters
as 9600,8,n,1.

Bitz per secaond: I 3E00 _'_‘

Diata bits: | ] ;I

Barity: lNone Li
Ston bis :
Flows contral: INDne ;I

Rezstore Defaults |

] I Cancel | Apply |

Caution: the main console is a menu-driven text interface with dialog boxes. Please use arrow keys on the

keyboard to browse the menu and press the Enter key to make selection or confirm what you enter.

3. Once the console port of IAS-2000 is connected properly, the console main screen will appear automatically. If
the screen does not appear in the terminal simulation program automatically, please try to press the arrow keys,
so that the terminal simulation program will send some messages, and the welcome screen or the main menu
will appear. If you are still unable to see the welcome screen or the main menu of the console, please check the

connection of the cables and the settings of the terminal simulation program.

CrrisLink  IAS-Z2000 Basic Configuration
Pleasze select functions:

Clubuhapiebbat-Aob Nu bl = ok Configuration
Wtility Debugging Utilities
lBassword Change adimin password
Bleset Festore factory default
Bestart Restart CwisLink IAZ-Z2000
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Utilities for network debugging

The console interface provides several utilities to assist the Administrator to check the system conditions

and debugging. The utilities are described as following:

YV V V VY

CryislLink IAS-2000 Configuration Ucility
Please select utilitcy:

Ping host |(IR)

Trace routing path

Display interface settings
Display routing table
Display ARF table

Display iptables

Dizplay CPU and RAM by topo
Dizplay network traffic
Dizplay system up time

Check service status
Synochronize clock with NTP server
Print the kernel ring buffer
Hain menu

Ping host (IP): By sending ICMP echo request to a specified host and wait for the response to test
the network status.

Trace routing path: Trace and inquire the routing path to a specific target.

Display interface settings: It displays the information of each network interface setting including the
MAC address, IP address, and netmask.

Display the routing table: The internal routing table of the system is displayed, which may help to
confirm the Static Route settings.

Display ARP table: The internal ARP table of the system is displayed.

Display system live time: The system live time (time for system being turn on) is displayed.

Check service status: Check and display the status of the system.

Set device into “safe mode”: If administrator is unable to use Web Management Interface via the
browser for the system failed inexplicitly. Administrator can choose this utility and set IAS-2000 into
safe mode, then administrator can management this device with browser again.

Synchronize clock with NTP server: Immediately synchronize the clock through the NTP protocol
and the specified network time server. Since this interface does not support manual setup for its

internal clock, therefore we must reset the internal clock through the NTP.

Change admin password

Besides supporting the use of console management interface through the connection of null modem, the

system also supports the SSH online connection for the setup. When using a null modem to connect to

the system console, we do not need to enter that administrator’s password to access the console

management interface. But connecting the system by SSH, we have to enter the username and

password.
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The username is “admin” and the default password is also “admin”, which is the same as for the web

management interface. You can use this option to change the administrator’s password. Even if you
forgot the password and are unable to log in the management interface from the web or the remote end of
the SSH, you can still use the null modem to connect the console management interface and set the

administrator’s password again.

Caution: Although it does not require a username and password for the connection via the serial port, the same
management interface can be accessed via SSH. Therefore, we recommend you to immediately change the

IAS-2000 Admin username and password after logging into the system for the first time.

. Reload factory default

Choose this option to reset the system configuration to the factory default settings.
. Restart IAS-2000

Choose this option to restart IAS-2000.
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1. Hardware Specification

* Dimensions: 42.5cm(W) x 4.4cm(H) x 24cm(D)

*  Weight: 4.2kg

* Power: 110-240 VAC 50/60Hz

* Operating Temperature: 5-45°C

* 19" 1U Rack Mount Design

* 4 Fast Ethernet RJ 45 Connectors

* 2 RS-232 Serial Ports

*  Supports 10/200Mbps Full / Half Duplex Transfer Speed

2. Technical Specification

» Standards
This system supports IEEE 802.1x, 802.11b and 802.11g
* Networking
WAN interface supports Static IP, DHCP client, and PPPoE client
Interface supports static IP
Supports NAT mode and router mode
Built-in DHCP server
Built-in NTP client
Supports Redirect of network data
Supports IPSec (ESP), PPTP and H.323 pass through (under NAT)
Customizable static routing table
Supports Virtual Server
Supports DMZ Server
Supports machine operation status monitoring and reporting system
Supports roaming across networks
* Firewall
Provides Several DoS protection mechanisms

Customizable packet filtering rules
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Customizable walled garden (free surfing area)

User Management

Supports at least 500 on-line users concurrently

Supports Local, POP3 (+SSL), RADIUS, and LDAP LAN1/LAN2 mechanisms
Supports LAN1& LAN2 mechanisms simultaneously

Can choose MAC address locking for built-in user database

Can set the time for the user to log in to the system

Can set the user’s idle time

Can specify the MAC addresses to enter the managed network without authentication
Can specify the IP addresses to enter the managed network without authentication
Supports the setting to pass or block all the connections when the WAN interface failed
Supports web-based login

Supports several friendly logout methods

Supports RADIUS accounting protocol to generate the billing record on RADIUS server
Administration

Provides online status monitoring and history traffic

Supports SSL encrypted web administration interface and user login interface
Customizable user login & logout web interface

Customizable redirect after users are successfully authenticated during login & logout
Supports Console management interface

Supports SSH remote administration interface

Supports web-based administration interface

Supports SNMP v2

Supports user’s bandwidth restriction

Supports remote firmware upgrade

Accounting

Supports built-in user database and RADIUS accounting
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