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Regulatory Information

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user
is encouraged to try to correct the interference by one of the following measures:
- Reorient or relocate the receiving antenna.
- Increase the separation between the equipment and receiver.
- Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.
- Consult the dealer or an experienced radio/TV technician for help.
FCC Caution: To assure continued compliance, (example - use only shielded interface
cables when connecting to computer or peripheral devices) any changes or modifications
not expressly approved by the party responsible for compliance could void the user’s
authority to operate this equipment. This device complies with Part 15 of the FCC Rules.
Operation is subject to the following two conditions: (1) This device may not cause harmful
interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation.

IMPORTANT NOTE
FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna
or transmitter.

Copyright Statement

No part of this publication may be reproduced, stored in a retrieval system, or transmitted in
any form or by any means, whether electronic, mechanical, photocopying, recording or
otherwise without the written consent of OvisLink Corp.

Windows ™ 95/98 and Windows ™ 2000 are trademarks of Microsoft® Corp.

Pentium is trademark of Intel.

All copyright reserved.



Table of Contents

(@ aF=T o1 (=3 0 IR [ 11 0o [ 11 1] o USRS 4
1.1 OVEIVIEW ..ttt sttt sttt ettt et bbbt s et e b et e st e s be s bt ebe e st e st ent e benbesbeebesreenes 4

1.2 FIrMWATE FRALUIES .....ooiiieieiieieeteetteie ettt ettt et sttt te s e st etesaeesseenseeneesseensesneens 5

1.3 Installing WH-5420CPE ........c.coi ettt 8
I I = (o 1= o [T 0o (= o | RS 8
1.3.3 Mounting CoNfIQUIAtION .........cceririririnieeeeeerese et 11

1.3.4 ANtenna POIArIZAtION .......cc.eeieeieieeceseee et 12

1.3.5 CoNfIQUrAtioN SEEPS ....vecvveieieieciesieeie ettt e st e e saeesaesneens 13

1.3.6 Set up a wireless client as a DHCP client ........cccoccevieiieceseeceeeceeeee e 14

1.3.7 CoNfIQuration SELUPS ......cceeviieierieeie ettt e st e s be s e sneens 16

O o1 = 11 To] 1Y, oo = TSSO 17
2.0 Change Operation MOUE ..........c.coeeiiiieeieiece sttt s ae e aeenas 18

2.1 About the Operation MOUES ..........ccuieieiiececeseeeee e 18

2.1 About the Operation MOES ..ot 19
2.1.1 AcCesS POINt MOTE.........c.ccoviiiiiiiiiiiii s 19

P2 I O 1= o1 1 o o [ RSP 20

2. 1.3 Bridge MOUE ..ottt sttt 21

2. 1.4 WDS REPEALET ..ottt ns 22

2.1.5 UNIVErsal REPEALEN .......oouieiieiiieieresteree ettt 23

2.1.6 WISP (Client ROULEI) MOUE ......ocuiiiiriirieeieeieteeeesese e 24

2.1.7 WISP + Universal Repeater MOdE..........ccceeeeieiienienineneneeeeeeeeese e 25

2.1.8 Gateway (AP + ROULEI) ..o, 26

3. WITBIESS SELUNGS ...veveeiieitetetert ettt st b e bbbt ettt a et s be b naeeae e 27
3.1 Access POINt MOAE SELHNGS .....coveeiieieiieieeeseere ettt 27

3.2 ClieNt MOUE SEHINGS ....ocuveieeeiecieceete ettt et s re b e e aaesteeaeenae e 29

3.3 Bridge MOdE SELINGS......cciiiieeiecteeteeeeeeete ettt s sreeae e 31

3.4 WDS Repeater MOde SEttNGS ......cccvvvirieriieieeierieee et sae et 33

3.5 Universal Repeater Mode SettingS ..........ccveiiiieiiiciecieceee e 37

3.6 WISP MOUE SEHINGS ..ottt ettt et st be b e e aaestaene e e 39

3.7 WISP + Universal MOde SetliNgS......cccovveriieiiinierieieseesieeie et 43

3.8 Gateway Mode (AP + ROULEI) SEINGS ....ccvecerierieieseesieeie et 48

3.9 WIIEIESS SECUIMLY ...ttt ettt ettt e et e et e s e e seebeeaaesaaeseenee e 53
3.10 Advanced WIreleSs SetliNgS ......cccovvvuerierieierierieesee sttt 58
3,10 ACCESS CONIIOI ..ttt bbbttt bbb ens 61
3.12 QOS TraffiC CONIIOL.....cceeiieeeeeeee et re e et 62
Y Y (=] 0 Y F= T = T (< 0 0= o | O RPRRR 72
o R N N [ 0] (=] 1 = Tot Y= (1 o TSR 72

4.2 UPQGrade FIMMWATE........ccuieiieeiiicieecee ettt ettt et e ste et e sbe s taesteesbaeeaseesseesaseessseenseessnas 74

4.3 Save | Reload SEttNGS ......ccoceerieiirieieee ettt nae e e 75



4.4 Change PasSSWOI .........coeeiiiieriieierieieee ettt sttt te st et ssaesaeesbeeneesaeenseenee e 77

4.5 ENADIE SYSIEM LOQ ...ocveiiieiecieeeesee ettt sttt et et 78
4.6 NTP SEHINGS ..ottt ettt st b e sttt e bbb sae s 79
5. SYSTEIM STALUS ..ottt ettt st ae e et esbe e sabeesaeesabeesaeesaneens 80
5.1 SYSIEM DALA.....coiiiiiiiiieiieeee et st e st e st e e s be e e s be e e st e e e nabeesaaeesaaee 80
5.2 SEALISTICS ..ouviiistieiieiieeete ettt sttt ettt b e bbbt n et et e bbb e eas 80
LR T Vox 1)V I O 1= o | £ RSP 81
B SYSIEIM RECOVEIY ...ttt ettt et he e st at e st e e s bt e e abeesbbesabeesaeeeabeesseesaneens 83
S o L= o= (o o 1RSSR 84
Appendix Command Line ManagemMENT .........ccevereririiieieiereseseere ettt 86



Chapterl. Introduction

1.1 Overview

The WH-5420CPE is a outdoor wireless CPE based on IEEE 802.11g 2.4-GHz radio
technologies. It contains an 802.11g wireless interface and one half/full-duplex 10/100 LAN
interface. Moreover, WH-5420CPE features a total of 8 wireless modes: Access Point,
Universal Repeater, WDS Repeater, WDS Bridge, Wireless Client, WISP (Client Router),
WISP + Universal Repeater and Gateway.

The web-based management utility is provided for easy configuration that your wireless
network connection is ensured to be always solid and hassle free.

Wireless Client Isolation

The WH-5420CPE features the new Wireless Client Isolation function previous available
only in more expensive APs. When you enable this function, the wireless clients will not be
able to see each other. Therefore, it is an important function for office and Hotspot operator
to protect the security between different wireless users.

ACK Timeout and TX Power Regulation

The WH-5420CPE features ACK timeout function to let you adjust the timeout value for
long distance operation. In addition, 6-level TX power adjustment let you match different
antennas for law compliance. The ability to set lower TX output power is also crucial if you
want to match the AP with external power amplifier.

Extended Security Features

AirLive WH-5420CPE provides 64/128bit WEP encryption, WPA and IEEEB02.1x which
ensures a high level of security to protect users’ data and privacy. The MAC Address filter
prevents the unauthorized MAC Addresses from accessing your Wireless LAN. Your
network security is therefore double assured.

Whether it's for office or home environment, the AirLive 802.11g family brings you the
maximum performance and security for today's high speed wireless network.



1.2 Firmware Features

AirLive Wireless AP Firmware Features
The Most Powerful AP Firmware Ever!

\WH-5420CPE|

As the leading global WISP solution provider, AirLive understands the application

environments of WISP operators.

As a result, we are constantly upgrading our AP’s

firmware to meet the changing demand of WISP operators. The firmware adds high end
features not commonly found in the AP of this class. The AirLive multi-function CPEs not
only work for long distance application, they work much better than the competitions.

8 Wireless Operation Modes

The AirLive WH-5420CPE can

WLAN Access Point operate in 8 different wireless

% Mode | Status ! TCP/
\

Upgrade Firmware = Say

Wireless Mode

oot n e modes. It can work as a

nad Settine

Wireless Router, AP, Client,

Oap

O Client

O Bridge

O WDS Repeater

O Universal Repeater

OWISP

®GW

let the AP expand its RF output

power up to 26dBm using South

American firmware. That's 4

times the output power of regular

AP! It means much greater
distance and coverage.

O WISP + Universal Repeater  Setup

Repeater, Bridge, and much

Access P, more. Whether it is for home,

;Ii-:nblnfrastructure/Cliem Ad-Hoc. Ofﬂce, or WISP, the AII’LIVG AP
ridge.

WDS Repeater has a solution for you.

Universal Repeater.

WISP.

WISP + Universal Repeater. Up tO 400mW Of Outp Ut

AP + GATEWAY. Power*

AirLive’s high quality hardware

Tx Power Level: | Default (About 1746) >

iLevel 1 (About ZEdE]
" Enable WatchDog [725% (About 2306)

Watch Interval: Level 3 (About 20dB) G
Default (About 17dE)
Watch Host: Level 5 (About 15dB)
Level B (About 13dE) _ _
Ack timeout: T -85 TTAMTD adjustment, Unit: 4psec)
et Default |

| Apply Changes I Reset |

* For South America only. Not available for other regions.




Traffic Control QoS Function

Traffic Control is a great tool to control
the bandwidth of the WISP subscribers.
Therefore, the WISP operators can

node d O O

Access Point with Traffic Control

S

offer different class of connection A//“v L %
speeds for different subscription fees - subscriber B Y per— ¥ Subscriber B

just like the ADSL service! The | ‘ EEEEEE ‘l
AirLive advance Traffic Control S

firmware can control the bandwidth by yac address EEAREE A prr—
Interface or |P/MAC 00:04:6F:11:11:11 00:04:6A:88:88:88
Dynamic Signal Survey Function for Antenna Alignment

Having trouble align your antenna Signal Survey

correctly to the other outdoor AP?

The AirLive Wireless Signal Survey S W@HMI—E
function tells you the receiving signal

strength dynamically as your antenna turns. It B Nent Wode Tratfe Controt

automatically refreshes itself in the process, Outdoor AP

therefore, making antenna alignment much

simpler than before. {I '\‘ s

4
ENNEER

1

EREEER AP with Traffic Control
Wireless Site Survey Connection Wizard
During a new WISP service Wireless Site Survey
installation, the installer will need
: : ©ssID BSSID  Channel Type Enciypt Signal Select
to find out which outdoor AP \ =
_ _ _ testd ll:ll:l:l)l: 1) AP ’PSK \ 100 ‘ o)
provide the best signalinthe g o s 2 [m [B [0 area
for connection. The AirLive v 0050 e | 2 [ [ @ [0
irel . f . AirForce-2 |Da:d e | a2 | o | 2 | O
wireless site survey unction Fie 004 EEs @ [w [ 2 [0
provides one step setup for Airforce-1 064 2@6 | A [ m | B2 | O this
Fi he si [Freedom o005 6@ | ap [wer | &7 | O
process. First, the site T i e survey
page shows which AP has CLWLAN o012 @) | AP [wea | B2 | O the
StrongeSt the Signal- Then [ Refresh ] [ Connect ] [ Signal Survey ] the

installer performs antenna

alignment by using the signal survey function. At last, the installer simply clicks on
“connect” button to establish connection. The site survey is available even in AP mode, so
the installer can check the channels used by surrounding APs to avoid interferences.



Telnet Function

Some WISP operators prefer to use
CLI command line for configurations. "
The firmware provides full command L-54700P> 1p help

ualid subcommands are:

Telnet 192.168.0.123 -9l

Ilne feature Vla Telnet- address subnetmask gateway dhcp dns ping status urlfilter ipfilter macf i

1lter nat

WL-5478AP>

SSH login

WH-5420CPE provides SSH secure connection for remote management. The program
SSH (Secure Shell) is a secure replacement for telnet. It provides an encrypted channel for
logging into WL-5420POE over a network, executing commands on WH-5420CPE from
your workstation. SSH provides strong host-to-host and user authentication as well as
secure encrypted communications over an insecure Internet.

Wireless Client Isolation - SETTEERE
AirLive firmware’s Client Isolation ' WH-5420CPE
function protects the security and
privacy of each individual subscriber.
Therefore, subscriber does not need to
worry about hacker attacks in the same

wireless network. EEEEEE
W [ Ll ogsyopl

F N
v

Emergency Recovery

How many times your machine crashed and lost

access completely?

The AirLive’s Emergency web server function Flash Memory —|
means you can recover your AP even during if the

machine failed during a firmware upgrade. This Bootloader Area }Svfggfggpv?r
greatly reduces the service loading for WISP

operators.

Firmware Area




1.3 Installing WH-5420CPE

This section describes the installation procedure for the WH-5420CPE. It starts with a
summary of the content of the package you have purchased, followed by steps of how to
power up and connect the WH-5420CPE. Finally, this section explains how to configure a
Windows PC to communicate with the WH-5420CPE.

1.3.1 Package Content

The WH-5420CPE package contains the following items:

One WH-5420CPE main unit

One 48V 0.4A DC power adapter with a splitter
Wall Mounting kit

One CD of the WH-5420CPE

Quick Start Guide

AN N NN

WH-5420CPE Mounting Kits PoE Kits

Regarding to the specification of each application, the POE Ethernet cable is not included in
the package.
You may choose outdoor specification Ethernet cable according to the length you need.



1.3.2 Hardware Presentation

Please take the device unit from the color box, a scroll driver, an Ethernet cable with
adequate length according to your application.

Step 1: A scroll driver and Ethernet Cable,  Step 2: Open the housing of WH-5420CPE
four screws and WH-5420CPE main unit

Step 3: Turn the WH-5420CPE to another  Step 4: Plug one side of RJ-45 cable into
side, the RJ-45 jack is at the middle of the Ethernet port.
LEFT side of main board.



Step 5: Put the Ethernet cable along the Step 6: Make sure that the other side of
module, till the exit (at the bottom of Ethernet cable is out of housing. Close the
Housing). housing.

Step 7: Scroll up 4 screws well. Be careful, Step 8: Plug the Ethernet to the PoE “P +
this is very important; it could protect your ~ DATA OUT” jack of injector.
device against the water.
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Step 9: Plug the power cord of adaptor into  Step 10: Plug the Data Ethernet cable to
the injector “POWER IN” port. the port “DATA IN” of injector.

1.3.3 Mounting Configuration

@ Antenna body - 1pc

(Z)M6 washer(p16mm) - 4 pcs
3M6 S/W - 6 pcs

(®M6-16 screw - 4 pcs

(5 M-Shaped mounting - 1 pc
® Lock frame -1 pc

@ M6 washer()12mm) - 2 pcs
(8 M6-60 screw - 2 pcs
©5"/32-16 screw - 4 pcs
Y @ Plastic anchor - 4 pcs

Pole mount o

11



Wall mount

o

12

(0 Antenna body - 1pc

(2 M6 washer(16mm) - 4 pcs
@ M6 S/W - 6 pcs

(@ M6-16 screw - 4 pcs

(& M-Shaped mounting - 1 pc
® Lock frame - 1 pc

@ M6 washer()12mm) - 2 pcs
M6-60 screw - 2 pcs
(©5"/32-16 screw - 4 pcs
Plastic anchor - 4 pcs




Pease install the CPE in the UP RIGHT position only.
Do not put the CPE into water.

Pease do not tilt the CPE more than 15 degree angle from vertical

1.3.5 Configuration steps

This section describes configuration required for the WH-5420CPE before it can work
properly in your network.

First, it is assumed that in your LAN environment, a separate DHCP server will be available
for assigning dynamic (and often private) IP addresses to requesting DHCP clients.
Additionally, since you need to perform various configuration changes to the WH-5420CPE,
including the SSID, Channel number, the WEP key, ..., etc., it is necessary to associate a
fixed IP address with the WH-5420CPE, which is why the WH-5420CPE will be shipped
with a factory default private IP address of 192.168.100.252 (and a network mask of
255.255.255.0).

Therefore, during the system installation time, you need to build an isolated environment
with the WH-5420CPE and a PC, and then perform the following steps:

Step 1. Manually change the IP address of the PC to become 192.168.100.199.

Step 2. Connect the PC to the WH-5420CPE via PoE and change its configuration to a
static IP address based on your network environment. For example, if there is a DHCP
server that assigns IP addresses from the range 192.168.23.10 - 192.168.23.254 to DHCP
client devices, it can reserve 192.168.23.10 for the WH-5420CPE and then the address
pool with the DHCP server becomes 192.168.23.11 — 192.168.23.254.

If there is no DHCP server on your network environment, you just have to make sure that
there is no machine in the environment has the same IP address as another machine.
Please note that after you change the IP address of the CPE, the PC client may not be able
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to reach the CPE. This is because they may no longer belong to the same IP network
address space.

Step 3. Change the setting of the PC back to “obtain IP addresses dynamically”. Now you
can put the WH-5420CPE and the PC to your network where the DHCP server is
connected. From then on, any wireless client configured to “obtain IP addresses
dynamically” will work with the CPE, with each other, and with devices on the wired LAN
network.

1.3.6 Set up a wireless client as a DHCP client

The following will give detailed steps of how to configure a PC or a wireless client to “obtain
IP addresses automatically”.

In the case of using a LAN attached PC, the PC must have an Ethernet interface installed
properly, be connected to the WH-5420CPE either directly or through an external LAN
switch, and have TCP/IP installed and configured to obtain an IP address automatically
from a DHCP server in the network.

In the case of using a wireless client, the client must also have an 802.11a wireless
interface installed properly, be physically within the radio range of the WH-5420CPE, and
have TCP/IP installed and configured to obtain an IP address automatically from a DHCP
server in the network.

Then perform the following steps for either of the cases above. To configure types of
workstations other than Windows 95/98/NT/2000/XP, please consult the manufacturer’s
documentation.

Step 1. From the Win95/98/2000/XP Start Button, select Settings, then Control Panel. The
Win95/98/2000/XP Control Panel displays.

Step 2. Double-click on the Network icon.

Step 3. Check your list of Network Components in the Network window Configuration tab. If
TCP/IP has already been installed, go to Step 8. Otherwise, select Add to install it now.
Step 4. In the new Network Component Type window, select Protocol. In the new Select
Network Protocol window, select Microsoft in the Manufacturers area.

Step 5. In the Network Protocols area of the same window, select TCP/IP, then click OK.
You may need your Win95/98 CD to complete the installation. After TCP/IP installation is
complete, go back to the Network window described in Step 4.

Step 6. Select TCP/IP in the list of Network Components.

Step 7. Click Properties, and check the settings in each of the TCP/IP Properties window:
Bindings Tab: both Client for Microsoft Networks and File and printer sharing for
Microsoft Networks should be selected. Gateway Tab: All fields should be blank. DNS
Configuration Tab: Disable DNS should be selected. IP Address Tab: Obtain IP
address automatically should be selected.

Step 8. With the WH-5420CPE powered on, reboot the PC/wireless client. After the
PC/wireless client is re-booted, you should be ready to configure the WH-5420CPE. See
Chapter 2.

14



The procedure required to set a static IP address is not too much different from the
procedure required to set to “obtain IP addresses dynamically” - except that at the end of
step 7, instead of selecting “obtain IP addresses dynamically, you should specify the IP
address explicitly.
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1.3.7 Configuration Setups

The factory default settings of WH-5420CPE are as following:

Settings Default Value
Device Name WH-5420CPE
Radio 802.11b/g

SSID airlive

Channel 11

WEP Disabled

IP Address 192.168.100.252

DHCP Server

» In AP, Client, Bridge, WDS Repeater and Universal
Repeater mode, the default DHCP Server is disabled, please
set your PC's IP to the same subnet as the AP to access the
AP.

» In WISP, WISP + Universal Repeater and Gateway mode, the
default DHCP server is enabled. Please restart your PC to
renew the IP address.

DHCP IP Range

192.168.100.100 ~ 192.168.100.200

Table 3: Default Setting
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2. Operation Mode

The WH-5420CPE device provides all 8 modes of wireless operational applications with:

Mode Radio LAN 1 LAN 2
AP AP LAN LAN
Client Client LAN LAN
Bridge WDS LAN LAN
WDS Repeater WDS + AP LAN LAN
Universal Repeater AP + Client LAN LAN
WISP Client Router LAN LAN
WISP + Universal LAN
Repeater Client Router + AP LAN

Gateway AP+ Router WAN LAN

WULAN Access Point

Mode ! Status ! TCP/IP ' Reboot | Other

Wireless Mode

* AP Setup Access Point.

" Client Setup Client-Infrastructure # Client Ad-Haoc.
" Bridge Setup Bridge.

" WDS Repeater Satup WDS Repeater.

" Universal Repeater Setup Universal Repeater.

T WISP Setup WISP,

" WISP + Universal Repeater Setup WISP + Universal Repeater.

HEAHEEH:

" Gateway Satup AP + Rauter,
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2.0 Change Operation Mode

WH-5420CPE is default in AP mode. If the mode had been changed, click the “Mode”
button to change back.

To change operation Mode:

1. Click on “Mode*

2. Select Operation Mode in the main page
3. Reboot device

4. Click Setup for detail configuration

WULAN Access Point

|Mode Status ' TCP/IP | Reboot | Other

Wireless Mode

= AP Access Paint.

= Client Client-Infrastructure / Client Ad-Hoc,

" Bridge Setup |

C WDS Repeater Setup | EeneN

" Universal Repeater Setup | After reboot, click
[17 7 H

O wisp =T | Setgp fo_r detail
configuration

" WISP + Universal Rdpeater Setup |

" Gateway “ Satup | AP+ Router.

}
I

Select Operation
Mode and reboot
the system
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2.1 About the Operation Modes

This device provides four operational applications with Access Point, Bridge, Client
(Ad-hoc) and Client (Infrastructure) modes, which are mutually exclusive.

This device is shipped with configuration that is functional right out of the box. If you want to
change the settings in order to perform more advanced configuration or even change the
mode of operation, you can use the web-based utility provided by the manufacturer as
described in the following sections.

2.1.1 Access Point Mode

When acting as an access point, this device connects all the stations (PC/notebook with
wireless network adapter) to a wired network. All stations can have the Internet access if
only the Access Point has the Internet connection.

See the sample application below.

WLAN PCI Wireless AP WLAN USB

To set the operation mode to Access Point, please go to “Mode” field and select the “AP”
mode.
ir Live

WULAN Access Point

! _ @‘ Mode | Status | TCP/IP | Reboot | Other
OvisLink N

m.avhllnk.eom.tv\' y

Wireless Mode

< AP Setup Access Point.

C Client Setup Client-Infrastructure / Client Ad-Hoc.
C Bridge Setup Bridge.

C WDS Repeater Setup WDS Repeater.

€ Universal Repeater Setup Universal Repeater.

C WISP Setup WISP.

C WISP + Universal Repeater Setup WISP + Universal Repeater.

T GW Setup AP + GATEWAY.

FlElelee e




2.1.2 Client Mode

If set to Client (Infrastructure) mode, this device can work like a wireless station when it’s
connected to a computer so that the computer can send packets from wired end to wireless
interface.

Refer to the illustration below. This station (AP1 plus the connected computer 1) can
associate to another Access Point (AP2), and then can have the Internet access if the other
Access Point (AP2) has the Internet connection.

B|' )))((( ié

WISP U PC
Outdoor AP Jkgs Client Mode

To set the operation mode to Client (Infrastructure), please goto “Mode” field and select
the “Client” mode.

=)
Air Live'

WULAN Access Point

i AE‘ Mode ' Status ! TCP/IP ' Reboot | Other
OﬂsLink" e .

www.ovislink com, twk

Wireless Mode

AP Setup | Access Paint,

& Client Setup | Clignt-Infrastructure f Client Ad-Hoc.
" Bridge Setup | Bridge.

C WDS Repeater Setup | WS Repeater,

" Universal Repeater Setup | Universal Repeatar.

CWISP Setup | WISP,

" WISP + Universal Repeater = Setup | WISP + Universal Repeater.

C GW Setup | AP + GATEWAY

N
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2.1.3 Bridge Mode

The WDS (Wireless Distributed System) function let this access point acts as a wireless
LAN access point and repeater at the same time. Users can use this feature to build up a
large wireless network in a large space like airports, hotels and schools ...etc. This feature
is also useful when users want to bridge networks between buildings where it is impossible
to deploy network cable connections between these buildings.

. B ») ((« A

-~

LAN LAN
| [

To set the operation mode to Client (Infrastructure), please go to “Mode” field and select
the “Bridge” mode.

-

WULAN Access Point

‘ Mode | Status | TCP/IP | Reboot | Other

Wireless Mode

AP ety | Access Paint.

 Client Sriip | Client-Infrastructure ¢ Client Ad-Hoc.
' Bridge Setup | Bridge.

C WDS Repeater Setup | WDS Repeater.

" Universal Repeater et | Universal Repeater.

 WISP = =4 | WISP.

" WISP + Universal Repeater = Sefup | WWISP + Universal Repeater,

CGW Setup | AP + GATEWAY.




2.1.4 WDS Repeater

Refer to the illustration below. While acting as Bridges, AP1 (with Station 1 being
associated to) and AP2 (with Station 2 being associated) can communicate with each other
through wireless interface (with WDS). Thus Station 1 can communicate with Station 2 and
both Station 1 and Station 2 are able to access the Internet if only AP1 or AP2 has the
Internet connection.

1 BY D) (Y0 ((y
c— < A NoteBook

WDS Wireless
Router WDS Repeater

To set the operation mode to Client (Infrastructure), please go to “Mode” field and select
the “WDS Repeater” mode.

Air Live'

! y‘ Mode | Status | TCP/IP | Reboot | Other
OvisLink Corp. ~

www.uvllllnk_com.tv\

WULAN Access Point

Wireless Mode

C WISP + Universal Repeater “ciup WISP + Universal Repeater.

C AP Zetip I Access Point.
C Client Setip | Client-Infrastructure / Client Ad-Hoc.
C Bridge Setip I Bridge.
< WDS Repeater Setup | WDS Repeater.
€ Universal Repeater Zetup I Universal Repeater.
C WISP Zetiip | WISP.
ET
EE

 GW et AP + GATEWAY.

N
N



2.1.5 Universal Repeater

An universal repeater can also extend the wireless coverage of another wireless AP or
router. But the universal repeater does not require the remote device to have WDS function.
Therefore, it can work with almost any wireless device.

BY M (' Y (4
— A
f

To set the operation mode to Client (Infrastructure), please go to “Mode” field and select
the “Universal Repeater” mode.

Air L e WULAN Access Point

! )9‘ Mode | Status | TCP/IP | Reboot | Other
OvisLink Corp., ”

m,ovllllnkmm.tw\

Wireless Mode

C WISP + Universal Repeater “ciup WISP + Universal Repeater.

AP Setip I Access Point.
C Client Zzill g | Client-Infrastructure / Client Ad-Hoc.
C Bridge Setip I Bridge.
C WDS Repeater Setlip | WDS Repeater.
& Universal Repeater Setup I Universal Repeater.
C WISP Setlip I WISP.
Er
E

C GW Zziill g AP + GATEWAY.

N
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2.1.6 WISP (Client Router) mode

In WISP mode, the AP will behave just the same as the Client mode for wireless function.
However, router functions are added between the wireless WAN side and the Ethernet LAN
side. Therefore, the WISP subscriber can share the WISP connection without the need for

extra router.
B« )N A e
| | . NAT é‘
PC
WISP 'U :
e

To set the operation mode to Client (Infrastructure), please go to “Mode” field and select
the “WISP” mode.

Air Live'

! ‘%‘ Mode ' Status ' TCP/IP ' Reboot ' Other
OvisLink Corp., ”

www.ovllllnk.com.tv\ 7

WULAN Access Point

Wireless Mode

IIIIII C AP Setip I Access Paoint.
C Client Setip | Client-Infrastructure / Client Ad-Hoc.
C Bridge Setip I Bridge.
C WDS Repeater Setiip | WDS Repeater.
C Universal Repeater Zetup I Universal Repeater.
© WISP Setup | WISP.
C WISP + Universal Repeater “ciup I YWISP + Universal Repeater.
E

 GW SELp AP + GATEWAY.

N
S



2.1.7 WISP + Universal Repeater mode

In this mode, the AP behaves virtually the same as the WISP mode, except one thing: the
AP can also send wireless signal to the LAN side. That means the AP can connect with the
remote WISP AP and the indoor wireless card, and then provide IP sharing capability all at
the same time!

B' ' ))) ((( Ag(('O
o0 B

To set the operation mode to Client (Infrastructure), please go to “Mode” field and select
the “WISP + Universal Repeater” mode.

AirLive,  WUAN Access Point

! ;g‘ Mode | Status | TCP/IP | Reboot | Other
OvisLink Corp. ”

m.cvllllnkcom.tw\

Wireless Mode

AP Fetip I Access Point.

C Client izl | Client-Infrastructure / Client Ad-Hoc.

C Bridge Setip I Bridge.

C WDS Repeater Setlp | WDS Repeater.

¢ Universal Repeater Setin I Universal Repeater.

C WISP SEtp I WISP.

& WISP + Universal Repeater Setup I WISP + Universal Repeater.
E

C GW izl AP + GATEWAY.

N
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2.1.8 Gateway (AP + Router)

In this mode, router functions are added between one Ethernet port and the other network
interface. The radio is an AP mode which allow wireless client to share the internet
connection.

To set the operation mode to Client (Infrastructure), please go to “Mode” field and select
the “Gateway” mode.

1128K
\ o

Notebook

Internet

To set the operation mode to “GW Mode”, Please go to “Mode - GW” and click the Setup
button for configuration.

E, Live WLAN Access Point

! 4*‘ Mode ' Status ' TCP/IP ' Reboot ' Other
OvisLink R

m.cvllllnk.com.tw\

Wireless Mode

C WISP + Universal Repeater “ciup WISP + Universal Repeater.

AP Fetip I Access Point.
C Client Zzil g | Client-Infrastructure / Client Ad-Hoc.
C Bridge Setip | Bridge.
C WDS Repeater Setiip | WDS Repeater.
C Universal Repeater Setin I Universal Repeater.
C WISP Setip I WISP.
Er
_Setup |

“ GW Setup AP + GATEWAY.

N
»



3. Wireless Settings

This section guides you to configure the mode of the Radio interface.

3.1 Access Point Mode Settings

AP Mode Settings

Alias Name: |WireIESS_AF'

¥ Disable Wireless LAN Interface

Band: |2.4 GHz (B+G) =]

SSID: [airlive Site Survey

d

Channel Number: 12 |+
Wireless Client -

Isolation: ID'SENEd I
Security: ﬂl

Advanced Settings: =etup |
Access Control: Setup |

Traffic Control
(Q0S): Setup |

| Apply Changes I Reaetl

Alias Name: Another name for WH-5420CPE.

Disable Wireless LAN Interface: Check the box to disable the Wireless LAN Interface,
by so doing, you won’t be able to make wireless connection with this Access Point in
the network you are located. In other words, this device will not be visible by any
wireless station.

» Band: You can choose one mode of the following you need.

® 2.4GHz (B): 802.11b supported rate only.
® 2.4GHz (G): 802.11g supported rate only.
©® 2.4GHz (B+G): 802.11b supported rate and 802.11g supported rate.

The default is 2.4GHz (B+G) mode.

»  SSID (Network ID): The SSID differentiates one WLAN from another; therefore, all
access points and all devices attempting to connect to a specific WLAN must use the
same SSID. It is case-sensitive and must not exceed 32 characters. A device will not
be permitted to join the BSS unless it can provide the unique SSID. An SSID is also
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referred to as a network name because essentially it is a name that identifies a
wireless network.

In this mode, the SSID is provided for client connection.

» Channel Number: Allow user to set the channel manually or automatically. If set
channel manually, just select the channel you want to specify. If “Auto” is selected,
user can set the channel range to have Wireless Access Point automatically survey
and choose the channel with best situation for communication. The number of
channels supported depends on the region of this Access Point. All stations
communicating with the Access Point must use the same channel.

» Wireless Client Isolation: This is to separate wireless client if needed. Wireless
clients can not communicate to each other if the field is enabled.

» Site Survey: Site survey helps to find out available access point around. You can also
check to prevent using same SSID or channel with other AP.

Wireless Site Survey

~ ssID  BSSID  Channel Type Encrypt Signal Select
airlive ‘EIEI 4fB2:0d:ch:bh ‘13 (B+3] ‘ AR Hggﬁ | g7 ‘ 0

wlan 00:20:e0:3%:albb| 3(B) | AP | WEP | 26 | ©

default |00: ¢0:02:fe:d3:68 |1III G} AP | no | 1B | C

PLANET 00:18:67:11:43:06 11 (B+G)| AP | WEP | 15 | €
FHefrash Connect |

To configure the security connection, please refer to Section 3.9 Wireless Security
Settings ......

To configure the Advanced Settings, please refer to Section 3.10 Advanced Wireless
Settings ......

To configure the access control, please refer to Section 3.11 Access Control
Settings ......

To configure the Traffic Control, please refer to Section 3.12 Access Control
Settings ......
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3.2 Client Mode Settings

Client Mode Settings

Alias Name: IWireIess_AF'

[ Disable Wireless LAN Interface

Band: |2.4 GHz (B+G) =]

Network Type: Im

SSID: [airlive Site Survey
Channel Number: 13 =

™ Auto Mac Clone (Single Ethernet Client)
Manual MAC Clone

At |noooooooo000

Security: Setup |

Advanced Settings: Setup |

Traffic Control{GoS): Setup |
Apply Changes | Reset |

Alias Name: Another name for WH-5420CPE.

Disable Wireless LAN Interface: Check the box to disable the Wireless LAN Interface,
by so doing, you won’t be able to make wireless connection with this Access Point in
the network you are located. In other words, this device will not be visible by any
wireless station.

» Band: You can choose one mode of the following you need.

® 2.4GHz (B): 802.11b supported rate only.
® 2.4GHz (G): 802.11g supported rate only.
® 2.4GHz (B+G): 802.11b supported rate and 802.11g supported rate.

The default is 2.4GHz (B+G) mode.

»  SSID (Network ID): The SSID differentiates one WLAN from another; therefore, all
access points and all devices attempting to connect to a specific WLAN must use the
same SSID. It is case-sensitive and must not exceed 32 characters. A device will not
be permitted to join the BSS unless it can provide the unique SSID. An SSID is also
referred to as a network name because essentially it is a name that identifies a
wireless network.

In this mode, the SSID is the available remote Access Point to connect to.
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» Channel Number: Allow user to set the channel manually or automatically. If set
channel manually, just select the channel you want to specify. If “Auto” is selected,
user can set the channel range to have Wireless Access Point automatically survey
and choose the channel with best situation for communication. The number of
channels supported depends on the region of this Access Point. All stations
communicating with the Access Point must use the same channel.

» Auto Mac Clone (Single Ethernet Client): If your ISP restricts service to PCs only,
use the MAC Clone feature to copy a PC Media Access Control (MAC) address to your
router. This procedure will cause the router to appear as a single PC, while allowing
online access to multiple computers on your network.

» Manual MAC Clone Address: You can also manually provide MAC address to the
router. This solves the problem if you have more than one PC which need to access
the internet..

» Site Survey: Site survey helps to find out available access point around. You can also
check to prevent using same SSID or channel with other AP.

Wireless Site Survey

~ sSIb BSSID  Channel Type Encrypt Signal Select
aitlive ‘DD:df:EE:Dd:c:h:EE ‘13[B+Gj‘ AP U;Igi | a7 ‘ 0
wlan 00:20:e0:3%:atcbb | 3(B) | AP | WEP | 26 | ©
default 00:c0:02:fe:d388 [10 (B+G)| AP | no | 18 | ©
PLANET 00:18:67:11:43:06 1 (B+G)| AP | WEP | 15 | €
Refresh Connect |

To configure the security connection, please refer to Section 3.9 Wireless Security
Settings ......

To configure the Advanced Settings, please refer to Section 3.10 Advanced Wireless
Settings ......

To configure the access control, please refer to Section 3.11 Access Control
Settings ......

To configure the Traffic Control, please refer to Section 3.12 Access Control
Settings ......
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3.3 Bridge Mode Settings

Bridge Mode Settings

Alias Name: |WireIESS_AF'

[T Disable Wireless LAN Interface
Band: |2.4 GHz (B+G) =]

Channel Number: m
802.1d Spanning Tree: Im
WDS Security: Setup |
Advanced Settings: Setup |

Apply Changes | Reset |
AP MAC Address: | Site Survey |
Comment: |
Add MAC Address | Reset | Show Statistics |

AP MAC List: | MAC Address | Comment | Select
| 04fE203daal | Noded | O
| D04fB203dace | Node2 | O

Delete Selected | Delete All | Reset |

Alias Name: Another name for WH-5420CPE.

Disable Wireless LAN Interface: Check the box to disable the Wireless LAN Interface,
by so doing, you won’t be able to make wireless connection with this Access Point in
the network you are located. In other words, this device will not be visible by any
wireless station.

» Band: You can choose one mode of the following you need.

® 2.4GHz (B): 802.11b supported rate only.
® 2.4GHz (G): 802.11g supported rate only.
©® 2.4GHz (B+G): 802.11b supported rate and 802.11g supported rate.

The default is 2.4GHz (B+G) mode.

» Channel Number: Allow user to set the channel manually or automatically. If set
channel manually, just select the channel you want to specify. If “Auto” is selected,
user can set the channel range to have Wireless Access Point automatically survey
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and choose the channel with best situation for communication. The number of
channels supported depends on the region of this Access Point. All stations
communicating with the Access Point must use the same channel.

» 802.1d Spanning Tree: Spanning tree is to prevent bridge loop when there are
multiple active paths between network nodes. Bridge loop could cause connection falil
or broadcast storm. Spanning tree allows a network design to include spare (redundant)
links to provide automatic backup paths if an active link fails, without the danger of
bridge loops, or the need for manual enabling/disabling of these backup links.

» AP MAC Address: Fill the MAC address of the remote WDS node which you want to
connect to.

» Site Survey: Use this button to find out the remote WDS node and check the signal
strength. It helps to build up you WDS network correctly.

Wireless Site Survey

airlive 00:4f62:0d:ch:55 (13 (B+5) | AP Hggﬁ g7 0
wlan 00:20:e0:39:albb| 3(B) | AP | WEP | 26 | ©
default |00:c0:02:fe:d3:68 10 (B+G)| AP | no | 18 | €
PLANET 00:18:67:11:43:06 11 (B+G)| AP | WEP | 15 | €

Refrash Connect |

To configure the security connection, please refer to Section 3.9 Wireless Security
Settings ......

To configure the Advanced Settings, please refer to Section 3.10 Advanced Wireless
Settings ......

To configure the access control, please refer to Section 3.11 Access Control
Settings ......

To configure the Traffic Control, please refer to Section 3.12 Access Control
Settings ......
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3.4 WDS Repeater Mode Settings

WDS Repeater Mode Settings

Alias Name: |Wire|ess_AF'
[T Disable Wireless LAN Interface

Band: |2.4 GHz (B+G) =]
SSID: |airlive

Channel Number:
Wireless Client Isolation: Disabled =
802.1d Spanning Tree: Digabled -
Security: setup
WDS Security: setup

Advanced Settings: setup

P2

Access Control: setup

Apply Changes I Reaetl

AP MAC Address: | Site Survey |
Comment: |
Add MAC Address | Reset | Show Statistics |
AP MAC List: | MAC Address | Comment | Select
| oo4fE203.daml | Noded |
| Oo4fE203dace | Node2 | O
Celete Selected | Celete All | Feset |

Alias Name: Another name for WH-5420CPE.

Disable Wireless LAN Interface: Check the box to disable the Wireless LAN Interface,
by so doing, you won’t be able to make wireless connection with this Access Point in
the network you are located. In other words, this device will not be visible by any
wireless station.

» Band: You can choose one mode of the following you need.

® 2.4GHz (B): 802.11b supported rate only.
® 2.4GHz (G): 802.11g supported rate only.
® 2.4GHz (B+G): 802.11b supported rate and 802.11g supported rate.
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The default is 2.4GHz (B+G) mode.

»  SSID (Network ID): Provide SSID for wireless client survey and connection. The SSID
differentiates one WLAN from another; therefore, all access points and all devices
attempting to connect to a specific WLAN must use the same SSID. It is
case-sensitive and must not exceed 32 characters. A device will not be permitted to
join the BSS unless it can provide the unigue SSID. An SSID is also referred to as a
network name because essentially it is a name that identifies a wireless network.

In this mode, the SSID is provided for wireless client connection.

» Channel Number: Allow user to set the channel manually or automatically. If set
channel manually, just select the channel you want to specify. If “Auto” is selected,
user can set the channel range to have Wireless Access Point automatically survey
and choose the channel with best situation for communication. The number of
channels supported depends on the region of this Access Point. All stations
communicating with the Access Point must use the same channel.

» 802.1d Spanning Tree: Spanning tree is to prevent bridge loop when there are
multiple active paths between network nodes. Bridge loop could cause connection falil
or broadcast storm. Spanning tree allows a network design to include spare (redundant)
links to provide automatic backup paths if an active link fails, without the danger of
bridge loops, or the need for manual enabling/disabling of these backup links.

» AP MAC Address: Fill the MAC address of the remote WDS node which you want to
connect to.

»  Site Survey: Use this button to find out the remote WDS node and check the signal
strength. It helps to build up you WDS network correctly.

-y s WLAN Access Point
¥ < *Fﬁ Mode [ Status| TCP/IP [Reboot | Other |

Upgrade Firmwa eload Setting d Log NTP

Wireless Site Survey

. ssSIb BSSID  Channel Type Enciypt Signal Select
ailive 00:4fB203:daae 11 (B+G)| AP | no | 79
Admin ip100B 00:c00226:8410 |1 (B+G) | AP | WEF | B6

Refresh I Connect | Sighal Surnvey |

You can also use the Signal survey for alignment.
To do this,

1. Select the surveyed device in the list.

2. The “Signal Survey” button then enabled.
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WULAN Access Point

Mode ' Status ! TCP/IP ' Reboot ' Oth

Upgrade Firrwar gload Settings

Wireless Site Survey

ailive 00:47B203:daae 11 (B+G) AP | no | 79 |\ &
Admin ip1008 00:c0:02:25:84110 1 (B+G) | AP | WEP | 686 |

Refreshl Cnnne( !SignaISuwey | ’

3. Click on “Signal Survey” button.

4. A pop up page shows the signal strength.

a http:#/192.168_100_252 - Signal Survey - Microsoft Internet Explorer - |I:I|£|

Signal Survey

airlive | O0:4f6203daae [11(B4G) | AP | no  \ 7B

5. The signal strength refresh every 3 seconds, you can then change your antenna for a
better signal.

To configure the security connection, please refer to Section 3.9 Wireless Security
Settings ......

To configure the Advanced Settings, please refer to Section 3.10 Advanced Wireless
Settings ......

To configure the access control, please refer to Section 3.11 Access Control
Settings ......

To configure the Traffic Control, please refer to Section 3.12 Access Control
Settings ......
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3.5 Universal Repeater Mode Settings

Universal Repeater Mode Settings

Alias Name: IWirEIESS_AF'
[T Disable Wireless LAN Interface

Band: |2.4 GHz (B+G) =]
SSID: [airlive

Channel Number:

o
q

Wireless Client Isolation: Disabled =
SSID of Extended Interface:l Site Survey
802.1d Spanning Tree: Dizabled =

Security: Setup

Advanced Settings: Setup

e

Access Control: Setup

| Apply Changes I Reaetl

Alias Name: Another name for WH-5420CPE.

Disable Wireless LAN Interface: Check the box to disable the Wireless LAN Interface,
by so doing, you won’t be able to make wireless connection with this Access Point in
the network you are located. In other words, this device will not be visible by any
wireless station.

» Band: You can choose one mode of the following you need.

® 2.4GHz (B): 802.11b supported rate only.
® 2.4GHz (G): 802.11g supported rate only.
® 2.4GHz (B+G): 802.11b supported rate and 802.11g supported rate.

The default is 2.4GHz (B+G) mode.

»  SSID (Network ID): Provide SSID for wireless client survey and connection. The SSID
differentiates one WLAN from another; therefore, all access points and all devices
attempting to connect to a specific WLAN must use the same SSID. Itis
case-sensitive and must not exceed 32 characters. A device will not be permitted to
join the BSS unless it can provide the unique SSID. An SSID is also referred to as a
network name because essentially it is a name that identifies a wireless network.

This field is to provide for wireless client connection.
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» Channel Number: Allow user to set the channel manually or automatically. If set
channel manually, just select the channel you want to specify. If “Auto” is selected,
user can set the channel range to have Wireless Access Point automatically survey
and choose the channel with best situation for communication. The number of
channels supported depends on the region of this Access Point. All stations
communicating with the Access Point must use the same channel.

» SSID of Extended Interface: This field is the SSID of remote Access Point to connect
to.

» 802.1d Spanning Tree: Spanning tree is to prevent bridge loop when there are
multiple active paths between network nodes. Bridge loop could cause connection fail
or broadcast storm. Spanning tree allows a network design to include spare (redundant)
links to provide automatic backup paths if an active link fails, without the danger of
bridge loops, or the need for manual enabling/disabling of these backup links.

» Site Survey: Use this button to find out the remote Access Point and check the signal
strength.

Wireless Site Survey

~ ssIb BSSID  Channel Type Encrypt Signal Select
airlive ‘EIEI:df:EE:EId:cI:u:EE ‘13[B+Gj‘ AR Hggﬁ | g7 ‘ 0
wlan 00:20:e0:3%:albb| 3(B) | AP | WEP | 26 | ©
default |00:c0:02:fe:d3:68 10 (B+G)| AP | no | 18 | €
PLANET 00:18:67:11:43:06 11 (B+G)| AP | WEP | 15 | €
Refresh Connect |

To configure the security connection, please refer to Section 3.9 Wireless Security
Settings ......

To configure the Advanced Settings, please refer to Section 3.10 Advanced Wireless
Settings ......

To configure the access control, please refer to Section 3.11 Access Control
Settings ......

To configure the Traffic Control, please refer to Section 3.12 Access Control
Settings ......
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3.6 WISP Mode Settings

WISP Mode Settings

Alias Name: |Wire|ess_AF'

[ Disable Wireless LAN Interface

Band: |2.4 GHz (B+G) =]

SSID: |airlive Site Survey
Security: Setup

Advanced Settings: Setup Client Mode Settings

s

o IGETE el Router Settings
Virtual Server: Setup
Special Application: Setup
DMZ: Setup

Remote Management: Setup

Pl

Traffic Control{CoS): Setup

Apply Changes I Reset

Alias Name: Another name for WH-5420CPE.

Disable Wireless LAN Interface: Check the box to disable the Wireless LAN Interface,
by so doing, you won’t be able to make wireless connection with this Access Point in
the network you are located. In other words, this device will not be visible by any
wireless station.

» Band: You can choose one mode of the following you need.

® 2.4GHz (B): 802.11b supported rate only.
® 2.4GHz (G): 802.11g supported rate only.
® 2.4GHz (B+G): 802.11b supported rate and 802.11g supported rate.

The default is 2.4GHz (B+G) mode.

»  SSID (Network ID): The SSID differentiates one WLAN from another; therefore, all
access points and all devices attempting to connect to a specific WLAN must use the
same SSID. It is case-sensitive and must not exceed 32 characters. A device will not
be permitted to join the BSS unless it can provide the unique SSID. An SSID is also
referred to as a network name because essentially it is a name that identifies a
wireless network.

In this mode, the SSID is the remote WISP CPE to connect to.
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» WAN Port: WH-5420CPE provides 4 methods for client to access the internet. This
depends on the location and the service which the ISP provides. You need to contact
the ISP for detail information.

WAN Port Configuration

WAN Access Type: DHCP Client vI

otatic IP

DHCP Client ARGl
PPFoE |_|a||}.-
PPTP

DNS 1: L2TP

DNS 2: |

DNS 3: |

Clone MAC Address: |DEIEIEIDDDEIDDDEI

Respond ta YWAMN Ping

Enable LUPnP

Enable IPsec pass through on PN connection
Enable PPTF pass through on PN connection
Enable L2TP pass through on %PN connection

U B Y Y

Savel Reset |

Some ISP/WISP has special inquire for TTL feature that did not decrease the TTL
value when pass the first router of ISP/WISP.

When using PPPoE for WAN access, WH-5420CPE provides flexible configuration for
TTL value. The default value is 255 and does not have to change in a normal situation.
You can check with your ISP/WISP if TTL value causes connection problem.
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VWAN Port Configuration

WAN Access Type: I FFFoE 'I

User Name:

Password:

Service Name: (optional)

Authentication

Type: PAF hd
MPPE Encryption T —

Level:

Connection Type: I Continnens j

Commect Dlisoommert

Idle Time: I (1-1000 minutes)
MTU Size: |1d52 (1400-1492 bytes)

TTL:
Dizable
TTL Value: 1258
alue Incesase { )
Dlecrease DME Automatically
NS Manually
NKT 1.

» Virtual Server: You can use Virtual Server Settings to provide connection on internet.
For example, you can have your own web server at home and provide access on
internet. This will need port 80 by default for Virtual Server Settings.

Virtual Servers

¥ Enahble Wirtual Servers

Servers:
Local IP Address:
Protocol:
E-mail(FOP3) [
Port Range: E-Mail(SMTF)
D o OMS —
escription: Telnet

Savel Reset |

Current Virtual Servers Local IP Port .
Tahle: ‘ L Protocol B Description |Select
Delete Selected | Delete All | Heset |

» Special Application: This is to enable internet service such as sound, video and so on.
The routing firewall often stops these services for security reason.

41



» DMZ: You can use DMZ Settings to provide connection on internet. For example, you
can have your own web server at home and provide access on internet. This will need
port 80 by default for Virtual Server Settings.

» Remote Management: This is to configure WH-5420CPE be managed from internet.
Note that port 80 is always used by web service. You can change the port to prevent
conflict.

Remote Management

¥ Enable Web Serer Access via YWAN

Port Humber: IBEI

Savel Reset |

» Site Survey: Site survey helps to find out available access point around. You can also
check to prevent using same SSID or channel with other AP.

Wireless Site Survey

~ sSIb BSSID  Channel Type Encrypt Signal Select
aitlive ‘DD:df:EE:Dd:c:h:EE ‘13[B+Gj‘ AP U;Igi | a7 ‘ 0
wlan 00:20:e0:3%:atcbb | 3(B) | AP | WEP | 26 | ©
default 00:c0:02:fe:d388 [10 (B+G)| AP | no | 18 | ©
PLANET 00:18:67:11:43:06 1 (B+G)| AP | WEP | 15 | €
Refresh Connect |

To configure the security connection, please refer to Section 3.9 Wireless Security
Settings ......

To configure the Advanced Settings, please refer to Section 3.10 Advanced Wireless
Settings ......

To configure the access control, please refer to Section 3.11 Access Control
Settings ......

To configure the Traffic Control, please refer to Section 3.12 Access Control
Settings ......
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3.7 WISP + Universal Mode Settings

WISP + Universal Repeater Mode Settings

Alias Name: |Wire|eas_AF'

" Disable Wireless LAN Interface

Band: |2.4 GHz (B+G) =]

SSID: |airlive Site Survey I
SSID of Extended Interface:l

Enable Encryption On: IEh:uth VAN and WYLAMN sidej

Security: Setup

Advanced Settings: Setup Repeater Mode Settings

Wan Port: Setup _
Router Settings
Virtual Server: Setup

Special Application: Setup

DMZ: Setup

Remote Management: Setup

Pl e

Traffic Control{Qo5): =etup

Apply Changes I Resetl

Alias Name: Another name for WH-5420CPE.

Disable Wireless LAN Interface: Check the box to disable the Wireless LAN Interface,
by so doing, you won’t be able to make wireless connection with this Access Point in
the network you are located. In other words, this device will not be visible by any
wireless station.

» Band: You can choose one mode of the following you need.

® 2.4GHz (B): 802.11b supported rate only.
® 2.4GHz (G): 802.11g supported rate only.
® 2.4GHz (B+G): 802.11b supported rate and 802.11g supported rate.

The default is 2.4GHz (B+G) mode.

»  SSID (Network ID): The SSID differentiates one WLAN from another; therefore, all
access points and all devices attempting to connect to a specific WLAN must use the
same SSID. It is case-sensitive and must not exceed 32 characters. A device will not
be permitted to join the BSS unless it can provide the unique SSID. An SSID is also
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>

>

>

referred to as a network name because essentially it is a name that identifies a
wireless network.

In this mode, the SSID is the remote WISP CPE to connect to.

Site Survey: Site survey helps to find out available access point around. You can also
check to prevent using same SSID or channel with other AP.

Wireless Site Survey

~ ssIb BSSID  Channel Type Encrypt Signal Select
airlive ‘EIEI:flf:EE:EId:ch:EE ‘13[B+Gj‘ AR Hggi | g7 ‘ i
wlan 00:20:e0:39:albb | 3(B) | AP | WEP | 26 | ©
default |00:c0:02:fe:d3:68 10 (B+G)| AP | no | 18 | €
PLANET 00:18:67:11:43:06 11 (B+G)| AP | WEP | 15 | €
Refresh Connect |

SSID of Extended Interface: This field is the SSID of remote Access Point to connect
to.

WAN Port: Allow user to set the channel manually or automatically. If set channel
manually, just select the channel you want to specify. If “Auto” is selected, user can
set the channel range to have Wireless Access Point automatically survey and choose
the channel with best situation for communication. The number of channels supported
depends on the region of this Access Point. All stations communicating with the Access
Point must use the same channel.

WAN Port: WH-5420CPE provides 4 methods for client to access the internet. This
depends on the location and the service which the ISP provides. You need to contact
the ISP for detail information.
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WAN Port Configuration

WAN Access Type: DHCP Client vI

otatic IP

DHCP Client  AltGlEell
PPFoE |_|a||}.-
PPTP

DNS 1: L2TP

DNS 2: |

DNS 3: |

Clone MAC Address: |EIEIDDDEIEIDDDDEI

Respond ta YWAMN Ping

Enable LUPnP

Enable IPsec pass through on PN connection
Enable PPTF pass through on PN connection
Enable LZTP pass through on %PM connection

I Y Y B

Savel Reset |

Some ISP/WISP has special inquire for TTL feature that did not decrease the TTL
value when pass the first router of ISP/WISP.

When using PPPoE for WAN access, WH-5420CPE provides flexible configuration for
TTL value. The default value is 255 and does not have to change in a normal situation.
You can check with your ISP/WISP if TTL value causes connection problem.
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VWAN Port Configuration

WAN Access Type: I FFFoE 'I

User Name:

Password:

Service Name: (optional)

Authentication

Type: PAF hd
MPPE Encryption T —

Level:

Connection Type: I Continnens j

Commect Dlisoommert

Idle Time: I (1-1000 minutes)
MTU Size: |1d52 (1400-1492 bytes)

TTL:
Dizable
TTL Value: 1258
alue Incesase { )
Dlecrease DME Automatically
NS Manually
NKT 1.

» Virtual Server: You can use Virtual Server Settings to provide connection on internet.
For example, you can have your own web server at home and provide access on
internet. This will need port 80 by default for Virtual Server Settings.

Virtual Servers

¥ Enahble Wirtual Servers

Servers:
Local IP Address:
Protocol:
E-mail(FOP3) [
Port Range: E-Mail(SMTF)
D o OMS —
escription: Telnet

Savel Reset |

Current Virtual Servers Local IP Port .
Tahle: ‘ L Protocol B Description |Select
Delete Selected | Delete All | Heset |

» Special Application: This is to enable internet service such as sound, video and so on.
The routing firewall often stops these services for security reason.
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» DMZ: You can use DMZ Settings to provide connection on internet. For example, you
can have your own web server at home and provide access on internet. This will need
port 80 by default for Virtual Server Settings.

» Remote Management: This is to configure WH-5420CPE be managed from internet.
Note that port 80 is always used by web service. You can change the port to prevent
conflict.

Remote Management

¥ Enable Web Serer Access via YWAN

Port Humber: IBEI

Savel Reset |

To configure the security connection, please refer to Section 3.9 Wireless Security
Settings ......

To configure the Advanced Settings, please refer to Section 3.10 Advanced Wireless
Settings ......

To configure the access control, please refer to Section 3.11 Access Control
Settings ......

To configure the Traffic Control, please refer to Section 3.12 Access Control
Settings ......
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3.8 Gateway Mode (AP + Router) Settings

Important Notice: When change to Gateway mode, the LAN 2 becomes to
WAN port.

GW Mocde Settings

Alias Name: |Wire|eas_AF'

[ Disable Wireless LAN Interface

Band: |24 GHz (B+G) =]

SSID: Site Survey
Channel Number: 3

Wireless Client Isolation: | Dizabled =

Security: Setup

Advanced Settings: Setup

Access Control: Setup AP Mode Settings

Wan Port: Setup

Virtual Server: Setup Router Settings
Special Application: Setup
DMZ: Setup
Remote Management: Setup
Dynamic DNS: Setup
Ping: Setup
DoS Setting: Setup
Diagnostics: Setup
URL Filtering: Setup
MAC Filtering: Setup
IP Filtering: Setup

Traffic Control{Go5S): Setup

d L, T

| Apply Changes I Reaetl

Alias Name: Another name for WH-5420CPE.

Disable Wireless LAN Interface: Check the box to disable the Wireless LAN Interface,
by so doing, you won'’t be able to make wireless connection with this Access Point in
the network you are located. In other words, this device will not be visible by any
wireless station.
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Band: You can choose one mode of the following you need.

® 2.4GHz (B): 802.11b supported rate only.
® 2.4GHz (G): 802.11g supported rate only.
® 2.4GHz (B+G): 802.11b supported rate and 802.11g supported rate.

The default is 2.4GHz (B+G) mode.

Site Survey: Site survey helps to find out available access point around. You can also
check to prevent using same SSID or channel with other AP.

Wireless Site Survey

~ SsSID BSSID  Channel Type Encrypt Signal Select
airlive ‘DD:df:EE:EId:ch:EE ‘13[Ei+l3j|| AF Hggﬁ ‘ ) ‘ o
wlan 00:20:e0:39.albb | 3(B) | AP | WEP | 26 | ©
defaul |00:c0:02:fe:d3:68 10 (B+G)| AP | no | 18 | €
PLANET 00:18:67:11:43:06 [11 (B+G)| AP | WEP | 15 | €

Refresh Connect |

SSID (Network ID): The SSID differentiates one WLAN from another; therefore, all
access points and all devices attempting to connect to a specific WLAN must use the
same SSID. It is case-sensitive and must not exceed 32 characters. A device will not
be permitted to join the BSS unless it can provide the unique SSID. An SSID is also
referred to as a network name because essentially it is a name that identifies a
wireless network.

In this mode, the SSID is provided for client connection.

Channel Number: Allow user to set the channel manually or automatically. If set
channel manually, just select the channel you want to specify. If “Auto” is selected,
user can set the channel range to have Wireless Access Point automatically survey
and choose the channel with best situation for communication. The number of
channels supported depends on the region of this Access Point. All stations
communicating with the Access Point must use the same channel.

Wireless Client Isolation: This is to separate wireless client if needed. Wireless
clients can not communicate to each other if the field is enabled.

Site Survey: Site survey helps to find out available access point around. You can also
check to prevent using same SSID or channel with other AP.

WAN Port (LAN1): WH-5420CPE provides 4 methods for client to access the internet.
This depends on the location and the service which the ISP provides. You need to
contact the ISP for detail information.
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WAN Port Configuration

WAN Access Type: DHCP Client vI

otatic IP

DHCP Client  AltGlEell
PPFoE |_|a||}.-
PPTP

DNS 1: L2TP

DNS 2: |

DNS 3: |

Clone MAC Address: |EIEIDDDEIEIDDDDEI

Respond ta YWAMN Ping

Enable LUPnP

Enable IPsec pass through on PN connection
Enable PPTF pass through on PN connection
Enable LZTP pass through on %PM connection

I Y Y B

Savel Reset |

Some ISP/WISP has special inquire for TTL feature that did not decrease the TTL
value when pass the first router of ISP/WISP.

When using PPPoE for WAN access, WH-5420CPE provides flexible configuration for
TTL value. The default value is 255 and does not have to change in a normal situation.
You can check with your ISP/WISP if TTL value causes connection problem.
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VWAN Port Configuration

WAN Access Type: I FFFoE 'I

User Name:

Password:

Service Name: (optional)

Authentication

Type: PAF hd
MPPE Encryption T —

Level:

Connection Type: I Continnens j

Commect Dlisoommert

Idle Time: I (1-1000 minutes)
MTU Size: |1d52 (1400-1492 bytes)

TTL:
Dizable
TTL Value: 1258
alue Incesase { )
Dlecrease DME Automatically
NS Manually
NKT 1.

» Virtual Server: You can use Virtual Server Settings to provide connection on internet.
For example, you can have your own web server at home and provide access on
internet. This will need port 80 by default for Virtual Server Settings.

Virtual Servers

¥ Enahble Wirtual Servers

Servers:
Local IP Address:
Protocol:
E-mail(FOP3) [
Port Range: E-Mail(SMTF)
D o OMS —
escription: Telnet

Savel Reset |

Current Virtual Servers Local IP Port .
Tahle: ‘ L Protocol B Description |Select
Delete Selected | Delete All | Heset |

» Special Application: This is to enable internet service such as sound, video and so on.
The routing firewall often stops these services for security reason.

51



» DMZ: You can use DMZ Settings to provide connection on internet. For example, you
can have your own web server at home and provide access on internet. This will need
port 80 by default for Virtual Server Settings.

» Remote Management: This is to configure WH-5420CPE be managed from internet.
Note that port 80 is always used by web service. You can change the port to prevent
conflict.

» Dynamic DNS: Dynamic DNS (DDNS) allows you to create a hostname that points to
your dynamic IP or static IP address or URL. WH-5420CPE provide Dynamic DNS
client using DynDNS, please visit http://www.dyndns.org for detail.

» Ping: You can enable to the “Response to WAN Ping” to allow remotely ping your
WH-5420CPE.

» DoS Setting: In WH-5420CPE, a denial-of-service attack (DoS attack) can block or
limit the system sending network flood to your local computer.

» Diagnostics: The nslookup command can be used in diagnostics to find the IP
addresses of a particular computer, using DNS lookup. The name means "name server
lookup". The most common version of the program is included as part of the BIND
package.

» URL Filtering: The URL filter database is used for internet filtering that blocks access
to unwanted web content by URLS.

» MAC Filtering: Enables you to allow or deny Internet access to users within the LAN
based upon the MAC address of their network interface.

» IP Filtering: The IP filter function enables you to define a minimum and maximum IP
address range filter; all IP addresses falling within the range are not allowed Internet
access

To configure the security connection, please refer to Section 3.9 Wireless Security
Settings ......

To configure the Advanced Settings, please refer to Section 3.10 Advanced Wireless
Settings ......

To configure the access control, please refer to Section 3.11 Access Control
Settings ......

To configure the Traffic Control, please refer to Section 3.12 Access Control
Settings ......
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3.9 Wireless Security

Here you can configure the security of your wireless network. Selecting different method
will enable you to have different level of security. Please note that by using any encryption,
by which data packet is encrypted before transmission to prevent data packets from being
eavesdropped by unrelated people, there may be a significant degradation of the data
throughput on the wireless link.

WH-5420CPE provides WEP, WPA-PSK (TKIP), | VVireless Security Setup
WPA2-PSK (AES) and WPA2-PSK (AES)

security policy. Encryption: INDHE =l

Mone

WWEP
WP APSK (TKIP)
WPA-PSK (AES)
WPAZ-PSKIAES)

WEP

WEP allows you to use data encryption to secure your data from being eavesdropped by
malicious people. It allows 2 types of key: 64 (WEP64) and 128 (WEP128). You can
configure up to 4 keys

Wireless Security Setup using either ASCII or
Hexadecimal format.

ks gl WEP - Key Settings: The length

Authentication Type: |Dpen System or Shared Keyj of a WEP64 key must be

ny g Im equal to 5 bytes and a

Key Format: IHE}{ (10 characters) j WEP128 key is 13 bytes

Default Tx Key: m

Encryption Key 1: i Default Tx Key: You have

Encryption Key 2: — to specify which of the four

Encryption Key 3: — keys will be active.

| Once you enable the WEP
function, please make sure
that both the WH-5420CPE
and the wireless client

Encryption Key 4:

Apply Changes | Resetl

stations use the same key.

A Some wireless client cards only allow Hexadecimal digits for WEP keys. Please
note that when configuring WEP keys, a WEP128 ASCII key looks like “This is a
key”(13 characters), while a WEP128 Hex key looks like
“546869732069732061206b6579”(26 HEX) (hexadecimal notation are 0-9 and
A-F).
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WPA-PSK (TKIP) / WPA-PSK (AES)

Wi-Fi Protected Access (WPA) with Pre-Shared Key (PSK) provides better security than
WEP keys. It does not require a RADIUS server in order to provide association
authentication, but you do have to enter a shared key for the authentication purpose. The
encryption key is generated automatically and dynamically.

There are two encryption types TKIP and CCMP (AES). While CCMP provides better
security than TKIP, some wireless client stations may not be equipped with the hardware to
support it.

Wireless Security Setup

Encryption: IWF'#'J'\-F'SK (TKIF) =]

Pre-Shared Key Format: |F'aaaphraae j

Pre-Shared Key: |

Group Key Life Time: IBEdEIEI SEC

Apply Changes I Resetl

Wireless Security Setup

Encryption: IWF’»‘%—F‘SK (AES) |

Pre-Shared Key Format: |F'aaaphraae j

Pre-Shared Key: |

Group Key Life Time: IBEAEIEI SEC

| Apply Changes I Hesetl

Pre-shared Key: This is an ASCII string with 8 to 63 characters. Please make sure that
both the WH-5420CPE and the wireless client stations use the same key.

Group Key Life Time: A group key is used for multicast/broadcast data, and the re-key
interval is time period that the system will change the group key periodically. The shorter
the interval is, the better the security is. The default is 300 sec.
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WPA2-PSK (AES)

Enter the Pre-shared Key to initiate WPAZ2 security. All devices try to access the network
should have the matching encryption key.

Wireless Security Setup

Encryption: IWF'A?-F'SK(AESJ =]

Pre-Shared Key Format: |F'aasphraae j

Pre-Shared Key: I

Group Key Life Time: IBEdEIEI SEC

Apply Changes | Reaetl

Pre-shared Key: This is an ASCII string with 8 to 63 characters. Please make sure that
both the WH-5420CPE and the wireless client stations use the same key.

Encryption Type: There are two encryption types TKIP and CCMP (AES). While CCMP
provides better security than TKIP, some wireless client stations may not be equipped with
the hardware to support it.

Group key Life Time: A group key is used for multicast/broadcast data, and the re-key
interval is time period that the system will change the group key periodically. The shorter
the interval is, the better the security is. The default is 300 sec.
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802.1X (Radius)

Authentication by the remote server (RADIUS Server).

Wireless Security Setup

Encryption: |802.1% / RADIUS =]
Security: |Mone |

Authentication RADIUS Server: F'Drt|1512 P addreasl Paaswurdl

" Enable Accounting

Accounting RADIUS Server: F'DrtID [=] a[jdreaal Paaswurdl

Apply Changes | Reaetl

Wireless Security Setup

Encryption: |B02.1:x/ RADILUS =]

fver: F'Drt|1312 [=; addressl Paaswurdl

™ Enablg"VFPA (TKIF)

WA (AES)
Accountiniy/PAZIAES) Port |1B13 IP addressl Password |
YWRAZ Mixed
Apply Crange Z etl

Security: You can select None, WEP, WPA (TKIP), WPA (AES), WPA2 (AES), WPA2 Mixed
method for data encryption.

®© WEP: 802.1x Authentication is enabled and the RADIUS Server will proceed to
check the 802.1x Authentication, and make the RADIUS server to issue the WEP
key dynamically. You can select WEP 64bits or WEP 128bits for data encryption.

® WPA (TKIP) / WPA (AES): WPA-RADIUS authentication use WPA (Wi-Fi Protect
Access) data encryption for 802.1x authentication. WPA is an encryption standard
proposed by WiFi for advance protection by utilizing a password key (TKIP) or
certificate. It is more secure than WEP encryption.

©® WPA2-AES /| WPA2-Mixed: The two most important features beyond WPA to
become standardized through 802.11i/WPAZ2 are: pre-authentication, which enables
secure fast roaming without noticeable signal latency. Pre-authentication provides a
way to establish a PMK security association before a client associates. The
advantage is that the client reduces the time that it's disconnected to the network.

Authentication RADIUS Server: Enter the RADIUS Server IP address and Password
provided by your ISP.
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® Port: Enter the RADIUS Server’s port number provided by your ISP. The default is
1812.

® I[P Address: Enter the RADIUS Server’s IP Address provided by your ISP.

® Password: Enter the password that the AP shares with the RADIUS Server.

Accounting RADIUS Server: Enter the Accounting RADIUS Server IP address and
Password provided by your ISP.
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3.10 Advanced Wireless Settings

When click on Advanced Setup button under client mode, a pop-up window appears and
show parameter as follow:

, Wireless Advanced Settings
Fragmentation:
Fragmentation
mechanism is Fragment Threshold: |23f15 (266-2346)
used for improving RTS Threshold: |23f1? (0-2347)
the efficiency Beacon Interval: |1EIEI (20-1024 ms)
when high traffic Inactivity Time: 50000 (101-B0450000 10ms)
flows along in the
. g Data Rate: IAutn vI
wireless network. . T e o
reamble el * an reamoie art Preamble
Ityour 802.11g Broad ms};m = E ?ﬂ d © Disabled
i raoadca 5 * naole 15anle
Wireless LAN PC :
IAPP: * Enabled © Disabled
Card often
) ) 802.11q Protection: & Enabled ¢ Disabled
transmit large files
in wireless Tx Power Level: | Default (About 15dB) ~|
network, you can " Enable WatchDog
enter new Watch Interval: |1 (1-60 minutes)
Fragment Watch Host: [pooo
ThreShOId value to Dok . ID (0-255, 0:Auto adjustment, Unit: 4psec)
split the packet. sl SR |
The value can be
set from 256 to Apply Changes I Reset |
2346. The default
value is 2346.

RTS Threshold: RTS Threshold is a mechanism implemented to prevent the “Hidden
Node” problem. “Hidden Node” is a situation in which two stations are within range of the
same Access Point, but are not within range of each other. Therefore, they are hidden
nodes for each other. When a station starts data transmission with the Access Point, it
might not notice that the other station is already using the wireless medium. When these
two stations send data at the same time, they might collide when arriving simultaneously at
the Access Point. The collision will most certainly result in a loss of messages for both
stations.

Thus, the RTS Threshold mechanism provides a solution to prevent data collisions. When
you enable RTS Threshold on a suspect “hidden station”, this station and its Access Point
will use a Request to Send (RTS). The station will send an RTS to the Access Point,
informing that it is going to transmit the data. Upon receipt, the Access Point will respond
with a CTS message to all station within its range to notify all other stations to defer
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transmission. It will also confirm the requestor station that the Access Point has reserved it
for the time-frame of the requested transmission.

If the “Hidden Node” problem is an issue, please specify the packet size. The RTS
mechanism will be activated if the data size exceeds the value you set..

The default value is 2347.

Warning: Enabling RTS Threshold will cause redundant network overhead that could
negatively affect the throughput performance instead of providing a remedy.

This value should remain at its default setting of 2347. Should you encounter inconsistent
data flow, only minor modifications of this value are recommended.

Beacon Interval: Beacon Interval is the amount of time between beacon transmissions.
Before a station enters power save mode, the station needs the beacon interval to know
when to wake up to receive the beacon (and learn whether there are buffered frames at the
access point).

Data Rate: By default, the unit adaptively selects the highest possible rate for transmission.
Select the basic rates to be used among the following options: Auto, 1, 2, 5.5, 11or 54 Mbps.
For most networks the default setting is Auto which is the best choice. When Auto is
enabled the transmission rate will select the optimal rate. If obstacles or interference are
present, the system will automatically fall back to a lower rate.

Preamble Type: A preamble is a signal used in wireless environment to synchronize the
transmitting timing including Synchronization and Start frame delimiter. In a "noisy" network
environment, the Preamble Type should be set to Long Preamble. The Short Preamble is
intended for applications where minimum overhead and maximum performance is desired.
If in a "noisy" network environment, the performance will be decreased.

Broadcast SSID: Select enabled to allow all the wireless stations to detect the SSID of this
Access Point.

IAPP: IAPP (Inter Access Point Protocol) is designed for the enforcement of unique
association throughout a ESS (Extended Service Set) and a secure exchange of station’s
security context between current access point (AP) and new AP during handoff period.

802.11g Protection: The 802.11g standard includes a protection mechanism to ensure
mixed 802.11b and 802.11g operation. If there is no such kind of mechanism exists, the two
kinds of standards may mutually interfere and decrease network’s performance.

Tx Power Level: For countries that impose limit on WLAN output power, it might be
necessary to reduce TX (transmit) power. There are 7 TX Power Levels to choose from —
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select a level to make sure that the output power measured at the antenna end will not
exceed the legal limit in your country.

Enable WatchDog: Check and enable this watch dog function.

Watch Interval: Setup the interval time for watch dog function between 1 to 60 mins.

Watch Host: Enter the watch dog host ip address.

Ack timeout: When a packet is sent out from one wireless station to the other, it will waits
for an Acknowledgement frame from the remote station. If the ACK is NOT received within
that timeout period then the packet will be re-transmitted resulting in reduced throughput. If
the ACK setting is too high then throughput will be lost due to waiting for the ACK Window
to timeout on lost packets. By having the ability to adjust the ACK setting we can effectively
optimize the throughput over long distance links. This is especially true for 802.11a and
802.11g networks

You can set as default for auto adjustment.
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3.11 Access Control

When Enable Wireless Access Control is checked, only those clients whose wireless MAC
addresses listed in the access control list can access this Access Point. If the list contains
no entries with this function being enabled, then no clients will be able to access this
Access Point.

Wireless Access Control

Wireless Access Control Mode: IDisahIe 'I

MAC Address: | Comment: |

Apply Changes I Reaetl

Current Access Control List:

MAC Address | Comment | Select

Delete Selected | Delete Al | Reset |

Wireless Access Control Mode: Select the Access Control Mode from the pull-down
menu.

© Disable: Select to disable Wireless Access Control Mode.

® Allow Listed: Only the stations shown in the table can associate with the AP.

® Deny Listed: Stations shown in the table won'’t be able to associate with the AP.
MAC Address: Enter the MAC Address of a station that is allowed to access this Access
Point.
Comment: You may enter up to 20 characters as a remark to the previous MAC Address.
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3.12 QoS Traffic Control

What is Traffic Control QoS?

Traffic Control is a great tool to control AP WoRE TrRe CortraT |
the bandwidth of the WISP subscribers. Access Point with Traffic Control

Therefore, the WISP operators can offer

. . ae 57,
different class of connection speeds for % . \
AP Sasc

different subscription fees - just like the ~ S'*°™°"® T Subscriber 8
ADSL service! The AirLive advance T
firmware can control the bandwidth by I IEEEEEE i

Interface or IP/MAC. e 11 00.04/6A58.56:88

What type of Traffic Bandwidth Control does the firmware offer?

The Traffic Bandwidth limits the “Maximum Data Rate”. There are 2 types of Traffic
Control it offers.

Interface Control|
- n ontrol | The interface QoS controls the
‘ data rate at the WLAN and LAN
interfaces. Therefore, all traffics
>))) are controlled the same way.
This type of traffic control is
suitable when AP is used as a
I Client AP in “Client Mode” and
LAN WISP mode. So WISP can
control the maximum data rate

512K 1024K

Individual IP/MAC Control|

The AP can set the maximum data rate
for each IP or MAC addresses. This

l type of traffic control is most suitable for
‘ ‘ ‘ outdoor AP in “AP” or “Gateway” mode.
IP1 P2 MAC

What is the Output Rate?
The “Output Rate” is the data speed out of an interface. There are 3 types Output Rate
supported by the AP

724

S,
bgp
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1. |LAN Output Rate| This is the speed of the traffic out of the LAN port. In gateway
mode, the LAN Output Rate includes both the wired LAN and WLAN interface.

2. |WLAN Output Rate]: This is the speed of the traffic out of the Wireless LAN

3. \WAN Output Rate|: This is the speed of the traffic out of the WAN port. In WISP
mode, the WAN Output Rate also includes the WLAN interface.

The AP’s Web Ul will tell you which types of output rate it supports, it differs in each
wireless mode.

IPMAC/Interface Traffic Control

“* WARNING: This function will take effect only after reboot. Please remember to reboot the A
after finish all settings! ***

Mote: The Out Rate is the upper bandwidth limit.

NOTE: Interface control has priority over IP/MAC. If you intend to use IP/MAC traffic control, you must
disable interface control.

——Intarfaco Teaffic Contiol ammEnablod aaRisabled
LAN Output Rate 0 kl)psT
WAN Output Rate 0 kbps

In the following example:
® The AP isin Gateway Mode
® The WAN Output Rate is 128K
® The LAN/WLAN Output Rate is 1024K
In this setup, the notebook users get an upstream bandwidth of 128K and downstream

bandwidth of 1024K.

~~ N
Internet
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Configure the Traffic Control QoS

From the Mode Setting page, please choose the “Traffic Control(QoS)” on the bottom of the

list.

AP Mode Settings

Alias Name: Wireless_AP

[l Disable Wireless LAN Interface

SSID: airlive

Channel Number: |11 V|

Wireless Client

Isolation: {Uisabied ll

Advanced Settings:
Setup

Access Control:

Band: | 2.4 GHz (,BLG),

[v]

Traffic Control
(QoS):

[ Apply Changes ] [Reset]

Once you click on the “setup” button, a new window will pop-up with the Traffic Control

settings.

IPMAC/Interface Traffic Control

Note: The Out Rate is the upper bandwidth limit.

“* WARNING: This function will take effect only after reboot. Please remember to reboot the AP after finish all settings! ***

Interface Traffic Control O Enabled ® Disabled

LAN Output Rate 0 A kbps
WLAN Output Rate 0 kbps

NOTE: Interface control has priority over IPAMAC. If you intend to use IP/MAC traffic control, you must disable interface contral.

k=

Policy Name LAN Out Rate WLAN Out Rate Comment
kbps kbps
Current Policy Table:
Policy Name LAN Rate (Kbps) WLAN Rate (Kbps) Comment Select
Delete all
Note:Only the Wireless LAN side client IPs are supported.
] Enable IP control
Policy Name P LAN Out Rate WLAN Out Rate  Comment
kbps kbps
C
Current IP control table:
Policy Name  IP Addr LAN Rate (Kbps) WLAN Rate (Kbps) Comment Select

Note:Only the Wireless LAN side client MACs are supported.

[J Enable MAC control
Policy Name MAC LAN Out Rat WLAN Out Rate Comment
kbps kbps
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They are divided into “A”, “B”, “C”, “D” section for further explanations.

This section is the “Interface
Control” session. You must
disable the “interface Traffic
Control” if you want to use the
“IP/IMAC Traffic Control”

This section is for defining the
“Policy” of “Individual IP/MAC
Traffic Control”. Once a policy
is defined, it can be chosen as
template in IP/MAC Traffic
Control Settings

This section is to configure the
bandwidth by IP address. You
can control more than one IP
address.

This section is to configure the
bandwidth by MAC address.
You can control more than one
MAC address.




A. Interface Control Settings:

“* WARNING: This function will take effect only after reboot. Please remember to reboot the AP after finish all settings! ***
Note: The Out Rate is the upper bandwidth limit.

NOTE: Interface control has priority over IP/MAC. If you intend to use IP/MAC traffic control, you must disable interface control.

Interface Traffic Control ® Enabled O Disabled
LAN Output Rate 512 kbps
WLAN Output Rate 1024 kbps

In the Interface Control Settings, the AP only controls the total bandwidth limit of an
interface. For example, if you want to limit the output data rate of the LAN to 512K and the
output data rate of WLAN to
1024K. You should perform the [~ Interface Traffic Control
following steps: 7
1. Enable the “Interface
Traffic Control >)>)
2. Enter “512” in the “LAN
Output Rate”

3. Enter “1024” in the

“WLAN Output Rate” l— LAN
4. Click on “Save”
5. Reboot the AP.

512K 1024K

B. Define Policy

A policy is a set of bandwidth rules that can be

used as a template. For example, if you want to ~@alaiEsiinles

provide 2 kinds of bandwidth speed to the users: A .

o

® VIP Subscriber: / S
Subscriber B / EEEEEE %SubscriberB

B LAN Out Rate: 512 Kbps

:llll:
B WLAN Out Rate: 1024 Kbps ' ‘ A ‘
® Regular Subscriber: I:IIII: l
B LAN Out Rate: 64 Kbps Db er T 11 0.5 en58 3588

B WLAN Out Rate: 512 Kbps

You can configure the bandwidth rule as policies “VIP” and “Regular”.
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Policy Name LAN Out Rate WLAN Out Rate Comment

VIP 512 kbps 1024 kbps VIP Subcriber
Current Policy Table:
Policy Name LAN Rate (Kbps) WLAN Rate (Kbps) Comment Select
WIP 512 1024 VIP Subscriber O
Regular 64 512 Regular Subscriber O
[ Delete all ] [ Reset l

Please follow the step below to create a new policy “VIP”
1. Enter “VIP” for the “PolicyName”
Enter “512” for the “LAN Out Rate”
Enter “1024” for the “WLAN Out Rate”
Enter “VIP Subscriber” for the “Comment”
Click on “Save” button
Now the “VIP” policy will show up in the “Current Policy Table”

o gk wh

Once finished, the administrator will be able to choose the policy “VIP” for their IP/MAC
Traffic Control.

C. Bandwidth Control by IP address
You can set the maximum bandwidth of a PC or a subscriber by using the IP Control.

Please follow the procedure below to setup IP Traffic Control

1. Please make sure the “Interface Traffic Control” is disabled

2. Before you start, please check the following area to see which client IPs are supported.
It differs between each mode.

ote:Unly the YWireless side client [Ps are supported. Please check this part to find out what IP addresses
are supported. It varies between each mode
Enable IP control

Policy Name IP LAN Out Rate WLAN Out Rate  Comment
YIP V! 192.168.0.250 kl)ps kl)ps Subscriber A
Current IP control table:
Policy Name IP Addr LAN Rate (Kbps) WLAN Rate (Kbps) Comment Select
VIP 192.168.0.20 512 1024 Subscriber A |
[ Delete all ] [Reset ]

3. Enable the IP Control

4. If you have defined a Policy already, please choose a Policy name. The “Out Rates”
will be automatically pasted from the Policy template. You cannot change the Out
Rates if you have chosen a Policy

66



5. If you want to define new Data Rate, please do not choose any policies. Then you
can enter the values in the “LAN”, “WLAN”", or “WAN” Out Rates.

6. Press “Save” to save settings

7. Reboot your AP.

* |f you want to control the traffic flow between the IPs in the same interface, please make sure both IPs are
configured for the IP Traffic Control.

D. Bandwidth Control by MAC address
You can set the maximum bandwidth of a PC or a subscriber by using the MAC Control.

Please follow the procedure below to setup MAC Traffic Control

1. Please make sure the “Interface Traffic Control” is disabled

2. Before you start, please check the following area to see which client MACs are

supported. It differs between each mode.
3. Enable the MAC Control
| y ’ 7 I‘_ Please check this part to find out what IP addresses
: are supported. It varies between each mode

Enable MAC control
Policy Name MAC LAN Out Rate WLAN Out Rate  Comment

viP v’ 004FB0111111 kbps | kbps |VIP Subscriber

Current MAC control table:
Policy Name  MAC Addr LAN Rate (Kbps) WLAN Rate (Kbps) Comment Select
WIP 00:4£60:11:11:11 512 1024 YIP Subscriber |

[ Delete all ] [Reset]

4. If you have defined a Policy already, please choose a Policy name. The “Out Rates”
will be automatically pasted from the Policy template. You cannot change the Out
Rates if you have chosen a Policy

5. If you want to define new Data Rate, please do not choose any policies. Then you
can enter the values in the “LAN”, “WLAN”", or “WAN” Out Rates.

6. Press “Save” to save settings

7. Reboot your AP.

* If you want to control the traffic flow between MAC addresses in the same interface, please make sure both
MAC addresses are configured for the MAC Traffic Control.
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Application Example
[Examplel: AP Mode Traffic Control|

NO A C 0) U

Access Point with Traffic Control

1\07‘&‘ 572;(
¥t 64y

Subscriber B EEEEEE Subscriber B
N ENEEEN
‘ EEERER
ERERER
ANERER
ANENER
[ [ 1 1]]]
MAC Address MAC Address
00:04:6F:11:11:11 00:04:6A:88:88:88

In this example, the AP is installed outdoor to provide Internet service. There are 2
different type of Internet service offered by the WISP:
® VIP Service:
B Upstream Data Rate: 512 Kbps
B Downstream Data Rate: 1024 Kbps
® Regular Service:
B Upstream Data Rate: 64 Kbps
B Downstream Data Rate: 512 Kbp

The Subscriber’s information is as followed:
B Subscriber A
® VIP Service
® MAC Address of the PC or Wireless Client: 00:04:6F:11:11:11
B Subscriber B
® Regular Service
® MAC Address of the PC or Wireless Client: 00:04:6A:88:88:88

Step-by-Step Configuration
1. Please disable the “Interface Traffic Control”

2. On the Policy, please add the “VIP” and “Regular” policies as shown on the graph
below

69



Policy Name LAN Out Rate WLAN Out Rate Comment

VIR 512 kbps 1024 kbps VIP Subcriber
Current Policy Table:
Policy Name LAN Rate (Kbps) WLAN Rate (Kbps) Comment Select
WIP 512 1024 VIP Subscriber d
Regular 64 512 Regular Subscriber [

[ Delete all ] [Reset]

3. Please enable the “MAC Control”
4. Please fill in the 2 entries as shown on the graphic below
Note:Only the Wireless LAN side client MACs are supported.

Enable MAC control
Policy Name MAC LAN Out Rate WLAN Out Rate  Comment

| l kbps kbps

Enl=

Current MAC control table:

Policy Name  MAC Addr LAN Rate (Kbps) WLAN Rate (Kbps) Comment Select
VIP 00:04:6f11:11:11 512 1024 Subscriber A ]
Regular  00:4f62:35:85:88 B4 512 Subscriber B ]

[ Delete all ] [Reset ]

5. Reboot the AP
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[Example2: Client Mode Traffic Control|

In the following example, the AP is used as the wireless client to the WISP Service. The
Service provider need to restrict the bandwidth of the AP to 1024K Downstream and 128K
Upstream.

€ node . O S
Outdo.or AP
1024K
d 5721\' WH-5420CPE

. EEEEEE

EEEEER

EEREDE

ENEEER

(11111

([ 1]]]]

(111 ]]] AP with Traffic Control

Step-by-Step Configuration

NOTE: Interface control has priority over IP/MAC. If you intend to use IP/MAC traffic contral, you must disable interface control.

Interface Traffic Control ® Enabled O Disabled
LAN Output Rate 1 024 kbps
WLAN Output Rate 128 | kbps

[ Save | [ Reset ]

1. Please enable the “Interface Traffic Control”

2. Enter “1024” in the “LAN Output Rate” field

3. Enter “128” in the “WLAN Output Rate” field

4. Press “Save”

5. Reboot the AP
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4. System Management

4.1 LAN Interface Setup

In this page, you can change the TCP/IP settings of this Access Point; select to
enable/disable the DHCP Client, 802.1d Spanning Tree, and Clone MAC Address.

LAN Interface Setup

Click her to
configure LAN
Interface Setup

IP Address: [iez1ee 100252
Subnet Mask: IW
DHCP: [Disabled =] Serverip:[7000
DHCP Client Range: |192_168.1DD.1DD - |192.168.1DD.QDD shaw Client |
DHCP Leased Time: W {sec 86400sec is a day.)

Clone MAC Address: IW

" Disable Ping
Port Number: IBD
Enable SSH: -

Apply Changes I Resetl

Add OHCP Static Lease Client

MAC Address: —
Lease IP Address: I—
ﬂl Reset |
Current Static Lease Clients: MAC Address Leased IP | Select |
Delete Selected | Delete Al | Reset |

IP Address: This field can be modified only when DHCP Client is disabled. If your system
manager assigned you static IP settings, then you will have to enter the information
provided.

Subnet Mask: Enter the information provided by your system manager.
Default Gateway: Enter the information provided by your system manager.
DHCP: Select Disable, Client or Server from the pull-down menu.

© Disable: Select to disable DHCP server function.

® Client: Select to automatically get the LAN port IP address from ISP (For
ADSL/Cable Modem).
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® Server: Select to enable DHCP server function.

DHCP Client Range: WL-5060AP IP addresses continuing from 192.168.100.1 to
192.168.100.253

Clone MAC Address: You can specify the MAC address of your Access Point to replace
the factory setting.

Disable Ping: WH-5420CPE did not response LAN ping if this function is checked.

Port Number: The default http port of the web management interface. You can change the
port number to prevent unexpected access.

Enable SSH: Except telnet, WH-5420CPE provides SSH for secure command line
management. You can enable the feature here. This device supports SSH2 for advanced
security.

Some of your devices could need to fix its IP address for convenience; you can record
these IP to prevent conflict. This can be done by Add DHCP Static Lease Client.

MAC Address: You have to fill the MAC address of the device which you want to record in
WH-5420CPE.

Lease IP Address: And assign IP address to the MAC address.
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4.2 Upgrade Firmware

WULAN Access Point

Mode | Status! TCP/IP | Reboot Other
Upgrade Firmware  SavedBeload Setluige  1oa Log  MWTR

Upgrade Firmware

SelectFile: | e,

Upload | Reseat |

To Upgrade Firmware:

1. Download the latest firmware from your distributor and save the file on the hard drive.
2. Start the browser, open the configuration page, click on Other, and click “Upgrade
Firmware” to enter the Upgrade Firmware window. Enter the new firmware’s path and file
name (i.e. C:\FIRMWARE\firmware.bin). Or, click the “Browse” button, find and open the
firmware file (the browser will display to correct file path).

3. Click Reset to clear all the settings on this page. Or click Upload to start the upgrade.
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4.3 Save / Reload Settings

WULAN Access Point

Mode | Status! TCP/IP | R

Upgrade Firrr

Other

U Zeword Lag o NTE

Save/Reload Settings

Save Settings to File:

Load Settings from File: B | Upload

Save... |
|
|

Reset Settings to Default:  Reset

This function enables users to save the current configurations as a file (i.e. config.dat) To
load configuration from a file, enter the file name or click Browse... to find the file from your
computer.

Save Settings to File: Click “SAVE” to save the current configuration to file.

2 x|

[ ¢ 5 » B

FHIETF

PE

il py

(orfen) 1957 Chopin, Janacel, Mussorgskyr Fickosny, Apet+Covers
12022703885

Ldobe Photoshop C853 Extendent

Chopin - Polonaizes - Elimbeth Leonskaja (1996) [FLAC]
copverzall

-
{8 AT

A
TFAEEERTY:

[z

I dat ZT1F

=

EETFE
HTiH

%

When prompted the upper left screen, select “Save this file to disk”, and the upper right
screen will prompt you a dialog box to enter the file name and the file location.

Load Settings From File: Click “Browse”... if you want to load a pre-saved file, enter the
file name with the correct path and then click on Upload. Or click Browse... to select the file.
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Reset: Click to restore the default configuration.
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4.4 Change Password

For secure reason, it is recommended that you set the account to access the web server of
this Access Point. Leaving the user name and password blank will disable the protection.
The login screen prompts immediately once you finish setting the account and password.
Remember your user name and password for you will be asked to enter them every time
you access the web server of this Access Point.

WULAN Access Point

Mode | Status!' T boot Other
Upgrade Firm load Set ings

Password Setup

New Passwori: |

Confirmed Passworil: |

Apply Change | Reset |

New Password: Set your new password. Password can be up to 30 characters long.
Password can contain letter, number and space. It is case sensitive.
Confirm Password: Re-enter the new password for confirmation.
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4.5 Enable System Log

This function can list all log information about device.

WULAN Access Point

Mode | Status ' TCP/IP
Upgrade Fin

ngrade Fir

System Log

This page can be used to set remote log server and show the system log.

" Enable Log
[~ System all ™ Wireless only

Apply Changes

Refresh Clear

Enable Log: Enabled or Disabled display system log information.
System All: List system all log information.

Wireless Only List: wireless log information only.

Refresh: Refresh log information.

Clear: Clear all information in window.
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4.6 NTP Settings

This function can set system time from local computer or Internet.

1 i Mode | Status | TC
¥\ =

Lpgrade Firm

Time Zone Setting

Current Time:  vear[2000  Month |1 Day |1 Hr |0 Min |35  Sec|1B

[ Enable NTF client update

Time Zone Select: | (GMT+15:00]Taipei =]
NTP server: @ |192.5.41.41 - North America 7]
(ol (Manual IP Setting)

Sa\tel Resetl Refrash |

Current Time: Setting system time

Enable NTP client update: Enable or Disable setting system from Internet NTP Server.
Time Zone Select: Select system time zone.

NTP Server: Select NTP Server by Server List or Manual Input.

79



5. System Status

System status shows device’s current configuration and operation status. To check the
status, click the “Status” bottom on the title bar.

WULAN Access Point

Mode | Status TCP/IP Reboot ' Other

1 owd ENLS

5.1 System Data

System data highlights the current configuration of the device.

System shows the alive
time when device boots up
and the current firmware
version installed in the
device.

System Data

System
W”‘eless ShOWS the Uptime: Oday:0h:2rmE9s
i | t Firmware Version: 5470POE_sa_b2
current wireless operation
p Wireless

mode, MAC address Mode: AP

. Physical Address: 00:4f52:00:09:03
(PhySICal AddreSS), Band: 2.4 GHz (B+G)

H SSID: aaa
ereless band’ SSID’ Channel Number: 11
channel number B R

! Associated Clients: 0
BSSID: 00:4f:52:00:09:03

encryption method and
associated clients of

LAN Configuration

. . Connection Method: Fixed [P
wireless interface. Physical Address: 00: 4£:52:00:09:01
- - IP Address: 192.168.100.252
‘LAN Conf|gurat|0n| Network Mask: 266.265.256.0
. . Default Gateway: 0.0.0.0
LAN configuration shows DHeP Sem oFF
DHCP Start IP Address: 192 168.100.100

the configuration of the
Local Area Network

DHCP Finish IP Address: 192.168.100.200

Internet Configuration

interface_ Connection Method: Getting IP fraom DHCP server...
- - Physical Address: 00:4f:62:00:09:02
Internet Configuration| 1P Address: 0000
. . Network Mask: 0000
Internet Configuration Default Gateway: 0000
shows the current situation

of internet connection.

5.2 Statistics

Statistics shows the total packets pass through the interface.
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WULAN Access Point

Mode | Status TC:P..»" IP | Reboot | Other

Il

Statistics

Sent Packets 1049
Wireless LAN

Received Packets 1115

Sent Packets 208
Ethernet LAN

Received Packets 1751

Sent Packets 1569
Ethernet WAN

Received Packets ]

Refresh |

Active Clients

This feature shows the information of wired and wireless client connects to the device.

Active Wireless Client Table

| MAC Address |Tx Packet |RH Packet |Tx Rate (Mbps) |Pﬂ-wer Saving |Signa|
00 12:0e B 82:45 [24 32 [ no 33

Refresh |
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6 System Recovery

WH-5420CPE provides the system recovery emergency code function that can restore
the machine after firmware crashed. Please follow the steps below:

1. Unplug the power of WH-5420CPE.

2. Hold the reset button while plugging the power. Do not release the reset button until the
"Status" LED goes off.

3. Set your PC's IP address to 192.168.1.100. Connect your PC to the WH-5420CPE.

General |

“'ou can get IP settings aszigned automatically if pour network, supports
thiz capability. Othemwize, you need to azk pour nebwork, administrator for
the appropriate P settings.

™ Obtain an IP address autarmatically

—{* lse the following |P address:

IF address: I 132 168 . 1 100
Subnet mask: I 28R 02R5 285 . 0
Default gateway: I

€ Obtain DHE zener address automatically

—{* Use the following DMS server addiesses:

Breferred DMNS zerver: I

Alternate DMS zerver: I

Advanced... |
k. I Cancel |

4. Open your web browser, then type "192.168.1.6". You should see the emergency code
page where you can upload your AirLive firmware again.

2N Wenpzif1 92.168.1.6f - Microseft [nternet Explorer

Ela Edt  Vew Favorte: Jook Help

. L :'I‘I :] ; rd search L‘,-l-':' Farirkes &‘! =~ s-' : ‘f-.} ‘:C‘i

fddrass | 4] hitp:192.168.1.6)

We detected your system had been crashed...
Please upload your Image file again!

System Upgrade [[Erowse.. || YFGRADE
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Feature

Hardware

Antenna

Frequency Range

Modulation Technique

Output Power

WISP Mode

/. Specification

#54Mbps Multi-function POE AP

#2 x 10/100Mbps ports, 4MB Flash, 16MB SDRAM
#20dBm(EU) or 26dBm(South America) Output Power
*R-SMA antenna connector

*|EEEB02.3af PoE standard compliance*

#8 Wireless Operation Modes

#*Bandwidth Control and Signal Survey

#Client Isolation, Watchdog, and TX Power Regulation
®*SSH2/HTTP/Telnet managements

*DHCP Relay Agent Supported

#*Up to 40 Access Control List

*ACK Timeout Adjustment

*Watchdog, and TX Power Regulation

#2 x 10/100Mbps LAN Port, LAN1 1 with 802.3af PoE
«4MB Flash, 16MB SDRAM

«Reversed SMA Antenna Port

«Power, LAN, WLAN LED indicators

«2 dBi detachable Dipole Antenna
=Reversed SMA Connector

«USA (FCC) 11 Channels: 2.412GHz~2.462GHz
«Europe (ETSI) 13 Channels : 2.412GHz~2.472GHz
«Japan (TELEC) 14 Channels :2.412GHz~2.483GHz

«11g Orthogonal Frequency Division Multiplexing (64QAM,
16QAM, QPSK,

BPSK)
«11b Direct Sequence Spread Spectrum (CCK, DQPSK,
DBPSK)
«Data Rate: 54, 48, 36, 24, 18,11, 5.5, 2, 1 Mbps

«18dBm
«Adjustable in 4 levels

«DHCP, PPTP, L2TP, PPPoE ISP Authentication Support
«Wireless Client function as WAN

«WISP mode is not the same router mode

«To configure the WISP mode, you PC must be connected to
the LAN port
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Security

Configuration

Environmental

Power Supply
EMI
Product Weight (g)

Product Size
(LXWXxH(mm))

«64/128-bit WEP

«WPA/WPA2-PSK support

«802.1x Radius Support

«WPA Enterprise support in AP/ WDS mode

«Web/telnet/SSH2 Management

«WDS (Bridge, Client, Repeater) mode

«Hide ESSID

«802.1x

«MAC Access Control

«MAC Access Table

«Wireless Client Isolation

«SSID, Channel, RTS Threshold, Frag Threshold

«Operating temperature: 0~60°C

«Operating humidity (non-condensing): 20~80%
«Storage temperature: -20~65C

«Storage humidity: 95% Max

«DC12V / 48VDC(802.3af, LAN 1)
«FCC, CE
«180 g

%135 x 100 x 26mm
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Appendix Command Line Management

WH-5420CPE provides telnet and Secure Shell (SSH) for remote management. You can
use telnet or some free software such as putty

(http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html) as telnet/SSH client.

Refer to the following table for detail.

All commands will tack effect only after reboot
[Mode] Wireless Mode
Sys
operation <0:AP|1:Client|2:Bridg
e|3:WDS
Repeater|4:Universal
Repeater|5:WISP|6:WI
SP+Universal
Repeater|7:Gateway>
[Mode] Basic Settings

wlan
alias [string]
active [on]off]
chid [channel_id|auto]
essid [essid]
rssid [rssid]
band [blg|bg]
[client
mode <infrastructure|adhoc>
]
[mac_addr|auto|manua
clone i
encrypt [both|wlan|wan]
wds
peer
disp
add [mac]
delete [id]
clearall
encrypt [off]
wep [64]|128]
<ascii|hex> <key>
wpa [tkip|aes]
<pass|hex> <key>
[gklt]
wpa2 [mixed|aes]
<pass|hex> <key>
[gklt]
stp [on]off]
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http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

isolation
wlan

alias
[Mode] Site Survey
wlan

survey

[Mode] Security
wlan
auth
security

[Mode] Advanced Settings

wlan
preamble
bssid

iapp

protectllg

fragment
rts
beacon
inactivity
datarate

[on]off]

[string]

connect

[open|share|auto]

encrypt

1x

preauth

account

[long|short]
[on]off]

[on]off]

[on]off]
<256~2346>
<0~2347>
<20~1024>
<100~60480000>
<0~12>
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[id]

(only supportin Client,
WISP, Universal
Repeater Mode, WISP
+ Universal Repeater
Mode )

[off]

wep [64]128]
<ascii|hex>
<1l:keyl|2:key2|3:ke
y3|4:key4> <key>
wpa [tkip|aes]
<pass|hex> <key>
[gkit]

wpa2 [mixed|aes]
<pass|hex> <key>
[gkilt]

[off|on <port>
<ip_addr>
<password> <wep
[64|128]|wpa
[tkip|aes]|wpa2
[mixed|aes]>]
[on]off]

[off|on <port>
<ip_addr>
<password>]

wlan



txpower
watchdog

[Mode] Access Control
wlan
acl

[Mode] Wan Port
wan
clone
dns

static
dhcp

pPppoe

pptp

12tp

<1~10>

[off|on
<interval:1~60>
<host>]

disp

off

allow
deny

add [mac]
delete [id]
clearall

[mac_addr]
[auto|manual]
[ip_addr <netmask>
<gateway>]
[on]|release|renew]
<username>
<password> [svhame
0|1 <service_name>]
<auth_type> <mppe>
<mtu_value> dynwan
dynpppoe [connect 0|1
<timeout>|2]

<ip [server_ip]|url
[server_url]>
<username>
<password>
<auth_type> <mppe>
<mtu_value> [static

<ip_addr> <netmask>
<gateway>|dynamic]

<ip [server_ip]|url
[server_url]>
<username>
<password>
<auth_type> <mppe>
<mtu_value> [static

<ip_addr> <netmask>
<gateway>|dynamic]
<timeout>

auth_type: 0. PAP 1.
CHAP 2. MSCHAP 3.
MSCHAP2

mppe: 0. none 1. 40bits
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link
protocol

SYysS Server

passthruvpn

passthruvpn

passthruvpn

[Mode] Virtual Servers
ip
nat

[Mode] Special Applications

ip
nat

2. 56bits 3. 128bits
[status|set <mode>]

status
icmp

access <0:disabled|1:enable
d>

ipsec

<0:disabled|1:enabled

>

pptp

<0:disabled|1:enabled

>

2tp

<0:disabled|1:enabled

>

server
disp
delete [id]
clearall
add <ser_ip>
<server> [proto
<from_port
[to_port]>]
server: 0. Customize
1. Web, 2. FTP, 3.
POP3, 4. SMTP, 5.
DNS, 6. Telnet
proto: 1. TCP+UDP, 2.
TCP, 3. UDP

service
disp
sapl

[on|off|clear]|edit
<name> <in_proto>
<in_from_port>
<in_to_port>
<trig_proto>
<trig_from_port>
<trig_to_port>]

sap2
[on]off|clear]|edit
<name> <in_proto>
<in_from_port>
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<in_to_port>
<trig_proto>
<trig_from_port>
<trig_to_port>]
sap3
[on]off|clear]|edit
<name> <in_proto>
<in_from_port>
<in_to_port>
<trig_proto>
<trig_from_port>
<trig_to_port>]
sap4
[on]off|clear]|edit
<name> <in_proto>
<in_from_port>
<in_to_port>
<trig_proto>
<trig_from_port>
<trig_to_port>]
sap5
[on]off|clear|edit
<name> <in_proto>
<in_from_port>
<in_to_port>
<trig_proto>
<trig_from_port>
<trig_to_port>]
sapb6
[on]off|clear]|edit
<name> <in_proto>
<in_from_port>
<in_to_port>
<trig_proto>
<trig_from_port>
<trig_to_port>]
sap’/
[on]off|clear]|edit
<name> <in_proto>
<in_from_port>
<in_to_port>
<trig_proto>
<trig_from_port>
<trig_to_port>]
sap8
[on]off|clear]|edit
<name> <in_proto>
<in_from_port>
<in_to_port>



[Mode]
Sys

[Mode]
ip

[Mode]
ip

[Mode]
ip

[Mode] Traffic Control(Qos)

qos

Remote Management
server access
port
access
URL Filtering
urlfilter
customize
MAC Filtering
macfilter
customize
IP Filtering
ipfilter
customize

disableif
enableif

addpolicytab

lanoutput [output rate]
wanoutput [output rate]
[Policy Name][LAN Out
Rate][WAN Out
Rate][[Comment]]
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<trig_proto>
<trig_from_port>
<trig_to_port>]
proto: 1. TCP+UDP, 2.
TCP, 3. UDP

web
<0:disabled|1:enable
d>

web <porthum>
telnet
<0:disabled|1:enable
d>

disp

add [string]
delete [id]
clearall

disp

add [mac_addr]
delete [id]
clearall

disp

add [ip_addr]
<1:tcp+udp|2:tcp|3:
udp>

delete [id]

clearall



disableip
enableip

addiptab

disablemac
enablemac

addmactab

show

delallpolicy
delallip
delallmac
delpolicy
delip
delmac
[Mode] DoS Setting
dos
disabledos
enabledos

enable

disable

[PolicyName][IP][[Com
ment]]

[PolicyName][MAC][[Co
mment]]

policytab

iptab

mactab

[Policy]
[IP]
[MAC]

<clearall>[Packets/Sec
ond]<selectall>[Packet
s/Second]<sysfloodsyn
>[Packets/Second]<sys
floodfin>[Packets/Seco
nd]<sysfloodudp>[Pack
ets/Second]<sysfloodic
mp>[Packets/Second]<
persrcipfloodsyn>[Pack
ets/Second]<persrcipflo
odfin>[Packets/Second]
<persrcipfloodudp>[Pac
kets/Second]<persrcipfil
oodicmp> <tcpudpports
can
><icmpsmurf><ipland
> <ipspoof><ipteardrop
><pingofdeath><tcpsc
an><tcpsynwithdata><
udpbomb><udpechoch
argen><srcipblocktime
>[sec]

<sysfloodsyn><sysfloo
dfin><sysfloodudp><sy
sfloodicmp> <persrcipfl
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oodsyn> <persrcipfloodf
in><persrcipfloodudp>
<persrcipfloodicmp><tc
pudpportscan
><icmpsmurf><ipland
> <ipspoof><ipteardrop
><pingofdeath><tcpsc
an><tcpsynwithdata><

udpbomb> <udpechoch
argen><srcipblocktime
>
[Mode] Dynamic DNS
ddns
<Domain Name><User
enabledyndns Name/Email><Passwor
d/Key>
<Domain Name><User
enabletzo Name/Email><Passwor
d/Key>
disableddns
result
[Status] Statistics
ip
status
[Status] Active Wireless Client Table
wlan
association
[TCP/IP] LAN Interface Setup
ip address [addr]
subnetmask | [netmask]
gateway [addr]
[client|server|relay
dhcp on <server_ip>]
off
client
[start_ip <end_ip>]
status
dns
server
[ipl <ip2> <ip3>]
status
[Reboot] Reboot System
reboot
[Other] Password
SYys
password [pw] (if [pw] is empty, then

clear the password)
[Other] Save / Reload Setting
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save
factorydefau
It
[Other] NTP
Sys
ntp

[Other] System Log
Sys
log

showcurrenttime
setcurrenttime

enablentp
timezoneselect
ntpserver

disablentp

disable
enablesysall
enablewlanonly
clear
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<yyyy/mm/dd/hh/MM
/ss>

<zone num>
<servernum>
manualipsetting <ip>

[showsysall]
[showwlanonly]





