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1. Introduction

1.1 Overview

AirLive WL-5460AP is an IEEE802.11b/g compliant 11 Mbps & 54 Mbps Ethernet Wireless
Access Point. The Wireless Access Point is equipped with two 10/100 M Auto-sensing
Ethernet ports for connecting to LAN and also for cascading to next Wireless Access Point.
AirLive WL-5460AP provides 64/128bit WEP encryption, WPA and IEEE802.1x which
ensures a high level of security to protect users’ data and privacy. The MAC Address filter
prevents the unauthorized MAC Addresses from accessing your Wireless LAN. Your
network security is therefore double assured.

The web-based management utility is provided for easy configuration that your wireless
network connection is ensured to be always solid and hassle free.

Wireless Client Isolation

The WL-5460APVv2 features the new Wireless Client Isolation function previous available
only in more expensive APs. When you enable this function, the wireless clients will not be
able to see each other. Therefore, it is an important function for office and Hotspot operator
to protect the security between different wireless users.

ACK Timeout and TX Power Regulation

The WL-5460APVv2 features ACK timeout function to let you adjust the timeout value for
long distance operation. In addition, 5-level TX power adjustment let you match different
antennas for law compliance. The ability to set lower TX output power is also crucial if you
want to match the AP with external power amplifier.

Extended Security Features

The WL-5460APv2 support WEP, WPA and WPAZ2 security functions. In addition, WPA
enterprise for 802.1x authenticator are featured for AP and WDS mode. The combination of
Encryption, Hide SSID and Access Control ensures your wireless network is completely
secured from intruder.

Whether it's for office or home environment, the AirLive 802.11g family bring you the
maximum performance and security for today's high speed wireless network.
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1.2 Firmware Features

AirLive Wireless AP Firmware Features
Firmware el1: The Most Powerful AP Firmware Ever!

As the leading global WISP solution provider, AirLive understands the application
environments of WISP operators. As a result, we are constantly upgrading our AP’s
firmware to meet the changing demand of WISP operators. The latest E11 firmware adds
high end features not commonly found in the AP of this class. The AirLive multi-function
Access Points not only work for long distance application, they work much better than the
competitions.

8 Wireless Operation Modes

The AirLive WL-5460AP can
operate in 8 different wireless
modes. It can work as a
Wireless Router, AP, Client,
Repeater, Bridge, and much

WLAN Access Point
. | Mode | Status' TCP/IP | Reboot * Other o

Ralpail Selingy Pagseynd  Log NIE

Wiraless Made

oap Accass Pont more. Whether it is for home,
Shia S IS office, or WISP; the AirLive AP
i Bkidga Bndge

CIWDS Repeater : WO Repasies has a solution for you.

2 Dnbversal Repeaton Unersal Hapeater.

CIWISP WISP

COWISE « Unbveasal Repeatsr WISP + Unwersal Repaater,

EGW 2P 4 GATEWAY

Up to 400mW of Output Power*
AirLive’s high quality

hardware let the AP expand its Tx Power Level: Default (About 20dE] |+
Level 1 (About 27dE)
RF output power up to 26dBm L1 Enable WatchDog |0/ 3 (abqut 26dE)
Watch Interval: Level 3 (About 23dB

using South American Default (About 20dE)
firmware. That's 4 times the Watch Host: Level & (About 19dE)

Level B (About 18dE)
output power of regular AP! NeEiinaEaT Level 7 (About 15dB)
It means much greater S U
distance and coverage.

adjustment, Unit: 4psec)

[ Apply Changes ][ Reset ]

* For South America only. Not available for other regions.
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Traffic Control QoS Function
Traffic Control is a great tool to control the

bandwidth of the WISP subscribers.
Therefore, the WISP operators can offer

_lraffic ConfrolUos _J

Access Point with Traffic Contral

different class of connection speeds for wih ~ J2x

different subscription fees - just like the / - \

ADSL service! The AirLive advance EEEE

Traffic Control firmware can control the i I e ‘l
bandwidth by Interface or IP/MAC. VIF Subscriber Regular Subscriber

Dynamic Signal Survey Function for Antenna Alignment

Having trouble align your antenna correctly to  Signal Survey

the other outdoor AP? The AirLive Wireless

Signal Survey function tells you the receiving e MR | IEW) | AP om0 | 8

signal strength dynamically as your antenna
turns. It automatically refreshes itself in
the process, therefore, making antenna
alignment much simpler than before.

| Antenna Alignment Surve

Qutdoor 4P
L]

f

| RENEAN _
ENRAER A

i (

Wireless Site Survey Connection Wirelass Site Survey
Wizard

During a new WISP service installation, 1

_ _ _ . tostd oo nme) ae WA L |
the installer will need to find out which o i i W &0
outdoor AP provide the best signal in the aieo s 1@ a2 m B e

. L Aifarce2 fad 204G AP | ™ i)
area for connection. The AirLive i w4 dee #  m om0
wireless site survey function provides Airfarce-1 DA 2@ A w RO

t tup for thi Eirst Fraedom s BiE) | AP [wWeR | B | O
one step setup for this process. First, e 11580 ] e w8 0
the site survey page shows which AP CLWLAN (LIAE Ngsw | A (wea [ & | O

has the strongest the signal. Then the [[Ranesn | [ Connect | [ Sigaal Suney_|

installer performs antenna alignment by

using the signal survey function. At last, the installer simply clicks on “connect” button to
establish connection. The site survey is available even in AP mode, so the installer can
check the channels used by surrounding APs to avoid interferences.
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Telnet Function

Some WISP operators prefer to use CLI
command line for configurations. The
latest el1l firmware provide full
command line feature via Telnet.

= Telnet 192.168.0.123 -l

Wireless Client Isolation

AirLive firmware’s Client Isolation C Client Isolation ]

function protects the security and MIL-SATOAR

privacy of each individual subscriber. | » ‘
Therefore, subscriber does not need """"? w

. ERNERRE
to worry about hacker attacks in the DUEEEE
. EERNENNE
same wireless network. HEEERE
IEAENR
HEEEEE

lllilli ‘ N

Emergency Recovery

How many times your machine
crashed and lost access completely?
The AirLive’s Emergency web server

function means you can recover your Firmware Area

AP even during if the machine failed Heh Iediory -
during a firmware upgrade. This _
greatly reduces the service loading | Emergency

Bootloader Area -
for WISP operators. 1 Web Server

1.3 Installing WL-5460AP

This section describes the installation procedure for the WL-5460AP. It starts with a
summary of the content of the package you have purchased, followed by steps of how to
power up and connect the WL-5460AP. Finally, this section explains how to configure a
Windows PC to communicate with the WL-5460AP.

1.3.1 Package Content
The WL-5460AP package contains the following items:

One WL-5460AP main unit

One 12V DC power adapter

Indoor detachable Omni Antenna x 1
One CD of the WL-5460AP

U  Quick Start Guide
AirLive WL-5460AP v2 User Manual
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1.3.2 Hardware Presentation

i ot WL-5460AP
WEPWPA  MAC Ciri Bridge 5 T
[Repeater

LED # Display Color Indication

1 Power Green Lights on when the device is powered.

2 Status Red Lights on when the device is booting, lights off after boot
successfully.

3 Link/Act Green Lights on when any one client connected. Blinking when sending
or receiving data.

4 WEP/WPA | Green Lights on when wireless security is enabled

5 MAC Citrl Green Lights on when MAC control is enabled.

6 Bridge / Green Lights on when Bridge or Repeater is enabled

Repeater

7 LAN1 Green Lights on when the port is actively connected, blinking when
transmitting or receiving data.

8 LAN2 Green

AirLive WL-5460AP v2 User Manual

10




Item #  Function Description
A Power Adaptor 12V 1A power supply adaptor delivered with product.
B LAN1 LAN port
C LANZ2 LAN port 2 or WAN port(Gateway Mode only)
D (Factory) Reset Press over 3 seconds to reboot this device.

Press for over 10 seconds to restore factory settings.

Performing the Factory Reset will erase all previously
entered device settings.

AirLive WL-5460AP v2 User Manual
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1.3.3 Configuration Setups

The factory default settings of WL-5460AP are as following:

Settings Default Value

Device Name WL-5460AP

Radio 802.11b/g

SSID airlive

Channel 11

WEP Disabled

IP Address 192.168.100.252

DHCP Server Disabled. Available and default enabled when each of
the wireless is configured as a gateway.

DHCP IP Range 192.168.100.100 ~ 192.168.100.200

1.3.4 Hardware Connection

Note: Before you starting hardware connection, you are advised to find an appropriate
location to place the Access Point. Usually, the best place for the Access Point is at the
center of your wireless network, with line of straight to all your wireless stations. Also,
remember to adjust the antenna; usually the higher the antenna is placed; the better will be
the performance.

[Wireless Access Point] [PC-WLAN]

Default IP address; 192.168.100.252E IP address: 192.168.100.XX
SSID: AirLine ESSID: AirLine
Power Adapter Channel; 11 Channel; 11
SHEAD Encryption: Disabled Encryption: Disabled
DC 12V Device name: WL-5460AP
Encryption: Disabled

-

j))) (6 ¢ ‘?ﬁ'}mmass

To Ethemet network equipment,
e.g. Router, Switch, or another
a Wireless Access Point

1. Connect to your local area network: connect an Ethernet cable to one of the Ethernet
port (LAN1 or LAN2) of this Wireless Access Point, and the other end to a hub, switch,
router, or another wireless access point.

2. Power on the device: connect the included AC power adapter to the Wireless Access

Point’s power port and the other end to a wall outlet.

AirLive WL-5460AP v2 User Manual
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Check the LED:

The Power and LAN # LED should be ON. LAN# LED will even blink if there is traffic.

The Link/Act LED will be on in static when associated with a station and blink whenever this
AP receives data packets in the air.

If the Status LED glows after self-test, it means the Wireless Access Point fails on self test.
Please ask your dealer for technical support.

1 Please make sure your computer IP is in the same subnet as the AP (i.e.
192.168.100.x).

2 Please make sure your computer has wireless network adapter installed.

3 Open the web browser and enter http://192.168.100.252/.

Air Live WLAN Access Point

o =t % Mode | Status | TCP/IP [ Reboot | Other
.

Thank you for using WLAN Access Point.

AirLive WL-5460AP v2 User Manual
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2. Operation Mode

The WL-5460AP device provides all 8 modes of wireless operational applications with:

Mode Radio LAN 1 LAN 2
AP AP LAN LAN
Client Client LAN LAN
Bridge WDS LAN LAN
WDS Repeater WDS + AP LAN LAN
Universal Repeater AP + Client LAN LAN
WISP Client Router LAN LAN
WISP + Universal LAN
Repeater Client Router + AP LAN

Gateway AP+ Router WAN LAN

WLAN Access Point

Mode ' Status' TCP/IP ' Reboot ' Other

Wireless Mode

AP Setup Access Point.

 Client Setup Client-Infrastructure / Client Ad-Hoc.
© Bridge Setup Bridge.

" WDS Repeater Setup WODS Repeater.

L

© Universal Repeater Setup Universal Repeater.
T WISP Betup WISP.
" WISP + Universal Repeater  “¢10 WISP + Universal Repeater.

EEE

" Gateway Setun AP + Router.

AirLive WL-5460AP v2 User Manual
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2.1 Change Operation Mode

WL-5460AP is default in AP mode. If the mode had been changed, click the “Mode” button
to change back.

To change operation Mode:

1. Click on “Mode*

2. Select Operation Mode in the main page
3. Reboot device

4. Click Setup for detail configuration

WLAN Access Point

Mode Status' TCP/IP ' Reboot ' Other

Wireless Mode

& AP Access Point.

 Client Client-Infrastructure / Client Ad-Hoc.
 Bridge Setup I

" WDS Repeater Setup | [0S Dang N

© Universal Repeater Setup After reboot, click
oyee sl ;iﬁ;?gpl:r;?iro?leta”

EEE

SEfup Jm:uuter.

" Gateway

 WISP + Universal H‘putar Setup

$
I

Select Operation
Mode and reboot
the system

AirLive WL-5460AP v2 User Manual
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2.2 About the Operation Modes

This device provides four operational applications with Access Point, Bridge, Client
(Ad-hoc) and Client (Infrastructure) modes, which are mutually exclusive.

This device is shipped with configuration that is functional right out of the box. If you want to
change the settings in order to perform more advanced configuration or even change the
mode of operation, you can use the web-based utility provided by the manufacturer as
described in the following sections.

2.2.1 Access Point Mode

When acting as an access point, this device connects all the stations (PC/notebook with
wireless network adapter) to a wired network. All stations can have the Internet access if
only the Access Point has the Internet connection.

See the sample application below.

Access Point Mode

Wireless = Ethernet Ethernet
- Network )
(AP Mode)

802.11g Access Point SOHO Router ADSL /

MAC Address: E‘a'::e
00:4F:62:03:DA:AS odem

» S) ~ @ @
P ‘ ,:\ - |
S0 -

Wireless network PC with Wireless
adapter). =

network adapter

To set the operation mode to Access Point, please go to “Mode” field and select the “ AP”
mode.

AirLive WL-5460AP v2 User Manual
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A{?: Jieares WULAN Access Point

__ *' Mode | Status | TCP/IP | Reboot | Other
OvisLink Corp.

wewrw.ovisl ink com tw ;|

Wireless Mode

= AP Setup Access Point,

 Client Setup Client-Infrastructure § Client Ad-Hoc.
C Bridge Setup Bridge.

" WDS Repeater Setup WS Repeater.

" Universal Repeater Setup Universal Repeater.

WISP Setup WISP.

C WISP + Universal Repeater  Setup WISP + Universal Repeater.

el e

C GW setup AP + GATEWAY.

AirLive WL-5460AP v2 User Manual
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2.2.2 Client Mode

If set to Client (Infrastructure) mode, this device can work like a wireless station when it’'s
connected to a computer so that the computer can send packets from wired end to wireless
interface.

Refer to the illustration below. This station (AP1 plus the connected computer 1) can
associate to another Access Point (AP2), and then can have the Internet access if the other
Access Point (AP2) has the Internet connection.

Client Mode (Infrastructure)

AP2 (AP Mode)

Ethernet

MAC Address:
00:4F.62:03:DA:AS

SOHO Router ADSL | Cable
Modem

7)) («

AP1 (Client Mode)
Infrastructure

MAC Address: : V

00:4F:62:03:DA:AG Computer 1

To set the operation mode to Client (Infrastructure), please goto  Mode field and select
the “Client” mode.

Al ive WLAN Access Point
- ¢%‘ Mode ' Status' TCP/IP ' Reboot ' Other
OvisLink ,

m.avhllnk.enm.w\'

Wireless Mode

AP Setup | Access Point.
& Client Setup | Client-Infrastructure f Client Ad-Hoc.
" Bridge Setup | Bridge.
" WDS Repeater Setup | WOS Repeater.
' Universal Repeater Setup | Universal Repeater.
C WISP Setup | WWISP.
_Setup |

C WISP + Universal Repeater = Setup WWISE + Universal Repeater,

T GW Setup

AP + GATEWAY.

AirLive WL-5460AP v2 User Manual
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2.2.3 Bridge Mode

The WDS (Wireless Distributed System) function let this access point acts as a wireless
LAN access point and repeater at the same time. Users can use this feature to build up a
large wireless network in a large space like airports, hotels and schools ...etc. This feature
is also useful when users want to bridge networks between buildings where it is impossible
to deploy network cable connections between these buildings.

R s

To set the operation mode to Client (Infrastructure), please go to “Mode” field and select
the “Bridge” mode.

—y

5

Air Live'

WULAN Access Point

! a%‘ Mode ' Status ' TCP/IP ' Reboot | Other
OvisLink Corp. "
www.wiﬂllnk,cnm.tw.\‘..-; _

Wireless Mode

AP Setip Access Point.

T Client SEUE Client-Infrastructure § Client Ad-Hoc.
' Bridge Setup Eridge.

" WDS Repeater SEtup WS Repeater.

" Universal Repeater Setlp Universal Repeater.

ISP et WISP.

' WISP + Universal Repeater | Setip WISP + Universal Repeater.

EEEEREE

C GW e AP + GATEWAY.

AirLive WL-5460AP v2 User Manual
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2.2.4 WDS Repeater

Refer to the illustration below. While acting as Bridges, AP1 (with Station 1 being
associated to) and AP2 (with Station 2 being associated) can communicate with each other
through wireless interface (with WDS). Thus Station 1 can communicate with Station 2 and
both Station 1 and Station 2 are able to access the Internet if only AP1 or AP2 has the
Internet connection.

ENEEEEEEEEEEEEEEEENR -I--I--I--I--I--I-

v ) («
- B A NoteBook
WDS Wireless
Router WDS Repeater
To set the operation mode to Client (Infrastructure), please go to “Mode” field and select
the “WDS Repeater” mode.

e Lasres WLAN Access Point
1 y‘ Mode | Status | TCP/IP | Reboot | Other
OvisLink Corp. ~

m.aﬂlllnk.enm.tw&

Wireless Mode

 WISP + Universal Repeater = S=iip WISP + Universal Repeater,

AP SEtlp | Access Point.
 Client ==l | Client-Infrastructure f Client Ad-Hoc.
" Bridge SEtlp | Bridge.
* WDS Repeater Setup | WS Repeater.
" Universal Repeater EEtip | Uniersal Repeater,
C WISP SELlp | WWISE.
E
=

C GW =ELR AP + GATEWAY.

AirLive WL-5460AP v2 User Manual
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2.2.5 Universal Repeater

An universal repeater can also extend the wireless coverage of another wireless AP or
router. But the universal repeater does not require the remote device to have WDS function.
Therefore, it can work with almost any wireless device.

EEEEEEEEEE SN EEEEEEEEEEEE RN
= L

DI

Universal Repeater

"
L]
L]
:

NoteBook

To set the operation mode to Client (Infrastructure), please go to “Mode” field and select
the “Universal Repeater” mode.

Nl | ive WULAN Access Point
: i;' Mode | Status | TCP/IP [ Reboot | Other
OvisLink g

m,avllllnk,enm.ﬂfk

Wireless Mode

AP SEtlp Access Point.
 Client ==l Client-Infrastructure f Client Ad-Hoc.
" Bridge SEtlp Bridge.

" WDS Repeater SELp WS Repeater.

¥ Universal Repeater Setup Univarsal Repeater,
 WISP SELlp WWlSP.

 WISP + Universal Repeater = S=iip WISP + Universal Repeater,
C GW =ELR AP + GATEWAY.

EEREEEE

AirLive WL-5460AP v2 User Manual
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2.2.6 WISP (Client Router) mode

In WISP mode, the AP will behave just the same as the Client mode for wireless function.
However, router functions are added between the wireless WAN side and the Ethernet LAN
side. Therefore, the WISP subscriber can share the WISP connection without the need for

extra router.
e
S —&Pc
WISP UJ
BEN.) @mm NP

To set the operation mode to Client (Infrastructure), please go to “Mode” field and select
the “WISP” mode.

E Live' WULAN Access Point

! %' Mode | Status | TCP/IP | Reboot | Other
OvisLink Cofp, °
m.wllllnk.enm.lw:k" Y

Wireless Mode

AP Eetip Access Paint.

" Client Seillp Client-Infrastructure £ Client Ad-Hoe,
" Bridge Setlp Bridge,

 WDS Repeater SEtip WWDS Repeater,

" Universal Repeater Setlp Universal Repeater.

= WISP Setup WWISP.

" WISP + Universal Repeater Sciup WISE + Universal Repeater.

FEEEEEEE

C GW SELlp AP + GATEWWAY.

AirLive WL-5460AP v2 User Manual



2.2.7 WISP + Universal Repeater mode

In this mode, the AP behaves virtually the same as the WISP mode, except one thing: the
AP can also send wireless signal to the LAN side. That means the AP can connect with the
remote WISP AP and the indoor wireless card, and then provide IP sharing capability all at
the same time!

B| -“D)) ((G | A ((@-
e ] A
:

To set the operation mode to Client (Infrastructure), please go to “Mode” field and select
the “WISP + Universal Repeater” mode.

7—._‘; Live' WULAN Access Point

y‘ Mode | Status | TCP/IP | Reboot | Other
OvisLink Corp, *
m.aﬂ-llnk.enm.w& ¥

Wireless Mode

AP SEtlp | Access Point.

 Client ==l | Client-Infrastructure f Client Ad-Hoc.
" Bridge SEtlp | Bridge.

" WDS Repeater SELlp | WS Repeater.

" Universal Repeater EEtip | Uniersal Repeater,

 WISP SELlp | YWISP.

= WISP + Universal Repeater Setup | WWISP + Universal Repeater.

C GW =ELR | AP+ GATEWWAY,

AirLive WL-5460AP v2 User Manual



2.2.8 Gateway (AP + Router)

In this mode, router functions are added between one Ethernet port and the other network
interface. The radio is an AP mode which allow wireless client to share the internet
connection.

To set the operation mode to Client (Infrastructure), please go to “Mode” field and select
the “Gateway” mode.

B }))) (((r:
- C
- =

To set the operation mode to “GW Mode”, Please go to “Mode & GW” and click the Setup
button for configuration.

2—?.:‘; Live' WULAN Access Point

! %‘ Mode | Status | TCP/IP | Reboot | Other
OvisLink Corp. ~

m.aﬂ-llnk.enm.wk

Wireless Mode

AP SEtlp | Access Point.

 Client ==l | Client-Infrastructure f Client Ad-Hoc.
" Bridge SEtlp | Bridge.

" WDS Repeater SELlp | WS Repeater.

" Universal Repeater SEtlp | Uniersal Repeater,

C WISP e | WWISE.

C WISP + Universal Repeater = Sciip | WISP + Universal Repeater.

= GW Setup | AP+ GATEWAY.

AirLive WL-5460AP v2 User Manual

)
~



3. Wireless Settings

This section guides you to configure the mode of the Radio interface.

3.1 Access Point Mode Settings

Alias Name: |W=relesa_AF'
 Disable Wireless LAN Interface

Band: [2.4 +G) 7}

SSID: [airlive Site Survey I

Channel Number: |—:J
Wireless Client
Isolation: |D’33h|'3ﬂ "]

Security:

Advanced Settings:

Access Control:

Traffic Control

(QoS): Setup

il

| Apply Changes |

@ Alias Name: Another name for WL-5460AP.

@ Disable Wireless LAN Interface: Check the box to disable the Wireless LAN Interface,
by so doing, you won'’t be able to make wireless connection with this Access Point in
the network you are located. In other words, this device will not be visible by any
wireless station.

@ Band: You can choose one mode of the following you need.

o 2.4GHz (B): 802.11b supported rate only.
o 2.4GHz (G): 802.11g supported rate only.
o 2.4GHz (B+G): 802.11b supported rate and 802.11g supported rate.

The default is 2.4GHz (B+G) mode.

@  SSID (Network ID): The SSID differentiates one WLAN from another; therefore, all
access points and all devices attempting to connect to a specific WLAN must use the
same SSID. It is case-sensitive and must not exceed 32 characters. A device will not
be permitted to join the BSS unless it can provide the unique SSID. An SSID is also
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referred to as a network name because essentially it is a name that identifies a
wireless network.

In this mode, the SSID is provided for client connection.

@ Channel Number: Allow user to set the channel manually or automatically. If set
channel manually, just select the channel you want to specify. If “Auto” is selected,
user can set the channel range to have Wireless Access Point automatically survey
and choose the channel with best situation for communication. The number of
channels supported depends on the region of this Access Point. All stations
communicating with the Access Point must use the same channel.

@ Wireless Client Isolation: This is to separate wireless client if needed. Wireless
clients can not communicate to each other if the field is enabled.

@ Site Survey: Site survey helps to find out available access point around. You can also
check to prevent using same SSID or channel with other AP.

Wireless Site Survey

~ ssIb BSSID  Channel Type Enciypt Signal Select
e ‘DD:df:EE:Dd:ch:EE ‘13(EI+G)‘ ap | HEA ‘ a7 | &
wlan 00:20:e0:3%:albb | 3(B) | AP | WEP | 26 | €
defaut |00:c0:02:fe:d3:68 10 (B+G)| AP | no | 18 | €
PLANET 00:18:67:11:43:06 11 (B+G)| AP | WEP | 158 | €
Refresh Connect |

To configure the security connection, please refer to Section 3.9 Wireless Security
Settings ......

To configure the Advanced Settings, please refer to Section 3.10 Advanced Wireless
Settings ......

To configure the access control, please refer to Section 3.11 Access Control
Settings ......

To configure the Traffic Control, please refer to Section 3.12 Access Control
Settings ......
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3.2 Client Mode Settings

Client Mode Settings

Alias Name: |‘W1fele35_AP

[T Disable Wireless LAN Interface

Band: |2 4 GHz (B+G) j

Network Type: m

SSID: [airlive Site Survey I

Channel Number: | : ¥

[™ Auto Mac Clone (Single Ethernet Client)

Manual MAC Clone |EH]]]IIIIUDDD
Address:

Security: Setup I
Advanced Settings: Setup |
Traffic Control{QoS): Setup I

Apply Changes | Reset |

@ Alias Name: Another name for WL-5460AP.

@ Disable Wireless LAN Interface: Check the box to disable the Wireless LAN Interface,
by so doing, you won'’t be able to make wireless connection with this Access Point in
the network you are located. In other words, this device will not be visible by any
wireless station.

@ Band: You can choose one mode of the following you need.

o 2.4GHz (B): 802.11b supported rate only.
o 2.4GHz (G): 802.11g supported rate only.
o 2.4GHz (B+G): 802.11b supported rate and 802.11g supported rate.

The default is 2.4GHz (B+G) mode.

@ SSID (Network ID): The SSID differentiates one WLAN from another; therefore, all
access points and all devices attempting to connect to a specific WLAN must use the
same SSID. It is case-sensitive and must not exceed 32 characters. A device will not
be permitted to join the BSS unless it can provide the unique SSID. An SSID is also
referred to as a network name because essentially it is a name that identifies a
wireless network.

In this mode, the SSID is the available remote Access Point to connect to.
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@ Channel Number: Allow user to set the channel manually or automatically. If set
channel manually, just select the channel you want to specify. If “Auto” is selected,
user can set the channel range to have Wireless Access Point automatically survey
and choose the channel with best situation for communication. The number of
channels supported depends on the region of this Access Point. All stations
communicating with the Access Point must use the same channel.

@ Auto Mac Clone (Single Ethernet Client): If your ISP restricts service to PCs only,
use the MAC Clone feature to copy a PC Media Access Control (MAC) address to your
router. This procedure will cause the router to appear as a single PC, while allowing
online access to multiple computers on your network.

@ Manual MAC Clone Address: You can also manually provide MAC address to the
router. This solves the problem if you have more than one PC which need to access
the internet..

@ Site Survey: Site survey helps to find out available access point around. You can also
check to prevent using same SSID or channel with other AP.

Wireless Site Survey

~ ssD BSSID  Channel Type Enciypt Signal Select
airlive ‘DD:flf:EE:Dd:ch:EE ‘13[EI+G]|‘ AF uggi ‘ a7 | i
wlan 00:20:e0:3%:aTbb| 3(B) | AP | WEFP | 2B | ©
default 00:00:02:fe:d368 |10 (B+G)| AP | no | 1B | €
PLANET 00:18:67:11:43:d6 |11 (B+G)| AP | WEP | 15 | €
Refresh Connect |

To configure the security connection, please refer to Section 3.9 Wireless Security
Settings ......

To configure the Advanced Settings, please refer to Section 3.10 Advanced Wireless
Settings ......

To configure the access control, please refer to Section 3.11 Access Control
Settings ......

To configure the Traffic Control, please refer to Section 3.12 Access Control
Settings ......
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3.3 Bridge Mode Settings

Bridge Mode Settings

Alias Name: [Wireless_AP

" Disable Wireless LAN Interface

Band: |2 4 GHz (B+G) =]
Channel Numbenr: 13 =

802.1d Spanning Tree: |Elisahied '[

WDS Security: Setup
Advanced Senings: Setup I

Apply Changes | Reset |
AP MAC Address: | Site Survey |
Comment: [
Add MAC Address I Reset | Show Statistics |

AP MAC List: MAC Address Comment Select
00:4f£62:03:da:al Mode 1 [
00:4f62:03:da:ce Mode 2 IC

Delete Selected I Delete All | Reset ‘

@ Alias Name: Another name for WL-5460AP.

@ Disable Wireless LAN Interface: Check the box to disable the Wireless LAN Interface,
by so doing, you won'’t be able to make wireless connection with this Access Point in
the network you are located. In other words, this device will not be visible by any
wireless station.

@ Band: You can choose one mode of the following you need.

o 2.4GHz (B): 802.11b supported rate only.
o  2.4GHz (G): 802.11g supported rate only.
o 2.4GHz (B+G): 802.11b supported rate and 802.11g supported rate.

The default is 2.4GHz (B+G) mode.

@ Channel Number: Allow user to set the channel manually or automatically. If set
channel manually, just select the channel you want to specify. If “Auto” is selected,
user can set the channel range to have Wireless Access Point automatically survey
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and choose the channel with best situation for communication. The number of
channels supported depends on the region of this Access Point. All stations
communicating with the Access Point must use the same channel.

@ 802.1d Spanning Tree: Spanning tree is to prevent bridge loop when there are
multiple active paths between network nodes. Bridge loop could cause connection fail
or broadcast storm. Spanning tree allows a network design to include spare (redundant)
links to provide automatic backup paths if an active link fails, without the danger of
bridge loops, or the need for manual enabling/disabling of these backup links.

@ AP MAC Address: Fill the MAC address of the remote WDS node which you want to
connect to.

@ Site Survey: Use this button to find out the remote WDS node and check the signal
strength. It helps to build up you WDS network correctly.

Wireless Site Survey

~ ssIb BSSID  Channel Type Enciypt Signal Select
e ‘DD:df:EE:Dd:ch:EE ‘13(EI+G)‘ ap | HEA ‘ a7 | &
wlan 00:20:e0:3%:albb | 3(B) | AP |WEP | 26 | €
defaut |00:c0:02:fe:d3:68 10 (B+G)| AP | no | 18 | €
PLANET 00:18:67:11:43:06 11 (B+G)| AP | WEP | 158 | €
Refresh Connect |

To configure the security connection, please refer to Section 3.9 Wireless Security
Settings ......

To configure the Advanced Settings, please refer to Section 3.10 Advanced Wireless
Settings ......

To configure the access control, please refer to Section 3.11 Access Control
Settings ......

To configure the Traffic Control, please refer to Section 3.12 Access Control
Settings ......
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3.4 WDS Repeater Mode Settings

WDS Repeater Mode Settings

Alias Name: [Wireless_AP

" Disable Wireless LAN Interface

Band: |2.4 GHz (B+G) |
SSID: |a|rli1.rE

Channel Number: 13 =

Wireless Client Isolation: m
802.1d Spanning Tree: m
Security: Setup |
WDS Security: Setup I
Advanced Settings: Setup |
Access Control: Setup |

| Apply Changes | Ffesail

AP MAC Address: | Site Survey |
Comment: |
Add MAC Address [ Reset | Show Statistics |
AP MAC List: | MAC Address ' Comment | Select
| ODA4f6203.daal | Node 1 =
00:4f6203:dace | Node 2 i
Delete Selected Delete All ] Reset |

@ Alias Name: Another name for WL-5460AP.

@ Disable Wireless LAN Interface: Check the box to disable the Wireless LAN Interface,
by so doing, you won’t be able to make wireless connection with this Access Point in
the network you are located. In other words, this device will not be visible by any
wireless station.

@ Band: You can choose one mode of the following you need.

o 2.4GHz (B): 802.11b supported rate only.
o 2.4GHz (G): 802.11g supported rate only.
o 2.4GHz (B+G): 802.11b supported rate and 802.11g supported rate.
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The default is 2.4GHz (B+G) mode.

SSID (Network ID): Provide SSID for wireless client survey and connection. The SSID
differentiates one WLAN from another; therefore, all access points and all devices
attempting to connect to a specific WLAN must use the same SSID. It is
case-sensitive and must not exceed 32 characters. A device will not be permitted to
join the BSS unless it can provide the unique SSID. An SSID is also referred to as a
network name because essentially it is a name that identifies a wireless network.

In this mode, the SSID is provided for wireless client connection.

Channel Number: Allow user to set the channel manually or automatically. If set
channel manually, just select the channel you want to specify. If “Auto” is selected,
user can set the channel range to have Wireless Access Point automatically survey
and choose the channel with best situation for communication. The number of
channels supported depends on the region of this Access Point. All stations
communicating with the Access Point must use the same channel.

802.1d Spanning Tree: Spanning tree is to prevent bridge loop when there are
multiple active paths between network nodes. Bridge loop could cause connection fail
or broadcast storm. Spanning tree allows a network design to include spare (redundant)
links to provide automatic backup paths if an active link fails, without the danger of
bridge loops, or the need for manual enabling/disabling of these backup links.

AP MAC Address: Fill the MAC address of the remote WDS node which you want to
connect to.

Site Survey: Use this button to find out the remote WDS node and check the signal
strength. It helps to build up you WDS network correctly.

Wireless Site Survey

~ ssD BSSID  Channel Type Enciypt Signal Select
airlive ‘DD:flf:EE:Dd:ch:EE ‘13[EI+G]|‘ AF uggi ‘ a7 | i
wlan 00:20:e0:3%:aTbb| 3(B) | AP | WEFP | 2B | ©
default 00:00:02:fe:d368 |10 (B+G)| AP | no | 1B | €
PLANET 00:18:67:11:43:d6 |11 (B+G)| AP | WEP | 15 | €
Refresh Connect |

To configure the security connection, please refer to Section 3.9 Wireless Security
Settings ......

To configure the Advanced Settings, please refer to Section 3.10 Advanced Wireless
Settings ......
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To configure the access control, please refer to Section 3.11 Access Control
Settings ......
To configure the Traffic Control, please refer to Section 3.12 Access Control
Settings ......
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3.5 Universal Repeater Mode Settings

|

Universal Repeater Mode Settings

Alias Name: [Wireless_AP

™ Disable Wireless LAN Interface

Band: |24 GHz (B+G) =]

SSID: [alrlwe

Channel Numbenr: 13 =

Wireless Client Isolation: I_Em

SSID of Extended Interface: | Site Survey

802.1d Spanning Tree: !Disah]ed 'i
Security: Setup

Advanced Settings: Setup
Access Control: Setup

[ Apply Changes | Resat|

@ Alias Name: Another name for WL-5460AP.

@ Disable Wireless LAN Interface: Check the box to disable the Wireless LAN Interface,
by so doing, you won'’t be able to make wireless connection with this Access Point in
the network you are located. In other words, this device will not be visible by any
wireless station.

@ Band: You can choose one mode of the following you need.

o 2.4GHz (B): 802.11b supported rate only.
o 2.4GHz (G): 802.11g supported rate only.
o 2.4GHz (B+G): 802.11b supported rate and 802.11g supported rate.

The default is 2.4GHz (B+G) mode.

@ SSID (Network ID): Provide SSID for wireless client survey and connection. The SSID
differentiates one WLAN from another; therefore, all access points and all devices
attempting to connect to a specific WLAN must use the same SSID. It is
case-sensitive and must not exceed 32 characters. A device will not be permitted to
join the BSS unless it can provide the unique SSID. An SSID is also referred to as a
network name because essentially it is a name that identifies a wireless network.

This field is to provide for wireless client connection.
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@ Channel Number: Allow user to set the channel manually or automatically. If set
channel manually, just select the channel you want to specify. If “Auto” is selected,
user can set the channel range to have Wireless Access Point automatically survey
and choose the channel with best situation for communication. The number of
channels supported depends on the region of this Access Point. All stations
communicating with the Access Point must use the same channel.

@ SSID of Extended Interface: This field is the SSID of remote Access Point to connect
to.

@ 802.1d Spanning Tree: Spanning tree is to prevent bridge loop when there are
multiple active paths between network nodes. Bridge loop could cause connection fail
or broadcast storm. Spanning tree allows a network design to include spare (redundant)
links to provide automatic backup paths if an active link fails, without the danger of
bridge loops, or the need for manual enabling/disabling of these backup links.

@ Site Survey: Use this button to find out the remote Access Point and check the signal
strength.

Wireless Site Survey

~ ssIb BSSID  Channel Type Enciypt Signal Select
ailive ‘DD:df:EE:Dd:ch:EE ‘13(EI+G)‘ AP | e ‘ a7 | @
wlan 00:20:e0:3%:albb | 3(B) | AP |WEP | 26 | €
defaut |00:c0:02:fe:d3:68 10 (B+G)| AP | no | 18 | €
PLANET 00:18:67:11:43:06 11 (B+G)| AP | WEP | 158 | €
Refresh Connect |

To configure the security connection, please refer to Section 3.9 Wireless Security
Settings ......

To configure the Advanced Settings, please refer to Section 3.10 Advanced Wireless
Settings ......

To configure the access control, please refer to Section 3.11 Access Control
Settings ......

To configure the Traffic Control, please refer to Section 3.12 Access Control
Settings ......
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3.6 WISP Mode Settings

WISP Mode Settings

Alias Name: [Wireless_AP

I Disable Wireless LAN Interface

Band: |2.4 GHz (B+G) 7]

SSID: [airtive Site Survey |
Security: Setup

!

Advanced Seftings: Setup Client Mode Settings

Wan:Eoit pelip Router Settings
Virtual Server: Setup
Special Application: Setup
DMZ: Setup

Remote Management: Setup

R

Traffic Control{QoS): Setup

I Apply Changes I Resatl

@ Alias Name: Another name for WL-5460AP.

@ Disable Wireless LAN Interface: Check the box to disable the Wireless LAN Interface,
by so doing, you won'’t be able to make wireless connection with this Access Point in
the network you are located. In other words, this device will not be visible by any
wireless station.

@ Band: You can choose one mode of the following you need.

o 2.4GHz (B): 802.11b supported rate only.
o 2.4GHz (G): 802.11g supported rate only.
o 2.4GHz (B+G): 802.11b supported rate and 802.11g supported rate.

The default is 2.4GHz (B+G) mode.

@ SSID (Network ID): The SSID differentiates one WLAN from another; therefore, all
access points and all devices attempting to connect to a specific WLAN must use the
same SSID. It is case-sensitive and must not exceed 32 characters. A device will not
be permitted to join the BSS unless it can provide the unique SSID. An SSID is also
referred to as a network name because essentially it is a name that identifies a
wireless network.

In this mode, the SSID is the remote WISP CPE to connect to.
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@ WAN Port: WL-5460AP provides 4 methods for client to access the internet. This
depends on the location and the service which the ISP provides. You need to contact
the ISP for detail information.

WAN Port Configuration

WAN Access Type:

DHCP Chent 'l

Static IP

tomatically

PPPoE ually
PPTP
DNS 1: L2TP

DNS 2: |

DNS 3: |

Clone MAC Address:

3

Respond to WAN Ping
Enable UPnP
Enable IPsec pass through on YPN connection

19T

<l

Enable PPTP pass through on PN connection

<

Enable L2TP pass through on YPN connection

Save Reset |

@ Virtual Server: You can use Virtual Server Settings to provide connection on internet.
For example, you can have your own web server at home and provide access on
internet. This will need port 80 by default for Virtual Server Settings.

Virtual Servers

W Enable Virtual Servers

Servers:
Local IP Address:
Protocol:

E-Mail(POP3) |—
Port Range: E-Mail(SMTP)

N f—
Description: ?eh?el

|Sa‘vﬂ| F-'Easetl

Current Virtual Servers | [ oo ip | " Port | St '
Tahle: g iPrntﬂcnl Range |Description Select

eete Al | Rgg;,t|
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@ Special Application: This is to enable internet service such as sound, video and so on.
The routing firewall often stops these services for security reason.

@ DMZ: You can use DMZ Settings to provide connection on internet. For example, you
can have your own web server at home and provide access on internet. This will need
port 80 by default for Virtual Server Settings.

@ Remote Management: This is to configure WL-5460AP be managed from internet.
Note that port 80 is always used by web service. You can change the port to prevent
conflict.

Remote Management

W Enable Web Server Access via WAN

Port Number: @

Save | Reset I

@ Site Survey: Site survey helps to find out available access point around. You can also
check to prevent using same SSID or channel with other AP.

Wireless Site Survey

~ssb BSSID  Channel Type Enciypt Signal Select
airlive ‘DD:flf:EE:EId:ch:EE ‘13[EE+G]|‘ AF u;gi ‘ Gl | i
wlan 00:20:e0:3%:aTbb| 3(B) | AP | WEFP | 2B | ©
default 00:c0:02:fe:d368 |10 (B+G)| AP | no | 1B | €
PLANET 00:18:67:11:43:d6 |11 (B+G)| AP | WEP | 15 | €
Refresh Connect |

To configure the security connection, please refer to Section 3.9 Wireless Security
Settings ......

To configure the Advanced Settings, please refer to Section 3.10 Advanced Wireless
Settings ......

To configure the access control, please refer to Section 3.11 Access Control
Settings ......

To configure the Traffic Control, please refer to Section 3.12 Access Control
Settings ......
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3.7 WISP + Universal Mode Settings

WISP + Universal Repeater Mode Settings

Alias Name: [Wireless_AP

I”  Disable Wireless LAN Interface

Band: |2.4 GHz (B+G) =]

SSID: [airlive Site Survey |

SSID of Extended Interface: |
Enable Encryption On: iﬁnth VAN and WLAN side _:]
Security: Setup

;

Advanced Settings: Setup Repeater Mode Settings

Wan Port; Setup )
Router Settings
Virtual Server: Setup

Special Application: Setup

DMZ: Setup

Remote Management: Setup

d4LL

Traffic Control{GoS): Setup

] Apply Changes | Resm|

@ Alias Name: Another name for WL-5460AP.

@ Disable Wireless LAN Interface: Check the box to disable the Wireless LAN Interface,
by so doing, you won’t be able to make wireless connection with this Access Point in
the network you are located. In other words, this device will not be visible by any
wireless station.

@ Band: You can choose one mode of the following you need.

o 2.4GHz (B): 802.11b supported rate only.
o 2.4GHz (G): 802.11g supported rate only.
o 2.4GHz (B+G): 802.11b supported rate and 802.11g supported rate.

The default is 2.4GHz (B+G) mode.

@  SSID (Network ID): The SSID differentiates one WLAN from another; therefore, all
access points and all devices attempting to connect to a specific WLAN must use the
same SSID. It is case-sensitive and must not exceed 32 characters. A device will not
be permitted to join the BSS unless it can provide the unique SSID. An SSID is also
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referred to as a network name because essentially it is a name that identifies a
wireless network.

In this mode, the SSID is the remote WISP CPE to connect to.

@ Site Survey: Site survey helps to find out available access point around. You can also
check to prevent using same SSID or channel with other AP.

Wireless Site Survey

~ SSIb BSSID  Channel Type Encrypt Signal Select
aitlive ‘EIEI:Jlf:EE:EId:ch:EE ‘13(EI+G)‘ ap | B ‘ a7 | =
fwlan 00:20:e0:3%:al:bb | 3(B) | AP |WEP | 26 | €
default |00:c0:02:fe:d3:68 10 (B+G)| AP | no | 18 | €
IPLANET 00:18:67:11:43:06 11 (B+G)| AP | WEP | 158 | €
Refresh Connect |

@ SSID of Extended Interface: This field is the SSID of remote Access Point to connect
to.

@ WAN Port: Allow user to set the channel manually or automatically. If set channel
manually, just select the channel you want to specify. If “ Auto” is selected, user can
set the channel range to have Wireless Access Point automatically survey and choose
the channel with best situation for communication. The number of channels supported
depends on the region of this Access Point. All stations communicating with the Access
Point must use the same channel.

@ WAN Port: WL-5460AP provides 4 methods for client to access the internet. This
depends on the location and the service which the ISP provides. You need to contact
the ISP for detail information.
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WAN Port Configuration

WAN Access Type: DHCP Client '|
IP
S tomatically
PPPoE ually
PPTP
DHNS 1: L2TP
DNS 2: |
DNS 3: |
Clone MAC Address:  [0DD000000000
¥ Respond to WAN Ping
W Enable UPnP
W Enable IPsec pass through on WPN connection

<

Enable PFTP pass through on VPN connection

<

Enable L2TP pass through on VPN connection

[ EEWEI Reset ]

@ Virtual Server: You can use Virtual Server Settings to provide connection on internet.
For example, you can have your own web server at home and provide access on
internet. This will need port 80 by default for Virtual Server Settings.

Virtual Servers

W Enable Virtual Servers
Servers: | New |
Local IP Address:

Web
Protocol: FTP

E-Mail(POP3)
Port Range: E-Mail(SMTP)
Description: ?::,?m 5

|Sa\rel Reset |

Current Virtual Servers Local IP |

| [ Port
Tahle: Address | Protocol

Hakgel) [
el Delete All | Raset'

fDes.t:n'pﬁnn :Seleci

@ Special Application: This is to enable internet service such as sound, video and so on.
The routing firewall often stops these services for security reason.
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@ DMZ: You can use DMZ Settings to provide connection on internet. For example, you
can have your own web server at home and provide access on internet. This will need
port 80 by default for Virtual Server Settings.

@ Remote Management: This is to configure WL-5460AP be managed from internet.
Note that port 80 is always used by web service. You can change the port to prevent
conflict.

Remote Management

W Enable Web Server Access via WARN

Port Number: Fﬁ

Save | Reset I

To configure the security connection, please refer to Section 3.9 Wireless Security
Settings ......

To configure the Advanced Settings, please refer to Section 3.10 Advanced Wireless
Settings ......

To configure the access control, please refer to Section 3.11 Access Control
Settings ......

To configure the Traffic Control, please refer to Section 3.12 Access Control
Settings ......
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3.8 Gateway Mode (AP + Router) Settings

Important Notice: When change to Gateway mode, the LAN 2 becomes to
WAN port.

GW Mode Settings

Alias Name: |Wire!es's_AF‘

[T Disable Wireless LAN Interface

Band: [2.4 GHz (B+G) x|

SSID: [airlive Site Survey
Channel Numbenr: 13. =

Wireless Client Isolation: | Dizabled =

[Disabled ]
Security: Setup |
Advanced Settings: Setup I
Access Control: Setup | AP Mode Settings
Wan Port: Setup
Virtual Server: Setup Router Settings

Special Application: Setup
DMZ: Setup
Remote Management: Setup
Dynamic DNS: Setup
Ping: Setup
DoS Setting: Setup
Diagnostics: Setup
URL Filtering: Setup
MAC Filtering: Setup
IP Filtering: Setup

PRk

Traffic Control(QoS): Setup

| Apply Changes i Rasatl

@ Alias Name: Another name for WL-5460AP.

@ Disable Wireless LAN Interface: Check the box to disable the Wireless LAN Interface,
by so doing, you won’t be able to make wireless connection with this Access Point in
the network you are located. In other words, this device will not be visible by any
wireless station.
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@ Band: You can choose one mode of the following you need.

o 2.4GHz (B): 802.11b supported rate only.
o 2.4GHz (G): 802.11g supported rate only.
o 2.4GHz (B+G): 802.11b supported rate and 802.11g supported rate.

The default is 2.4GHz (B+G) mode.

@ Site Survey: Site survey helps to find out available access point around. You can also
check to prevent using same SSID or channel with other AP.

Wireless Site Survey

~ ssib BSSID  Channel Type Encrypt Signal Select
siiffse ‘IIIEI AFB2:0d:chiE5 ‘13 EI+G‘ AP ”ggﬁ | a7 ‘ &
wlan 00:20:e0:3%:acbb | 3(B) | AP | WEP | 26 | ©
default |00:c0:02:fe:d3:68 |1III Gy AP | mo | 1B | ©
PLANET 00:18:67:11:43:06 1 (B+G)| AP | WEP | 158 | €
Refrash Connect |

@ SSID (Network ID): The SSID differentiates one WLAN from another; therefore, all
access points and all devices attempting to connect to a specific WLAN must use the
same SSID. It is case-sensitive and must not exceed 32 characters. A device will not
be permitted to join the BSS unless it can provide the unique SSID. An SSID is also
referred to as a network name because essentially it is a name that identifies a
wireless network.

In this mode, the SSID is provided for client connection.

@ Channel Number: Allow user to set the channel manually or automatically. If set
channel manually, just select the channel you want to specify. If “Auto” is selected,
user can set the channel range to have Wireless Access Point automatically survey
and choose the channel with best situation for communication. The number of
channels supported depends on the region of this Access Point. All stations
communicating with the Access Point must use the same channel.

@ Wireless Client Isolation: This is to separate wireless client if needed. Wireless
clients can not communicate to each other if the field is enabled.

@ Site Survey: Site survey helps to find out available access point around. You can also
check to prevent using same SSID or channel with other AP.

@ WAN Port (LAN2): WL-5460AP provides 4 methods for client to access the internet.
This depends on the location and the service which the ISP provides. You need to
contact the ISP for detail information.
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WAN Port Configuration

WAN Access Type: DHCP Client '|
IP
S tomatically
PPPoE ually
PPTP
DHNS 1: L2TP
DNS 2: |
DNS 3: |
Clone MAC Address:  [0DD000000000
¥ Respond to WAN Ping
W Enable UPnP
W Enable IPsec pass through on WPN connection

<

Enable PFTP pass through on VPN connection

<

Enable L2TP pass through on VPN connection

[ EEWEI Reset ]

@ Virtual Server: You can use Virtual Server Settings to provide connection on internet.
For example, you can have your own web server at home and provide access on
internet. This will need port 80 by default for Virtual Server Settings.

Virtual Servers

W Enable Virtual Servers
Servers: | New |
Local IP Address:

Web
Protocol: FTP

E-Mail(POP3)
Port Range: E-Mail(SMTP)
Description: ?::,?m 5

|Sa\rel Reset |

Current Virtual Servers Local IP |

| [ Port
Tahle: Address | Protocol

Hakgel) [
el Delete All | Raset'

fDes.t:n'pﬁnn :Seleci

@ Special Application: This is to enable internet service such as sound, video and so on.
The routing firewall often stops these services for security reason.
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@ DMZ: You can use DMZ Settings to provide connection on internet. For example, you
can have your own web server at home and provide access on internet. This will need
port 80 by default for Virtual Server Settings.

@ Remote Management: This is to configure WL-5460AP be managed from internet.
Note that port 80 is always used by web service. You can change the port to prevent
conflict.

@ Dynamic DNS: Dynamic DNS (DDNS) allows you to create a hostname that points to
your dynamic IP or static IP address or URL. WL-5460AP provide Dynamic DNS client
using DynDNS, please visit http://www.dyndns.org for detail.

@ Ping: You can enable to the “Response to WAN Ping” to allow remotely ping your
WL-5460AP.

@ DoS Setting: In WL5460AP, a denial-of-service attack (DoS attack) can block or limit
the system sending network flood to your local computer.

@ Diagnostics: The nslookup command can be used in diagnostics to find the IP
addresses of a particular computer, using DNS lookup. The name means "name server
lookup”. The most common version of the program is included as part of the BIND
package.

@ URL Filtering: The URL filter database is used for internet filtering that blocks access
to unwanted web content by URLSs.

@ MAC Filtering: Enables you to allow or deny Internet access to users within the LAN
based upon the MAC address of their network interface.

@ IP Filtering: The IP filter function enables you to define a minimum and maximum IP
address range filter; all IP addresses falling within the range are not allowed Internet
access

To configure the security connection, please refer to Section 3.9 Wireless Security
Settings ......

To configure the Advanced Settings, please refer to Section 3.10 Advanced Wireless
Settings ......

To configure the access control, please refer to Section 3.11 Access Control
Settings ......

To configure the Traffic Control, please refer to Section 3.12 Access Control
Settings ......
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3.9 Wireless Security

Here you can configure the security of your wireless network. Selecting different method
will enable you to have different level of security. Please note that by using any encryption,
by which data packet is encrypted before transmission to prevent data packets from being
eavesdropped by unrelated people, there may be a significant degradation of the data
throughput on the wireless link.

WL-5460AP provides WEP, WPA-PSK (TKIP), | VVireless Security Setup
WPA2-PSK (AES) and WPA2-PSK (AES)
security policy. Encryption: |None ~]

Appl]’ Cha WEP
WPA-PSK (TKIP)
WRA-PSK (AES)

WPA2-PSKIAES)

WEP
WEP allows you to use data encryption to secure your data from being eavesdropped by
malicious people. It allows 2 types of key: 64 (WEP64) and 128 (WEP128). You can
configure up to 4 keys
Wireless Security Setup using either ASCII or
Hexadecimal format.

Encryption: |WEP i _

- B Key Settings: The length

Authentication Type: |Open System or Shared Keyj of a WEP64 key must be

H’Ef LE"lJ'"'I: Ed'blt "'l equal tO 5 bytes and a

Key Format: [He;c {10 characters) :_! WEP128 key is 13 bytes

Default Tx Key: Key 1 "l

Encryption Key 1: e Default Tx Key: You have

Encryption Key 2: {"""""""""' to SpeCify which of the four
[ keys will be active.

Encryption Key 3:

Once you enable the WEP
function, please make sure
Apply Changes | Reset | that both the WL-5460AP
and the wireless client

Encryption Key 4: {"'""'""'"'"

stations use the same key.

Note Some wireless client cards only allow Hexadecimal digits for WEP keys. Please
note that when configuring WEP keys, a WEP128 ASCII key looks like “This is a
key”(13 characters), while a WEP128 Hex key looks like
“546869732069732061206b6579”(26 HEX) (hexadecimal notation are 0-9 and
A-F).
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WPA-PSK (TKIP) / WPA-PSK (AES)

Wi-Fi Protected Access (WPA) with Pre-Shared Key (PSK) provides better security than
WEP keys. It does not require a RADIUS server in order to provide association
authentication, but you do have to enter a shared key for the authentication purpose. The
encryption key is generated automatically and dynamically.

There are two encryption types TKIP and CCMP (AES). While CCMP provides better
security than TKIP, some wireless client stations may not be equipped with the hardware to
support it.

Wireless Security Setup

Encryption: | WPA-PSK (TKIP) =]
Pre-Shared Key Format: ] Fassphrase j
Pre-Shared Key: [

Group Key Life Time: @Dﬂ SeC

| Apply Changes | Hesai|

Wireless Security Setup

Encryption: |WPA-PSI-( (AES) j

Pre-Shared Key Fonnm:ipassphrase ;I
Pre-Shared Key: I

Group Key Life Time: FSEAEIEI SEC

Apply Changes Reset |

Pre-shared Key: This is an ASCII string with 8 to 63 characters. Please make sure that
both the WL-5460AP and the wireless client stations use the same key.

Group Key Life Time: A group key is used for multicast/broadcast data, and the re-key
interval is time period that the system will change the group key periodically. The shorter
the interval is, the better the security is. The default is 300 sec.
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WPA2-PSK (AES)

Enter the Pre-shared Key to initiate WPAZ2 security. All devices try to access the network
should have the matching encryption key.

Wireless Security Setup

Encryption: [ WPA2-PSK(AES) |

Pre-Shared Key Format: 1F‘aaaphrase ;I
Pre-Shared Key: I

Group Key Life Time: iBEa#EIEI sec

Apply Changes ] Rasat|

Pre-shared Key: This is an ASCII string with 8 to 63 characters. Please make sure that
both the WL-5460AP and the wireless client stations use the same key.

Encryption Type: There are two encryption types TKIP and CCMP (AES). While CCMP
provides better security than TKIP, some wireless client stations may not be equipped with
the hardware to support it.

Group key Life Time: A group key is used for multicast/broadcast data, and the re-key
interval is time period that the system will change the group key periodically. The shorter
the interval is, the better the security is. The default is 300 sec.
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802.1X (Radius)

Authentication by the remote server (RADIUS Server).

Wireless Security Setup

Encryption: |802.1x / RADIUS  ~]

Security: ]NUHE ~|

Authentication RADIUS Server: pPort 1812 IP address | Password I

™ Enable Accounting

Accounting RADIUS Server: F'.;.rtl IP address| F'aaswnrdl

Apply Changes I Resml

Wireless Security Setup

Encryption: |B02.1:x/ RADILUS =]

Security: |N ne j

fver: F'Drt|1812 |=: addresal Passwurdl

ﬂ;uthentic:
™ Enablg"VFPA (TKIF)

WYPA (AES)
AccountiniyypA2(AFS) port [1813 IP address | Password |
WWEAZ Mixed
Apply CTTAMTEE = etl

Security: You can select None, WEP, WPA (TKIP), WPA (AES), WPA2 (AES), WPA2 Mixed
method for data encryption.

o WEP: 802.1x Authentication is enabled and the RADIUS Server will proceed to
check the 802.1x Authentication, and make the RADIUS server to issue the WEP
key dynamically. You can select WEP 64bits or WEP 128bits for data encryption.

o WPA (TKIP) / WPA (AES): WPA-RADIUS authentication use WPA (Wi-Fi Protect
Access) data encryption for 802.1x authentication. WPA is an encryption standard
proposed by WiFi for advance protection by utilizing a password key (TKIP) or
certificate. It is more secure than WEP encryption.

o WPA2-AES / WPA2-Mixed: The two most important features beyond WPA to
become standardized through 802.11i/WPA2 are: pre-authentication, which enables
secure fast roaming without noticeable signal latency. Pre-authentication provides a
way to establish a PMK security association before a client associates. The
advantage is that the client reduces the time that it's disconnected to the network.

Authentication RADIUS Server: Enter the RADIUS Server IP address and Password
provided by your ISP.
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o Port: Enter the RADIUS Server’s port number provided by your ISP. The default is
1812.

o |P Address: Enter the RADIUS Server’s IP Address provided by your ISP.

o Password: Enter the password that the AP shares with the RADIUS Server.

Accounting RADIUS Server: Enter the Accounting RADIUS Server IP address and
Password provided by your ISP.
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3.10 Advanced Wireless Settings

When click on Advanced Setup button under client mode, a pop-up window appears and
show parameter as follow:

_ Wireless Advanced Settings
Fragmentation:
Fragmentation
mechanism is Fragment Threshold:  |2346 (256-234B)
used for improving RTS Threshold: 2347 (0-2347)
the efficiency Beacon Interval: 100 (20-1024 ms)
::l\/hen hllgh tl’lafflr:: Inactivity Time: S0000 {(101-60480000 10ms)
ows along In the
. Data Rate: Auto vI
wireless network. . A= = 5 P g
reamble H * Long Preamble hort Preamble
If your 802.11g o :m - gl s - '
. roadcast a * Enabled sabled
Wireless LAN PC '
IAPP: @ Enabled ¢ Disabled
Card often
_ i 802.11g Protection: % Enabled © Disabled
transmit large files
in wireless Tx Power Level: |Ehefault (About !EdB}_:J
network, you can ™ Enable WatchDog
enter new Watch Interval: (1-60 minutes)
Fragment Watch Host: |
Thl_’eShOId value to A . 0 (0-255, 0:Auto adjustment, Unit: dpsec)
split the packet. X MDA Set Default |
The value can be
set from 256 to | Apply Changes |  Reset |
2346. The default
value is 2346.

RTS Threshold: RTS Threshold is a mechanism implemented to prevent the “Hidden
Node” problem. “Hidden Node” is a situation in which two stations are within range of the
same Access Point, but are not within range of each other. Therefore, they are hidden
nodes for each other. When a station starts data transmission with the Access Point, it
might not notice that the other station is already using the wireless medium. When these
two stations send data at the same time, they might collide when arriving simultaneously at
the Access Point. The collision will most certainly result in a loss of messages for both
stations.

Thus, the RTS Threshold mechanism provides a solution to prevent data collisions. When
you enable RTS Threshold on a suspect “hidden station”, this station and its Access Point
will use a Request to Send (RTS). The station will send an RTS to the Access Point,
informing that it is going to transmit the data. Upon receipt, the Access Point will respond
with a CTS message to all station within its range to notify all other stations to defer

AirLive WL-5460AP v2 User Manual
52



transmission. It will also confirm the requestor station that the Access Point has reserved it
for the time-frame of the requested transmission.

If the “Hidden Node” problem is an issue, please specify the packet size. The RTS
mechanism will be activated if the data size exceeds the value you set..

The default value is 2347.

Warning: Enabling RTS Threshold will cause redundant network overhead that could
negatively affect the throughput performance instead of providing a remedy.

This value should remain at its default setting of 2347. Should you encounter inconsistent
data flow, only minor modifications of this value are recommended.

Beacon Interval: Beacon Interval is the amount of time between beacon transmissions.
Before a station enters power save mode, the station needs the beacon interval to know
when to wake up to receive the beacon (and learn whether there are buffered frames at the
access point).

Data Rate: By default, the unit adaptively selects the highest possible rate for transmission.
Select the basic rates to be used among the following options: Auto, 1, 2, 5.5, 11or 54 Mbps.
For most networks the default setting is Auto which is the best choice. When Auto is
enabled the transmission rate will select the optimal rate. If obstacles or interference are
present, the system will automatically fall back to a lower rate.

Preamble Type: A preamble is a signal used in wireless environment to synchronize the
transmitting timing including Synchronization and Start frame delimiter. In a "noisy" network
environment, the Preamble Type should be set to Long Preamble. The Short Preamble is
intended for applications where minimum overhead and maximum performance is desired.
If in a "noisy" network environment, the performance will be decreased.

Broadcast SSID: Select enabled to allow all the wireless stations to detect the SSID of this
Access Point.

IAPP: IAPP (Inter Access Point Protocol) is designed for the enforcement of unique
association throughout a ESS (Extended Service Set) and a secure exchange of station’s
security context between current access point (AP) and new AP during handoff period.

802.11g Protection: The 802.11g standard includes a protection mechanism to ensure
mixed 802.11b and 802.11g operation. If there is no such kind of mechanism exists, the two
kinds of standards may mutually interfere and decrease network’s performance.

Tx Power Level: For countries that impose limit on WLAN output power, it might be
necessary to reduce TX (transmit) power. There are 7 TX Power Levels to choose from —
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select a level to make sure that the output power measured at the antenna end will not
exceed the legal limit in your country.

Enable WatchDog: Check and enable this watch dog function.

Watch Interval: Setup the interval time for watch dog function between 1 to 60 mins.

Watch Host: Enter the watch dog host ip address.

Ack timeout: When a packet is sent out from one wireless station to the other, it will waits
for an Acknowledgement frame from the remote station. If the ACK is NOT received within
that timeout period then the packet will be re-transmitted resulting in reduced throughput. If
the ACK setting is too high then throughput will be lost due to waiting for the ACK Window
to timeout on lost packets. By having the ability to adjust the ACK setting we can effectively
optimize the throughput over long distance links. This is especially true for 802.11a and
802.11g networks

You can set as default for auto adjustment.
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3.11 Access Control

When Enable Wireless Access Control is checked, only those clients whose wireless MAC
addresses listed in the access control list can access this Access Point. If the list contains
no entries with this function being enabled, then no clients will be able to access this

Access Point.

Wireless Access Control

Wireless Access Control Mode: Disable 'l

MAC Address: | Comment: |
| Apply Changes I Reset'

Current Access Control List:
MAC h'ddmsvs ' Itnmment | Select

] Reset |
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3.12 QoS Traffic Control

What is Traffic Control QoS?
Traffic Control is a great tool to
control the bandwidth of the WISP
subscribers.  Therefore, the

WISP operators can offer different y - \
EEEENN P>

class of connection speeds for ENNURE
EARENE |

| lralfic Lontrol Qo5 |

Access Point with Traffic Contral

different subscription fees - just ' e I 1 like
the ADSL service! The AirLive ‘ ‘ — ‘ I

advance firmware can control the VIF Subscriber Regular Subscriber
bandwidth by Interface or

IP/MAC.

What type of Traffic Bandwidth Control does the E11 firmware offer?
The E11 firmware’s Traffic Bandwidth limits the “Maximum Data Rate”. There are 2 types
of Traffic Control it offers.

Interface Control|

The interface QoS controls the data rate at the
WLAN and LAN interfaces. Therefore, all traffics
are controlled the same way. This type of traffic
)))) control is suitable when AP is used as a Client AP in
“Client Mode” and WISP mode. So WISP can
control the maximum data rate

512K 1024K

L Individual IP/MAC Control |

Individual IP/MAC Control|
The AP can set the maximum data ___‘5

rate for each IP or MAC addresses. ot 3
This type of traffic control is most %‘:Ml L’““ a3

suitable for outdoor AP in “AP” or

“Gateway” mode. i i ‘

What is the Output Rate?

The “Output Rate” is the data speed out of an interface. There are 3 types Output Rate
supported by the AP
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1. |LAN Output Rate| This is the speed of the traffic out of the LAN port. In gateway
mode, the LAN Output Rate includes both the wired LAN and WLAN interface.

2. [WLAN Output Rate|: This is the speed of the traffic out of the Wireless LAN

3. WAN Output Rate| This is the speed of the traffic out of the WAN port. In WISP
mode, the WAN Output Rate also includes the WLAN interface.

The AP’s Web Ul will tell you which types of output rate it supports, it differs in each
wireless mode.

IPMAC/Interface Traffic Control

““* WARNING: This function will take effect only after reboot. Please remember to reboot the A
after finish all settings! **

Mote: The Out Rate is the upper bandwidth limit.

NOTE: Interface control has priority over IP/MAC. If you intend to use IPMMAC traffic control, you must
disable interface contral.

——lnteaface Teatlic Control Saabled dsmblisaibled
LAN Output Rate 1] kbps
WAN Output Rate 0 kbps

S —

In the following example:
I The AP is in Gateway Mode
I The WAN Output Rate is 128K
I The LAN/WLAN Output Rate is 1024K
In this setup, the notebook users get an upstream bandwidth of 128K and downstream

bandwidth of 1024K.

Gateway Mode

f A\
( Internet
H\‘"" \-....-"-/)
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Configure the Traffic Control QoS

From the Mode Setting page, please choose the “Traffic Control(QoS)” on the bottom of the

list.

AP Mode Settings

Alias Name: YWireless_AP

[0 Disable Wireless LAN Interface

Band: |2.4 GHz (EEBL_VE
SSID: aitlive

Channel Number: l11 |r\__fj
Wireless Client [T
Isolation: lD|SahIed i_]

Advanced Settings:
Access Control: Setup
Traffic Centrol
{QoS): Setup

[ Apply Changes ] ’Reset]

Once you click on the “setup” button, a new window will pop-up with the Traffic Control
settings. They are divided into “A”, “B”, “C”, “D” section for further explanations.

IPMIAC Tmerface Traffic Contrel

Wi Thit Ca Rt mi thi ugpir bandwidth e

WARNING This luncSen will leke sfect only alie) ieboal. Pleass remember te jebeet the AP afer finkdi all sesisg

b=

Cungent Pelicy Tabls:

Faficy Hama LAH Rats Ehps WLAM e {Hig Commant Salact

| Dehein al [ Ranan |

HOTE Indarlsce coalnd hid pegedy tvie IFBAAC B youl daod 1o wie IPRIEL Il contrel, oo muil doabls whadacs cendisl
lineilacs Teallic Cantiol O Enabied = Dsabled
LAM ity it Raté 0 A Mgs
WLAN Dunpin Rate 0 khigs
E
Palloy Nams LAM Dt Rate WILAN Ot Rate Lamieaa
Ahps K
[Eom) ()

KateOaly the Weshess LAN sade chenl Py are supporied
[ Fnabls IP cantral

Faollcy Hame L] LAM Ot Rate WLAN Out Rate  Canmeesd

L] Ehps

= C

Curment IF cential tabibe:

Palicy Hames AP Addy LAM Rt [Kbpsh WLAN Hase fEhpaj Cammant Beleo
Dalsta il | | Rosst |

Kt Disly (e Wirahiia LAM side cheni MACH are tigpered

LAM O F!uID WILAM Tt Blats Cammen

Whps L

Lmabkle HAC canmal
Falicy Nams ML
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This section is the “Interface
Control” session. You must
disable the “interface Traffic
Control” if you want to use the
“IP/IMAC Traffic Control”

This section is for defining the
“Policy” of “Individual IPIMAC
Traffic Control”. Once a policy
is defined, it can be chosen as
template in IP/MAC Traffic
Control Settinas

This section is to configure the
bandwidth by IP address. You
can control more than one IP
address.

This section is to configure the
bandwidth by MAC address.
You can control more than one
MAC address.




Interface Control Settings:

= WAHMNING: This funclion will take ellect suly alter ieboot. Flesse tomemben 1o reboo? the &F alter linkl all sefings! ™

Mate: The Out Rate is the upper bandwidth limii

MNOTE' Imadaca contral has pranty sver IPMWAT H wou intend 6 sea IPMAC trafhe contrad, you meet disshls imadacs contrnd

Interface Traffic Control = Foabled 7 Disabled
LAN Dutpun Rats S12 khpe

WLAN Cuiput Hale 124 ki
[Ell [ Fosor

In the Interface Control Settings, the AP only controls the total bandwidth limit of an
interface. For example, if you want to limit the output data rate of the LAN to 512K and the
output data rate of WLAN to 1024K. You should i rermiaimsimm

perform the following steps:

1. Enable the “Interface Traffic Control
Enter “512” in the “LAN Output Rate”
Enter “1024” in the “WLAN Output Rate”
Click on “Save”

Reboot the AP.

D)

512K 1024K

a bk~ wbd

B. Define Policy
A policy is a set of bandwidth rules that can be used as a template. For example, if you
want to provide 2 kinds of bandwidth
speed to the users:

L [raffic Centrel Qos

Access Point with Traflic Cantrol

I VIP Subscriber: :
it - S
n LAN Out Rate: 512 Kbps /‘//‘ "'--B W\\‘\
NENER

n  WLAN Out Rate: 1024 Kbps o mmmy ¢
1 Regular Subscriber: ‘ ::::::' ‘
HENRNNES w
n LAN Out Rate: 64 Kbps i RARS
VIP Subsacriber Regular Subscribear

n  WLAN Out Rate: 512 Kbps

You can configure the bandwidth rule as policies “VIP” and “Regular”.

Policy Name LAN Out Rate WLAN Out Rate Comment
IR 12 kl)ps 1024 kl)ps WIP Subcriber
Current Policy Table:
Policy Name LAN Rate {Kbps) WLAN Rate (Kbps) Comment Select
WP 812 1024 WIP Subscriber ¥
Regular 54 812 Regular Subscriber ]
[ Delete all ] ’ Reset ]

Please follow the step below to create a new policy “VIP”
1. Enter “VIP” for the “PolicyName”

2. Enter “512" for the “LAN Out Rate”
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Enter “1024” for the “WLAN Out Rate”

Enter “VIP Subscriber” for the “Comment”

Click on “Save” button

Now the “VIP” policy will show up in the “Current Policy Table”

o 0k w

Once finished, the administrator will be able to choose the policy “VIP” for their IPF/MAC
Traffic Control.

C. Bandwidth Control by IP address
You can set the maximum bandwidth of a PC or a subscriber by using the IP Control.

Please follow the procedure below to setup IP Traffic Control

1. Please make sure the “Interface Traffic Control” is disabled

2. Before you start, please check the following area to see which client IPs are supported.
It differs between each mode.

I Mote: Only the Vireless TAN side client TPs are suppuned.k_ Please check this part to find out what IP addresses
are supported. It varies between each mode

Enable IP control

Policy Name IP LAN Out Rate WLAN Out Rate  Comment
WIP o 192.168.0.250 khl].s kl]l]s Subscriber A
Current IP control table:
Policy Mame  IP Addr LAN Rate {Khps) WLAN Rate {Khps) Comment Select
WIP 192.168.0.20 512 1024 Subscriber A i
[ Delete all ] [ Reset ]

3. Enable the IP Control

4. If you have defined a Policy already, please choose a Policy name. The “Out Rates”
will be automatically pasted from the Policy template. You cannot change the Out
Rates if you have chosen a Policy

5. If you want to define new Data Rate, please do not choose any policies. Then you
can enter the values in the “LAN”, “WLAN", or “WAN" Out Rates.

6. Press “Save” to save settings

7. Reboot your AP.

* |f you want to control the traffic flow between the IPs in the same interface, please make sure both IPs are
configured for the IP Traffic Control.
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D. Bandwidth Control by MAC address
You can set the maximum bandwidth of a PC or a subscriber by using the MAC Control.

Please follow the procedure below to setup MAC Traffic Control
1. Please make sure the “Interface Traffic Control” is disabled
2. Before you start, please check the following area to see which client MACs are
supported. It differs between each mode.
3. Enable the MAC Control
| ) T I‘ Please check this part to find out what IP addresses
: are supported. It varies between each mode

Enable MAC control

Policy Name MAC LAN Qut Rate WLAN Out Rate Comment
VIR | v 004FB0111111 kbps kbps YIP Subscribed
Current MAC control table:
Policy Name  MAC Addr LAN Rate (Kbps) WLAN Rate (Kbps) Comment Select
WP 00:4£60:11:11:11 512 1024 WIP Subscriber ]
I Delete all ] [ Reset ]

4. If you have defined a Policy already, please choose a Policy name. The “Out Rates”
will be automatically pasted from the Policy template. You cannot change the Out
Rates if you have chosen a Policy

5. If you want to define new Data Rate, please do not choose any policies. Then you
can enter the values in the “LAN”, “WLAN", or “WAN" Out Rates.

6. Press “Save” to save settings

7. Reboot your AP.

* |f you want to control the traffic flow between MAC addresses in the same interface, please make sure both
MAC addresses are configured for the MAC Traffic Control.
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Application Example
[Examplel: AP Mode Traffic Control|

| __AP Mode Traffic Confral ]

Access Point with Traffic Control

e AN
* EENEN
Subscriber A /|||||| ‘k Subscriber B

[T I11]]
ENENER
ENENER
[ TI11]]
| EEEEEE d
MAC Address: MAC Address:
00:04:6F:11:11:11 00:04:6A:88:88:88

In this example, the AP is installed outdoor to provide Internet service. There are 2
different type of Internet service offered by the WISP:
1 VIP Service:
n Upstream Data Rate: 512 Kbps
n Downstream Data Rate: 1024 Kbps
I Regular Service:
n Upstream Data Rate: 64 Kbps
n Downstream Data Rate: 512 Kbp
The Subscriber’s information is as followed:
n Subscriber A
1 VIP Service
I MAC Address of the PC or Wireless Client: 00:04:6F:11:11:11
n Subscriber B
I Regular Service
I MAC Address of the PC or Wireless Client: 00:04:6A:88:88:88

Step-by-Step Configuration
1. Please disable the “Interface Traffic Control”
2. On the Policy, please add the “VIP” and “Regular” policies as shown on the graph

below
Policy Name LAN Out Rate WLAN OQut Rate Comment
WP a12 khl)s 1024 kl].l].s YIP Subcriber
Current Policy Table:
Policy Name LAN Rate (Kbps) WLAN Rate {Kbps) Comment Select
P 512 1024 WP Subscriber ]
Regular G4 a12 Regular Subscriber [F]

[ Delete all ] [Reset]
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3. Please enable the “MAC Control”
4. Please fill in the 2 entries as shown on the graphic below

Mote:Only the WYireless LAN side client MACS are supported.
Enable MAC control

Policy Name MAC LAN Out Rate WLAN Out Rate Comment
¥ kbps kbps
Current MAC control table:
Policy Name  MAC Addr LAN Rate (Kbhps) WLAN Rate (Kbps) Comment Select
WP 00:04:6£11:11:11 512 1024 Subscriber & FI
Regular  00:4fE5a:88:85:88 B4 512 Subscriber B i

I Delete all ] [Resetl

5. Reboot the AP
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[Example2: Client Mode Traffic Control|

In the following example, the AP is used as the wireless client to the WISP Service. The
Service provider need to restrict the bandwidth of the AP to 1024K Downstream and 128K
Upstream.

| Lllant Mode Traffic Control ]

Culdoar AP
[ ]

?a‘?ﬂr
d \ T WAE-DESGP

= Lo v

AP with Traffic Contral

Step-by-Step Configuration

MOTE: Interface control has priarity ower IP/MAC. If you intend to use IP/MAC traffic control, you must disable interface contral.

Interface Traffic Control @ Enabled O Disabled
LAN Output Rate 1024 kbps

WLAN Output Rate 128 kbps

ISave] ’ Reset ]

Please enable the “Interface Traffic Control”
Enter “1024” in the “LAN Output Rate” field
Enter “128” in the “WLAN Output Rate” field
Press “Save”

Reboot the AP

a bk wbdpE
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4, System Management

4.1 LAN Interface Setup

In this page, you can change the TCP/IP settings of this Access Point; select to
enable/disable the DHCP Client, 802.1d Spanning Tree, and Clone MAC Address.

LAN Interface Setup

Click her to

configure LAN =

Interface Setup

Clone MAC Address:  [000000000000

Apply Changes I F!asai]

IP Address: [192.168.100.252

Subnet Mask: [255 255 255 0

Default Gateway: j0.0.00

DHCP: W Server IP: [1 000

DHCP Client Range:  |152 163 100 100 = [192 168 100 200 Shiow Client
DNS Server: |

IP Address: This field can be modified only when DHCP Client is disabled. If your system

manager assigned you static IP settings, then you will have to enter the information

provided.

Subnet Mask: Enter the information provided by your system manager.

Default Gateway: Enter the information provided by your system manager.

DHCP: Select Disable, Client or Server from the pull-down menu.

o Disable: Select to disable DHCP server function.

o Client: Select to automatically get the LAN port IP address from ISP (For

ADSL/Cable Modem).

o Server: Select to enable DHCP server function.

DHCP Client Range: WL-5060AP IP addresses continuing from 192.168.100.1 to

192.168.100.253

DNS Server: Enter the Domain Name Service IP address.
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Clone MAC Address: You can specify the MAC address of your Access Point to replace
the factory setting.

4.2 Upgrade Firmware

WULAN Access Point

[ l:d--.d-...-|'!'f_'Fl_f|F' REbﬂﬂt Other

i ngo — L0

Upgrade Firmware

Select File: | . |

Upload ] Reset [

To Upgrade Firmware:

1. Download the latest firmware from your distributor and save the file on the hard drive.
2. Start the browser, open the configuration page, click on Other, and click “Upgrade
Firmware” to enter the Upgrade Firmware window. Enter the new firmware’s path and file
name (i.e. C:\FIRMWARE\firmware.bin). Or, click the “Browse” button, find and open the
firmware file (the browser will display to correct file path).

3. Click Reset to clear all the settings on this page. Or click Upload to start the upgrade.
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4.3 Save / Reload Settings

WULAN Access Point

~ owrd Lo

G# Mode | Status ' TCP/IP | Rehnn | other
t R -

Save/Reload Settings

Save Settings to File: Save... |

Load Settings from File: | o | Upload

Reset Settings to Default:  Reset I

This function enables users to save the current configurations as a file (i.e. config.dat) To
load configuration from a file, enter the file name or click Browse... to find the file from your
computer.

Save Settings to File: Click “ SAVE” to save the current configuration to file.
20|
g [ £E = O3 e E
BRI

(orfen) 1957 Chopin, Janacek Mussorgsky_Fukusny, Ape+Covers
) 1202270885

) Adobe Photoshop CS3 Extendent

3 Chopin - Polonsdses - Elisabeth Leonskaja (1996) [FLAC)

0

W& [Eonfiz daf | #Ee |
|

FOERD. [ = wa |
i

When prompted the upper left screen, select “ Save this file to disk”, and the upper right
screen will prompt you a dialog box to enter the file name and the file location.

Load Settings From File: Click “Browse” ... if you want to load a pre-saved file, enter the
file name with the correct path and then click on Upload. Or click Browse... to select the file.
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Reset: Click to restore the default configuration.

4.4 Change Password

For secure reason, it is recommended that you set the account to access the web server of
this Access Point. Leaving the user name and password blank will disable the protection.
The login screen prompts immediately once you finish setting the account and password.
Remember your user name and password for you will be asked to enter them every time
you access the web server of this Access Point.

WULAN Access Point

Mode Status_ TCP;’!F Eebnu_ Other

Password Setup

New Password: |

+_ ity Confirmed Password: |

SECUriy 15808

Apply Change I Reset |

New Password: Set your new password. Password can be up to 30 characters long.
Password can contain letter, number and space. It is case sensitive.
Confirm Password: Re-enter the new password for confirmation.
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4.5 Enable System Log

This function can list all log information about device.

WLAN Access Point

| Mode | Status | TCP/IP | Reboot | Other

System Log

This page can be used to sef remote log server and show the system log.

fig

™ Enable Log
[~ Systam all ™ Wireless anly

Redrash Clear

Enable Log: Enabled or Disabled display system log information.
System All: List system all log information.

Wireless Only List: wireless log information only.

Refresh: Refresh log information.

Clear: Clear all information in window.
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4.6 NTP Settings

This function can set system time from local computer or Internet.

—

Al e WLAN Access Point

[‘Mode [ Status TcP/IP [Reboot | Other |

Time Zone Setting

Cument Time:  Year [2000 Month |! Day |1 Hr [0 Min|35  Sec|lB

[T Enable NTP client update

Time Zone Select: | (GMT+0800)Taipei =
NTP server: & I"'t 5.41.41 - North America ¥
o4 | {Manual IP Setting)

|an] R‘Bs&ll ﬁah-sh]

Current Time: Setting system time

Enable NTP client update: Enable or Disable setting system from Internet NTP Server.
Time Zone Select: Select system time zone.

NTP Server: Select NTP Server by Server List or Manual Input.
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5 System Recovery

WL-5460AP provides the system recovery emergency code function that can restore the
machine after firmware crashed.

Please check if your WL-5460AP's serial number is e5460AP70500001 or later. If it is, it
has emergency code function. Otherwise, it doesn't. Once you make sure it has emergency
code function. Please follow the steps below:

1. Unplug the power of WL-5460AP.

2. Hold the reset button while plugging the power. Do not release the reset button until the
"Status" LED goes off.

3. Set your PC's IP address to 192.168.1.199. Connect your PC to the WL-5460AP.

4. Open your web browser, then type "192.168.1.6". You should see the emergency code
page where you can upload your AirLive firmware again.

If your WL-5460AP's serial number is before e5460AP70500001, it does not have
emergency code function. It needs to update bootloader first.

To upload the bootloader and firmware:

1. Copy the two files, “boot_v14a.bin” and “5460APv2e9_httpupgrade”, to the location

C:\5460AP":

1
2. Connect the Ethernet cable to the LAN 1 port of WL-5460AP (this step is mandatory).
3. Open the internet protocol setup dialog and enter IP addresses as shown below:
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Internet Protocol (TCP/IP) Properties 7] x|

[3eneral

Y'ou can get |P settings assigned autarnatically it vour nebwork, suppaorts
this capability. Othensize, you need to ask your network, administrataor for
the appropriate [P settingz.

£~ Obtain an IP address autaratically

—{* Use the following IP address:

P addrezs: I 192 168 . 1 100
Subnet maszk: I 25 285 285 . O
Default gateway: I

£ Dbtain DWE sever address automatically

—{% Use the following DHS server addresses:

Preterred DNS zerver: I

Alternate DMNS zerver: I

Advanced. .. |
k. I Cancel |

4. While pressing and holding the Reset button of WL-5460AP, connect WL-5460AP to its

power supply. Keep holding the Reset button until the red light of the Status LED goes
off.

5. Launch DOS Command Prompt and type the following commands:
CD\5460AP

tftp —1 192.168.1.6 put boot_v14a.bin

AW

GC:xFod S468AP

C:~S460AP>tftp —1i 1922.168.1.6 put hoot_wvilda.bhin
Tranzfer successful: 22898 bytes in 1 =zecond, 22898 bhytes/s

C:~5460AF>

6. WL-5460AP will then reboot itself. After it has completed rebooting, open the internet

protocol setup dialog and enter IP addresses as illustrated below:

AirLive WL-5460AP v2 User Manual
72



Internet Protocol (TCP/IP) Properties 7] x|

[3eneral

Y'ou can get |P settings assigned autarnatically it vour nebwork, suppaorts
this capability. Othensize, you need to ask your network, administrataor for
the appropriate [P settingz.

£~ Obtain an IP address autaratically

—{* Use the following IP address:
P address: | 192 168 100 . 100

Subnet maszk: I 25 285 285 . O

Default gateway: I

£ Dbtain DWE sever address automatically

—{% Use the following DHS server addresses:

Preterred DNS zerver: I

Alternate DMNS zerver: I

Advanced. .. |
k. I Cancel |

7. Open the WL-5460AP configuration menu and choose the category ‘Other’. Then

choose the feature “Firmware Upgrade”.

Click the Browse button to find and open the firmware file. Then click the Upload button

to start upgrading the firmware.

ir Live

www.ovislink. com. tw.

WULAN Access Point

4 ‘ Mode ' Status' TCP/IP | Other
OvisLink .
e

Upgrade Firmware

Upload I Reset |

Select File: |C:EilBDAF"nEdEDAPvZeB_httpupgrade.hin Browse... |

8. Wait for about 30~40 seconds. After the WL-5460AP Ul is re-launched, the upgrade of

Boot Loader and Firmware are now complete for your WL-5460AP.
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6. Specification

«AP, Bridge, Client, Repeater functions

«WISP Client Router mode

«WISP + Universal Repeater Mode

«Detachable Antenna, 2 LAN ports

«802.1x, WPA, WPA2 and Web Mgt.
Feature «TX power regulation in 4 levels

«Watchdog function use PING

«Wireless Client Isolation (e8 firmware)

«ACK Timeout Adjustment

«DHCP Relay function

«802.119g Protection

«2 x 10/100Mbps LAN Port
«2MB Flash, 16MB SDRAM

Hardware
«Reversed SMA Antenna Port
«Power, LAN, WLAN LED indicators
«2 dBi detachable Dipole Antenna
Antenna

«Reversed SMA Connector

«USA (FCC) 11 Channels: 2.412GHz~2.462GHz
Frequency Range «Europe (ETSI) 13 Channels : 2.412GHz~2.472GHz
«Japan (TELEC) 14 Channels :2.412GHz~2.483GHz

«11g Orthogonal Frequency Division Multiplexing (64QAM,
16QAM, QPSK,

BPSK)
«11b Direct Sequence Spread Spectrum (CCK, DQPSK,
DBPSK)
«Data Rate: 54, 48, 36, 24, 18,11, 5.5, 2, 1 Mbps

Modulation Technique

« EU and FCC version

1 20dBm Max

1 Adjustable in 6 levels
« Brazil version

1 26dBm Max

1 Adjustable in 8 levels

Output Power

«DHCP, PPTP, L2TP, PPPoE ISP Authentication Support
WISP Mode «Wireless Client function as WAN
«WISP mode is not the same router mode
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«To configure the WISP mode, you PC must be connected to
the LAN port

«64/128-bit WEP

“WPA/WPA2-PSK support

«802.1x Radius Support

«WPA Enterprise support in AP/WDS mode

Security

«Web Management

<WDS (Bridge, Client, Repeater) mode

«Hide ESSID

«802.1x

«MAC Access Control

«MAC Access Table

«Wireless Client Isolation (e8 firmware)

«SSID, Channel, RTS Threshold, Frag Threshold

Configuration

«Operating temperature: 0~60

«Operating humidity (non-condensing): 20~80%
«Storage temperature: -20~65

«Storage humidity: 95% Max

Environmental

Power Supply «DC12V

EMI «FCC, CE

Product Weight (g) «180 g

Product Size «135 x 100 x 26mm

(LXWXxH(mm))
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